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This User’s Manual is intended to help for studyomerability principles and maintenance of
S2000-2 Access Controller of versiar2Q

The S2000-2 Access Controller (hereinafter refetoeds the controller) is designed to control
access through a single or two access points ldingdhe codes of presented credentials (Proximity
cards, iButtons, PINS), verifying access rightg] alosing (opening) the contacts of relays opegatin
locking devices (electromechanical or magnetic $oakelectric strikes, turnstiles, boom barriers).

The controller is designed to operate as part BiCabased Orion integrated security system
under Orion Pro software of the version 1.20 SPhigier, or as part of an Orion integrated security
system based on an S2000 or S2000M control paniel,sbandalone mode.

1 Description and Operation

1.1 Functions of the Controller

1.1.1Local access control, that is granting or denyirngeas for holders of credentials
registered in the controller’s database, dependmthe access rights of the presented credentas,
current access mode and current access rule wiotatif the presented credentials.

1.1.2Centralized access control, that is reading theecofl a presented credential and
transmitting it to the network controller (OriondPworkstation) followed by granting or denying
access for the holder of the presented credengia tommand of the network controller (only if the
controller operates as part of an Orion systemdasea personal computer).

1.1.3Arming and disarming partitions (when the contnotiperates as part of an Orion system
based on a PC or an S2000M panel).

1.1.4Arming and disarming up to four loops of an intarsialarm system, monitoring loop
conditions and sending alarms over the RS-485 faderto the network controller (Orion Pro
workstation or S2000 panel).

1.1.5The controller is intended to be installed insidenpises and is designed for round-the-
clock operation.

1.1.6The controller is not designed to be used in aggyresor dust media or in explosion
hazardous premises.

1.1.7As to resistance to mechanical attacks the coetrédllls into the 03 placement category
in accordance with Russian Stand&dT 25 1099-83.

1.1.8As to resistance to climatic effects the controieproduced in the implementation 3 in
accordance with Russian Stand&@dT 25 1099-83 but for operating temperatures minusC 30
+50°C.



1.2 Specifications
1.2.1The controller is to be powered by an external dwegy supply with 12 V rated voltage
(10.2 V to 15.0V). Battery backed power suppligsRIP-12 series manufactured by the Bolid
Company are recommended for use.
1.2.2The power consumed by the controller from an esledtc power supply does not
exceed 2 W.
1.2.3The maximum current consumed by the controller feomexternal dc power supply does
not exceed 120 mA.
1.2.4The number of connected readers of iButtons, Pribxicards, or PINs with output
interface Touch Memory (1-Wire, u-LAN), Wiegand,ABA TRACK Il is 2.
1.2.4.1The controller provides operating the two LEDs (Hiegle two-color LED) of each
reader. The control levels match logic levels oA 4&EMOS. In case of direct connection of LEDs the
controller limits the current through the LEDs Wy hA.
1.2.4.2The controller provides controlling reader’'s bespérhe control levels match logic
levels of +5 V CMOS.
1.2.5The distance between the controller and the resttil not exceed 100 meters.
1.2.6Memory capacity: 32768 codes of credentials (iBugtd’roximity cards, PINS).
1.2.7The number of actuator relay to control lockingides is 2.
1.2.7.1The maximum switching current of each relay is 7 A.
1.2.7.2The maximum switching voltage for each relay isv30
1.2.7.3The maximum switching power of each relay is 100 W.
1.2.8The controller provides condition analysis for wup four intrusion alarm loops with
arming and disarming them by means of presentingtdBs (Proximity cards, PINs) or over the RS-
485 interface. The controller also transmits loepnds over the RS-485 interface.
1.2.9The controller can be used in one of the followapgration modes:
— Two Entrance Doors;
One Entrance / Exit Door;
Turnstile;
Boom Barrier;
Mantrap.
1.2.10In all operation modes the controller supportsfihewing access modes:
— "Simple": access requires presenting one (a "pgMaredential;
— "With extra code": access requires presenting tremlentials (a "primary” and an "extra"
ones);
— "Confirmed manually": after presenting a credenéiatess must be confirmed by a guard
manually, by pressing a CONFIRM button;
— "Two-person rule” ("Three-person rule"): access lsamgranted after presenting two or three
credentials with specific access levels;
— "Centralized access": access with presenting aeot&d not registered in the controller
itself with making a decision about granting / otieg access by the network controller
(“Orion Pro”);
"Access locked": local access is prohibited (cdizied access can be granted);



— "Free pass": no credential is required to achieoess.

1.2.11The following factors to limit access are takenoirccount while analyzing access

rights of a presented credential:

— The credential must not be disabled;

— The credential must have a right to access thesacmme;

— Validity of the credential,

— The Time Zone of the credential must be active;

— Antipassback rules;

— Conditions of alarm loops of the controller whidthk access;

— Status of BUSY signal.

1.2.12The access controller transmits the network coletr¢Orion Pro or S2000M panel) the

following messages over the RS-485 interface:

- "ldentification" — Authentication of the user haselm completed but access rules have not
yet been checked (in case of two- or three-pemsi@s or manually confirmed access);

— "Access Granted";

— "Transaction" — After granting access a passagieg@ccess zone has been detected;

— "Access Denied" — Access is denied for the preskerggistered credential,

- "Wrong Code" — An unknown credential is presentedat reader when there is no
communications between the S2000-2 and the neteamkoller (the message is stored in
the S2000-2 memory);

— "Duress Code" — Access under coercion;

— "Access Locked" — Access is locked for all credasti

— "Free Pass" — Access control is deactivated;

— "Access Restored" — Access control has just betvased,;

— "Disarmed";

- "Armed";

- "Arming Delay";

— "Arming Failed";

— "Loop Alarm";

— "Authentication" — A credential for arming/disarrgitoops has been presented to a reader;

— "Door Open" — The passage sensor (door sensorgbpsnded;

— "Door Closed" — The passage sensor (door senssmeharned to the quiescent mode;

— "Door Held Alarm" — The door has been open too Ifogmore than 30 s);

— "Door Forced Open" — The door is forced open withgranting access;

— "Tamper Alarm" — The S2000-2 enclosure has jushlmgened;

— "Tamper Restored" — The S2000-2 enclosure habv@est closed,;

— "Power Failed" — The device input voltage is outanfge;

— "Power Restored";

— "Battery Failed" — Low voltage or missing of thetteay which backs up power for the real-
time clock;

— "Battery Restored";

- "Programming” — The controller is switched to thegramming mode by means of a
Master credential or Master credential re-prograngni



— "Manual Test" — Switching the self-diagnostic maxhe

— "Relay ON/Pulsing/OFF" — Changes in relay states;

— "Guessing" — The number of subsequent attemptsdsept unknown credentials to the

reader has exceeded the programmed value.

1.2.13If a temporary communication loss happens to bendugenerating of a message then
the messages are stored within the S2000-2 nomeolaemory (EEPROM). Then, when RS-485
communications are restored, the stored messagdrsasmitted to the network controller along with
actual event data and time in accordance withriteznal S2000-2 clock.

1.2.14The capacity of the event buffer in the non-votatihemory of the controller is 32768
events.

1.2.15The controller provides executing the following coands received over the RS-485
interface:

— Writing configuration;

— Assigning a network address;

— Arming / disarming alarm loops;

— Access control, that is granting, locking, unlogkiand restoring controlled access;

— Reading the list of credentials;

— Adding and editing the list of credentials;

— Synchronizing clock;

— Reading ATD values of resistance of the alarm lpops

— Requests for states of the controller, the alawpdothe readers, the doors.

1.2.16The controller doesn’'t send false alarms undert@ewgnetic interference of third
severity level in accordance with Russian Stand@dT P 50009.

1.2.17Radio disturbances from the controller operationndb exceed the values specified in
'OCT P 500009.

1.2.18The pre-operation time after powering up doesnteexi 5 s.

1.2.19The mean time between failures of the controllequiescent mode should be at least
80000 hours which is equivalent to the probabiftyo failure 0.98758 within 1000 hours.

1.2.20The probability of a failure which can trigger dskaalarm of the controller should be no
more than 0.01 per 1000 hours.

1.2.21The average lifetime of the controller is 10 years.

1.2.22The weight of the controller does not exceed 0.3 kg

1.2.23The overall dimensions are 156 mxi07 mmx 39 mm.

1.2.24The ingress protection rating of the controllefF80 in accordance withOCT 14254-96
(IEC 529-89) provided that the controller is mowuhtsm a wall.

1.2.25According to the content of precious materials pheduct does not require accounting
for storage, writing-off, and/or disposal.



1.3 Standard Delivery

S2000-2 Access Controller 1pcs.
Resistor MF 1/4W-8.2k + 5% 6 pcs.
Woodscrew 1-825.016I'0OCT 1144-80 3 pcs.
Wall Plug 3 pcs.
DIN 7982 Flat Head Tapping Screw with Cross DrivexB.5 1 pcs.
S2000-2 Datasheet 1 pcs.
S2000-2 Installation Manual 1 pcs.

1.4 Access Modes

For all operation modes of the controller (Two Bntre Doors, One Entrance/Exit Door,
Turnstile, Boom Barrier, and Mantrap) each of twe taccess directions (each reader) can operate in
one of the three following access modes:

— Controlled Access;

— Access Locked;

— Free Pass.

The access mode of one reader (access in oneiamecan differ from the access mode of the
second reader (access in opposite direction).

In addition to the long-duration access modes roamti above, for any of the readers the
Access Allowed mode can be enabled providing gngrdiccess while presenting any credential.

Moreover, until an access procedure started befase been terminated the readers of the
controller can be in thBusystate.

1.4.1Controlled Access

In the Controlled Access mode the controller presitoth local and centralized access.

Local accessn this mode is granted for holders of those anéidés which are enrolled in the
database of the controller, are in effect at theetiare authorized to access the specified arest, thme
access conditions (the required number of credsntias been presented) and when no access rule
violations (time zone violations, antipassback mitdations, validity violations) are detected piaesd
that no alarm loop locking access is armed.

By a similar way access is granted for holders reflentials which are not enrolled in the
controller’'s database but their codes match ortbeofD Templates of the controller.

Centralized access granted by a network controller (Orion Pro W&tgtion) commands for
holders of credentials which are not enrolled md¢bntroller's database and meet no ID Template.

Further in the text, while describing functionstbé controller local access is implied unless
otherwise specified.

1.4.2Locking Access

Access is locked or by presenting a special Lockirgglential, or by a remote command over
the RS-485 interface, or by arming the alarm ldopking access. If access was locked by a Locking
credential or remote command then the LED of thevesnt reader starts pulsing once per second with
short pauses in red.



If access is locked by a special credential ordipmand then it is locked for all the credentials
stored in the controller's memory (locked local egs). In this case only centralized access or acces
by Exit button, if applicable, can be allowed. (Gahzed access can be locked only by settingdef t
network controller). In addition, the reader canshegtched to the Access Allowed mode for a single
authentication.

The Controlled Access mode can be restored or cynskepresenting of the Locking credential,
or by presenting an Unlocking credential, or byoemmand of the network controller over the RS-485
interface. To make the credential Locking or Unliagk the Passage Mode parameter in the access
level of the credential is to be set to “Locking™tnlocking” respectively.

If access is locked because the alarm loops locktmess are armed then on presenting a
combined credential authorized to disarm thesemallyops the alarm loops are disarmed and
simultaneously access is granted. For other credenfintended only for requesting access or
combined without rights to disarm locking alarm ped access is denied. Locking access by alarm
loops prohibits also access by EXIT button.

Locking access by alarm loops is canceled by disaymlarm loops locking access.

1.4.3Unlocking Access

Access is unlocked on presenting a special Unlacknedential, or after activation of a special
alarm loop (see Section 1.16.14), or by a commahdh® network controller over the RS-485
interface. In this case the LED of the relevantiegastarts pulsing ones per second with short gause
in green.

In this mode free access can be achieved by eveyyhithout presenting credentials.

In the Free Pass mode the controller activatesdleant relay to be open permanently (the
relay for this direction is either always on or als off) or in pulse mode (the relay is switchedoon
off on every door closing). The second way to aardrrelay in the Free Pass mode is suitable foin su
kind of barrier devices as electric strik®$ease take into account that applying voltage icoausly
to some kinds of strikes can make them inoperative

In the operation modes Two Entrance Doors and Tilgreach of the two readers (directions)
can be switched to the Free Pass mode withoutde¢gamnother reader. In other operation modes (One
Entrance / Exit Door, Boom Barrier, Mantrap) activa of the Free Pass mode on one reader
automatically activates this mode for another reade

If before passing a user has presented its credesrolled in the controller memory and
intended for access then its passage in the FieerRade is logged by the same way as in case of the
Controlled Access mode. It can be necessary fog &attendance purposes or for correct operation
of antipassback functions.

If the Free Pass mode was switched on by meanfeofalarm loops then to restore the
Controlled Access mode it is necessary to normdheeresistance of the alarm loops. In other cases
the Controlled Access mode is achieved or by tkers® presenting of the Unlocking credential, or by
presenting a Locking credential, or by a commanthefetwork controller over the RS-485 interface.
To make the credential Locking or Unlocking, thess2age Mode parameter in the access level of the
credential is to be set to “Locking” or “Unlockinggspectively.



1.4.4Access Allowed Mode

This mode can be switched on by pressing the PERAMEESs button and is effective only for
one authentication. In this mode the LED of thevaht reader pulses with green once per second.

In this mode a holder of any credential can achi@seess regardless of the purpose of the
credential (Master, Unlocking. Locking, Operatirgjc.) even if access rules are violated or the
credential is not enrolled in the controller.

The Access Allowed mode terminates just after gngrdccess for a presented credential or the
expiry of 10 s timeout (if no credential was prdedh as well as after the second press on the
PERMIT button. The reader returns to its long-tenmde in which it was before: Controlled Access,
Access Locked, or Free Pass.

The PERMIT button is supposed to be situated nearaad and is uses for those cases when it
IS necessary to approve granting access with lgggassage with a credential without access rights o
with registered access rule violations (for timatendance purpose or correct operation of
antipassback rules).

1.4.5Busy State

Until a current access procedure is completed tmeraller generates anternal Busysignal.

For such operation modes as Turnstile, Boom Baraed Mantrap, while this signal is in effect no
access is provided for a next credential. In therajoon modes One Entrance/Exit Door and Two
Entrance Doors an internal Busy signal is ignored.

In spite of internal Busy signals an external Bagjnal can be sent to the BUSY input of the
controller. Its effect on each of the readers iinge by a relevant configuration parameter of the
reader and doesn’'t depend on the operation modieofcontroller. The BUSY input/ output is
designed to synchronize operation of several ctletsoin case of arranging sophisticated access
points and to connect a presence detector (occysemsor) in a mantrap, vehicle loop detector at a
parking lot etc.

If a credential is presented when an internal ¢ereal Busy signal is being active, then access
cannot be achieved, please try to access later.

1.5 Two-Factor Authentication

One of the ways to strengthen protection againsautiorized access iswo-factor
authenticatiorwhen a user is required to present two credentditer than a single one (for example,
a Proximity card and a PIN).

In case of two-factor authentication a proceduregrainting access or operating alarm loops
begins with presenting a first credential — a Prim@ode. After that the controller proceeds to the
mode of waiting for presenting an additional coaih the reader LED flashing with green five times
per second. Within 30 seconds a second credehbald be presented — the Extra Code.

If the presented code does not coincide with the#aE€ode then the controller generates an
Access Denied message with the Extra Code Errobuatie. If a correct additional code is presented
then the authentication is considered to be comglsticcessfully and the controller or grants agcess
or proceeds to authentication of a next user (Waperson rule or three-person rule is in effeot),
arms or disarms the alarm loops operated by theepted credential.

Necessity to apply two-factor authentication isggeanmed for every group of users (for every
access level) individually for each reader by Bgttithe configuration parametéerwo-Factor
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Authenticationon. In this case for all the users which fall unttes group (assigned with this access
level) in addition to a primary credential codeeattra code must also be defined.

A primary and an extra codes are presented to glesreader, so combinations of codes of
various types (for example, a Proximity card andélld) can be used only if the relevant combined
readers are connected which provide reading crederdf various types and sending them to the
controller in a single format (Touch Memory, or \)aed, or ABA TRACK IlI). These combined
readers include, in particular, readers of the P&y series.

If Two-Factor Authentication is set on then presentthe relevant extra code is required
without regard to the function of the credential floe current reader (granting or confirming access
locking or unlocking access, arming / disarmingralédoops). Only for a Master credential two-factor
authentication is never applied because an aceeskdf a Master credential defines authoritieghef
credentials programmed by means of the Master otedieather than the authorities of the Master
itself.

1.6 Access Levels

To simplify the process of description of accegghis for every credential and its rights to
operate the alarm loops, tiiecess Levetategory is used. An access level is a set otgigind
limitations applied to a group of credentials (83emhus, defining access rights for all the créidé
is substituted by defining access rights for albugps of credentials (defining access levels) and
assigning every credential with one or another sstzvel.

Thus, on adding a new credential (user) for defjnia access rights only specifying its access
level is required. And to change access rightsafevhole group of credentials it is only required to
change these rights for their access level.

For the S2000-2, user authorities described incaess level are programmed for each reader
individually. So, an access level includes two il sets of parameters: one set for the firstieea
and once more set for the second one.

The parameter Two-Factor Authentication requireguesting for an extra code from a
credential holder when he or she is authorizetlateéader (see Section 1.5).

Other parameters to be programmed for user viacassa level fall into two groups. The
functions of a credential assigned with accessrobate enabled by setting on tAecessattribute. If
the attribute is set on then the additional paramsatf the Access group can be programmed:

— Passage Mode (which access function the credgmitdrms at the reader);

— Access Time Zone (the intervals of time alloweddocess, see Section 1.8);

— Antipassback Mode (see Section 1.9);

The functions of a credential assigned with armang disarming are activated by setting on
the attributeOperating Also other parameters of the Operating grougpasgrammed:

— Rights to arm and/or disarm alarm loops LP1... LPthefcontroller;

— Operating Time Zone (the time intervals alloweddperating alarm loops, see Section 1.8).

Passage Mode (access function) can be:

— Prohibited (no rights to access the zone contrdilethe reader);

— Simple (by authentication of a single credentidtlro);
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— Two-Person Rule (see Section 1.7);

— Three-Person Rule (see Section 1.7);

— Confirmed Manually (a confirmation of a guard igueed);

— Confirmation (for those who doesn’t request acaeashe access point but confirms pass
for other credential holders in accordance wittva(three)-person rule);

— Unlocking (activates Free Pass mode for the reagerSection 1.4.3);

— Locking (activates Access Locked mode for the reg8ection 1.4.2).

If in access level of the credentials both the peters Access and Operating are set on then
for this reader the credential is combined, i.aised both for access and for arming / disarmiagal
loops of the controller (see Section 1.16.10) ortifi@ns of fire or intrusion alarm system (see
Section 1.11).

All access level parameters are applied to credsndif User and Duress types. For credentials
of Master type access levels are given only foeritimng by User credentials to be programmed by
using this Master one.

Configurations of access levels with the numbets 100 are programmable. The parameters
of the access level No.0 are fixed and imply tloatlfoth readers of the controller a credential with
zero access level is used only for access with Horee 0 ("Always"), Simple passage mode, disabled
antipassback.

1.7 Two (or More) Person Rule Access Control

In order to control access to zones with increasadty requirementsywo or three person
access rulesan be used when two or three persons must prs@ntredentials with matched access
levels to gain access. Implement this by doingdHewing:

Set on the Access parameter of the access level;

Set Passage Mode to the value "Two-Person Ruldit¢&FPerson Rule");

Select the Access Level 1 to confirm passage;

Select the Access Level 2 to confirm passagehfeetperson access rule is in effect.

If the access level of a presented credential Esptiassage in accordance with a two(three)-
person access rule then an Identification messaggenerated, the green LED of the readers starts
pulsing five times per second, and the controllghiw 30 seconds is waiting for authentication lod t
credential(s) which access level is (are) configrfor the presented credential.

If the next presented credential has a mismatchkedsa level and granting access conditions
are also not met for the credential then the cdletrgenerates an Access Denied message with the
attributeConfirmation Error

If the presented credential has a matched acceskHat granting access conditions have not
yet been met for both the presented credentialegtpherson access rule) then an Identification
message is generated and the controller is wahingresenting a third credential for 30 seconds.

If after presenting the second or third credentialaccess conditions are met for at least one of
these credentials, access is granted. If the dtertroperates in the Two Entrance DoansOne
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Entrance/Exit Door modeéAccess Granted messages are generated for altdbentials which meet
the access conditions. In all other operating modles controller generates the Access Granted
message for the first credential only.

If not all the persons, involved in the two(thrgekson rule access procedure, are supposed to
enter the restricted zone (for example: a secgugrd confirms access of another staff membelis, it
necessary to set ti@nfirmationpassage mode for the access level of such perBbagassage itself
is not permitted for the holders of credentialsith passage mode and neither Access Granted nor
Passage messages is generated for such credemimnag the two(three)-person rule access procedure.

Two-(three) person access rules like other paramate Access Level are programmed for
each reader (each passage direction) separatelyexample, to entry a zone (to pass into a zone
controlled by the first reader) the two-person rigleised, while to exit this zone (to pass intooaez
controlled by the second reader) the Simple passegke (authentication of one person only) is used,
and vice versa.

Passage modes to access zones controlled by sharid the second readers (entry mode and
exit mode) for every access level are programmeegandently of another access level. Thus, for
example, for one access level passage to one z@wmdea programmed in accordance with a two-
person access rule while for the second acceskdenple passage can be given to the same zone (via
the same reader).

If for the access level X the parameter PassageeMadone of the readers of the controller is
set in accordance with a two-person access rulghendccess level Y is specifiedAscess Level 1 to
Confirm Passagéhen:

— If two-person rule access via the reader is sethferaccess level Y too and the access level

X is selected to be thAccess Level 1 to Confirm Passédge the level Y then access for
holders of the credentials included in the accessl|X is granted only accompanied by a
holder of a credential included in the level Y, atck versa;

— If the simple passage mode is selected for thesadesel Y, then such credential holder is

allowed as to confirm access by an access leveedential, as to pass in specified direction
(via this reader) by himself.

1.8Time Zones

To restrict access rights for users depending erddte, the day of the week, and/or the time
within a day the so calleitme zonesre programmed for the S2000-2 and assigned withsa levels.

For every access level each reader of the contrsllassigned with two time zones, the first
one being used for access and the second one tmeddgor arming / disarming alarm loops.

An access level can be assigned with time zone etsnb to 100. Time zone 0 means no
time / date / day of the week limitations. Configtimn of time zones with numbers from 1 to 100 is
programmed for the controller.

A time zone descriptor is composed of a list ofetigtots (ten) and a list of "holidays" within
one year.

A descriptor includes the start and stop timesdeery time slot (hours and minutes) and
activity flags for this slot in every day of the @keas well as in holiday.

13



The list of holidays allows reassigning a day & theek for any day for a year ahead or to
announce any day to be a holiday. If a day in thlelay list is not reassigned (being an ordinary)da
the day of the week corresponds to a calendarlfithe day is reassigned, the calendar is ignoret a
the controller considers this day as it is defimethe holiday list. The reassigned value of thg df
the week may take one the following values: 1 (Mond2 (Tuesday), ..., 7 (Sunday), 8 (eighth day
of the zone), ... 14 (fourteenth day of the zone)liddy. The Holiday value is entered solely to
facilitate in the list reading and in principle doeot differ from other values (1 ... 14), therefdre
may be qualified as fifteenth day of the zone.

Thus, the holiday list allows:

— Announcing any day to be a holiday (that is the @i active time slots different from the

slots set for other days of the week);

— Transferring working days (for example, a day statethe calendar as Saturday may be

announced as Monday);

— Programming complex flexible access schedules regpleatable period lasting for less than

7 days or exceeding 7-day period;

— Programming complex access schedules without alicgxppeatable period.

Two typical ways of filling the holiday list may sipposed among all the diversified variants:

1) If the access schedule (schedule of work) for eygae is bound to the calendar week (for
example, days from Monday to Friday are workinggjand Saturday and Sunday are the weekends),
most of days are not reassigned in the list (alDdiay is determined by the calendar). Only a few
days in the list are marked as the ‘Holiday’ dayrexefined (if working days are re-announced), or
redefined for values more than 7 (if special timenvals must be active for these days).

2) If sophisticated and variable access schedulegdsibbs of work) are not assigned with a
calendar week then days of the week are assignaitiéy for all the listed days (reassigned) arm n
ordinary days (for which a day of the week is dedimccording to the calendar) are left in the list.

In order to limit access rights for a credentialtinge, date, and validity, the controller clock
has to be synchronized with the network controlléds is provided automatically when the S2000-2
operates as a part of the Orion system based oor B2 S2000M/S2000 control panel of ver.1.20+,
provided that the date and time are set for theP@e control panel. The controller is equippethwi
a non-volatile clock and calendar, thus turning thi& network controller, the RS-485 interface
communication fault, and even an S2000-2 outagkeneil cause the clock failure, time limitations
operating correctly after the controller startingagain. Meanwhile, one should be kept in mind ithat
the S2000-2 operates standalone for a long timgatk can shift. That is why it is not recommended
to use time zones while the controller operatestamdalone mode (without a network controller): all
time zones for all access levels should have thmbewu 0. The controller backup battery provides
power supply to the S2000-2 clock for at least &ge

1.9 Antipassback Rules

In order a credential cannot be used for secomy @ntan access zone without preceding exit,
theantipassbacKeature is used.

An antipassback rule is considered to be violatedter a passage to a target zone of the reader
no passing back to the source zone was registecedraattempt to access the target zone second time
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with the same credential is detected. The respdigeocontroller after violating of antipassbackesu
depends on the current antipassback mode prograrfonédth the readers in the access level of the
presented credential.

One of the following antipassback modes can beiegipl
None (violation of antipassback are not monitored);

Hard,

- Timed,

- Soft.

Hard antipassback denies next entry (access ttatbet zone of the reader) until egress from
the zone is detected (access to the source zathe ofader). Upon an attempt to violate antipasgsbac
rule access is not granted and an Access Deniesagess generated with the attribédtetipassback
Violation.

Soft antipassback does not deny second acces®lbawihg violation of antipassback rules
Access Granted and Transaction messages are geheiittt the attribute Antipassback Violation.

Timed antipassback uses an additional paramétarkout Period Within this predefined
amount of time after credential holder's passagéhéoaccess zone timed antipassback is similar to
hard antipassback (the controller inhibits any sdcaccess if antipassback rule is violated and
generates an Access Denied message), but on efdins time timed antipassback is similar to soft
antipassback (second access is granted but Acaesde@ and Transaction messages are generated
with the attribute Antipassback Violation).

If the S2000-2 operates as part of an Orion systeehecks antipassback rules taking into
account all passages to the access zone regidigredher controllers of the system (tk&obal
antipassback rule is implemented). So, if an aczese comprises several access points (for example,
several barriers in office lobby or several tufestioperating in parallel) equipped with S2000-2
controllers then in case of entry to this zone wgloone access point (one S2000-2 controller) exttry
all other points (S2000-2 controllers) is lockedle/legress from the zone is unlocked and, viceajers
in case of exit from this zone through one accesst for all other access points exit from the zane
locked while entry is open (if however an antipas$rule is applied for this credential).

An antipassback feature is used correctly between dccess zones only if the following
requirements are met:

— Authorized passages from one zone to another ahe mossible via the access points

controlled by S2000-2 controllers;

— Access points between the zones have to be equippledeaders providing authentication

both for entry and for exit as well as be equipp#ti passage sensors;

— The parameter Target Access Zone must be set teathe value for all the readers which

control passage to the same access zone.

For all operation modes of the controller apartfrdwo Entrance Doors it is implied that a
target access zone of one reader is on the otlmer &lao the source access zone of another reader, s
the readers should be assigned with different Takgeess Zone numbers. In the Two Entrance Doors
operation mode the readers of a controller belangwb separate access points, so in addition to
Target Access Zone for each reader the Source Acmse parameters also must be defined.

Applying antipassback rules, the S2000-2 takes agtwount all the transactions registered by
other S2000-2 controllers of the Orion system by d the transactions refer to the two accessson
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assigned with the S2000-2 in question. Passagesardl to zones not assigned with the S2000-2
controller are ignored.

An antipassback rule can be made stronger by geHonal Antipassback(“Entry/Exit
Control”). If this parameter is set on for an ascksel, the S2000-2 controller takes into accalint
passages of credential holders assigned to thessateee! to all the access zones programmed within
the system. If access is requested at one of theadler readers then the antipassback rule reguire
that the last passage for this credential holder twdahe source zone of the reader.

Thus, for example, if the controller is located the bound betweedone landZone 2and
enteringZone 2is registered followed by enterirgpne 3(access to which is controlled by another
device of the system), an attempt to pass via thess point located between thene landZone 2
will lead to the following:

— If the Zonal Antipassbackparameter is set on, the antipassback rule willvindated
regardless of the passage direction, becausedhadeessed zone differs frafone landZone 2 and
user presence in one of these zones is considetelihcorrect;

— If the Zonal Antipassbackarameter is set off, the antipassback rule vaitllve violated by
the attempt to enter théone land will be violated by the attempt to enter #wne 2 because the
controller considers the user to be located inZbee 2(passage to théone 3was ignored by the
controller).

The Zonal Antipassback parameter is in effect ahigne of the antipassback modes (hard,
timed or soft) is used. If thentipassbaclparameter is not used, Zonal Antipassback is megéass.

The antipassback feature is included to the Acgessp of credential access level parameters
and is programmed for each of the two readers iddally (see Section 1.6).

In order to prevent a possibility of simultaneousxess of several persons by means of
sequential presenting of the same credential &ebldocated readers (for example, opening several
adjacent turnstiles for pass) after granting aceaslsuntil a transaction is detected, other reanlettse
system are locked for a short time for this cre@énNamely, if access is granted for a credential
presented at one of the readers and no passagethlsen logged, any attempt to present the same
credential at any other reader (a reader of anatbwtroller) will violate the antipassback rule thie
hard or timed antipassback mode is used for theéereaccess for this credential will be denied. As
soon as actual transaction is detected, the loadkotdnceled. If no passage is detected (or a gassa
sensor is not in use), the lockout will be cancéted minute. While the lockout is active an acdess
the credential is possible only via the lane cdlgdoby the reader where the credential was present
for the last time or through any other lane comdblby a reader where antipassback rules are not
applied for this credential.

This must be taken into account while designingaecess control system at the premises. If
some access points exist not far from the accesg phere antipassback rules are applied (may be
reached in one-minute walk), the other points Havee equipped with passage sensors (to generate a
passing event after granting access) or the zongheu 65535 has to be assigned for these access
points (access granting and passage to this zeneoaitransferred to other system devices and tlo no
cause lockout of other readers).
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1.10Coerced Access

The controller provides a capability to warn a sigwservice at the premises that access or
operating partitions is requested under coerciar. doing so user presentsDairess Codeo the
reader instead of a normal credential. In this @eBeress Code Presentedessage is generated and
messages about granting access and transactitime (dredential is used for requesting access) are
generated with the Duress Code attribute. In atgpects, such credential is used as a usual one.

The controller provides two ways to present a duoesle. For the first way, a user is enrolled
with two credentials instead of a single one. Bo#dentials are registered in the controller's megmo
The Credential Type parameter of the first cred¢nsi set to "User” while for the second credential
this parameter is set to "Duress”. Other parametetise credentials are usually the same. In normal
conditions the first credential is used, and tleoed credential is used under coercion.

If two-factor authentication is in use then thew®&t way to present the duress code can be
programmed. For this purpose the primary code efuber (credential) is assigned with a second,
special Extra Duress Code. Usually a PIN is usedamsextra credential code for two-factor
authentication. So it is enough for a user to resingle primary credential and keep in memory two
PINs: an access PIN and a duress PIN.

1.11Centralized Access and Operating Partitions

If the controller operates as part of an Orionaystfor all its operation modes the credentials
presented to the readers of the controller can s®d dor centralized access (when Orion Pro
workstation makes a decision about granting accass) for operating (arming and disarming)
partitions (under Orion Pro workstation or S2000Mkinel). Moreover, the function of operating
partitions can be combined both with local and &@izied access.

If credentials are intended for centralized acdbgsy must not be stored in the controller’s
memory, so they are enrolled in the Orion Pro degab(without setting the attribute of storing
credentials in devices).

Credentials for operating partitions must be eewbiin the database of the panel or PC with
relevant rights. Such credentials are registeredh& memory of the controller only if operating
partitions is combined with local access or (ama)applying validity period and time-zone limitat®
to credentials.

The controller switches to the mode of centralizedess (centralized access or operating
partitions) in the cases as follow:

1) Upon presenting a credential unknown for the cdletroBoth centralized access (under
Orion Pro software) and operating partitions camad@eved in this case (under Orion Pro or S2000M
panel).

2) If the controller is in the Ready to Arm / Disarnode and a credential is presented which
is either unknown or known but not authorized teerape the alarm loops of the controller (the
Operating attribute in the access level is set @ifjhis case only operating partitions is enabled

3) If the credential is presented which is enrolledha controller and for which in its access
level the attribute Access is set off and the laite Operating is set on but operating the ownalar
loops is not permitted. In this case only partisi@an be operated.
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Upon proceeding to the mode of centralized contiled controller sends the code of the
presented credential to the PC (panel) while thdeeLED flashes with red and green alternately fiv
times per second until the controller receives spoase from the PC or S2000M panel (it can take
from fractions of a second to several seconds dipgron the number of devices connected to the
RS-485 interface).

If the network controller (PC) has made a decidmmrant access then centralized access is
granted by the same way as local access is.

If the presented credential is authorized to ogeagpartition then the reader LED indicates the
current status of the partition in accordance Widlble 2. When the credential is presented repeated|
the partition is armed (if it was disarmed) or disad (for all other states). Every next presentihg
the credential follows in the action opposite te firevious operation, i.e. if the second preseraing
the credential disarmed the partition then thedtipiresenting will arm the partition and so on.hié t
credential is restricted in its rights to operdie partition, for example if only arming is perradtthen
a second presenting (just as the next presentinpjsocredential will cause only the permittediait
(arming) regardless of the current state of théitgar. The time for indicating partition states the
reader LED after first and next presenting of tihedential is given by the relevant configuration
parameter of the controller.

If the presented credential is not known for thagbar PC or is not properly authorized then
the controller indicates reject in access — th@beeof the reader and the controller issue a Emgr
sound, the red reader LED flashes three times eowkpds to its initial state (the quiescent mode).

If upon proceeding to the centralized access modarunication with the computer or panel
is lost then the controller generates a Wrong Coedssage for unknown credential or an Access
Denied message for a known credential. This mes§ageas other messages) is stored in the non-
volatile memory of the controller to be sent to Bf@ on restoring communication.

If centralized access (arming/disarming partitioms)achieved by presenting a credential
enrolled in the controller, then the controllerifies for this credential all the rules and limitats
applicable to an arming/disarming credential: auirractivity, validity period, under two-factor
authentication an extra code is requested andiegriand if the Operating attribute is set on foe t
access level then time zone activity is verifiddthere are violations, an Access Denied message is
generated and operating partitions is not impleetent

If a combined credential is presented (centralizagess + operating partitions or local
access + operating partitions) then access isagdot this credential. To operate partitions vitirs
credential, the controller should be preliminanyjtsired to the Ready to Arm / Disarm mode as well
as for using combined credentials for local opagapartitions (see Sections 1.16.10 and “Operating
Alarm Loops” in Section 2). If the credential intates local access and operating partitions thémein
access level of this credential in addition to Aueess attribute the Operating attribute can beoset
for partitions to be operated without switching ttantroller to the Ready to Arm / Disarm mode by
only keeping the credential near the reader (setidde 1.16.10 and “Operating Alarm Loops” in
Section 2).

Starting with the release 1.11, Orion Pro softwawpports two-factor authentication and
two(three)-person access rule for centralized acces
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Table 1. Indicating Partition Conditions

Partition Status Indicator Performance Color
Disarmed Off —
Arming in process... (armin o A

ginp ( g Pulses five times per second
delay)
(green + red)

Armed On A
Intrusion Alarm, Fire Alarm, Fire ,

. . Pulses twice per second A
Prealarm, Arming Failed
Trouble

Pulses once per second A

(in a fire partition)

1.12Access by ID Templates

To provide access to a wide range of persons wbieskentials are difficult or impossible to
enroll to the controller memory (for example, toamy credentials to enroll) provided that the codes
of the credentials are subject to a known rule ¢iaample, start from a certain sequence of digis),
mechanism of access by ID Templates can be impleden

Every template consists of a credential code anthsk that “opens” certain positions of the
code. If the digits of the code of a presented eméidl in open positions are the same as the digits
the relevant positions of the template then acétesshe credential holder can be granted with the
access rights specified for the template. Othentgligf the code (not “open”) of the presented
credential are ignored.

To limit access rights of all the credentials whiohtch to a template, a template is associated
with an access level and a validity period. Graptecess for a person presenting a credential which
meets rules of any template is equivalent to tbatttie credential which is stored in the controller
memory, has access rights of the template’s adegskand validity period, except for the following
limitations:

— The credential can be only of User Type and cabhadiMaster”;

— Antipassback rules are not monitored (for the anédks that are not stored in the controller
memory passage events are not logged);

— Two-factor authentication cannot be implementeditliee a primary code nor extra code of the
credential is stored in the controller memory).

When a credential has been presented to a readee &2000-2, the controller firstly checks whether
the credential code is stored in the databasdelfcbde is not found in the controller memorysit i
compared with the first ID template, then with #econd one, etc. So, if the code is stored in the
controller database, the access rights set forctkeidential will be applied. Otherwise, if the casi@ot
stored in the memory but meets at least one tempdatcess rights set for this code template will be

applied (for the first of the templates, if thedwatial code meets several templates simultanepusly
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It should be kept in mind that the codes that asedufor centralized access and/or

arming/disarming must neither be stored in the rotlet memory no meet any ID template
programmed.

By default, all the five ID templates of the corieo are disabled.

To enable access by an ID template do the following

— Unlock one of the templates;

— Define a template code by reading (presenting ¢oréfader) any card which code meets to

the template or type the code manually in the gométion program (it is important to enter
correctly those digits of the code which will bgom” and must match for all the credentials
for which this template is intended);

- "Open" the significant positions in the code andlose" the rest positions

("opening"/"closing" is implemented by double ciielf on the relevant position of the ID
template in the configuration program).

A typical example of using access by ID templatesantrolling access to an ATM for bank

clients who have bank cards with serial numbensistpwith the specified numerical sequence.

If it is necessary to grant access for all holddreards then all position in the template should

be ‘covered’ (no position of the code is requiredbé the same).

1.13Connecting Readers
To read codes of credentials, two readers with fioMemory, Wiegand, ABA TRACK Il

interface are to be connected to the controller.

The terminal sets to connect the first and the m&coader to the controller are similar and are

described in Table 2.

Table 2. Terminals for Connecting Readers to the S®0-2

Terminal Igzl:;l:)tr Purpose
Touch Memory Input/output | Data of the readers
mode
DO Wiegand mode Input DO data of the reader
ABA TRACKI Input DATA data of the reader
mode
Touch Memory B Unused
mode
D1 Wiegand mode Input D1 data of the reader
ABA TRACKI Input CLOCK signal of the reader
mode
LEDG Output Green LED control
LEDR Output Red LED control
BEEP Output Beeper control

The digit "1" or "2" in the terminal designation ams which reader the terminal is related to.

For example, the control circuit of the green LEDtlwe first reader is connected to the LEDGL1
terminal of the controller.

In addition to the terminals mentioned above, fonwvenient connecting of readers there are

power voltage output contacts on the controlleilGBR"+12V1", "GND1" and "+12V2", "GND2").
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This terminals can be used for connecting poweuds of readers provided that the current consumed
by a reader doesn’t exceed 100 mA and the lengtheofvires between the controller and the reader
doesn’t exceed 50 meters (the current and theHesgt an approximate values because they depend
on the reader model, the cable type and crossoseatea, and the output interface of the reader).
Readers with high current consumption and (or)tedtdar from the controller shall be powered by a
separate power supply. In this case, the "negativeliit of the reader (commonly designated as "0OV"
or "GND") must be obligatory connected to the terahiGND1 (GND2) of the controller.

The main factors to limit the maximum distance ledw a reader and the controller is the
resistance of cable wires (especially in a "GND'twit) and the unit-length capacitance of cable
(especially for the Touch Memory interface). Theref effective measures to ensure operability of a
reader located far from the controller can be:

— Use of a cable with a large cross-section of wires;

— Use of vacant wires of the cable to duplicate tiNDQircuit;

— Use of a cable of a smaller capacitance (refusseaa shielded cable);

— Use of the Wiegand interface instead of Touch Megmor

1.13.1Connecting readers with Touch Memory interface

! iButton E

$2000-2 _ ed) (7 reader !
LEDR ; B !

LEDG : B> :

| green '

. |7 |

DO : } :

GND ; L\ |

L e e e e e e e e e e e e e e == 1

1) If the reader is equipped with a singl@deor LED then it should be connected with the LE
terminal of the controller without regards to its actual color.

Figure 1. The Diagram for Connecting an iButton Reader

The configuration parameters of the controller Ishalas follows:
— Output Interface: Touch Memory;
— LED Control Polarity: Direct (active "1").

21



22

Variant 1 Variant 2

For readers with current consumption of less For readers with high current consumption or

than 100 mA located within 50 m from the located more than 50 m from the controller

controller
S2000-2 Reader S2000-2 Reader
BEEP) BEEP) BEEP) BEEP)
LEDRY LEDRY LEDRY LEDRY
LEDG LEDG LEDG LEDG
DO ™ DO ™
+12V +12V GND _|_ +12V
GND GND 1 GND
RIP-12
+12V
oV

1) If the reader is equipped only with a single L&@htrol circuit then the circuit shall be connelcte
to the LEDG terminal of the S2000-2 (the LEDR teratiis left unconnected).

2) If the reader is not equipped with a controtuwit to control a beeper then the BEEP terminal of
the S2000-2 is to be left unconnected.

Figure 2. The Diagram for Connecting a Reader with the Tddelmory Interface
The configuration parameters of the controller Ishalas follows:
— Output Interface: Touch Memory;

— LED Control Polarity depends on the reader in asgymonly it is “Direct” (active "1");
— Sounder Control Polarity depends on the readesé) commonly it is “Direct” (active "1").



1.13.2Connecting Readers with the Wiegand Interface.

Variant 1 Variant 2
For readers with current consumption not For readers with high current consumption or
exceeding 100 mA and located within 50 m located more than 50 m from the controller
from the controller
$2000-2 Reader S2000-2 Reader
BEEP BEEP BEEP BEEP
LEDR LEDR LEDR LEDR
LEDG LEDG LEDG LEDG
D1 D1 D1 D1
DO DO DO DO
+12B +12V GND +12V
GND GND _l__\ GND
RIP-12
+12V
ov

1) If the reader is equipped only with a single L&&htrol circuit then the circuit shall be connelcte
to the LEDG terminal of the S2000-2 (the LEDR teratishall be left unconnected).

2) If the reader is not equipped with a controtait to control a beeper then the BEEP terminal of
the S2000-2 shall be left unconnected.

Figure 3. The Diagram for Connecting a Reader with the Widdgaterface

The configuration parameters of the controller Ishalset as follows:

— Output Interface: Wiegand,;

— LED Control Polarity depends on the reader in asgymonly it is “Inverse” (active "0");

— Sounder Control Polarity depends on the readesén commonly it is “Inverse” (active "0")

While the read code of a credential is transmitiedr the Wiegand interface, parity bits are
included in data format. If the Parity Bits paraaras set to Auto (by default) then the controlbgr
itself makes a decision about the number of pdnity in use. Another value of this parameter ("0",
"1", or "2") shall be selected only if the conteglldetermines the number of parity bits wronglyr Fo
example, if after reading two cards with adjaceartat numbers the read codes are the same then the
true number of parity bits is less than the cotdrdias detected (for Auto mode) or than explicsiy
value of this parameter. In this case the valueanity Bits shall be corrected.

1.13.3Connecting readers with magnetic stripe card iatdfABA TRACK Il is performed
similarly to connecting readers with the Wieganiface. In this case the DATA output of a reader i
connected to the DO input of the controller while CLOCK output of the reader is connected to the
"D1" input of the controller. Output Interface ist$o0 ABA TRACK II.
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1.13.41f readers with different output interface type®(th Memory, Wiegand-26, Wiegand-
44, etc.) designed for operating with credentidlthe same type are connected to S2000-2 contsoller
in an Orion system, then the code of a credentedgnted to one reader can differ with the codbef
same credential presented to another reader.

For instance, the code of a Proximity card reac lsgader with the Wiegand-26 interface can
be not equal to the code of the same card readregder with the Wiegand-44 or the Touch Memory
interface.

Or, for example, a PIN entered from a keypad wlih Viegand-4, Wiegand-6, or Wiegand-8
interface (every entered digit is sent to the calgr apart from another) will differ from the same
code entered from a reader with the Wiegand-26ooich Memory interface (all code digits are sent to
the controller as a whole).

So, while designing and operating an access comsystem it is required to follow the
recommendations given below.

1) Whenever possible use readers with the same dgiatdarmat.

2) For readers with different interfaces use compatifdrmats whenever possible. For
example, a Proximity card code in the Wiegand-44n&d for the S2000-2 controller in most cases is
compatible with the card code in the Touch Memaryniat, i.e. if a reader with the Wiegand-44
interface is used for entering the card code iht d¢ontroller memory, the card will be recognized
correctly by the controller via a reader with theu€h Memory interface and vice versa.

3) If readers have incompatible formats then it isures to restric6erial Number Length by
a value which is the least for all the readers usdtie system. Usually readers with the Wiegand-26
interface (6 hex digits) feature the least valuthefcredential serial number length.

4) For remote writing of credential codes to the coliegr when the codes are read from a
reader connected to another controller, the datadbof the reader in use shall be the same adatlze
format of the readers connected to the programroetialer.

The format of PINs entered from readers with thee§ind-4, Wiegand-6, or Wiegand-8
interface (every entered digit is sent to the adldr apart from another) and from a PC keyboaod (f
UProg and Orion Pro Database Administrator) is the saBw. while programming an S2000-2
operating with such readers, PINs (iProg) can be entered from the PC keyboard. For PINemsad
with another output data formats, while programmnangdentials the codes shall be entered only from
the keypads of the relevant readers.

The diagrams of connecting some models of reade@ntS2000-2 controller are given in
Appendix C.
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1.14Connecting Door Open Sensors (Passage Sensors)

The circuits for monitoring the doors (the term;BIOOR1 and DOOR?2) are designed for:

— Generating alransaction message upon triggering of this circuit after ¢jran access
(necessary to implement antipassback features andcdrrect operation of time & attendance
management function in Orion Pro software);

— Implementing a flexible relay control tactics whjpeoviding access (see the configuration
parameterSwitch Off When Door Is OpemdSwitch Off When Door Is Closgd

— Generatingooor Forced Operalarms when the door is detected to be open wittpaunting
access an@oor Held Openalarms when the door is being open for longer tharermissible time
(Held Open Timeot

— Generatingooor OpenandDoor Closednessages.

If one or more of these functions is to be impletadrthen using a passage sensor (door open
sensor) is obligatory. If a passage sensor is énthesn thePassage Sensq@arameter should be set on
for the relevant reader.

If neither of the functions mentioned above is ezl then for the operation modes Two
Entrance Doors, One Entrance / Exit Door, and Ttilenthis circuit can be not used (the terminal can
be kept unconnected). In the modes Boom Barrie\daudtrap using this circuit is obligatory and the
Passage Sensor parameter is considered to be aetays.

If a passage sensor is in use but it is not reduwemonitor the door for being forced open or
propped open then the parametBor Forced Open Monitoringind Door Held Open Monitoring
respectively must be set off.

If monitoring the door for being held open is udkdn it is required to define the maximum
permissible time for the door to be open, i.e. Hejien Timeout.

The following devices can be brought into the dicof door open sensors:

- Reed switches;

— Optical passage sensors;

— Arm rotation sensors;

— Vehicle presence loop detectors.

The controller allows connecting detectors withmally closed outputs and normally open
outputs or open collector outputs. The diagramséomecting passage sensors (door open sensors) to
the S2000-2 are shown in Figure 4. For all the rdiag it is implied that in normal conditions (the
door is open, the turnstile is in its initial pasit, no vehicle is near the boom barrier) a ternoma
resistor of 8.2 kOhm is connected between the itdcDOOR... and GND (the voltage at the
DOOR... contact relatively to the GND contact is ab8a % of the controller power voltage). In
activated state of the passage sensor the circthedermination resistor is either open (the agét at
the DOOR... contact exceeds 50 % of the controllevgvovoltage) or short (the voltage at the
DOOR... contact is about 0 V).

In order the controller to detect a fact of passdlge detector should generate a signal of at
least 50 ms duration.
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Variant 1 Variant 2

Normally closed with contact output Normally open with contact output
(reed switch)
S2000-2 S2000-2
8.2 kOhm 8.2 kOhm
DOOR DOOR

L‘\ GND

GND
Variant 3 Variant 4
Normally closed open collector output Normally open output of the open collector
type
S2000-2 Passage S2000-2 Passage
sensor sensor
DOOR DOOR '
GND GND ¢

Figure 4. Connecting a Door Status Sensor (Passage Sensor)

1.15EXIT, PERMIT (CONFIRM) and DENY Buttons
The terminals EXIT1 and EXIT2 of the controller anéended for connecting EXIT, PERMIT
(CONFIRM), and DENY buttons.

PERMIT
S2000-2 EXIT (CONFIRM) DENY
EXIT
GND
4.7 kOhm 8.2 kOhm

(3.0...5.1 kOhm) (7.5...10.0 KOhm

Figure 5. Connecting EXIT, PERMIT, and DENY buttons
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1.15.1An EXIT button is used for opening a door (turrestboom barrier) without presenting a
credential. For the Two Entrance Doors operationenimne EXIT button is the only available way to
unlock a door while leaving the premises. For dleo operation modes EXIT buttons provide
granting access to an individual who has no crealenith the relevant access rights.

On pressing the EXIT button access is granted énsimilar way as in case of presenting a
credential aside from the fact that events aboahtgrg access followed by a passage are generated
with no code of a credential ("impersonal” events).

1.15.2A PERMIT (CONFIRM) access button is used for twopgmses.

A PERMIT button is to be pressed before preserdingedential if it is necessary to authorize
access and to log access for the credential whielxpected to be rejected (out of time zone, niad,va
violated antipassback rule, or unknown credentRigssing the PERMIT button initiates for a single
authentication the Access Allowed mode when acisegsanted for any presented credential and the
passage is logged. In order this can be done, dh&garation parametePERMIT Buttonfor the
relevant reader must be set on.

A CONFIRM button is to be pressed after presenéirigedential with a passage mode that is
required to be confirmed manually to gain acceds®e passage mode “Confirmed Manually” (a
parameter of access level) implies that after priasg the credential a security guard authorizeess
by pressing the CONFIRM button or rejects accessrbgsing the DENY button.

Accordingly, the same button performs two variausctions (permitting or confirming access)
depending on the moment when it is pressed bubddn cases it approves access. If no PERMIT
button is expected to be used (or it is unaccegjahkn to avoid accidental activation of the Asces
Allowed mode when the CONFIRM button is pressed afutime, it is advised to set the PERMIT
Button configuration parameter for the reader off.

In the Mantrap operation mode no PERMIT button nsuse (the relevant parameter is
considered to be always off). But the CONFIRM bnutts to be pressed by a security guard when a
person is inside the mantrap in order to authaceess and open the second door of the mantrap or t
release the person through the door he has enf€hed CONFIRM button of the relevant door is
pressed).

1.15.3DENY Button

The button is intended to provide rejecting acdespresenting a credential with the passage
mode of "Confirmed Manually".

Moreover, pressing the DENY button in a processnoiiti-step authentication (two-factor
authentication, two-person rule, three-person rab®rts the procedure and follows in denying access
with already presented credentials.

In the Boom Barrier operation mode pressing theTEltton closes the barrier.

1.16Alarm Loops

The controller is equipped with two additional itp('Z1" and "Z2") which can be used as:
— Intrusion alarm loops (LP1, LP2);

— Inputs for commands to enable reading of credemtial

- Inputs for commands to switch the controller to finee Pass mode.
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Moreover, the circuits for connecting door opensses ('DOOR1" and "DOOR?2") can also be
used as intrusion alarm loops (LP3, LP4) along wiitéir primary function of monitoring passage
Sensors.

The purpose of each alarm loop is programmed biidgfthe configuration parameteoop
Type

When LP3 and LP4 are programmed with th&usion loop type, the inputs DOOR1 and
DOOR?2 still can be used to monitor conditions ofireected door open sensors but in addition they
also can be armed. Sometimes this allows not eagpgoors with additional intrusion detectors
connected to another alarm loops. If no passagsosés used in access tactics (the reader parameter
Passage Sensor is set off) then not only a doar s@esor but any intrusion detector can be condecte
to the DOOR1/DOORZ2 input to operate as an intrualanm loop. This is always true for the DOOR2
input in the operation mode One Entrance / Exit Dbecause the input in this operation mode is not
used for access control purposes. The circuits "BOCand "DOOR2" are always involved in access
tactics in the operation modes Boom Barrier and tkégnbut this does not prohibit using them as
intrusion alarm loops.

Condition of LP1 (LP2, LP3, LP4) is monitored by asaring the resistance between the Z1
(Z2, DOOR1, DOOR?2) contact and the GND contact. 3$tleematic for connecting normally closed
and normally open intrusion detectors and circenitabling reading and unlocking access to LP1 (LP2)
is shown in Figure 6. The inputs DOOR1 and DOOR2tarbe connected with the detectors similarly
(see Section 1.14).

S2000-2

XT1

P Z1(22)

GND

8.2 kOhrr

Figure 6. The Schematic for Connecting Normally Closed andniNally Open Intrusion
Detectors as well as Enable Reading and Unlock gsc€ercuits into LP1 and LP2 of the S2000-2

1.16.1To use LP1, LP2, LP3, or LP4 as an intrusion alexop, set its Loop Type to the value
“Intrusion”.

1.16.2The detectors that can be connected into an alaom &f the controller are intrusion
detectors with dry contact outputs.

1.16.3The requirements for wiring an intrusion alarm l@wp as follows:

— The resistance of the wires without regard to teation resistor shall not exceed 1 kOhm;

— The leakage resistance between the alarm loop wirdsetween each wire and the earth

shall not exceed 20 kOhm.

1.16.4The controller provides arming an alarm loop orendag an arming command if the
resistance of the alarm loop together with the teation resistor is within the range of 2 k £ 1086 t
11 k £ 10%. Otherwise, the alarm loop proceedfi¢cArming Failed state.
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1.16.5If the alarm loop has entered the Arming Failediestand the attributAuto Arming After
Failure is set on for the alarm loop then the alarm lodlp automatically proceed to the Armed state
as soon as its resistance is within the normaleg@&Ohm to 11 kOhm).

1.16.6The controller issues no messages in case of amapghort circuit failure of an alarm
loop for a time not exceeding 50 ms.

1.16.7The controller issues no messages if the alarm tesistance being within the range of
2 kOhm to 11 kOhm varies slowly with the rate ofximaum 10% per hour.

1.16.8An alarm loop is considered to be activated ikirmed and its resistance has jumped
by 20% or more or it is out of the 2 to 11 kOhmgarior more than 70 ms. In this case the controller
generates an Intrusion Alarm message for this alaom.

1.16.91f an alarm loop has entered the Intrusion Alaradust and the attribut&uto Arming
After Alarmis set on for this alarm loop then this one wilbgeed to the Armed state as soon as its
resistance is in norm (2 kOhm to 11 kOhm) withoop Recovery Time

1.16.10The intrusion alarm loops can be operated (armedl gisarmed) by one of the
following ways:

— By presenting to the reader a Proximity card orti@u programmed in the controller with
an access level with th@peratingattribute set on which enables operating thesenalaops (local
control);

— By an arming / disarming command received overRI%485 interface from the network
controller (centralized control).

To operate the alarm loops by means of a Proxigaryl or iButton, the credential shall be
programmed in the controller configuration and g®sd to an access level with the Operating
parameter set on and with a given list of alarnpfotm be armed / disarmed (see Table 9).

When such credential is presented to a readehelllarm loops operable by this credential are
armed if they were disarmed or are disarmed incdhgr case.

While using credentials programmed both for opegatilarm loops and access (combined) the
controller shall be preliminary switched to theeady to Arm/Disarm modécommonly such
credentials are used for access). For doing s meshe Arming Request button (see Figure 7) and
hold it pressed for longer than 1 s — until the LBDthe reader starts pulsing rapidly. Instead of
pressing on the Arming Request button you can dbatle contacts of the iButton reader for the same
time. After that, within 20 s while the reader LEDpulsing, the combined credential is recognized b
the controller as a credential for operating. TreadR/ to Arm / Disarm mode is in effect only for a
single presenting and terminates after presentioga@ential to the reader, or upon the expire 0$,20
or after a repeated press on the Arming Requegirb(itlosing the terminals of the iButton reader).

If there are access locking alarm loops armed {seaeader parameter "Lock Access if ...
Armed") then on presenting a combined credential $witching to the Ready to Arm / Disarm mode)
the alarm loops are disarmed and at the same tooess is granted (if of course the credential is
authorized to disarm access locking alarm loopg) ti¥e Ready to Arm / Disarm mode is activated as
usually for arming by means of combined credentratdle disarming happens on the first granting
access with the combined credentials.

The alarm loops can be operated by a combined (ardoperating and access) without
switching the controller to the Ready to Arm / Dieamode. For doing so the paramelene to Hold
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Credentials for Operatinghould be set to a non-zero value. If a combiraed s presented and kept
near one of the readers for the given time thenréhevant alarm loops are armed or disarmed.
Presenting the card for a short time still gramiseas (actually the relay is activated and accesste

is generated with a small delay — after the carthken away from the reader). This way to operate
alarm loops can be used only for readers with Tddemory interface. If the parameter Time to Hold
Credentials for Operating is set to zero then way to arm / disarm alarm loops is disabled and the
controller responds immediately when a combined tapresented for access.

S2000-2

XT2(XT3) Arming Request

DO0-1(D0-2) | 3 T > To the reader
GND1(GND2) 1 ( —

Figure 7. Connecting an Arming Request Button

Arming and disarming commands over the RS-485 faxter reach the controller in case of
arming or disarming from the computer, S2000M paoebne of the Orion system devices, by using
the technique of operating partitions. To operadifons of a fire alarm or intrusion alarm system
this access controller can also be used (see Sektiad).

1.16.11Alarms of the alarm loops and messages about arrdisgrming, and failures to arm
the alarm loops are issued by sending relevantagessover the RS-485 interface. Loop alarms can
be indicated by LEDs and beepers of the contralher the readers.

To enable sounding in case of alarms in alarm Idopthe controller or a reader, switch on the
relevant category of sound signals for the cordradr the reader respectively.

To indicate alarms of alarm loops by the LEDs @& tontroller and any reader set on for this
reader the attributendicate Alarms in LPILP2, LP3, LP4).

In addition, the LED of a reader can indicate ttegesof one or more alarm loops by showing
red light if the alarm loops are armed or by switghoff if the loops are disarmed (see thEeD
Quiescent Modparameter).

1.16.12Each reader of the controller can be programmesuch a way that arming one or
several intrusion alarm loops will lock local acseda this reader (see the reader configuration
parametetock Access if ... Armgd

"Armed"” here is understood to mean any state oinémusion alarm loop other than the
Disarmed state (Armed, Arming Delay, Arming Failedrusion Alarm).

Access is to be unlocked when the locking alarnpsdoave been disarmed.

If there are alarm loops locking access which aneed then on presenting a combined card
(not switching to the Ready to Arm/Disarm mode) lb@ps are disarmed and simultaneously access is
granted (if of course the card is authorized tauiisthe alarm loops locking access).

1.16.13Instead of intrusion alarm loops (LP1 and LP2)itiprits "Z1" and "Z2" can be used to
deny / enable reading credentials intended for e@stijug access. A typical example of use of this
function is connecting vehicle loop detectors (pre® loops) in the Boom Barrier operation mode so
that access can be granted only if a vehicle isadlgtstanding in front of the reader.
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For doing so the input(s) shall be programmed Wwabp Type set to the Enable Reading value
while for the reader(s) the relevant parametdt(gble Reading Via. should be set on.

Then, if the resistance of the alarm loop is innmg@ to 11 kOhm) processing credentials
which request for access is disabled (on readiagtbadentials denying access is indicated), bilneif
alarm loop is activated (the resistance is less th&kOhm or more than 11 kOhm) processing is
permitted and presented credentials are processgerty. In processing credentials used for another
purposes (Master, Operating, Unlocking, Locking$ fanction is ignored.

The option to enable reading via an alarm loopleaswitched on or off by setting the relevant
parameters for any operation mode of the contraller only for the Boom Barrier mode.

1.16.14In addition to the described functions of intrusialarm loops and inputs to enable
processing credentials for the readers, the LP1L&®&inputs of the controller can be used to switch
the Free Pass mode on. This is useful for switctiegFree Pass mode on and off by means of a
switch or from the output of a control and indiogtiequipment, for example in case of a fire. (& th
controller operates as part of an Orion system thewpen access via the interface, control scesario
can be programmed in the S2000M panel; in this nasgdditional inputs or outputs of devices are to
be involved).

To activate the Free Pass mode via an alarm Ibepl.dop Type parameter of the alarm loop
shall be set t@pen Accesand the relevant paramet@pen Access Via.(LP1 or LP2) of the reader
shall be set on.

Then, if the alarm loop resistance is within normaaige (2 to 11 kOhm) the alarm loop doesn’t
affect operation of the access point, but afteivation of the alarm loop (the alarm loop resis@has
dropped below 2 kOhm or exceeded 11 kOhm) the Fass mode is switched on (see Section 1.4.3).

If the Free Pass mode is activated via one of themaloops it can be changed neither by
Unlocking or Locking credential nor by a remote ecoamd via the RS-485 interface while the alarm
loop is activated. The mode of controlled accessbearestored on restoring the alarm loop resistanc
And then the access mode can be operated both lmghkimg and Locking credentials and over the
RS-485 interface.

In such operation modes of the controller as OnwaBne / Exit Door, Boom Barrier, and
Mantrap the Free Pass mode is switched on for be#lders simultaneously (for both access
directions). For the Two Entrance Doors and Tulastiodes the Free Pass mode can be switched on
independently for each of the readers (as for dipgraia the interface or by Unlocking credential).

1.17BUSY Input / Output

A BUSY signal is intended to lock an access poembporarily (that part of the access point
which relates to a reader) from an external signal.

1.17.1BUSY signal can be used to coordinate operatiosewtral controllers for managing a
complicated access point if while access is grautac reader of one controller access via reaglers
other controllers must be locked. In this case,pagsenting a credential a controller analyses the
BUSY input and grants access or starts autherdicgtiocedure (with an extra code or a two-person
rule) only if this one is not active. Since thismment and until the fact of passage has been regfste
the controller activates its BUSY output in order lock for this time the readers of the other
controllers. The "BUSY" terminal is both the inparnd the output of the controller. To coordinate
cooperation of several controllers it is enoughntierconnect their BUSY contacts (and also GND
contacts if the controllers are powered by varipawer supplies). Moreover, the reader parameters
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Receive BUS¥ndSend BUSYhall be set on in order access via this readbe tocked when access
is granted via readers of other controllers ande wersa, when access is granted via this reader
readers of other controllers to be locked for atim

1.17.2BUSY signal can be used for connecting an occupaeagor if a next access granting
procedure can be initiated only after the accesst i free again, for example after a person kés |
the mantrap or a vehicle has left the ramp at thieaace to the parking lot. An occupancy sensoin wit
normally open contacts (which are to close wheivaietd) is connected to the BUSY and GND
terminals of the controller. In order the sensobéomonitored and its conditions were analyzed, the
Receive BUSY parameter of the reader (or both msqaeust be set on. The parameter Send BUSY is
not required to be set on (if only the occupancysee is to be monitored, without coordinating
operation with other controllers in the network).

S2000-2 S2000-2 S2000-2
XT1 XT1 XT1
BUSY (4 BUSY [ 4 BUSY (4
GND |5 GND |5 GND |5

Vehicle loop detectors

Figure 8. The Schematic for Interconnecting Controllers vieif BUSY Inputs/Outputs and
Connecting Vehicle Loop Detectors (Occupancy Sexsor

Figure 8 shows the schematic for interconnectimgetltontrollers to provide their coordinated
operation and with connecting two presence loopalets. Such schematic can be used, for example,
for the equipment of entrance to a two-level pagki@ne controller controls a road side boom barrier
while two other controllers control barriers at thetrances to the first and the second level. The
occupancy sensors monitor the presence of a vedidlee ramps. To prevent simultaneous entry of a
vehicle to a ramp from different levels, the partereSend BUSY and Receive BUSY must be set on
for one reader of each controller (the one thawadlentry to the ramp). For those readers thataisnt
exit from the ramp these parameters must be set off

Up to ten controllers can be coordinated in th@eration by BUSY signal. The number of
vehicle loop detectors connected in parallel isrestricted.

In addition to coordinating controllers’ operatiand connecting occupancy sensors, the BUSY
input can also be used for other purposes whersad®uld be locked via the first, the second, or
both readers of a controller. As opposed to disghdi reader via an alarm loop (see Section 1.16.13)
BUSY signal locks access not only for credentiald pressing Exit button but also access by remote
commands received over the RS-485 interface. Aihgckircuit of dry contact type or open collector
type should couple the BUSY circuit with the GN[xcait.
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1.18Light and Sound Indication
The controller indicates events and conditionstbynternal indicators (LEDs) and the internal
beeper as well as by light and sound indicatotb®fteaders.
1.18.1Table 3 shows the messages indicated by READY LEDeS2000-2.
Table 3. READY LED

Event / Condition

Indicator Performance

Quiescent mode

lluminates

Power failure (the power voltage is out
normal range)

o} .
Igulses twice per second

Programming a Master credential

Pulses in the mode of two short flashes with a long
pause

Self-diagnostic mode

Pulses 5 times per second

1.18.2Messages indicated by the internal controller iawics "1" and "2" and by light
indicators of the readers are identical (duplicateJ are shown in Table 4.
Table 4. LEDs of the Readers (and "1"/"2")

Event / Condition

Indicator Performance

Color

LED Quiescent Mode:
1 (Off)

Off

Quiescent LED Quiescent Mode: On when the loops are armed.
mode 2 or 3 (Indicate armed loops)| Off if the loops are disarmed
no alarms, ,
controlled LED Qu!escen'F Mode: on
access) 4 (Solid red light)

LED Quiescent Mode: On if BUSY.

5 (Solid red light when BUSY

Off if not BUSY

Access is locked

Turns off for a short time
periodically

Access is free

Turns off for a short time
periodically

Access is permitted

Flashes once per second

Access granted
(A passage is expected)

On

Waiting for confirmation...

(The code is accepted, waiting for presenting drag
code, or pressing the CONFIRM button, or seco
authentication in case of two-person rule applieq

XCIIDuIses 5 times per second
S

)

Access not granted

(The credential is unknown, or an essential accs
rule is violated, or an access point is busy)

sEhree short flashes

O 6 90600 0 00
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Event / Condition Indicator Performance Color

An unknown credential has been presented a
decision of the network controller is being

r]ﬁill{flminates with red and greer 0 @

alternately with 5Hz frequency

expected...
Loop Alarm Pulses twice per second e
Arming Failed Pulses twice per second @
Centralized operating of partitions,
SN On A
the partition is armed
Ceptra_llzed operating of partitions, Pulses 5 times per second A
arming in process... (Arming Delay)
Centralized operating of partitions,
R Off -
the partition is disarmed
Centralized operating of partitions, Pulses twice per second A

an alarm in the partition

Centralized operating of partitions,

. . Pulses once per second
a trouble in the partition P

A pause between the vehicle has passed ang

| .
. Blﬁses twice per second
boor barrier is closed

The door is forced open

(the door is open without granting access) Pulses 5 times per second

The door is held/propped open (the door is beg

[ :
open for longer than Door Held Timeout) Plises 5 times per second

Waiting for closing the door after entering th
mantrap or exiting it

0000 -

o .
"Pulses 5 times per second

. . Pulses with red and green
Programming credentials :
alternately twice per second
: . Pulses twice with red and
Programming Master-credentials
green alternately

* The condition is indicated only if indication felis alarm loop is enabled for this reader

1.18.3The sound signals issued by the internal soundt#reotontroller and the beepers of the
readers are similar and are shown in Table 5.
Both for the internal sounder and for the readéegpers any category of sound signals
("Access", "Propped or Forced Open”, "Loop Alarrastl "Programming™) can be disabled.
Table 5. Internal Sounder and Reader’s Sounders

Event / Condition Category Sound Signaling
Quiescent mode - Off
Access granted Access| Two beeps
Access denied Access| A long sound ("Error")
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Event / Condition Category Sound Signaling
Under two-factor authentication
. : . Access | A beep
condition a primary code is presented
Under two-person rule access condition a
Access | A beep

first credential is presented

Busy

Access

Two beeps and a long sound
("Please Wait")

Access is free (unlocked with a special
credential)

Access

A beep, two beeps, two beeps ("Free
Pass")

Access is locked with a special credentjal

Acce

| A long sound followed by four beeps
>?"Access Locked")

The normal access mode is restored w
a special credential

th

Access

Two beeps, two beeps, a beep ("Access
restored”)

The door is forced open (the door is open

without granting access)

The door is propped/held open (the dog
is being open for more than Door Held
Timeout)

Propped of

Eorced Ope

n

Pulses 4 times per second

Loop Alarm

Loop Alarm;

Pulses twice per second

. _ Program | Three pairs of short sound signals
Start of the credential programming mgde . " -
ming ("Programming")

Exiting the mode of programming Program | Three short and a long sound signals
credentials ming ("End of programming")
The mode of programming Master Program .

. Prog g g Master Programming Melody
credential has been started ming
The Master credential has been Program .

.g End of Master Programming Melody
programmed ming
A new credential is enrolled or
arameters of existing credentials are | Program

P . g . . g Two beeps ("Code Saved")
changed in the credential programming  ming
mode
Presenting an already enrolled credent|alProgram | A beep
in the credential programming mode ming ("Credential Already Exists")
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1.19Configuration Parameters

The configuration parameters of the controller if@ib seven groups:

— System Parameters;

— Reader Parameters;

— Relay Parameters;

— Alarm Loop Parameters;

— Access Level Parameters;

— Time Zone Parameters;

— Credential Parameters.

1.19.1System configuration parameters of the controltershiown in Table 6.
Table 6. System Configuration Parameters

Parameter Description Range Factory Value

The address of the controller fa
Network Address communication within the RS- 1...127 127
485 interface bus

-

1 (Two Entrance

Doors)
2
The fundamental parameter (One . 1 (Two
. . . , Entrance/Exit
Operation Mode which defines the controller’s Door) Entrance
operation 3 (Tumnstile) Doors)
4 (Boom Barrier)
5 (Mantrap)
The maximum number of digits
in a PIN for Wiegand readers
Max PIN Length which transmit the PIN to the 1..12 6
controller as one digit at a time
Limits the number of significant
bits in a serial number to be read
while reading the codes of 16...48 bits 48 bits

Serial Number Length credentials. Required to insure
identity of codes of a credentia
received from readers of

(4...12 digits) (12 digits)

different type
The time during which a 0.125...8192 s

Passage Timeout transaction is expected after (0.125s... 10s
granting access ...2h 16 min32s

: The time between vehicle’s
Barrier Close Delay leaving and barrier's closing 0.125...31.875 g 5s

, : : . : : .125...8192
Confirmation Timeout The time to wait for pressing the 0 © i258s 2s 00 s
(Mantrap Occupancy Time) | CONFIRM button oh16mans
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Parameter Description Range Factory Value

Access Enables the built-in controller On / Off On
Door Forced/ | sounder signaling for access on / Off on
Sound Held Open | gyents, door being forced and
Alarms Loop Alarms | held open, loop violation, aritie on / Off on
credential programming mode
Programming | entering respectively On / Off on

The number of attempts to
Number of present unknown credentials tc

Attempts lock the relevant reader for a 0...255 3
Guessing time
Protection The time for which the reader i$
Reader . . 0.125...8192 s
temporary disabled after a given
Lockout . (0.125s... 30s
) number of presenting unknown ]
Time . ...2h16min32s
credentials
The time to display a partition
] After . .
Time to o status after first presenting of g 2...60s 30s
. Authentication .
Indicate credential
Partition Af The time to display a partition
Status er _ status after second and all next 2...60s 10 s
Operation

presenting of the credential

Network Address is used to communicate data over the RS-485 aterflf the controller
operates as part of an Orion system it must tesbgmaed to a unique address.

If one of the controller’'s readers is a Wiegand gaay which sends the controller codes of
pressed keys one-by-one then entering a PIN isidenesl to be completed when the number of
entered symbols reachidtax PIN Length. To complete entering of a shorter PIN press tekey
(the code 0B(hex)).

The codes of the credentials stored in the coetraiemory have a 64-bit representation (16
hexadecimal digits), which is similar to that fardes stored in Dallas iButtons. The lower 8 bits (2
right-most hexadecimal digits) are the family cddenerally 01). The high-order 8 bits (2 left-most
hexadecimal digits) are used for the cyclic redmegachecksum (CRC) of the succeeding 56 bits.
Located between them 48 bits (12 hexadecimal Jiggisresent a serial number of the credential. The
Serial Number Length parameter enables limiting the size of the sigaiit part of the credential
serial number. This can be suitable for a systemrevheaders with different output interfaces aedus
to read credentials of the same type (for exanipreximity cards). Thus, the card code received from
the reader with the Touch Memory output interfad® Ifits) will differ from the code of the same card
received from the reader with the Wiegand-26 ouiptgtrface (24 bit), causing the controller, aslwel
as other components of the Orion system, to retieesle codes to belong to two different cards. If
however the value of th&erial Number Length parameter is set to 24 bit (6 hexadecimal digiten
on receiving the code of the card from any readercontroller the high-order bits (from 25 to 48) o
the card code will be set to 0, and the code wilthe same regardless of the type of the reader.
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Decreasing th&erial Number Length value (to less than 12 hexadecimal digits) cande=l
while importing a credential database from any o#ystem to the Orion system in the case if the
credentials were stored with shortened serial nusabe such case th®erial Number Length is to
be selected according to the quantity of knowntsligf the credential serial numbers.

If no task said above is set, it is not advisedntadify the Serial Number Length parameter
(let it be 12 hexadecimal digits as set by default)

If this parameter is decreased for a controllercwlstores some previously entered codes in its
memory, the UProg Configuration Tool generatesampt asking for permission to correct existing
credential codes (setting their high-order bitgeooes and recalculating the codes’ CRC). Thi®acti
is irreversible, i.e. if th&erial Number Length is increased afterwards it will be necessary tdewri
the codes to the controller again (for exampléo&nl them from the previously saved file).

When access has been granted, the S2000-2 disahtkag new credentials for a time equal to
Passage Timeoutand is waiting for a passage sensor responsethitime the green controller’s
LED is being turning on, inviting to pass. If nosgage is detected then after this time green LED is
turned off, and the controller is ready to procagsext credential (if the relay is turned on forreno
than Passage Timeout then the green LED will ilhate longer). The data of the presented credential
is being stored for 10 seconds after this, antefpgassage sensor has been responded, then an event
about the passage rather than about door forcieg ol be generated. The Passage Timeout should
be selected so that it will be enough for pasdmgugh (a next credential must not be operatedrbefo
a passage has been logged for the previous cratjénit one shouldn’t wait too much for unblocking
the reader if previous user didn't pass throughndf passage sensor is in use (it can be in such
operation modes as Two Entrance Doors, One EntiariteDoor, and Turnstile) then Passage
Timeout (or the time of locking the reader) is mmogrammable and equal to 2 s.

In the Boom Barrier operation mode, after a vehids passed through (both passage sensors
have returned to the quiescent mode) in order todamitting of the vehicleBarrier Close Delay is
being kept. Red LEDs of the readers as well agatdraffic light (if connected) are flashing fdrig
time warning about expected lowering the barriesrbo

If the passage mode for a credential implies aiooation by pressing the button manually,
then after presenting the credential the greenerebED begins flashing an@onfirmation Timeout
is being counted. If within this time a securityagdl presses the CONFIRM button then access will be
granted while if he or she presses the DENY butten access will be rejected. If none is pressed th
after expiration of Confirmation Timeout the readsiurns to the quiescent mode.

In the Mantrap operation mode, after presentinglal \credential which must be confirmed by
button the lock of the first door is open and Conétion Timeout starts being counted just after a
person has entered and the first door has beeerdcl@dter successful verification a security guard
gets access by pressing the CONFIRM button of dwersd door. If within Confirmation Timeout
neither the CONFIRM button nor the DENY button wagssed, the mantrap is considered to be
unoccupied (if no occupancy sensor is in use) ameva access procedure in any direction can be
started. If however upon expiration of Confirmatidimeout the person has still been within the
mantrap, he or she can leave the mantrap only ghrolat door through which he/she has entered
because the CONFIRM button of the another doorast in effect. So, in the Mantrap mode
Confirmation Timeout bounds the maximum time ofspers being within the mantrap.
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All sound alarms of the controller fall into fouategories/Access Door Forced/Held Open
Loop Alarms, andProgramming (see Table 6). Activation of the controller's sdanfor any event
category is defined by relevant sound alarm coméitjon settings.

To protect the system against brute-force guessing of importance in case of using PINS)
the S2000-2 disables reading credentialsReader Lockout Time if the number of fault attempts to
present credentials has reached the value giveNumgber of Attempts. In this case a Guessing
message is generated. The counter of invalid ateemmpncreased after presenting a credential which
differs from the last presented one and is recaghizeither by the S2000-2 nor by the S2000 panel
(Orion Pro software). Presenting a valid crederegkets the counter. Once having been locked, the
reader is locked repeatedly on presenting a newmawi credential until a valid credential resets the
counter of invalid attempts. When locking is actiie credential can be read at the reader. Guessing
protection can be disabled by setting the Numbétampts parameter to the value of zero (‘N0’).

When a partition is operated via the S2000-2 (seti® 1.11), the partition’s state is being
indicated by reader LED for some time. During tiimse the partition can be operated. After the first
presenting of the credential you should considerdinrent state of the partition and make a detisio
about further operation. The duration of the timequestion is defined by thEime to Indicate
Partition Status/ After Authentication parameter. If the partition state should be chdndbe
credential should be presented once more. Theidaraf the time for which the partition state is
being indicated after repeated presenting of tedamtial is defined by thEime to Indicate Partition
Status/ After Operation parameter. Within this time you can see the resfuliperation and probably
continue operating.

1.19.2Both of the readers have the same sets of configarparameters shown in Table 7.

Table 7. Configuration Parameters of the Readers

Parameter Description Range Factory Value
Defines how the read code afl. Touch Memory; 1
Output Interface the presented credential is | 2. Wiegand; (Touch
transmitted to the controller | 3. ABA TRACK I Memory)

The time a credential (card)

Time to Hold hould be kept h
Credentials for shou e_ ep nggr € reaqer 0...32s 5s
. for operating partitions (only
Operating
for Touch Memory readers)
Paritv Bits The number of parity bits for 0.1 2 Aut Aut
y the Wiegand format & AULO uto
The number of the access 0...65535
Target Access Zone | zone entry to which is (65535 means that no 65535
controlled by the reader zone is defined)
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Parameter Description Range Factory Value

The number of the access 0...65535

Source Access Zone | zone where the reader is (65535 means that no 65535
situated zone is defined)
A :

Passage Sensor door open sensor is On / Off On
connected

Door. qucecf Open M.onltors if thg door is open on / Off Off

Monitoring without granting access

Door. Hgld ?pen qultors the time the door is on / Off Off

Monitoring being open

: The acceptable time for the

Held Open Timeout P ! 1...255s 20's
door to be open
Generates a message when

Door Open Event . gew On / Off Off
the door is open

Door Closed Event Generates a message when On / Off Off

the door is closed

LED Control Polarity

Selecting an active logic leve
to turn the LEDs of the reade

nY

14

, Direct (active "1") /

Direct (active

on / inverse (active "0") "1")
1: Off;
2: Solid red light if any of]
the given alarm loops |s
armed, otherwise is off;
Defines the mode of LED | 3 — Solid red light if all of 4
LED Quiescent Mode | indication in the quiescent the given alarm loops | (shows red
mode are armed, otherwise s light)
off;
4 — Solid red light;
5 — Solid red light when
BUSY
LP1 | The list of the alarm loops for Off
which the reader indicates
Indicate LP2 | their having armed by Off
Armed Loop illuminating of the red LED On /Off
LP3 (for 2-nd and 3-rd.ED Off
LP4 | Quiescent Mode¢ Off
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Parameter Description Range Factory Value
LP1 _ On
Indicate Lp? Thg |IS.t of the a!arm loops on
Alarms In activation of which is to be On / Off
LP3 indicated by the reader LED On
LP4 On
Selecting an active logic level . .
Sounder Control N IV, O EVEL Direct (active "1")/ | Direct (active
. to turn the reader’s sounder _ _ o
Polarity on / inverse (active "0") 1%)
Access On / Off On
Door Activation of the reader
Forced/ sounder to indicate access On / Off On
Sound | Held Open | events, door being
Alarms | Loop forced/held open, alarms
Alarms from alarm loops, and On/ Off On
Program- programming credentials
ming On / Off On
LP1 Off
Lock Access Lp2 The list of the alarm loops to Off
If Any Loop lock access when any of the On / Off
Is Armed LP3 loops is armed (OR-locking) Off
LP4 Off
LP1 | The list of the alarm loops to Off
Lock Access LP2 | lock h I of th Off
If All Loops loc access w gn alorthe On / Off
Are Armed LP3 | loops are grme Off
Lpa | (AND-locking) Off
If set on, credential
Enable LP1 set on gre entials can b_e On / Off Off
, , read only if the alarm loop i
Reading Via .
LP2 | activated On / Off Off
Open Access LP1 Activation of the alarm loop On /Off off
Via initiates the Free Pass motlg”
LP2 On / Off Off
Generates the output signal
Send BUSY BUSY during an access On / Off Off
procedure
Do not start a new access
Receive BUSY procedure while the externa On / Off Off

BUSY signal is active
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Parameter Description Range Factory Value

PERMIT Button Process PERMIT button On / Off Off
Notes: 1. This parameter is effective only if Passage Seissegt on.

2. This parameter is effective only if Loop Type & soEnable Reading

3. This parameter is effective only if Loop Type & ©0Open Access

Output Interface (Touch Memory, Wiegand, or ABA TRACK II) is set tie in agreement
with the output interface of the reader connecteith¢ S2000-2.

If the controller operates with a reader with Tol@mory interface then the paramet@me
to Hold Credentials for Operating provides operating alarm loops by means of a coetbi
credential without preliminary switching the corlieo to the Ready to Arm / Disarm Mode. In order
to arm (disarm) the alarm loops, the credentialukhde kept near the reader within this time. To
achieve access, the combined credential shouldds=imted to the reader for a shorter time (actually
the relay is switched on after a short delay, winencredential is removed from the reader).

By default (on receipt of the S2000-2 controll€nne to Hold Credentials for Operating is
equal to zero and such way of operating alarm laspdisabled while access for the combined
credential is granted without any delay (after préig the credential, not after removing it).

If a Wiegand reader is in use then tRarity Bits parameter indicates how many non-
significant bits the controller must discard whée tode of the presented credential is received fro
the reader. In most cases this parameter shouskt the Auto value (the default value should be
left as it is).

Every reader belongs to an access point which atgsatwo adjacent access zones. Let us call
the zone the reader is located within by the “seueccess zone of the reader. But the zone acgess t
which is controlled by the current reader (to reatinch credentials should be presented to the rgade
by the "target" access zone of the reader. In cadéipassback (see Section 1.9), time & attendance
management, and personnel location functions tcat@eorrectly, every reader of the controller must
be assigned to corretarget Access ZoneandSource Access ZoneFor all operation modes of the
controller except for Two Entrance Doors, Sourceess Zone of the first reader is the same as Target
Access Zone for the second reader and vice vesaw® zone numbers for a single reader can be
given only in the mode Two Entrance Doors. For otheodes, only Target Access Zone is
programmed for a reader.

Not the absolute values of these numbers are obrtapce but these numbers must coincide
for all the controllers controlled access to themsaone.

The max possible access zone number (65535) méansthe zone "is not defined”. The
Global Antipassback rule will not be verified ame time & attendance rules will not be monitored fo
such zone because the zone passage events ismdbyséhe network controller to other access
controllers. It is recommended to assign this zoumber for the readers where the functions said
above are not needed to lower data traffic oveR8e485 interface.
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The parametePassage Sens@hows that a door open sensor is in use. In #s8:c

— After granting access in the modes Two Entrancer®and One Entrance / Exit Door the
controller waits for a fact of transaction (openthg door) within Passage Timeout, and until therdo
is open or this time has been expired presentimganedentials is ignored by the controller;

— If the passage sensor has responded (the doobpdwas open) the controller generates a
Passage event;

— The door can be monitored for being forced opeth propped open (see the parameters
Door Forced Open Monitoring andDoor Held Open Monitoring);

— The relay to control the lock can switch off bef®elay Activation Timexpires (see the
parameterSwitch Off When Door Is OpemdSwitch Off When Door Is Closgd

— Door Open and Door Closed messages can be getherat

If Passage Sensor is set off then the functiond ahbve are unavailable, no passage is
expected, and in such operation modes as Two Ear&oors, One Entrance / Exit Door, and
Turnstile the reader LED indicates a fact of gragtaccess within Relay Activation Time but for at
least 2 seconds.

If the parameteDoor Forced Open Monitoring is set on then on opening the door without
granting access a Door Forced Open alarm is gexteaaid light and sound indication is activated.

If the parameteDoor Held Open Monitoring is set on then when the door has been open
during a passage for a time longer thdeld Open Timeout then a door propped open alarm is
generated and light and sound indication is aaat

If the parameter®oor Open EventandDoor Closed Eventare set on then on every respond
and restoring of the passage sensor the relevastages are generated. These events are not
generated in the Boom Barrier mode.

If the door has closed after being forced or propppen then a Door Closed message is
generated even if Door Closed Event is set off.

LED Control Polarity defines the active logic level to control red agréen LEDs of the
reader. If theDirect control polarity is set, the high logic level isadl to activate the LEDG and LEDR
terminals of the controller. If thimverse polarity is selected, the LEDs will be activatedlbw logic
level.

Sounder Control Polarity defines the active logic level to control the sdemof the reader
similarly to those of LED Control Polarity.

The parameters of theound Alarms group enable activation of the reader beeper Verye
category of sound signals (deight and Sound Indicatign

Switching on the paramet&mnable Reading Via LP1(Enable Reading Via LP2J prohibits
processing of presented credentials if LP1 (LP2)oisactivated (see Section 1.16.13). The credsntia
can be read only when the alarm loop is activale. parametetoop Typdor LP1 (LP2) must be set
in theEnable Readingalue.

By default (on delivering the S2000-2 controlldrg parameter&nable Reading Via LP1and
Enable Reading Via LP2is set off and credentials are read regardleseeotonditions of LP1 and
LP2.
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The parameter®pen Access Via LPlandOpen Access Via LP2rovide usage of LP1 and
LP2 for switching the reader to the Free Pass nisele Section 1.16.14). In addition to setting these
parameters on, the relevant value ("Open Accessll)ld be selected for Loop Type of LP1 and LP2.

Setting the paramet&end BUSYon activates the BUSY output in the process oésea@t this
reader (since presenting a credential and untibssgge is registered). This is used to coordinate
operation of several controllers (see Section 1.17)

Setting the parameté&eceive BUSYon locks access through this reader (both forgmtasy
credentials and for pressing RTE buttons) in cdsactive level at the BUSY input (closed on the
ground). This is used to coordinate operation @ésa controllers (see Section 1.17).

Setting thePERMIT Button parameter on causes the controller to perceivesprg the
PERMIT (CONFIRM) button to switch the reader to tecess Allowed mode for a single
authentication (see Section 1.15.2).

By default the parameter is set off and this buttoprocessed only as the CONFIRM button
(the last one doesn’t switch the controller to Aveess Allowed mode).

1.19.3The configuration parameters of each of the twaylof the controller are shown in
Table 8.
Table 8. Relay Configuration Parameters

Parameter Description Value Range Factory Value
. 3: Switch On for a
Defines the way to control the | __. .
Control Program relay when access is bein Time; 3: Switch On
g Y g 4: Switch Off for a for a Time
granted .
Time

Maximum duration of executior
" - 0.125...8192 s

L _ of the "opening” program to
Relay Activation Time control the relay when access i (0.125s... 5s
y .2 h 16 min 32 s)

being granted

[72)

Aborts execution of the
Switch Off When Door Is | "opening" program as soon as

On / Off On
Open the door has been open (when|a
transaction has been registered)
Aborts execution of the
itch Off When Door Is | "opening" program as soon as
Switch O en Door Is p g" prog on / Off Off
Closed the door has been closed after|a
transaction
Initiates (terminates) sending
Send On /Off Events events on changing the relay On / Off Off
state
Defines whether the relay is Continuous / for a
Free Pass . . . .
operated continuously or in time on every doof  Continuous
Relay Control : ,
pulse mode in Free Pass modg closing
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Control Program defines the way for the relay to be controlled letgranting access. The
control program 3 ("Switch On for a Time") is ustdcontrol electromechanical locks and strikes,
turnstiles, gate and barriers actuators. The Irstate of the relay is “switched off” but whileagtting
access the relay is switched on (is closed) favangtime. The control program 4 ("Switch Off for a
Time") is used in general to control electromagnéicks. The initial state of the relay is “on” but
while granting access the relay is switched ofefopfor a given time.

Relay Activation Time gives the maximum duration of activation the relalyen access is
being granted. The maximum possible time of relaivation is 2 hours 16 minutes 31.875 s while the
increment is 0.125 s.

If after granting access a door has not been opeenwassage Timeout has expired but
Relay Activation Time has not yet expired thengheen LED of the reader stays on and a passage has
still been expected. However, for the operation esotDne Entrance / Exit Door" and "Two Entrance
Doors" since that moment reading a next credergiahabled and if a credential is presented a new
access procedure is started.

If the attributeSwitch Off When Door Is Openis set on for the relay then on granting access
the relay returns to its initial state just aftee tdoor is open (after activation of the passagess,
before expiration of Relay Activation Time.

If the attributeSwitch Off When Door Is Closedis set on for the relay then on granting access
the relay returns to its initial state after opgnamd following closing of the door (after restagriof the
passage sensor), before expiration of Relay Adtimatime. In the Mantrap mode this parameter is
considered to be always set on.

If neither of the two attributes is set then th&ayeis switched on (off) exactly foRelay
Activation Time (except for the Boom Barrier mode, see Section 2.4)

When the parametegend On /Off Eventsis set on, then any change of the relay status is
transmitted as the event with specifying currenfggenance of the relay. If not necessary, do ntt se
this parameter on in order not to load the RS-4@&rface and the event log of the controller. (Ehes
events are not yet supported for an S2000 panelobwn S2000M panel they are supported started
with the version 2.05).

Free Pass Relay Controldefines whether the relay is switched on (offadily in the Free
Pass mode. In general, continuous control is uBatlin case when electric strikes are in use which
are open by short pulses and proceed to the "clatatk only after the door is open and then closed
back, so the more suitable way to control the relaye Free Pass mode is switching for a time when
the door is being closed. In this case, when tlee Pass mode is activated the relay will be switche
on for a short time (for the same time as when tgrgraccess) every time the door is closed and the
lock will always be open. In the Boom Barrier mdties parameter is ignored and in the Free Pass
mode the first relay of the controller is switch@mdcontinuously.
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1.19.4Configuration Parameters of Alarm Loops

The parametelcoop Type is programmed individually for every of the fodarm loops of the
controller (inputs "Z1", "Z2", "DOORL1", and "DOORR'and defines the function the alarm loop
performs (see Section 1.16). For LP1 and LP2 (‘&id "Z2") Loop Type can take one of the values:

- Intrusion;

- Enable Reading;

- Open Access.

For LP3 and LP4 ("DOOR1" and "DOORZ2") Loop Type talke one of the following values:

- Intrusion;

- Disabled.

By default LP1 and LP2 are assigned to the typeusidn while LP3 and LP4 are of the
Disabled type (this has no effect on using "DOORAd "DOOR2" to monitor passage sensors).

To enable reading or open access via an alarm ilo@necessary not only to assign the
relevant loop type for the LP1 or LP2 but also $sign this alarm loop with the reader by settirg th
relevant reader parametenable Reading Via LP1/LR& Open Access Via LP1/LRsh.

In order the input "DOOR1" or "DOOR?2" to operate as intrusion alarm loop, select the
Intrusionloop type for LP3 or LP4 respectively.

There are a number of parameters for every intrugiarm loop.

The parameteArming Delay defines a delay for an alarm loop to proceed ¢oAtmed status
(or to the Arming Failed status if the alarm logpbeing activated) after receiving a command to arm
the alarm loop.

An intrusion alarm loop proceeds to the Arming Qesdatus under a loop arming command
from the states Disarmed, Intrusion Alarm, Armingil&éd. If the alarm loop has already been in
Armed state then Arming Delay is ignored.

Arming Delay is programmed in seconds in the rapigé to 255 s. The factory value is O for
all the alarm loops.

The parameter8uto Arming After Failure andAuto Arming After Alarm enable automatic
proceeding of the alarm loop to the Armed statenfthe states Arming Failed and Intrusion Alarm if
the resistance of the alarm loop is within the radrrange (2 kOhm to 11 kOhm). Proceeding from the
Arming Failed status is performed just after thar@l loop resistance has been restored while for
proceeding from Intrusion Alarm the alarm loop s&mnce should be in normal range withioop
Recovery Time By default, the parameters Auto Arming After bad and Auto Arming After Alarm
are set off for all the alarm loops and Loop Recpvieme is equal to 15 seconds (the last one soof
importance when Auto Arming After Alarm is set off)

1.19.5Authorities of every credential are given by assigran Access Level to this credential.
The rights and restrictions defined for an Accesgedl refer to all credentials with the types Used a
Duress with this Access Level. Up to 100 accessléevan be described for a single controller. Every
access level has two identical sets of paramettsthe first and the second reader. These pasmet
are shown in Table 9.
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Table 9. Parameters of Access Levels

Parameter Description Value Range
Two-Factor Authentication requires presenting the

L " : On / Off
Authentication relevant additional credential
Access Access (passage) is permitted On / Off
Access Time Zondsee The number of the time zone which defings 0..100

Section 1.8)

time slots for access

Antipassback Mode
(see Section 1.9)

Defines the controller’s access policy in
case of violation of antipassback rules

- None (not verified);
- Hard,

- Timed;

- Soft

The period of time in HH:MM format used
for the Timed Antipassback mode. During

this time after user’s entering the target zone

Lockout Period Hard Antipassback rule is applied while 00:30
after expiration of this time Soft
Antipassback rule is applied

Zonal Antipassback More formal checking of antipassback rules on / Off

(see Section 1.9)

(full entry / exit control)

Passage Mode

Defines the rules for getting access or the
function of the credential

- Simple;

- Confirmation;

- Two-Person Rule;

- Three-Person Rule;
Confirmed Manually;

- Unlocking;
- Locking;
- Prohibited
Access Level 1to The number of an access level to confirm 0..100
Confirm Entry entry for the two(three)-person rule
Access Level 2 to The number of a second access level to 0...100
Confirm Entry confirm entry for the three-person rule
Access Level 1to The number of an access level to confirm 0..100
Confirm Exit exit for the two(three)-person rule
Access Level 2 to The number of a second access level to 0..100
Confirm Exit confirm exit for the three-person rule
Operating Opergtlng (arming / disarmingJarm loops i on / Off
permitted
The number of the time zone specifying the
Operating Time Zone time . slots when arming/disarming . is 0...100
permitted for holders of the credentials

(see Section 1.8)

included in the programmed access level
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Parameter Description Value Range
Arm LP1 Setting these switches on permits arming_of On / Off
Arm LP2 the relevant alarm loops of the S2000-2 [for On / Off
Arm LP3 all the credentials included into the access On/ Off
Arm LP4 level On / Off
Disarm LP1 Setting these switches on permits disarming On / Off
Disarm LP2 of the relevant alarm loops of the S2000-2 On / Off
Disarm LP3 for all the credentials included into the On / Off
Disarm LP4 access level On / Off

The parameteffwo-Factor Authentication directs to users with the current access level to
present an extra code after presenting their pgirnade (see Section 1.5). Two-factor authentication
is applicable both for credentials designed to@ahiaccess and for credentials for arming / disagmi

An access level with th&ccessparameter being set on is to be assigned to diatfedesigned
to gain access or to operate access modes.

Access Time Zones the number of the time zone which defines thee tslots when access
can be achieved or operating access modes is alodvéhis number is equal to O then access is
permitted at any time. Parameters of Time Zonek mitmbers from 1 to 100 can be programmed (see
Section 1.8).

The parameterg\ntipassback Mode and Zonal Antipassback define how the controller
responds to violation of the antipassback rule &setion 1.9).

Passage Modalefines necessary conditions to achieve accefisetoeader target zone or a
reader access mode control function.

If Passage Mode is set to Simple value then fantgrg access presenting a single credential is
enough.

If Passage Mode is set to Confirmation then credisnivith such access level can be used only
to confirm access in accordance with two(threes@erule and cannot be used for standalone access.

If the Two-Person Rule passage mode is selected &ection 1.7) then apart from
authentication of a user with this access levehentication of another user is required whose a&cces
level isAccess Level 1 to Confirm Entry For three-person rule authentication of once mperson is
required whose access leveliscess Level 2 to Confirm Entry

If Passage Mode is set to the Confirmed Manuallyeséghen after presenting a credential a
security guard must press on the CONFIRM buttoawutborize access (see Section 1.15.2).

Unlocking (Locking) Passage Mode transforms a argdewith this access level to a means of
enabling / disabling the Free Pass (Access Lockextle for the reader (see Sections 1.4.2, 1.4.3).

If the Operating parameter is set on then credentials with thiessbevel are used to operate
(arm and/or disarm) alarm loops. The parametdrsn LP1 - Arm LP4 and Disarm LP1 —
Disarm LP4 give the list of alarm loops to be armed or disstmespectively.

Operating Time Zoneis the number of a time zone which defines tinméssivhen arming and
disarming alarm loops are permitted. If this pareenes set to zero then the alarm loop can be armed
or disarmed at any time of a day (see Section 1.8).
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If both parameteré\ccessandOperating are set on for an access level then credentials wit
this access level are said as combined, that i ¢benbine an access function with a function of
arming / disarming alarm loops.

To operate alarm loops by means of a combined otiadlethe controller is to be preliminary
switched to the Ready to Arm / Disarm mode or thedential is to be kept near the reader for a
programmed time (see Section 1.16.10).

1.19.6Up to 32,768 codes of credentials can be writtethéodatabase of the controller. The
credentials can be iButtons, Proximity cards, PdNd so on. Every credential is described by afset o
parameters shown in Table 10.
Table 10. Credential Configuration Parameter

Parameter Description Range

Primary Code The unique code of a credential 8 bytes (16 hex digits)

An additional code presented in a proce

SS ..
of two-factor authentication 8 bytes (16 hex digits)

Extra Code

A special additional code used under

Extra Duress Code 8 bytes (16 hex digits)

coercion
- User
Credential Type Defines the purpose of the credential - Master
- Duress
Disabled The credential is disabled (inoperative) On / Off

The number of an access level which
Access Level defines common access rights and 0...32
limitations for the credential

. Defines whether or not the credential
Validity . _ . On / Off
access rights are limited by a time

Defines the effective date and time and

Validity Period the expiration date and time for the 00:00 01.01.2000 ...
y credential to be valid (to the exact ... 23:59 31.12.2255
minutes)

Primary Code is the value of the unique credential of a useB-toyte format usual in Orion
system (matches with the format of iButtons).

Extra Code is an additional credential used for two-factothaatication (see Section 1.5) to
enhance the degree of protection against unaugtazcess. In the capacity of an extra credemtial i
most cases a PIN is used because it is more diffwsteal it or to “forget it at home”. An extcade
does not have to be unique.
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Extra Duress Codeis a special credential which is presented (edjerestead of the relevant
extra code under coercion. This code is undershyaitie controller as a valid extra code but a sjeci
message is generated for alerting guard servitdegegiremises.

It makes no sense to define an extra code or aa dutess code if two-factor authentication is
not in use. If the access level of a credentialliespapplying two-factor authentication algorithin a
least at one of the readers then an extra code Imeudéfined mandatorily while an extra duress code
should be defined only if you need a feature ofifivation about access under threat.

Credential Type defines the destination of a credential.

The typeUser means that the credential is intended for accedsraoperating alarm loops
(arming / disarming).

The type Master is intended for programming (adding) new credéstieCredentials
programmed with the help of a Master credential bel of the User type.

The typeDuress is similar to the User type but in case of presgnsuch credential an
additional message “Duress Code” is generated3seton 1.10).

Setting theDisabled switch on for a credential of any type prohibipemation of the credential.
This is used to lock the credential for a time (&ample, if the credential has been lost) with a
possibility to enable the credential later.

Access Level(the access level number) defines access rightitsaaoess restrictions for the
credential as well as rights to operate (arm /rchidalarm loops of the controller for credentialgiee
User and Duress types (see Section 1.6).

The access level of a Master credential is inh@ite user credentials programmed with the
help of the Master (see Section 1.20).

If the Validity parameter is set on then the effective / expinatiate and time is given by
Validity Period. Otherwise, the credential has no expiry date.ifations of validity period can be
applied for all the types of credentials.

To change configuration parameters of the contrgliiease use the software utilltfProg.exe
of versions 4.1.0.54 and highemstalled on a PC under Windows-98 or higherUIRrog.exe of
earlier versions not all the configuration parametsan be available; also the number of credentials
access levels, and time zones can be limited. DO N§2UProg.exeof versions less tha#0.0.821
To connect the controller to the COM port of the fi€ase use one of the interface converters PI-GR,
S2000-PI, S2000-USB, USB-RS485, or an S2000 (v2@+) or S2000M panel. The last version of
UProg.exealong with additional information can be foundiernet at the address laitp://bolid.ru
at the page of the S2000-2.
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1.20Programming Credentials

If the S2000-2 operates as part of a PC-based Qgistem then PINs and codes of iButtons,
Proximity cards, and other credentials are writterthe controller's database (to the non-volatile
memory of the controller) with the help of tBeion Pro Database Administrat@oftware utility.

If the S2000-2 operates as part of an Orion sydiaged on an S2000 panel or in standalone
mode, to program credentials a PC with tHerog.exesoftware utility is used. This utility provides
adding and deleting credential descriptors, setimg) modifying attributes of credentials, savingsa
of descriptors to a file, loading the list of cratlal descriptors from a file to the controllerssmory
and so on.

In addition, credentials can be programmed witreo#C, by means of one or several Master
credentials. A Master credential is any credenti@h the type “Master”. Presenting a Master
credential to a reader initiates the mode of pnognang credentials. Credentials presented in this
mode are enrolled to the memory of the controllghwthe User type, inherit the access level of the
Master credential, and are of unlimited validity.

One Master credential with the access group #Meagorogrammed by hardware only, without
a PC. For doing so, remove the controller's covet perform a prolonged press (longer than 1.5 s) on
the tamper switch of the controller, then a shamation press (less than 0.5 s), and finally onoeem
prolonged press. Pauses between presses shoutdlbeger than 0.5 s. The beepers of the controller
and the first reader shall playMaster Programmingnelody, the READY indicator and the LED of
the first reader shall synchronously flash doubhg reader LED shall flash with red and green
alternately. If the first reader is busy (the lastess procedure is being in progress) then the rabd
programming Master credential is initiated for #ezond reader. Then, within 30 s a credential to be
programmed should be presented to the reader. @éyebs of the controller and the reader shall play
the final part of the Master Programming melodyjlevthe READY LED and the LED of the reader
shall show solid light.

Warning: Programming a Master credential by using the tampeswitch deletes all the
previously programmed credential descriptors from he memory of the controller(programming
Master credentials with the helpdProg.exehas no effect on previously programmed credentials

Master credentials with another (non-zero) acoessl$ can be programmed only by means of
UProg.exe

To switch the controller to the mode of programmamdinary credentials (intended for access)
a Master credential should be presented to onéefréaders of the controller. The beepers of the
controller and the reader shall issue three pditseeps and the reader LED shall flash with red and
green alternately. In this mode presented credsrdi registered by the controller with the access
level of the Master credential. A double-beep soand reader green LED’s illuminating for 2 s mean
that a new credential code has been written taondroller or the access level of an existing cnéidé
has been changed. A single beep and reader grebrs liuminating for 1 s mean that the same
credential with the same access level the Mastatetttial belongs to has already been written to the
controller. A long sound and triple flashing of thed LED mean the credential code cannot be
registered by the computer (memory is full).
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If the access level of programmed credentials iegptivo-code authentication for the reader
then after presenting a primary credential the rotlet requests for an extra code: the LED of the
reader pulses with green five times per seconcerAftat within 30 s a credential should be preskente
or a PIN should be entered which will be writteraasadditional code for the primarily presentedmai
code.

After adding or re-programming all the requireddenetials the mode of programming can be
terminated by presentirthe sameMaster credential which activated the programmeden Besides,
the mode of programming credentials is terminatdgdraatically if within 30 s no credential has been
presented to the current reader. In this case ¢epdys of the controller and the reader issue three
beeps and one long sound ("Programming is finishedtile the READY LED and the LED of the
reader illuminate.

If credentials with various access levels are tad@ed then programming the credentials with
the second access level (presenting the next Mastelential) should be started only after exiting
from the mode of programming credentials with tinst faccess level. Otherwise, the second Master
credential will be re-programmed as a User credewiith the first access level.

The hardware way of programming credentials withosing a PC has the following
limitations:

No Master credential with a non-zero access leaellie programmed;
No credential with the Duress type can be progradime
Validity of credentials cannot be limited;

— When two-factor authentication is in use no Exttad3s Code can be programmed.

If credentials are programmed with the helgJéfrog.exe nothing of these limitations exists.
In addition, any credential can be deleted of deshbAnd a possibility to add text comments for
credentials (names of holders) and to save thasnmdition in a PC file (the comments are not stamed
the controller) essentially facilitates the procefediting the credential list.
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2 Operation

Performance of the controller is defined by theageration mode (Two Entrance Doors, One
Entrance / Exit Door, Turnstile, Boom Barrier, oaMrap) and by the current access mode (Free Pass,
Access Locked, or Controlled Access).

In the Controlled Access mode the S2000-2 operase®ollows (with some differences for
different operation modes).

Granting Access

To achieve access (open a door, lift a barrier betay) it is necessary to present (bring up,
touch etc.) to a relevant reader a credential {@utProximity card, PIN) which is registered ireth
controller's memory with th&sertype and is designed for access or for accesopearhting alarm
loops (combined credential).

After presenting the credential to one of its readbe controller verifies that the reader is not
busy, the code of the credential is stored in ivatroller’'s database; the credential has the raleva
access rights and no violations of access rulesraeeds all the required conditions to achieve acces

If the reader is busy or reading is disabled dualaom loop settings then the credential is not
processed:

— The beepers of the controller and the reader iBsesse Waisignals (see Table 6);

— The red LED of the reader flashes three times.

If the credential is enrolled in the controller alase, no access violation is registered for it,
and the conditions for granting access are metdleass is granted and:

— The sounders of the controller and the readersrgentwvo beeps;

— The green LED of the reader switches on;

— The relay is switched on (off) to open the doorr(stile, boom barrier);

— An Access Grantethessage is generated.

If the credential is enrolled in the controller aladse, no access violation is registered for it, bu
conditions for granting access have not yet been (tm®-factor authentication, two-person access
rule, or manually confirmed access) then the cdletras waiting for an extra code, confirming
credential, or pressing the PERMIT button:

— The sounders of the controller and the reader gémerbeep;

— The green LED of the reader starts pulsing fiveeBmer second;

— The relay is not activated;

— If authentication was completed (two-person accabs or manual confirmation) then an

Identificationmessage is generated.
f the credential is enrolled in the controller aladse but access rules are violated (no
authorities, out of time zone, antipassback violatiexpired validity period, armed alarm loops
locking access) then access is denied:

— The sounders of the controller and the readere Esor sound signals (see Table 5);

— The red LED of the reader flashes three times hed teturns to its initial state (quiescent

mode);

— The relay is not activated to grant access;
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— An Access Deniethessage is generated.

If the credential is not enrolled in the controlleemory and communication with the network
controller is being lost (standalone operationphthecess is rejected:

— The sounders of the controller and the readersrgenngError sounds (see Table 5);

— The red LED of the reader flashes three times dmah tproceeds to the initial state

(quiescent mode);

— The relay is not switched on (off) to grant access;

— A Wrong Codemessage is written to the event log of the coletrol

If the credential is not enrolled in the controlieemory and the controller communicates with
the network controller properly:

— The sounders of the controller and the readers;beep

— The code of the credential is sent to the networkroller for making a decision;

— The LED of the reader flashes with red and gre&rrately five times per second until a

decision has been made (it can take fractionssetand to some seconds).

A decision of the controller can be:

— To grant access;

— To reject access (the credential is unknown fomitevork controller);

— To deny access (the credential is known but haacness rights or access violations);

— To enable operating a partition (a group of alaoopk) of the fire or intrusion alarm

system: the LED of the reader indicates the cumpantition status in amber (red + green):
"Armed" (the LEDs are on), "Arming in process..."€thED flashes five times per second),
"Disarmed"” (the LEDs are off), "Alarm” (the LED flaes twice per second), "Trouble" (the
LED illuminates for a short time once per second).

Granting access, denying access and rejectingsceasrally (in accordance with the decision
of the network controller) are indicated similarbythese procedures for local access.

In the mode of operating a partition the reader Liflicates the current state of the partition
(iluminates with amber, flashes with amber, orsigitched off — see Table 1) while every next
presenting of the credential inverts the curreatust of the partition (if it was disarmed then the
partition is armed, otherwise the partition is disad). A partition state is being indicated by the
reader LEDs for some time (programmed by the releeanfiguration parameters) or until another
credential is presented.

Pressing the EXIT button causes granting acces®\teegss Granted messages are generated
without a credential code ("impersonal®).

If after granting access within Passage TimeouR@ay Activation Time (if the last value is
more) the door open sensor (passage sensor) respbead aTransactionmessage is generated,
otherwise the access is considered to be unimplitieand the controller starts waiting for a new
access procedure. In both cases (in case of aatt@ms has happened or the timeout has expired) the
green LED switches off and the reader LED retumghe quiescent mode (switches off, illuminates
with red or indicates the partition status).
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Operating Alarm Loops

To arm / disarm alarm loops by means of a credemtianded for this reader only for these
operations (a User-type credential with the enaldeérating and disabled Access parameters in its
access level) it is necessary just to presentrégteatial at this reader of the controller.

The controller verifies whether the credential eégjistered in its database, authorities of the
credential to operate alarm loops, current actikgytime zone for operating alarm loops, and weeth
authentication has been completed (for two-factthentication one more code must be presented).

If the right to operate alarm loops is verified alldalarm loops controlled by the credential are
disarmed then these alarm loops will be armedftaitleast one alarm loop is disarmed then allnalar
loops will be disarmed.

If loops are being armed the reader LED switchetoo@ seconds with amber (green + red). If
loops are being disarmed then the reader LED sestdiff for 2 seconds.

To operate alarm loops by means of combined creder{fAccess + Operating, Unlocking +
Operating, Locking + Operating) the controller mudte previously switched to the
Ready to Arm / Disarm mode. For doing so, priorpi@senting the credential press the Arming
Request button (see Figure 7) and hold it pressechére than 1 s until the reader LED starts flaghi
rapidly. Instead of pressing the Arming Requestdruthe terminals of the Touch Memory reader can
be closed for the same time. Then, as long as EHi2 ik flashing (within 20 s) a combined credential
is considered by the controller as the credeniabperating.

For the readers with the Touch Memory interface, doming / disarming alarm loops the
combined card (credential) can just be kept nearréader withinTime to Hold Credentials for
Operating. In this case to switch the controller to the RemdArm / Disarm mode is not required. At
the time of holding the card the reader LED pulséts amber four times per second and after the
expire of Time to Hold Credentials for Operating the alarm loops will be armed (the reader LED
will turn on for 2 s) or disarmed (the reader LEMI wwitch off for 2 s). If the card is removed loeé
expiration of Time to Hold Credentials for Operating the main function of the card will be
implemented: granting access or unlicking / lockiegess.

Unlocking and Locking Access

To activate Free Pass mode or Locked Access modea foeader the controller (see
Section 1.4), present at this reader a User-typdetttial with an access level with set on Access
attribute and the passage magldockingor Lockingrespectively.

If the Free Pass mode is activated then the soyldgs a sequence of sounds "Free Pass" (see
Section 1.18.3) while the reader LED illuminatesivgreen turning off for a short time periodically.

If the Access Locked mode is activated then thendeuplays the sequence of souAdsess
Locked(see Section 1.18.3) while the reader LED illurtesawith red turning off for a short time
periodically.

If in the Free Pass mode a credential intendedhdoess is presented then after opening the
door (rotation of the turnstile arm)Taansactionevent is generated.

Presenting Unlocking or Locking credential in thedes Free Pass and Access Locked restores
the Controlled Access mode.

In case of free access a door (turnstile gate, bbamer) is always open for access (without
authentication and logging passages).
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When access is closed, access can be achievetypiessing the EXIT button or switching
the reader to the Access Allowed mode for a sitrglesaction.

The Access Allowed mode can be activated with #p bf a switch (stick button) brought into
the LP1 or LP2 of the controller. For doing so, pobype should be set to the value "Open Access"
and the reader parameter Open Access via LP1 an @peess via LP2 should be set on. As long as
the alarm loop is being activated (the button imdpgressed) access is being open while on regtorin
the alarm loop the Controller Access mode is restor

Allowing Access

To allow access one time with logging the transechy the credential, the PERMIT button is
to be pressed for a short time. The reader LEDnithates for a short time once per second in green.
Any credential presented within 10 seconds aftat #thieves access. Then the reader returns to a
previous access mode.

By default the PERMIT button is inoperative; toiaate it set the paramet@ERMIT Button
on.

In the Mantrap mode the PERMIT button is inopemagven if the parameter is set on.

Presenting a Master credential initiates the mode pgramming credentials (local
programming, see Section 1.20).
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2.1 Two Entrance Doors Mode

2.1.1In this operation mode the S2000-2 controls actessugh two independent access
points (doors) provided that granting access in dinection requires presenting credentials while to
grant access in the other direction an EXIT buisopressed.

The recommended setting for Passage Timeout afietigg access is 10 seconds.

2.1.2The diagram for connecting the S2000-2 in the Twtrdhce Doors operation mode is
shown in Figure 9.

Equipment for the first door (a reader, a lockE2HT button, a door open sensor) is connected
to the terminals of the controllers with the digit' at the end of their marking. Equipment for the
second door is connected similarly — to the colgraérminals with "2" at the end of their marking.

The electromagnetic lock (electric strike) can losvered by the same power supply as the
controller or from a separate power supply. In aafspowering by the same power supply the input
power circuits of the controller and input powercuits of the lock must be separate pairs of wires
which are connected only at the power supply teamsin

If the lock is not equipped with a circuit for suppsion of high-voltage pulses generated
during commutation then a reverse switched diodstrna connected at the lock terminals in parallel
with the lock’s winding (the admissible direct camt of the diode must not be less than operating
current of the lock).

If the readers are powered by another power sugyely "GND" circuits of the controller and
the readers must be coupled.

To open the lock for passing through the doorsmtlzer direction, EXIT buttons are used.

If mechanical or electrical buttons or other appdies are in use which can open the lock
bypassing the controller then the Door Forced Ojglemitoring and Door Held Open Monitoring
parameters must be set off to avoid false forcex dpen or propped open alarms.

A passage sensor can be missed. In this case:

— Passage events are not generated;

— On granting access the relay is switched on fome tgiven by Relay Activation Time

regardless of the values of the parameters SwiftWhen Door Is Open and Switch Off
When Door Is Closed,;

— The doors cannot be monitored for being forced apdreld open,;

— On granting access the green LED of the readenitiates within the time of activation of

the relay (but at least two seconds) regardlesiseoactual time the passage takes.
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2.1.3Configuration Settings
1) Set the operation mode of the controller to the Bmtrance Doors value.
2) Set the value of the Passage Timeout (10 s ised)vis
3) If a door sensor is in use then set the PassagmBSparameter on, else set it off.
4) If electric strikes are in use then for each relaty
— Control Program to the value 3 (Switch On for a &m
— Relay Activation Time to 1...5 seconds (the time agiofor the strike to operate);
— The relay parameter Switch Off When Door Is Opethtvalue “On” (for the strike to
be latched correctly in case of a fast passage).
Otherwise, if magnetic locks are in use then fahe@lay set:
— Control Program to the value 4 (Switch Off for ang));
— Relay Activation Time to the value of Passage T{f®s is advised);
— One of the relay parameters Switch Off When Doddgen and Switch Off When Door
Is Closed to the value "On" (to lock the door jafier completing a passage).
Other settings depend on the specific operatiolitions.

2.1.40peration

To achieve access in forward direction, a User-typeential with the set Access attribute is to
be presented to the reader installed in front efdbor.

If authentication has succeeded the reader soubdeps twice, the green LED starts
illuminating, the door can be open (is unlocked) an Access Granted message is generated with the
code of the presented credential.

If for the access level of the credential two-facathentication is to be applied at this reader
(for this door) then the green LED of the readartstflashing five times per second and accesdean
granted only after presenting an extra code (segdpel.5).

If for the access level of the credential a twa#)rperson rule is applied then access can be
granted only after authentication of all the papants (two or three ones) of the procedure having
specific access levels (see Section 1.7).

After the door has been open the reader LED pracémdhe quiescent mode (the red LED
switches off or on) and a Transaction messagetéltode of the presented credential is generated.

If no door open sensor is in use then on grantoogss the green LED of the reader switches
on for the time of relay activation but at least 2cseconds.

To open a door on passing in opposite directiofe 4T button installed in front of the door
within the premises is to be pressed. In this theeeader sounder beeps twice, the green LEDs start
illuminating, the door is open (unlocked), and ancéss Granted message without specifying a
credential code (impersonal) is generated. Afteenapg the door a Transaction message without
specifying a credential code (impersonal) is geieeta

Access through the second door is achieved byatine svay.
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2.20ne Entrance / Exit Door

2.2.11In this mode the S2000-2 controls access throughamtess point (door) which has a
common circuit to control a locking device providiédit granting access in both directions requires
presenting credentials at the readers installeoodim sides of the door.

EXIT buttons also can be used to achieve accesextample for remote opening the door from
a guard post.

The recommended setting for Passage Timeout atietigg access is 10 seconds.

In this mode antipassback functions can be use@dusecauthentication is performed on
passages in both directions. But an ordinary damsd't provide registering all the passages (on
granting access for a single credential severalguercan achieve access).

2.2.2The diagram for connecting the S2000-2 in the en@mne Entrance / Exit Door mode is
shown in Figure 10.

To control the lock and to monitor the door openssg, the first channel of the controller is
used. The second relay and the circuit monitorimg $¢econd door open sensor are dormant. The
second relay can be controlled by commands oveR8¥d85 interface from a PC or S2000M panel.

ENTRY and EXIT buttons are connected if necesdaryexample for granting access from a
guard post.

The electromagnetic lock (electric strike) can lmsvered by the same power supply as the
controller or from a separate power supply. In aafspowering by the same power supply the input
power circuits of the controller and input powercuits of the lock must be separate pairs of wires
which are connected only at the power supply teafsin

If the lock is not equipped with a circuit for supgsion of high-voltage pulses generated
during commutation then a reverse switched diodstrna connected at the lock terminals in parallel
with the lock’s winding (the admissible direct camt of the diode must not be less than operating
current of the lock).

If the readers are powered by another power sujyglly "GND" circuits of the controller and
the readers must be coupled.

A passage sensor can be missed. In this case:

— Passage events are not generated (antipassbaskanieot be applied);

— On granting access the relay is switched on fome tgiven by Relay Activation Time

regardless of the values of the parameters SwiftWben Door Is Open and Switch Off
When Door Is Closed,

— The doors cannot be monitored for being forced apdreld open;

— On granting access the green LED of the readenitiates within the time of activation of

the relay (but at least two seconds) regardlesiseoéictual time the passage takes.
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2.2.3Configuration Settings
1) Set the operation mode of the controller to the@dDne Entrance / Exit Door".
2) Set the value of the Passage Timeout (10 s isedvis
3) If a door sensor is in use then set the PassagmSparameter on, else set it off.
4) If an electric strike is in use then set:
— Control Program to the value 3 (Switch On for a @jm
— Relay Activation Time to 1...5 seconds (the time egiofor the strike to operate);
— The relay 1 parameter Switch Off When Door Is Ofetihe value “On” (for the strike to
be latched correctly in case of a fast passage).
Otherwise, if a magnetic lock is in use then set:
— Control Program to the value 4 (Switch Off for ane);
— Relay Activation Time to the value of Passage T{frtes is advised);
— One of the relay 1 parameters Switch Off When DisoDOpen and Switch Off When
Door Is Closed to the value "On" (to lock the dpmt after completing a passage).
5) If Global Antipassback or time & attendance moniigris in use then select correct Target
Access Zone values for both readers.
Other settings depend on the specific operationitions.

2.2.40peration

To achieve access in both directions at the readalled in front of the door a User-type
credential with the Access attribute is to be pmése:

If authentication has succeeded the reader soubhdeps twice, the green LED starts
illuminating, the door can be open (is unlocked) an Access Granted message is generated with the
code of the presented credential.

If for the access level of the credential two-facathentication is to be applied at this reader
then the green LED of the reader starts flashing fimes per second and access can be granted only
after presenting an extra code (see Section 1.5).

If for the access level of the credential a twa#)rperson rule is applied then access can be
granted only after authentication of all the (twatlree) participants of the procedure having gpeci
access levels (see Section 1.7).

After the door has been open the reader LED pracéedhe quiescent mode (the red LED
switches off or on) and a Transaction message téttode of the presented credential is generated.

If no door open sensor is in use then on grantougss the green LED of the reader switches
on for the time of relay activation but at least 2cseconds.

To achieve access in another direction the proeedsirsimilar but applying two-factor
authentication and two(three)-person access ral@sagrammed for the access level individually for
each reader (each passage direction).
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2.3 Turnstile Mode

2.3.1In this mode the S2000-2 controls access througlsimgle access point (an
electromechanical turnstile) with a separate céntircuit for each passage direction provided that
granting access in each direction requires prasgrdiedentials at readers installed on the relevant
sides of the turnstile.

EXIT and PERMIT buttons can also be used to gradt@ermit access remotely from a guard
post.

The recommended Passage Timeout after grantingsacc&0 seconds.

In this mode antipassback functions can be use@usecauthentication is performed on
passages in both directions and on granting acressonly one person can achieve access.

2.3.2The schematic for electric connections of the SZD0® the Turnstile operation mode is
shown in Figure 11.

This schematic implies that access for entry andigxgranted by closing the relevant pairs of
contacts of the turnstile designated in the fimsdENTRY and EXIT.

The schematic shows connecting passage sensorsnaithally open dry-contact outputs
(which are closed on passing). Connecting passamgnss (arm rotation sensors) with another type of
output is discussed in Section 1.14. There canolie $eparate sensors and outputs of turnstile @ontr
circuits.

If a turnstile is equipped with a single arm ratatisensor which responds for any passage
direction then it is to be connected in parallethe relevant inputs of both channels of the cdletro
as shown in Figure 12.

Correctness of connecting passage sensors carebkecheasily if the reader parameters LED
Quiescent Mode are set to the recommended val@ff*1-Then in initial state of the turnstile the
LEDs of the readers as well as the "1" and "2" eeswf the controller should be off. Any passage
sensor having actuated (the turnstile arm havitafed), red LEDs shall illuminate.

To control the turnstile manually, buttons connddiethe EXIT1 and EXIT2 terminals of the
controller are used. Granting access by pressittprimimanually and following passages are logged
by the controller and can be seen in the evenbfafe Orion Pro Workstation or S2000 panel. If a
control connected immediately to the turnstile sedi for granting access manually, bypassing the
controller then facts of granting access will netibgged.

If the readers are powered by a separate powelystimm the GND circuits of the controller
and the readers must be coupled.

It is acceptable not to use passage sensors (datioro sensors). However in this case no
passage events are generated and antipassbadknan®d attendance functions for Orion Pre software
cannot be used. Moreover, the minimum time for sspge in this case is two seconds (only after the
expiry of this time the controller can process atr@edential). If a passage sensor is in use then
turnstile throughput can be higher, because thé oedential will be taken into account by the
controller just after registration of the passage geturning the sensor into initial state.
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Figure 11. Hardware Connections for the S2000-2 in the Tuen6tperation Mode
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S2000-2 S2000-2

X12 passage sensor XT2 8.2 kOhm

GND1 |10 J GND1 |10}———= *

DOOR1]| 8 8.2 kOhm [ ] DOOR1| 8 8.2 kOhm

passage

XL XT3 _‘ sensor

DOOR2] 8 DOOR2| 8 |*— °

Connecting a single passage sensor with Connecting a single passage sensor with

normally closed contacts normally open contacts

Figure 12.Connecting a Single Passage Sensor (Arm RotatioscBe

2.3.3Configuration Settings

1) Set the operation mode of the controller to the@&dTurnstile”.

2) Set the value of the Passage Timeout (5 to 1@dvised).

3) If a passage sensor (arm rotation sensor) is daitaen set the Passage Sensor parameter
on else set this one off.

4) Set the parameters Door Forced Open Monitoringtzowt Held Open Monitoring off.

5) Set the Control Program to 3 ("Switch On for a Tljne

6) Set Relay Activation Time for both relays to 0.25s.{enough to enable turnstile rotation
for a single passage).

7) For both readers set LED Quiescent Mode to "1-Off".

8) When Global Antipassback or time & attendance fiencis in use then give correct Target
Access Zone values for both the readers.

9) To use PERMIT ENTRY and PERMIT EXIT buttons set gagameter PERMIT Button on
for both the readers.

Other settings depend on the specific operatiolitions.

2.3.40peration

Ensure that the LED of the reader installed in ffr@inthe turnstile is switched off (the turnstile
is ready) and present a credential with the Aceésbute.

If authentication has succeeded then the reader lhddps twice, the green LED of this reader
and the red LED of the another reader start illatiing, the turnstile is unlocked for a single passa
in the given direction, and an Access Granted ngessa generated with the code of the presented
credential.

After the passage sensor has actuated the greerof B2 reader change its light color for red
and a Transaction message with the code of themess credential is generated.

After restoring of the passage sensor (completinth® turnstile rotation) the LEDs of both
readers are switched off and this means that tinstile is ready for passing in any direction.

The procedure of passing in the other directiainslar to that said above.
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2.4Boom Barrier Mode

2.4.11n this mode the S2000-2 controls bi-directionatess through a single access point — a
gate barrier with a single boom for both travekdiron. The relay 1 of the S2000-2 opens the boom
(lifts it) while the relay 2 closes it (lowers th@ne). Granting access in both directions requires
presenting credentials at the readers located tindades of the boom barrier.

EXIT buttons also can be used to grant access sdynédr example from the guard post.

The recommended Passage Timeout after grantinga80 seconds.

In this mode antipassback functions are availaleleabse authentication is implemented on
passages in both directions.

To increase mimic resistance, the alarm loops campcise vehicle presence sensors located at
the reader zones. In this case credentials aregsed by the controller only if only a vehicle skgn
near the reader.

2.4.2The diagram for connecting the S2000-2 in the B&arier operating mode is shown in
Figure 13.

This diagram implies that opening (lifting) the bar is implemented by closing the contacts at
the control unit of the boom barrier designated'@sen" while closing (lowering) the barrier is
implemented by closing the contacts of the controt designated as "close". If to control the boom
barrier more than 30 V voltage, or more than 7 Arenit, or more than 100 W wattage need to be
commutated then at the controller output relay @ such as UK-VK must be added. In this case
the controller relay contacts will commutate theteots of a more powerful relay while the contacts
of that relay will commutate power of the boom B&armotor drive.

If a single opening relay is required to controke tbhoom barrier (the barrier lowers
automatically after a lifting command terminatesgrt only the relay 1 of the controller is in usheT
relay 1 activation time in this case should bengeless than the time of expecting a passage tepte
lowering the boom barrier on a vehicle (the relag switched on until the vehicle has moved from
under the barrier).

Vehicle passage sensors, in addition to registetragelling, protect the vehicle against
lowering the barrier on them. As long as at least sensor is being activated the barrier is natetlo
For this reason, sensors (generally optical beaectes are in use) are located from both sidebeof
boom barrier in order any vehicle standing underlibom barrier to cause actuation of at least one
sensor. Protection against lowering the barriea @ehicle is in effect starting with issuing a coand
to open the barrier and until the barrier has Heerred (until the time of activation of the second
relay has been expired).

The diagram shows how to connect detectors witmably closed dry-contact output (which
opens during a passage). Connecting detectorsawdther type of output is discussed in Section.1.14
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Figure 13.Connection Diagram for the Controller to Operatthe Boom Barrier Mode
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Instead of two passage sensors located on both sfdée boom barrier it is allowed to use a
single detector located just under the barrierlasady to it. In this case such detector is congkan
parallel across the inputs of both channels ottidroller as shown in Figure 12.

If traffic lights should be controlled at the emtca and the egress then they can be connected
via relay amplifiers as shown in Figure 14. Thisgiam uses commutation devices UK-VK/06
controlled by logic signals of +5V CMOS levels bey can be connected directly to controller outputs
in parallel across the reader LED control circuE@mmutation devices UK-VK/06 can commutate
voltages up to 220 V (ac) and currents up to 1@avipling control for almost any traffic light.

S2000-2 UK-VK/06 Traffic Light 1
XT2 NC1 |1
LEDG1 ] 5 3] N1 N coMm1 | 2 Green
LEDR1| 6 21 IN2 NO1l |3
4| +12v NC2 |4
—{ 1| GND C COM2 |5 }—e
|— NO2 |6
Red
XT1 RIP-12 L
+12V [ 8]—e +12V ~220V
GND |9 I ov T (=12...24v)
UK-VK/06 Traffic Light 2
XT3 ’l: NC1l |1
LEDG2| 5 3] IN1 COM1 | 2}—o Green
LEDR2| 6 2 N2 |— NO1 |3
4| +12v NC2 |4
11| GND C Ccom2 | 5
|— NO2 |6
Red

Figure 14.Schematic for Wiring Traffic Lights to the S2000rR2the Boom Barrier Mode

To control (lift) the boom barrier from the guardsp manually, IN and OUT buttons are used
which are connected to the terminals EXIT1 and EX&T the controller. To close the boom barrier by
force, a DENY button can be used (it is not showthe scheme). Pressing on the DENY button when
the boom is being lifted causes lowering the bo@enef the current access procedure has not been
completed. The DENY button can be connected to @inyhe terminals EXIT1 and EXIT2 in
accordance with the schematic shown in Figure 5.
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If access is granted by the IN button then the rgiedicator of the first reader and/or green
traffic light facing the reader 1 start illuminagin

If access is granted by the OUT button then therghedicator of the second reader and/or
green traffic light facing the reader 2 start ilimating.

In the mode of locked access the buttons providetity way to lift the barrier. In the free pass
mode pressing on the buttons is ignored.

If vehicle presence detectors are used in frotth@freaders then authentication at the readers is
ignored when no vehicle is present. The schemhtevs connecting vehicle detectors with normally
open contacts (they close if a vehicle is pres&upnecting detectors with normally close contéts
shown in Figure 15.

S2000-2 Vehicle Loop
XT1 Detector

71(22) [2(3)

8.2 kOhm
GND 111+

Figure 15.The Schematic for Connecting an NC Vehicle Presé@&nmtector into LP1 and LP2
of the S2000-2

If the readers are powered by a separate powelysthgn the GND-circuits of the controller
and the readers must be coupled.

2.4.3Configuration Settings

1) Set the operation mode of the controller to thei@dBoom Barrier".

2) Set the value of the Passage Timeout (30 s is edlvis

3) Give the value for Barrier Close Delay (5 s is add).

4) Passage Sensor in the Boom Barrier operation nsoalevays considered to be set on.

5) Set off the parameters Door Forced Open Monitoaimg) Door Held Open Monitoring.

6) Set the Control Program for both the relays toSanftch On for a Time").

7) Set Relay Activation Time for the relay 1 to 5...2@snds (enough to lift the barrier). If the
barrier is to be controlled by a single relay tisem the activation time for the relay 1 to a
value a bit more than Passage Timeout, for exaBpke

8) Set Relay Activation Time for the relay 2 to 5...2@88nds (enough to lower the barrier).

9) For the LP1 and LP2 of the S2000-2 set Loop Typbe¢ovalue "Enable Reading”.

10) Set on the parameters Enable Reading Via LP1 amadl&®Reading Via LP2 for the first
and the second reader respectively.

Other settings depend on the specific operatiowlitions.

The relay parameters Switch Off When Door Is Opaeh &witch Off When Door Is Closed do

not imply on relay operation in the Boom Barrierdeo
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2.4.40peration

When a vehicle arrives to the reader it stops ngwand a User-type credential with Access
attribute and "Simple" passage mode is presentextcess is granted then green reader LED (green
traffic light) starts illuminating, the boom barriis lifted, and an Access Granted message is geater
with the code of the presented credential.

If two-factor authentication is applied at the reathen the green LED of the reader starts
flashing five times per second and access is gilaowdy after presenting an extra code (see
Section 1.5).

After vehicle’s passing (after responds of thetfaad then the second passage sensors) the
green LED of the reader (green traffic light) s\wis off and red LED (traffic light) starts pulsing
twice per second warning of the imminent closinghaf barrier. A Transaction message is generated
with the code of the presented credential. On ttparg of Barrier Close Delay since the time the
vehicle has left the red LED of the reader (reéfirdight) starts showing solid light and the barris
lowered. If the vehicle stands under the barrierl{oth passage sensors have restored) then therbarr
is not closed and the red LED of the reader (raffi¢rlight) pulses until the vehicle leaves. Oalfger
restoring both the passage sensors the barriengldslay starts to be counted.

The next access procedure (next authenticationpeastarted only after the moment when the
second passage sensor has responded, that is ehezatler LED (traffic light) has changed lighting
from steady green color for pulsing with red.

The procedure for travelling in another directisrsimilar but using or non-using of two-factor
authentication is programmed for the access lel/¢he credential individually for each reader (for
each travel direction).

When the controller is expected for a vehicle taogbof the barrier, the second (closing) relay
cannot be activated. And if the time of activatminthe first relay has not yet expired then thstfir
relay is being switched on until the vehicle leavis a result, both barriers with two control citsu
and barriers with one control circuit can be kgmtm
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2.5 Mantrap Mode

2.5.1In this mode the controller controls access throagsingle access point which is two
doors with a closed space between them (a marprap)ded that these two doors can never be open
simultaneously. Each of two entrances to the mpnigr@&quipped with a reader (outside the mantrap).
The guard post controlling the mantrap manuallggsipped with two EXIT buttons so that a guard
can let a person to enter into the mantrap witpoesenting a credential, twvo CONFIRM buttons to let
an individual to leave the mantrap, and a DENY diutb deny access. To pass through the first door
(entrance to the mantrap) it is necessary to pteseredential. The second door becomes open either
automatically after the first door is locked oreafts guard presses the relevant CONFIRM buttos (thi
is programmed while defining an access level)hdiré is no guard post and the mantrap operates only
automatically then CONFIRM buttons anyway must benected in order a person can leave via the
same door through which he entered if he changemimd or stays inside more than the programmed
time. In order to pass in automatic mode, an adeegs must be programmed with the Simple passage
mode.

If Confirmed Manually passage mode is set themr aftéering the mantrap a guard performs an
additional visual identification (for example, coamps the person who entered with the photo on the
screen of the PC) and makes a decision to relbageetrson from the mantrap. The allowed time for a
parson to stay within the mantrap is defined byghsmmeteConfirmation TimeoutWithin this time
any of the CONFIRM buttons can be pressed opefiagdlevant door. If during this time neither of
the CONFIRM buttons was pressed then the accesgquice is considered to be incomplete while the
mantrap is considered to be free. A person canebmased from the mantrap after elapsing of
Confirmation Timeout only via that door through wihihe has entered by pressing the CONFIRM
button of this door. On the one hand, Confirmafleameout must be selected enough for performing
an additional identification. But on the other harica person has presented a credential but has no
entered into the mantrap then within this time & aecess procedure cannot be started.

If the mantrap is equipped with an occupancy seasdrthis sensor is connected to the BUSY
input of the controller then no rigid time limitati is required and additional identification wik b
performed as long as required.

The doors have to be equipped with door open sendbe parameter Passage Sensor is
considered to be always set on).

In this operation mode antipassback rules can péeabbecause authentication is performed
on passing in both directions while the relevargigie of the mantrap and visual identification by a
guard guarantee that a single access grantingecasda only for a single passage.

2.5.2The schematic for connecting the S2000-2 in the tM@anoperation mode is shown in
Figure 16.
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Figure 16.Connecting the S2000-2 for the Mantrap Operatiau&/
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In case of powering the locks and the controllerthyy same power supply, the input power
circuits of the controller and input power circuitisthe locks must be separate pairs of wires whreh
connected only at the power supply terminals.

If the lock is not equipped with a circuit for suppsion of high-voltage pulses generated
during commutation then a reverse switched diodstrna connected at the lock terminals in parallel
with the lock’s winding (the admissible direct camt of the diode must not be less than operating
current of the lock).

If the readers are powered by a separate powelstifgn the circuits "GND" of the controller
and the readers must be coupled.

2.5.3Configuration Settings

1) Set the operation mode of the controller to the@dMantrap”.

2) Set the value of the Passage Timeout (10 s ised)vis

3) Set the value of Confirmation Timeout. If no occugasensor is in use then the time shall
be enough to identify a person additionally (theuak value depends on the specific
procedure). If an occupancy sensor is in use tr@rfi@nation Timeout can be set to a small
value or even to zero provided that the occupaeoga always responds by the time the
door is closed after passing.

4) The Passage Sensor parameter in the Mantrap apenatide is considered to be always set
on.

5) The PERMIT button is not used in the Mantrap openainode and the relevant parameter
is considered to be always set off;

6) If an occupancy sensor is in use then for botheesaset the Receive BUSY parameters on.

7) For both readers set LED Quiescent Mode to "5 +dSetl light when BUSY".

8) If electric strikes are in use then for each redaly
— Control Program to the value 3 (Switch On for a @jm
— Relay Activation Time to 1...5 seconds (the time agiofor the strike to operate);
— The relay parameter Switch Off When Door Is Opeth®value “On” (for the strike to

be latched correctly in case of a fast passage).
Otherwise, if magnetic locks are in use then fahe@lay set:
— Control Program to the value 4 (Switch Off for anei;
— Relay Activation Time to the value of Passage T{frtes is advised);
The parameter Switch Off When Door Is Closed cambeprogrammed because in the
Mantrap mode it is considered to be set on always.

9) If Global Antipassback or Time & Attendance funasoare in use then define correct values
of Target Access Zones for both readers.

Other settings depend on the specific operatiolitions.
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2.5.40peration

To enter the mantrap, a User-type credential witlteSs attribute is to be presented to the
reader before the door. If for the access levahefpresented credential the Simple passage mode is
programmed then the reader sounder beeps twicgrdes LED starts illuminating, the first door is
open (unlocked), and an Access Granted messagensrajed with the code of the presented
credential. If the Confirmed Manually passage m@lprogrammed then the reader sounder beeps
twice, the green LED starts pulsing, the first dmoopen (unlocked), and an Identification message
with the code of the presented credential is geedra

If the access level of the credential implies twotbr authentication at this reader then the
green LED of the reader starts pulsing five times gecond and the door can be open only after
presenting a correct extra code (see Section 1.5).

After entering inside the mantrap and closing ihs tloor in case of the Simple passage mode
the second door for exiting the mantrap opens @keld) immediately. After opening of the second
door a Transaction message is generated.

In case of the Confirmed Manually passage modeaadgoerforms an additional verification of
the incomer (by comparing with the photo on thesorof a PC, or by inspecting documents etc.) and
makes a decision about granting or not grantingsscDepending on the made decision the guard
press one of the CONFIRM button and the DENY button

When the CONFIRM button of the second door is meédke door becomes open (is unlocked)
and an Access Granted message is generated. pftaing of the second door a Transaction message
is generated.

If the CONFIRM button of the first door (through wh the person entered the mantrap) is
pressed then the door becomes open and no messggeerated — access was not granted.

If the DENY button has been pressed then an Addoessed message is generated, and no door
is open. A person then can be released only thrthggkdoor through which he entered by pressing the
relevant CONFIRM button.

If it is necessary to grant access to a personowith credential, the guard lets him go inside
the mantrap by pressing the EXIT button of theuahe door. After the person has entered the access
procedure is the same as said above for the Cagditanually passage mode.

During a passage the mantrap is considered to bg &nd no passing in this or opposite
direction can be started.

If a person has happened to be within the mantfaifevthe mantrap is considered to be free
(the door was unlocked but the person didn’t exiConfirmation Timeout has expired) then to release
the person the CONFIRM button of the door which wacked last must be pressed.

The procedure of passing in another directionnslar provided that the mode of passage to
this direction can differ from the mode of passag®rward direction for the same credential.
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3 Maintenance
3.1 Functionality Test

3.1.1These techniques are intended for testing openaloifithe controller during on-receipt
inspection and during operation. The maintenanceksvmust be carried out by electricians certified
with the third or higher safety qualification level

3.1.2The controller should be tested under the follovantpient conditions (in accordance with
Russian StandaiddOCT 15150-69):

— Ambient temperature: (25 + 107

— Relative humidity: (45 — 80) %;

— Atmospheric pressure: (630 — 800) mm Hg, (84 —)0&Ra.

3.1.3The connection diagram for testing the controlershown in Figure 17. The time of
testing one controller doesn’'t exceed 30 minutes.

Notes:

1. Do shut off input power of the controller prior¢onnecting and disconnecting wires.

2. While testing take into account the pre-operatioretof the controller after powering it on,
this time doesn’t exceed 5 s.

S2000M
RIP-12 N
=)
n a Ol¥|«<]|m
o) : A I A 4
| R R R
b PA1><
v v v
@ o o o)
S2000-2 28y 0 «65238F 5
Gl0]1%1%1%101%1%1%)5
620 Ohm termination resistor jumper XT5
()
1
tamper switch 7 @/— sounder
N 9)%| @1%) %)% ) %) @] %) %1%) Bl 9)%) %1% %) %) ) %) %)% %)%,
58 .- 2:E&ECs TR EE
5y anHduE88Gcz 5T 35 Y UE3XEeQ
RIRNRY LLTTEL
to reader 1 to reader 2
R R R R
R: Resistor MF 1/4W-8.2k + 5% or similar

Figure 17. The Diagram for Connecting the S2000-2 for Tegtin
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3.1.4Test the controller in the following order:

a) Check the package condition and unpack the coatroll

b) Check the delivery and the parts in accordance S&tttion 1.3;

c) Ensure the controller case is not damaged,;

d) Shake the controller and ensure there are no fotegies within it;

e) Ensure that the terminal blocks are fastened plyper

f) Check that the serial number of the controller &sdproduction date are the same as
specified in documentation;

g) Assemble the schematic in accordance with Figure 17

3.1.5Test the controller functionality:

a) Apply power to the controller;

0) The internal sounder shall play a short “Starthsilg

B) Measure the current consumed by the controlleresusdre that it doesn’t exceed 120 mA;

r) Observe how the S2000M panel displays events afgrezing the controller, resetting the
controller, and tampering the controller.

3.1.6Testing in Self-Diagnostic Mode

Before testing the controller in the Self-Diagnostiode disconnect from it all the circuits to
control locking devices which cannot be turned arird) the diagnostic.

The Self-Diagnostic mode can be initiated by meaihshe tamper switch. To activate the
mode, open the cover of the controller case andspitee tamper switch three times for a short time
and once for a long time.

Pressing for a long time here means holding the¢arawitch down for at least 1.5 s. Pressing
for a short time means holding the tamper switctvrdavithin 0.1 to 0.5 s. Pauses between presses
should be no longer than 0.5 s.

If the controller is operating properly then the AEY LED starts pulsing very fast and the
controller's sounder beeps twice. Then "1" and itificators in turns illuminate for a short time
(1 s with red light and 1 s with green light). T¢wntacts of the relay 1 are closed at the momeehwh
the "1" LED turns on while the contacts of the ye2aare closed when the "2" LED turns on.

3.1.7Testing reader connection circuits:

a) Present a credential unknown for the controlleh®ofirst reader of the controller;

b) The LED "1" of the controller and the reader LEDalshiluminate three times for a short
time in red;

c) The controller sounder and the reader soundew&iiable and controlled by the S2000-2)
shall issue a long Error signal;

d) Repeat steps a) to c) for the second reader afaheoller.

If the controller ignores the presented credetiiesl can means a mismatch between the reader
data format and the programmed value of @&put Interface parameter (by default 1 — Touch
Memory).

If no signal has been heard it can means that#tegory of signals (Access) is disabled for the
controller sounder and the reader sounder (enddylefault).
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3.1.8Testing alarm loops, door circuits, EXIT buttonciits:

a) Read the value of the resistance of the alarm loby means of the S2000M panel. For
doing so:

— In theView Input Statusnenu select thinput ADCcommand;

— Enter the RS-485 address of the S2000-2 (the factalue is 127) or select the device
address in the list of connected devices with tbip lof the "™ " and "» " buttons of the
panel;

— Type the number of the input: "1".

The value of the alarm loop returned by the pahall ®e 8.2 kOhm + 10%.

b) Repeat the step a) for the alarm loop 2, the DOGIRLIt ("alarm loop 3"), the DOOR2
circuit ("alarm loop 4"), the EXIT1 circuit ("alarfoop 5"), the EXIT2 circuit ("alarm loop 6"), the
BUSY circuit ("alarm loop 8"). The values returnbg the panel for all the "alarm loops" of the
controller should be 8.2 kOhm + 10%.

3.1.9Testing the voltage of the battery of the real-totoek:

a) Read the value of the real-time clock battery \g#tavith the help of the S2000M panel by
doing the following:

— In theView Input Statusnenu select thinput ADCcommand;

— Enter the RS-485 address of the S2000-2 (the factalue is 127) or select the device
address in the list of connected devices with tbip lof the ™ " and "» " buttons of the
panel;

— Type the number of the input: "7".

The value of the battery voltage returned by theepahould be 2.7...3.4 V.

b) If the battery voltage is a lower value then thétdrg must be replaced. The type of the

battery in use is CR2032 (3 Volt lithium buttonldwmttery).
3.2 Annual maintenance works include:
a) Ensuring the enclosure of the controller is not dged and is mounted securely and wire

terminals are fastened properly;
b) Removing dust, debris, and corrosion from the adntonnections and the controller

enclosure;
c) Testing functionality of the controller in accordeanwith the techniques discussed in

Sections3.1.6 — 3.1.9 of this Manual.

4 Marking

4.1 The marking of the controller must correspoodhe set of design documentation and
Russian StandaidOCT 26828-86.

4.2 On the bottom of the controller base thereptate with the following information:

— Logo or manufacturer name;

— Name or conventional name of the controller;

— Factory number;

— Two last digits of the year and the quarter thetrmdlier was made;

— Conformity mark.
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4.3 On the front side of the controller case thare letterings near the relevant LEDs
specifying their purposes.

4.4 The marking of the transport packaging corredpdo Russian Standar®CT 14192-77
and includes the handling marks N1 (“Fragile”), (IReep dry”), N11 (“Top”), base, additional, and
information letterings.

5 Packaging

5.1 Afinal product is a controller with its docuntation set and component items accepted by
Quality Control Department and packed in a consyraeking.

5.2 Preservation of the controller is performedagtordance with Russian Stand&aidCT
9.014-78 for the product group IlI-3 with a variaftemporary anticorrosive protecti®3-O0.

5.3 The controller is to be packed into a consupaeking — a cardboard box of the type IlI-I
of Russian StandaddOCT 12301-81 and also the component kit is enclosdd tive controller.

5.4 The boxes with the packaged controllers ar&gmhmto transport packages — boxes of the
type 1l-I of Russian StandaftODCT 5959-80 lined witi"OCT 515-77 saturated paper.

5.5 A packing list with the following informationsito be enclosed into every box (or
container):

— The name and conventional name of the controlernumber of the controllers;

— The month and the year of packaging;

— The signature or stump of a person responsiblpdokaging.

5.6 The controllers can be packed within containersaccordance with Russian Standard
I'OCT 9181-74.

5.7 The net weight should be 10 kg max.

5.8 The gross weight should be 15 kg max.

6 Storage

6.1 The controller in a consumer packing must berest in accordance with Storage
Ambients 1 of Russian Standdr@CT 15150-69.

6.2 In the premises where the controller is staheae must not be any acid fumes, alkaline
fumes and other aggressive gases and harmful itrgsuwhich can cause corrosion.

7 Transportation

7.1 Packed controllers should be transported bycawgred vehicles in accordance with the
local regulatory documents.

7.2 The transportation condition for the controltaust be the same as Storage Conditions 5 in
accordance with Russian StandB@ICT 15150-69.

8 Certificates

8.1.Conformity Certificate Ne TC RU C-RUME61B.00796 certifies that
S2000-2 Access Controller meets the requirementsamhnical Reglament of EH[
Custom Union TR CU 020/2011.
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8.2.Production of S2000-2 Access Controllers is cexifaccording td'OCT UCO 92001
ISO 9001-2011 by a conformity certificate ROCC RUJMK32K00153.

9 Manufacturer Data

The Bolid Company, Russia

Address: 4 Pionerskaya Str., Korolev 141070, MosBagion, Russia

Tel./fax: +7 (495) 775-71-5%multi-channel), +7 (495) 777-40-20, +7 (495) 3AHB72
E-mail: info@bolid.ru Technical Supporsupport@bolid.ry  http://bolid.ru
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Appendix A

Overall and Mounting Dimensions of the S2000-2 Coruller
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Appendix B

PCB Layout
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Appendix C

The Schematics for Connecting Readers to the S20Q0ontroller

The Schematic for Connecti
S2000-Proxy S2000-Proxy N, Proxy-5AG, Proxy-5AB

(S2000-Proxy);

S200C-ProxyN,

XT2 (XT3) S2000-2

LEDG1(2)

DO-1(-2)

Proxy'SAG, LEDR (Ind) 4
Proxy-5AB | DO(Ouy |3
GND (0V) |2

+U (+Upow) | 1

GND1(2)

NI |W|O

+12V1(2)

S2000-2 Configuration Parameters:

Output Interface

1: Touch Memory

LED Control Polarity

Direct (active "1")

The Schematics for Connecting
Proxy-2A rev.01, Proxy-2M, Proxy-2MA, Proxy-3A, Pracy-3M, Proxy-3MA

Proxy-2A rev.01,

Proxy-2M,
Proxy-2MA,
Proxy-3A,
Proxy-3M,
Proxy-3MA

+12V

xT2 (xT3) S2000-2

GND

+12V1(2)

GND1(2)

DO

D1

DO0-1(-2)

D1-1(-2)

LEDG

LEDR

LEDG1(2)

N[O~ |WIN]|EF

BEEP

LEDR1(2)
BEEP1(2

N[O~ |WIFR]|N

L

Variant 1: TheTouch Memory interface

Reader DIP Switch Positions

Variant 2: TheWiegand interface

Ll

Configuration Parameters of the S2000-2:

1: Touch _
Output Interface Output Interface 2: Wiegand
Memory
_ Direct , Inverse
LED Control Polarity _ LED Control Polarity _
(active "1") (active "0
: Direct : Inverse
Sounder Control Polarity i Sounder Control Polarity i
(active "1") (active "0")

82




The Schematic for Connectifyoxy-KeyAV, Proxy-KeyAH, Proxy-KeyMV , Proxy-KeyMH

Proxy-KeyAV, Proxy-KeyAH, S2000-2

Proxy-KeyMV, Proxy-KeyMH] XT2(3)
GND | black 1| GND1(2)
+12V red 2| +12V1(2)
WDO | green 3| DO0-1(2)
WD1| white 4| D1-1(2)
LED blue 5| LEDG1(2
BEEP| grey 7 | BEEP1(2

S2000-2 Configuration Parameters:

Output Interface 2. Wiegand
LED Control Polarity Inverse (active "0")
Sounder Control Polarity Inverse (active "0")

The Schematic for Connecting
PR-EHO03, PR-EHO5, PR-EH09, PR-H16, PR-P0O5, PR-PIRR-P16

Variant 1: TheTouch Memory Interface Variant 2: TheWiegand Interface
PR-EHO03, PR-EHO5, S2000-2 PR-EHO03, PR-EHO05 S2000-2
PR-EHO09, PR-BEH16, PR-EHO09, PR-EH16,

PR-P05, PR-P09, PR-P05, PR-P09,

PR-P16 XT2(3) PR-P16 XT2(3)
GND | black 1| GND1(2) GND | black 1| GND1(2)
+V red 21 +12Vv1(2) +V red 21 +12Vv1(2)
DO/Sig green j— 3| DO-1(-2) DO/Sig green 3| DO-1(-2)
D1/Sid white 4| D1-1(-2) D1/Sid white 4| D1-1(-2)
Led-G| orange 5| LEDG1(2 Led-G| orange 5| LEDG1(2
Led-R| brown 6 | LEDR1(2) Led-R| brown 6 | LEDR1(2)
BEEP| yellow 7 | BEEP1(2 BEEP| yellow 7 | BEEP1(2
S2000-2 Configuration Parameters:
Output Interface 2: Touch Memory Output Interface 2: Wiegand
. Direct .
LED Control Polarity Ire.c . LED Control Polarity Invgrse
(active "1") (active "0")
. Direct .
Sounder Control Polarity ! o Sounder Control Polarity Invgrsen .
(active "1") (active "0")
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The Schematic for Connecting ReadeR-H03, PR-H05, PR-M03

PR-HO03, PR-HO5, PR-M(3 S2000-2
XT2(3)
GND black 1 | GND1(2)
+V red 2 | +12V1(2)
DO/Sig green 3 D0-1(2)
D1 white 4 D1-1(2)
Led-G orange 5 | LEDG1(2)
Led-R brown 6 | LEDR1(2)
BEEP yellow 7 | BEEP1(2)

Variant 1: TheTouch Memory interface

Variant 2: TheWiegand interface

S2000-2 Configuration Reader Jumpers S2000-2 Configuration Reader Jumpers
Parameters Parameters
1: Touch Red Open - Red Close
Output Interface Memory Yellow Open Output Interface 2: Wiegand Yellow Open
LED Control Direct Orange | Open LED Control Inverse Orange | Close
Polarity (active "1") 9 P Polarity (active "0") 9
Sounder Control Direct Green Open Sounder Control Inverse Green Close
Polarity (active "1") P Polarity (active "0")
The Schematic for Connecting iButton Readers "$ehtel-2" and "Schityvatel-3"
U T ! | T TN
S2000-2 + Schityvatel-2 | S2000-2 \  Schityvatel-3
. 1 ! 1
XT2(XT3) ! : XT2(XT3) : !
red, Ind ! reen! KN4 { 77
[LEDG1(2]5 . /1| [tepc1)s—% e |
: @I_/ ! LEDR1(2)| 6 = I":
! | AN !
ite! Ree | hite 1 KN1 !
D0-1(-2) [3 ‘t’)"lh'ti: ze‘d | DO-1(2) [3|— - | !
1
GND1(2)[1 s GND1(2)[1 5 L
. 1 ! 1
b m e e e e mm = ! L oo 1

S2000-2 Configuration Parameters:

Output Interface

1: Touch Memory

LED Control Polarity

Direct (active "1")
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