7. SCANNING CORE ...ttt 2

7. 1. SCANNING CORE......ccueiteriiitesteateetestestesteatesteestesaessestesteatesseassessessassesseasesseassassassassessessesseassessassassessessessesssessanses 2
7. 1.1 The SEHINGS TAD ..ocuiiieieciecece ettt et e et e tesbeeta e st esb et e sbesbesteeteeseassessansas
7. 10T MY COMPULET.....c.eiieeeieeeeteete ettt ettt ettt e b e b e s e s e ebeebe et e b e b e st eseeseebe et e sbesbenseseesseseesessestenbessensens
7.1.1.2 Communications POMS.........c.cccceveriieiieieieceeseceee e,
% R I 0 1Y I = o o TR
7.1.1.2.2 Interface Converter
T.1.1.2.3 LSS Of DEVICES ...ttt ettt ettt ettt et ettt e e ae e beeaseebeeaeeebeeabesbeeaseebeeasestsenseebeeasesteensens
7.1.1.3 The Ethernet ENLY......ccoueiece ettt ettt
0 I T T B 1YY o7 = SRR 9
2 7 I o TN 1Y, o] o T1 (o gl 1= o IO OSSOSO 10
7. 1.3 THE RS IMONITOI . ...cuiicticteeie ettt ettt ettt ettt et e e te s e st e steeeteebeeaveeteeebeesbeesbeenbeensesaeesaeesseeseenrenns 10
7.1.4 THE SCENAIIO TAD ...icctiiiiiiicie ettt ettt ettt s e st ste e eaeeteeaveebeeeteesbeesbeenbeensesaeesaeesseeseenreans 10
7.1.5 NEtWOIrK EXCRANQES ....c.ooiviiiiietieeeeee ettt ettt ettt e te s teetaesa e s e b e ssestesresteeseessensens 11
B O B a TSI A o 1o 10 L A = o T USSR 11
7.2 VIDEO SYSTEM...oiitiiitiiceiiee ettt etteetteeteeeteeteeatesaeesaeesaeesasestsseseneseaesebeeate e beentesatesaeesaeesaeesasessenesenesenesereesseenteerenn 12
2 T @7 1 1110 F= [ T =TT 13
A Y=Y o1 3ROSR 14
7. 2.3 CAMEIAS ...oceveceeeeteeete ettt e et ete e te et e et e et e et e e be et e eatesatesaeesaeeeaeeabeeateebeeete e beenbeenbeeatesaeesaeenteereenreens 14
T .28 ADOUL ..ottt ettt ete ettt et e et ettt et e et e eaesat e e aeeeaeebeeabeeteeete e bt e beenbeeareeaeesreesteereenreens 15
7.2.5 Vide0 SYSEM SEHINGS ...vecviiiiciicicieesee ettt s bt te e teereesa e b e sbesbesbeetaeseesaentens 16
7.3 VIDEO ARCHIVE CLEANER ......cucctetetiiteitesteeteeteetessestestestesseessessessessessessesssassessessessessestessesssesessessessessessesssessens 18
7.3.1 Main Video Archive Cleaner WINAOW ...........ooviieiiiieieeeccee ettt ettt et ere e e eareeennas 19
G T Y o Lo 11 | SRR 20
7.4 BIOACCESS DRIVER .....coutiiitieeteectee et e et e et e sttt e ete e steeesteestesesaeesbesesessnteseseestesesessnteesseesntesensessresenseeents 20
7.4.1 The BIOACCESS Driver Main WINAOW ..........cvooiiirieiiiiecee ettt ettt steesteentesaeesaeesaeenseenve e 21

7.4.2 THEe ADOUL WINAOW ......ooviiiiii ittt ettt ettt e ettt e b s e ae s e bt s e s ba e e bt s e sateesateesaaeesnaessaeeeneis 22



(\)

7. Scanning Core

7.1. Scanning Core

The Orion Pro Scanning Core software module is used to poll and control devices connected to a specific
workstation via RS-232, RS-485, and Ethernet.

Scanning Core starts automatically when the System Shell is started (If the Scanning Core is selected to
run on this workstation).

Further, the Scanning Core (?SJ CoreOrion.exe in the folder with installed Orion Pro) is started from the
System Shell: if the Scanning Core is allowed on this workstation, click the corresponding icon as shown
in the figure below:

AWl o @® & DN

DBA Reports T&A Server  Personal Card Statistics  0OCS
Manager

Environment Analysis — e 100%

When you start Scanning Core, it performs the following:

e Communicating with all devices connected to the workstation when the Scanning Core is
running;

e Synchronizing the current date and time between a workstation and connected devices;

e Obtaining (from the Site Occupants module) each employee location (with resolution as much as
to an Access Zone), please refer to Chapter 10 Site Occupants);

e Polling states of devices and device zones

e Obtaining occurred events from devices

When the above actions completed, the Scanning core will control devices connected to the current
workstation. (For more details about devices events and system control, please see Chapters 8.1.4
Fetching Occurred Events and 8. 1.5 System Automated Contro/

If biometric readers are added to a workstation in the Database Administrator, the
BIOAccess Driver module will be started automatically, when the Scanning Core is stared on
the current workstation (Refer to Chapter 7.4 BIOAccess Driver).

When stated, the Scanning Core minimizes to the system tray icon (?IJ ). To show the Scanning Core

window, please double click the Scanning Core icon (3’?]) or right click the icon in the System Tray and
select Show

To hide the Scanning Core window, please double click the widow title area or left click the Scanning
Core icon in the system try and select Hide:



To close Scanning Core, click the Scanning Core System Tray icon and select the Close item in the
context menu:

When the System Shell is closed, the Scanning Core is closed automatically. When the
System Monitor is closed, the Scanning Core will be closed automatically as well, if there is
only one workstation in the system, or there is no any workstation receiving events
transmitted from the current workstation.

The Scanning Core window includes five tabs with each showing specific information: Settings, Monitor,
RS Monitor, Scenarios, and Network Exchanges:

Crion Pro Scanning Core

| Settings |M0r1itcr | RS Manitaor | Scenarios | Metwork Exchanges |Mail | |

7.1.1 The Settings Tab

The Settings tab shows system devices connected to the workstation as configured in the Database
Administrator.

The connected devices are arranged as a tree structure. Further, the nodes of the connected devices
tree will be discussed.

7.1.1.1 My Computer
The main node of the tree is the My Computer node. When the Scanning Core is started, Core Settings

will be activated automatically as selected in the relevant checkbox in the right pane of the window
(Activate Core Settings):



s

Crion Pro Scanning Core

Settings | Monitor | RS Monitor | Scenarios | Network Exchanges | Mail |

- Communications Ports Activate Core Settings
- Ethernet (192, 168.20.103 )
i Ethernet {192, 168.20.3)

When you starts system first time (to configure the database), please select the Activate
Core Settings option.

My Computer servers as a node where two other entities are associated to:
e The Communications Ports entity
e The Ethernet entity

7.1.1.2 Communications Ports

Devices can be connected to several COM ports of one workstation

When the Scanning Core is started, the COM ports (with connected devices) will be activated
automatically, as shown in the right pane of the window:
<

-
Crion Pro Scanning Core

Settings |Mor1itor | RS Maonitor | Scenarios | Metwork Exchanges |Mail |

& My_l:nmputer -
G- Quantty 6

- COM2 B e

; :....COM7 (BIOAccess) % b
-------- Ethernet {192.168.20.103 ) [ Part 4
i Ethernet (192, 168.20.3 ) Crorts

[ Ports




When the system started first time (to configure the database), please activate required COM
ports manually

7.1.1.2. COM Port

As said above, when the Scanning Core is started, device-occupied COM ports are activated (enabled)
automatically as configured in the database.

Polling priority is set for each COM ports in accordance with database settings, and time outs between
exchanges, commands, and queries:
=

.
Crion Pro Scanning Core

Settings |Munitor | .5 Monitar | Scenarios i Metwork Exchanges IMaiI |

& My:CDmputer 7] Active
[ Communications Ports =

rC ......
: [#---52000 Polling priority: [Nurmal -
- COM2
b PI Timeouts Settings {ms)
e COMT (BIOACCESS) Exchanges: a0

-------- Ethernet (192, 168.20,103 )

........ Ethernet {192.158.20.3) Commands: 580

Between gueries b

L

Change of these settings of the Canning core is not recommended
Please use the Database Administrator (recommended) to modify COM Port settings (if needed, you can

use the RS Settings utility)

7.1.1.2.2 Interface Converter

The Interface Converter (Shown as Pl) is another entity of the tree.
As configured in the database, it shows the type of interface converter and protocol:

1. The Orion protocol:
o Interface Converter Type of S2000-PI or PI-GR devices or S2000/S200M panels in the PI-Reserve

mode
o Polling Protocol: is Orion (Communications with Devices)
o Device are connected to COM Port using PI Interface Converter or S2000/S2000M
The Statistics area shows the following:
¢ Rate (polling)
e Exchanges (the number of exchanges with devices)
e Commands (the number of commands)

e Total (exchanges and commands)
The first number indicates the number of quires; the second one indicates the number of responses. The
third column shows the percentage ratio that helps to identify the communications quality

The following figure shows the example of devices working in the Orion protocol:
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p
Crion Pro Scanning Core

Settings |Munitcr | RS Monitor | Scenarios | Metwork Exchanges |Mail |

ey MFICDmpUtEr
[ Communications Ports

ik COM7 (BIOACcess)
-------- Ethernet {192, 168.20.103 )
-------- Ethernet (192.165.20.3)

Settings of PI Interface Converter

Type | 52000 v
Protocol; [Driun - ]
Statistics
Rate 19/19 100,00%
| Exchanges 20881/29510 08,76%
| Cornrmiands 26/26 100,00%
| Total 29907/29536 08, 76%

1. The Orion Pro protocol:

o Interface Converter Type : S200M panels in the Computer mode

o Protocol Orion Pro

o Devices are connected to the S200M, in turn it is connected to a COM Port

Rate (polling)

Queries

Other information

The first number indicates the number of quires; the second one indicates the number of
responses. The third column shows the percentage ratio that helps fo identify the

communications quality

Exchanges (the number of exchanges with devices)

Commands (the number of commands)

The following figure shows the example of devices working in the Orion protocol:
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Crion Pro Scanning Core
Settings | Monitor | RS Monitor | Scenarios | Network Exchanges | Mail |
=l My Computer Settings of PI Interface Converter
[=]- Communications Ports
B COM1 Type | 52000 -|
- 52000 Protocol: [Drion Pro v]
- COM2
b P e
________ e e e EEN - -
........ Ethernet (192, 168.20.3) ' Communications 137054/1053
Queries 75/75
5 Cornmands 7575
i Errors
Port
'Reading 31656
EWriting
éhddresses
' Length =
L5 = = A

2. Biometric Reader Protocol.

In this case, an interface converter is not shown for the COM port. All information is available
when a specific device is selected.

-

03.Aapo Opwon MET

HacTpaliel | bonwrop | BS Monurop | CusHapuy | CeTeEbie ofmMeHk!

[=)-+ Mol kormMneoTep
=+ MNocnegoEaTensHEIE NOETEI

------ C2000
------ £2000
------ 2000

b C2000-B10ACEss [4]

= Eth_ernet
L C2000-BI0ACcess [B: 192.168.8.232]

3. COM ports that accommodate connections of keyboxes, UOPs and other devices, as well as
interface converters are not displayed in the tree of connected devices.




7.1.1.2.3 Lists of Devices
The entity of the tree is Device

You can select a device to get the following information:
1. Device Address

[38]: 52000-4, version 2.04 ID=38
2. Device Type

[38]:[52000-4, version 2.04ID=33

3. Device Version

[38]: 52000-4, [version 2.04|ID=38
4. Device ID as in the database

[38]: 52000-4, version 2.04[ID=34]

5.  Whether configuration read is successful.

Device configurations and tokens read are stored in the Scanning Core:
i '
Crion Pro Scanning Core

Settings |Munitor | .5 Monitar | Scenarios | Metwork Exchanges |Mail |

E [ 52000 * | | Device Configuration
- COM2

I'ﬂ FI [3&]: 52000-4, version 2.04 ID=38
||| configuration read

-------- Signal-20M
TAMPER. RESTORED

........ S2000-BI
........ S2000-81 Number of keys:0

-------- 52000-+DL Read: 100%

m

........ Signal-20 ser.02
........ S2000-BI

14
The information displayed may be as follows:
1. A device version is not available (0.00 is shown), but device ID is identified;

[12]: C2000-£.00N, epowra 0,00 |D=35

This means that the device had been added to the database, but could not be found by the
Scanning Core as connected to the interface.

2. A device version is identified, but a device ID is not available (indicated by the “1” value):
[13] C2000-k 00, eepowa 1,21 1D=-1

It means the device had not been added to the database, but it could be by the Scanning Core as
connected to the interface.

3. Neither Version nor ID identified:



(10} C2000-k.00. sepora 1.27 |D=23

This operating situation means this device is in the database and can be found as connected to
the interface by the Scanning core.

7.1.1.3 The Ethernet Entity

F ™y
Crion Pro Scanning Core

Settings |I'~'1ur1itor | RS Maonitor | Scenarios | Metwork Exchanges |Mail |

= My Computer
&) Communications Ports

‘... COM7 (BIOAccess)

-------- Ethernet (192, 158.20.103 )

-------- Ethernet (192.1658.20.3 )

L% A

No information is shown for the Ethernet entity; this information is available when a specific device will be
selected.

7.1.1.3.1 Devices
The information displayed for a biometric reader is as follows:

1. Device’s ID
2. |IP address



-

Crion Pro OT Scanning Core
Settings |Mnr1itcr | RS Monitor | Scenarios | Metwork communications
(=) My computer Device information
& Ser_ial ports
' =] COM2 :
E oo il 52000 Device ID
il Ethernet (192. 168.11.73) TP
N 001 B0 Access [3: 192, 168.8.232) [ I ks | i
i Ethernet (192, 168.20.103 )
BIDAccess driver
’ Status ? ] 27 1IN
Commands sent
’ Send devices ]

7.1.2 The Monitor Tab

P

Crion Pro Scanning Core

Settings | Monitor |F'.5 Monitor |Scenarius Metwork Exchanges | Mail |

2621:3/18/2015 4:28:39 PM 2.0.36.3:
2622:3/18/2015 4:28:39 PM 2.0.36.4:
2623:3/18/2015 4:28:39 PM 2.0.36. 1:
2624:3/18/2015 4:28:39 PM 2.0.36. 1:
2625:3/18/2015 4:28:39 PM 2.0.36.2:
2626:3/18/2015 4:28:39 PM 2.0.36. 1:

1d: 452 Zone state” index:452 State:24 CQverall state:/183-type: 3-Address:. -
1d:453 Zone state” index:453 State:24 COverall state:/188-type: 3-Address:.
1d: 449 Reader state” index: 449 State:30 Overall state:/251-type:3-Addres
Id: 454 Relay state” index: 454 State:251 Qverall state: /251-type;9-Addres:
1d: 455" Relay state” index:455 State:251 Overall state:/251-type:2-Addres:

T B R e e T T PR U It N | ara A

This tab shows responses to inquires about system devices states.

7.1.3 The RS Monitor

-~

Id: 449 Reader state” index: 449 State:30 COwverall state:/251-type:§-Addres

Amea

Crion Pro Scanning Core

| Settings | Manitor | RS Monitor | Scenarios | Metwork Exchanges | Mail |

1:2,0.29.0 DEVICE COMMUNICATION RESTORED on 3/18/2015 4:25:21 PM
2:2.0,30.0 DEVICE COMMUNICATION RESTORED on 3/18/2015 4:25:27 PM
3:2.0.31.0 DEVICE COMMUNICATION RESTORED on 3/13/2015 4:25:34 PM
4:2.0,32.0 DEVICE COMMUNICATION RESTORED on 3/18/2015 4:25:34 PM
5:2,0.3%9.0 DEVICE COMMUNICATION RESTORED on 3/18/2015 4:25:36 PM
6:2.0.38.0 DEVICE COMMUNICATION RESTORED on 3/18/2015 4:25:35 PM

This tab shows the events of system entities

7.1.4 The Scenario Tab
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The tab shows management scenarios running

When the scenario is started (by event or by hot key, etc.) this tab shows the following information:
1. Scenario running errors if the scenario scripts based on ORION_Scripts language includes errors
2. Atext message displayed if the Display a text message in the Scanning Core scenario step

Example of text message displayed as triggered by the Display a text message in the Scanning Core
script:
>

-,

Orion Pro Scanning Core

| Settings | Monitor | RS Monitor | Scenarios | Network Exchanges | Mail |
Message Position
i [Manual executuion:Script] Errors: 4. Warnings: 0 0, 0{0)
L -

7.1.5 Network Exchanges

i '
Crion Pro Scanning Core

| Settings | Monitor | RS Monitor | Scenarios | Network Exchanges | Mail |

{0 Fimable 5:26:50 PM 127.0.0.1 8080
[ 2:LockDown 5:26:58 PM 127.0.0.1 8084
{O3:LockDown 5:27:02 PM 192.168.20.103 8080

This tab shows the service information that Developers may need to debug the system.

7.1.6 The About Tab

To open the About window, please right click on the Scanning Core icon (?ZI) in the system tray, then
select the About item in the contextual menu select.

This window shows the following information:

Version, release, and built of the Scanning Core

Version and release of the Orion Pro suite

ID of protection key (security dongle) and number of devices permitted by the license key
About the Bolid company



%y About Iﬁ
"@;\1 Orion Pro Scanning Core

Yerzion 1,12 [release 2, build 4654]

Orion Pro
Verzion 1.12 [release 2]

Fep D 759920983, Licensze for 127 devices

Orion Pro:R.AZDR.00017 Module (R .22DR.00071

S BOLID Company - hitp: A bolid, com

SECURITY SYSTEMS

If there is a license to use keyboxes, the ID of security dongle will be displayed as shown in the figure:

D knioya BE2595465, MkHueHzuA Ha 10 npudopos
Moanepka Ck-24.

If no protection key is available or nor license drivers are installed, the Demo mode message will be
displayed rather than the ID of the security dongle:

Wy About Iﬁ‘
“5,5\1 QOrion Pro Scanning Core

Verzion 1,12 [release 2, build 4654

Orian Pro
Yerzion 1.12 [eleaze 2]
Dema maode

Cnon Pro:R.AZ0DR.00011 Program :R.A20R. 00011

S BOLID Compary - hittpe e, bolid,

SECURITY SYSTEMS

In this case, the Scanning Core will be closed after two-hour runtime of the Scanning Core
Also if a temporary license key is used, it shows hours left for a temporary license key to be effective

7.2 Video System

If the Video System is set in the database to run on the current workstation, the Video System software
.
module (™' VideoDriver.exe) will be started automatically when the System Shell is started



The Video System actually serves as a driver of Scanning Core to interact with IP cameras, servers,
digital video recorders, and third parry video systems

When started, Video System is minimized as =jcon to the system tray.

To show the Video System window please double click the Video System icon (:-.l‘) in the system tray or
right click it to select the Open item in the contextual menu

To hide the Video System window, please click the title of the window in the task bar, or click the E

Minimize button, you can also hide the window by clicking the ('.-.l‘) in the system tray and selecting the
Hide item in the context menu:

We do not recommend closing Video System manually, as it is closed automatically when the System
Shell is closed.

The Video System window is a tabbed window including Commands, Events, Cameras, and About tabs:

7.2.1 Commands

i '

& Orion Pro Video System (3086) =

Commands | E'uentsl Camerasl About |

Commands to cameras

This tab shows incoming commands of the video system




ﬁi Cricn Pro Video System (8086) l =Y | a iﬁj

Commands ] E'n.rents] Cameras] About 1

Commands to cameras

3/18/2015 6:03:05 PM: Shell: Register(IP='192.168.20.103', =
Port=8082, Userllame="root', ClientType="'Shell")

3/18/2015 6:03:10 PM: Shell: Reqister{IP="192.168.20.103",
Port=8082, Userllame="root', ClientType="'Shell")

3/18/2015 6:03:10 PM: CrionVideoDriver: AddVideoSystem
(SystemType=60, ID=4, Ip="192.168.20.3',
ShelllP="'192.168.20.103', ShelllPort=8082, TidkId="0",
Params=";", SystemMame="'DVR Infinity")

3/18/2015 6:03:14 PM: OrionVideoDriver: AddCamera
(VideoSystemId=4, ShelllP='192.168.20.103', Camerald=4,
CameraMumber=1, CameraMame='Camera’,
LastCamState=0, AutoTakeOff=0, MonitorMumber=1)
3/18/2015 6:03:16 PM: OrionVideoDriver:
ConnectVideoSystem(VideoSystemId=4,
ShelllP='192.168.20.103")

BOLID Settings

by -y

7.2.2 Events

This tab shows events coming from IP cameras, DVR recorders, servers, and third-party video
subsystems, including events related to configuration, connection, and disconnection of video cameras,
and activation and deactivation of video subsystems

& Orion Pro Video System (3086) ESREE X

Commands Events l Cameraal About ]

Events from cameras
3/18/2015 6:03:17 PM: Failed to connect to a video system =+
(4)

BOL'D . Minimize |  Settings

7.2.3 Cameras

This tab shows working (on-line) cameras.



-

& Orion Pro Video System (8086) =

Commands | Events Cameras |About|

Active Cameras
Index Camera Video System

Settings

L

7.2.4 About

This tab shows:
e The version of the Video System

¢ ID of software security dongle, the number of devices (cameras) allowed by the license
e About the Bolid Company

-

& Orion Pro Video System (8086) =

Cnmmandsl E’uentsl Cameras About

—Information

Orion Pro Video Driver ver. 1.12.2 (1063) “‘

Licenze for 20 devices

ey |D: FRI921 622
Orion Pro B.ACDR.00382 Module: B.ACDR.00352
{C) BOLID 2001-2014 www.bolid.com

BOLD Settings

L A

Attention! If no security key (dongle) is provided or no drives are installed, the tab will show the Demo
mode notification rather than ID number of the security key.
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& Orion Pro Video System (8086} BRI

Information
Crrion Pro Video Driver ver. 1,12, 2 (1063) “
Demo tode

Orion Pro BLACDR.00382 Module: B.ACDR.00382
(C) BOLID 2001-2014 www . bolid.com

BOL'D Minimize Settings

L

In such a case, Video System will be closed after two hour’s runtime.

7.2.5 Video System Settings

To access video system settings, please click the Settings button

-

Settings ﬁ
Video Driver Parameters
Video Driver Port: Folling Interval:
8086 = 24 & sec
["1Save packages if error sending data to server
[]If disconnected, load camera settings
from local storage
[T Extended log writing
Reduce video frame for license plate recognition
Video Archive Cleaning Parameters
Disk free space 30000 % MB
reserve:
Licenses
’ Update Key ] [ Remote Server ] E-mail Message

Video Driver Parameters :



o Video Driver Port: TCP port address used by a video system.

Polling Interval: Interval of polling cameras

o If disconnected, load camera settings from local storage: if no connection to the server,
the video system goes into the off-line mode

o Save packets if error sending to server: this parameters defines whether to save camera
events if it disconnects from the System Shell, in order to send all events to the database
when connection restores. If the parameters in not selected in the checkbox, the events
occurred during disconnected time, will not be sent to the database and seen nowhere.

O

e Video Archive cleaning parameters:

o Disk free space reserve: free space on a hard disk drive in MB Video Archive Cleaner
service check for remain free a hard disk space through all paths (including network
ones), where video data is recording at the moment. If the space is less the set in this
parameter, the software decides to delete the oldest files

e Licenses:
o Clicking the Update Key button, open Windows Explore to open a security key file (<key
number>.buk).
7.2.6 Additional License Information
The Orion Pro Video System is capable of distributing the camera licensed located in the USB key among
any number of network servers. To do that, please specify a key server address on remote servers and

number of licenses allocated for this remote server.

On a remote computer, please click the Settings button in the Video System module.

rSettings [_J& |

Video Driver Parameters

Video Driver Port: Folling Interval:
8086 B 25 3 cec

[ Save packets if error sending data to server

[ If disconnected, load camera settings
from local storage

[ Extended log writing

v Reduce frame size for license plate recognition

Video Archive Cleaning Parameters

Disk free space |3[][][][] ﬂ MB
reserne:
Licenses
Update Key | Remote Server | Email Alerts

Cancel

L A

Click the Remote  Server button to open the Remote License Request window.
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i R

m: Remote License Request [ B e

Licenzes

[ Bequest icenses from a remote server

Remaote server IP address:

Mumber of allocated licenzes:

i =l

Ok Cancel

7.3 Video Archive Cleaner

The Database Administrator guide describes the each camera records cleanup by time, but in case of
great number of cameras and multiple cleaning settings for each camera, the additional cleaning option
should be used to prevent the hard disk from being full. The archive cleanup service is used for this
purpose.

If the Video System item is selected in DBA to run on the current workstation, the Video System software
module will be launched automatically, when the System Shell is started.

In this case, the Video Archive Cleaner module will be launched as well (3 VideoCleaner.exe in the
folder of installed Orion Pro software).

When started, the archive cleaner module minimizes to the system tray to be shown as the 3 icon.
To show the Video Archive Cleaner’s window, please double click the icon in the system tray, alternatively
you can right click the icon and select Show in the appeared context menu.

To hide the window, please click the title of the module window in the task bar, or the EI button or the
Hide button, or right click the 3 icon in the system tray and select Hide in the context menu:
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w @
B w
B

Custormize.

We do not recommend closing the Video Archive Cleaner module. If you have to do that, please click the

button or right click the -f; icon in the system tray and select the Close item in the appeared
context menu:

o @ &
o o &

B o

Customize..

The main purpose of this program is to search and delete old files from the storage. The hard disk must
be cleaned up for new files as it becomes full. For this purpose, the cleaner looks through all paths
(including network ones), where the recording is in progress at the moment to check for the free space
remaining on a hard disk. If the space is less than defined in the <orion.ini> file, the program decides to
delete the oldest files.

The cleaning is provided for all IP video systems associated to the workstation (remote launches of these
video systems can be provided as well). If data from several cameras are recorded on the same hard
disk, the cleaning will delete old files of all these cameras.

By default, Default value of the Disk free space reserve parameter is 30 0000 megabytes, but it can be
decreased or increased as required Chapter 7.2.5 Video System Settings.

Also, this can be adjusted manually in the configuration file. To do that, please open the orion.ini file, and
add (or modify if available) the MinDiskSpace parameter to the VideoCleaner:

[VideoCleaner]
MinDiskSpace=< megabyteT>

Then define the size of minimum free disk space for the server, which will be monitored by the application.

7.3.1 Main Video Archive Cleaner Window



f; Orion Pro Video Archive Cleaner | =nae e

New check will start in: 58 sec Start Check

‘ Hide ‘ ‘ About ‘

Archive cleanup progress report:
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The window shows all events occurred since the system start including: connection to the database,
retrieval of the list of cameras, check of the archive location paths, check of disk free space, removal of
old files. If disk free space size is less than one defined in the Minimum Disk Free Space, it will start
deleting old files with logging information on files deleted.

The archive status is check every minute according a set timer, but you can start checking manually by
clicking the relevant the Start Check button.

7.3.2 About

Clicking the About button, open the corresponding window

r_{-‘:i About Iﬁw
\% Video Cleaner

Yerzion 1.12 [release 2. build 1004]

Orion Pro
Yerzion 1,12 [release 2]

Orion Pro Yideo Archive Cleaner

Orion Pro:R.A20R.00331 Program :R.AZDR. 00331

2 BOLID Company - htkp: denae, bolid, ru

SECGURITY SYSTEMS
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This window shows the following information:
e \Version, release, and build of the Video Archive Cleaner Module;
e Version and release of the Orion Pro Suite;
e About Bolid Company.

7.4 BIOAccess Driver



As said above, if Biometric readers are added to the current workstation, the BIOAccess Driver module (
E badriver.exe in the software folder) will be automatically launched, when the System Shell is started.
When started, BIOAccess Driver minimizes automatically to the system tray and shown as the E icon

To show the BIOAccess driver, please double-click the BIOAccess driver icon, or left click the icon and
selected Show in the appeared context menu:
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To hide, the BIOAccess driver, please double click the window title or left click the BIOAccess driver icon
in the system tray and select Hide in the context window:

Manually quitting BIOAccess Driver is not recommended, for the applications closes automatically when
the System Shell is closed.

7.4.1 The BIOAccess Driver Main Window
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The window of the BIOAccess Driver consists of two parts:
e List of biometric readers
e Eventlog.

The event log shows all events of biometric readers and the driver itself.

Using the Clear button you can clear the event log.

Using the Save button you can save event log as a BAACCESS.rif file located in the folder where the
Orion Pro system is installed. Each saving action replaces the file with new one.

The list of biometric readers shows the readers found in the database.
The logic of work with biometric readers list is as follows:
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e The application attempts to connect to devices found in the database. The search of new devices
(not added to the database) is not performed at this stage.
e If the connection is successful, this will indicated by the W tick next to the relevant device.
Further, on-line devices will be queried and commands will be sent to them.
e If connection is not established, it will be indicated by the empty check box next to a relevant
device with no further connection attempts.
To establish connection with devices that were not connected before, please use of the following
method:
o Tick the checkbox next to a required device. If connection attempts fails, it will clear the
check box, but in case of successful connection this tick will remain:
o Attempt to connect to biometric readers by selecting any biometric reader in the device
tree and clicking the Send Devices button in the Scanning Core window.

Initiate total database update with the Update Database in Operative Task command in
the Database Administrator.
o Restart the Scanning Core (BIOAccess Driver will be restarted as well).
Using the Start BAprog, one can start the utility to view and modify (if needed) the configuration of
biometric readers connected via Ethernet

7.4.2 The About Window

The About menu item is used to open the About window.
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| badriver
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The window shows the following:
e Version, release, and built of the Scanning Core:
e Version, release of the BIOAccess Driver
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