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4. Central Server Manager

The Central Server Manger network service module is used to modify some parameters of the database
management system and maintain the Orion Pro Databases

Further, this section describes how to perform the following database-related procedures using this
application:
e Create and delete databases
e Register and unregister databases
e Upgrade or merge existing Orion databases (version 7.3 or higher) or Orion Pro databases
(version 1.9 or higher)
Verify databases
Update database defaults
Remove data from the Database (Clean logs)
Reindex databases
Backup databases
Configure database replication

The Central Server Manager can be launched in the System Shell. Please start the System Shell first,
then click the Server Manger icon on the left part of a launcher bar (this icon is active if you are authorized
to run the Central Server Manger on this this workstation):

Wl e ¢ D W

oT DBA Reports T&A Server Personal Card Statistics  OCS
Manager

Environment Analysis ---

You can use the Start menu of the operating system to start up The Central Server Manager. Choose
Start > Bolid > ARM Orion Pro 1.12 SP2 > Central Server Manager:
Bolid

ARM Cricn Pro 112 5P2
o Central Server
@ Central Server Manager
= Ernployee Import Wizard
Perzonal Card
* Site Occupants
@ Statistics
J__lif Systemn Shell
[T, Uninstall &RM Crion Pro
Devices Configuration
Documentation
Litilities
Or open the 'ﬂServerManager.exe file located in the folder with installed Orion Pro.
4.1 Connecting to the Central Server
All Orion Pro network clients shall be connected to the Central Server to provide functions as intended.
When started, the Central Server Manager is connected automatically to the Central Server. By default,
the application attempts to connect to the Central Server using IP address as set in the System Shell for

all software modules.

If a connection attempt fails, the following message box will appear:

[\S]



i !
Information I&

Central 5erver is not found!

L &

If a connection is successful, the Authorization request box will appear:

Autharization

. Password ¥

ok ][ conce

Please, type a software password that gives rights to administer the Database (rights to work with the
Central Server Manager). The default user of the clean and demo Databases is “Smith J.K.” with
maximum privileges and password “1”

If case of wrong database parameters, use the installer password: 73173100.

If you need to set a connection between the Central Server Manager and another workstation rather than
the default one, please specify the network name of the Central Server workstation in the application
settings.

Choose File>Server to open the Server dialog box:

@ SQL Explorer -Central Server Manager

File BRI
I |-

= 50
3

o] Exit y

----- = CICernse

2P Installer password

SOL Explarer

Or write-click the Orion Pro Server tree node in the main window and choose the Set Server Name
item:

.
@ Central Server Manager

File Database Help

rm T omrame (107100 11 ETI
Set Server Mame

- Database Setings

- Current Connections

----- 4~ Connections Higtary

=] License
J::? SOL Explorer

The Server settings box will appear. Please type the network name or IP address of a computer where

the Central Server is installed or click the button and select a database server name from the
appeared dialog box. If you leave a blank server name, the application will attempt to establish a local
connection to the Central Server.

In the Port field (under Server), please specify the port to be used by the Central Server Manager



-

Server

Server

Pt

Login:

Pazgword:

‘g Specify a server to be configured

192 168.20.3

200

If the field iz left blank the application will attempt
to zet & local connectian

ShAAAASILIEY

] ] ’ Cancel

L

A

When the server name has been specified, please click OK. The application will attempt to connect to the

Central Server.

Sometimes, you may have to reconnect to the Central Server.

File>Reconnect Iltem.

% Server

2] Installer Password

2] Ewit

4 2 Installer Password

To do that, please choose the

You can change the default Installer Password (73173100) of the Central Server Manager. Choose

File>Installer Password:
% Server

“& Reconnect

E| Installer Password
1] Exit

The Modify Password dialog box will appear:

Madify Password

0Id password
Mew password

Confirm password

EERETETY

KERKARNE

xx)1

VMo |

x Cancel ]

L

-~

Please type the old installer password and your new Password, and re-enter the new password for

confirmation in Confirm password. Click OK to save the changes.

If the old password is wrong, the following message will appear:



L8

Error

==

A

If the confirmed password mismatches your new password, the following error message will appear:

P

Error

S5

Note that the Installer Password must contain six characters at least.

following message will appear:

-

Ermor

(o |

If you enter less than that, the



4.3 User Interface: Main Window

Upon successful connection to the Central Server, please proceed with the following:
o Database Parameters

Current Connections viewing

Connections History viewing

License information

SQL Explorer

The main window includes the left pane with the tree and nodes providing the above services:

@ Central Server Manager

File Database Help

L%‘ Orick Pro Server (4 aziliew) o
- Server Parameters "Lﬁ.g

@ D atabaze Settings Server SOL Explarer
ie g Current Connections Parameters
- 2 Comnections Histary

i =] License

g,'? SOL Explorer Databaze Settings

4.3.1 Database Parameters

To specify the main database settings, please select Orion Pro Server>Server Parameters>Database
Parameters

@ Database Settings - Central Serve

File Database Help

L%‘ Orion Pra Server [192.168.11.57]
EI*-N'g Server Parameters

y SOL Explorer

The available database parameters depend on the type of used Database

4.3.1.2 SQL Server Database

Using the Central Server Manager, you can configure the ADO drivers to access and manipulate data of
SQL Server. However, the Central Server Manager cannot modify DBMS settings

Configurable Parameters:

Database Access Must have the ADO value

Drivers Must have the MSSQL

DATABASE NAME | Alias of Orion Pro database in the settings of SQL Server

SERVER NAME The name of SQL Server’s instance.

Login and password of the user account for SQL Server. By default, a user name
USER NAME “sa” with password “123456 will be added to the installed SQL server. If you use
already installed SQL Server, type here the login and password of the user

PASSWORD account that will be used to access and manipulate the Orion Pro database.
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This parameter value defines a maximum SQL request timeout (in seconds).
When the value of a timeout is reached, the request will be deemed as failed, and
CommandTimeout the; copnection to the server will be terminated. An infinite timeout is “0” _

It is highly recommended NOT to change the value of this parameter without
consulting the Technical Support.

1. You can type an SQL Server instance name or select it using auto-search option. To select an

SQL Server instance name, choose SERVER NAME and click the (] button. The Select SQL
Server dialog box will appear to show availbale servers:

Select SQL Server

A-STAKANEDY &

&-TOCHILIM

| A-TOCHILINYSGHLEXPRESS
AMBSILIEY

m

AMASILIEVNS (L2008

A4ASILIEVSSOLEXPRESS 2003
A-Z0LOTOVSANDROMEDS,
A-Z0LOTOVNSHLEXPRESS
AL0L0TOVYSOLERPRES 52008 -

F e Lo B B e LU O st L O ol sl Ll o U U L

Ok ] ’ Cancel

L &

The servers are searched within the local network.

2. The Database name (alias) are also can be entered manually or selected using the auto-search
option. To select a database in the list of registered ones, when all other parameter values have

been entered, please choose DATABASE NAME and click the () button. The Select Database
dialog box will appear showing all databases registered on this SQL Server.

' !

Select Database

arar

23

Ok ] ’ Cancel

L &

When all settings for Database Settings have been completed, this will have the similar view as below:
Database Settings
Set databaze parameters

FA5SWORD 123456

LUSER MAME 23

DATABASE MAME CrionEMG

Crrivers MSSEL

Database Access ADD

SERYER MAME AMASILIEVNS L2008
CommandT imecut 1]

(All parameters except for Drivers and Database Access can have other values).



With database and some other parameters entered, selecting another tree node or clicking any name of
the menu will trigger an attempt to connect the Central Server to the specified Database:

o If you entered the wrong name of the SQL Server or the SQL Server is unavailable at the moment
(in case of network failure), the following message will appear:

Database Settings
Set databaze parameters

%% Error: Wrong database zerver connection parameters.
i |
8 [DBMETLIE[Connectiondpen [Connect(]).]SAHL Server does not exist or acceszs dered

o If you typed the wrong login and password, the following message will appear:

Database Settings
Set databaze parameters

%% Error: “Wiong databasze zerver connection parameters,
| | - g 1 1
Sl Login failed for uzer 'sa

o If you entered a wrong database alias, the following message will appear:

Database Settings
Set databaze parameters

#%% Error: YWrong databaze zerver connection parameters.
| | ) ) o
‘b’ Cannat open database "'Orionl 24" requested by the login. The login failed

and the status bar will show the following information:
Connection: Established Server: 19216820103

o If all entered database parameters are correct, the status bar will show the following information:
Connection: Established Server: 19216820103 Version: 1.12

4.3.2 Current Connections

To view current connections to the Central Server, please choose the Orion Pro Server/Server
Parameters/Current Connections tree node:

g
@ Current Connections - Central Server Manager

File Database Help

L'T?i. Orion Pro Server [4-Y aziliey)
‘“'N'ﬂ Server Parameters
@ D atabaze Settings

ﬁ SOL Explarer

Information displayed in the Connected Users pane is used by developers to resolve any potential
incorrect system actions in the course of functioning.

4.3.3 Connections History

To view the history of connections to the Central Sever, please choose Orion Pro Server/Server
Parameters/Connections History tree node:



g
@ Connections History - Central Servel

File Database Help

L;'?i Orion Pro Server [&-4 asiliev]
=i Server Parameters

@ Databaze Settings
4= Current Connectiong
FER Connections Histom
Licenze
w47 SOL Esplorer

Information displayed in the Disconnected Users pane is used by developers to resolve any potential
incorrect system actions in the course of functioning.

4.3.4 License

To view the license information, please choose Orion Pro Server/Server Parameters/License tree node:

@ License - Central Server Manager

File Database Help

L;'% Orion Pra Server [A-4 aziliev]
=530 Server Parameters
@ Databaze Settings

44 Current Connectiohs

----- 4+ Connections History

License

gi? SOL E=plarer

The license window shows the information on the Server’s protection key (dongle) (ID, type and version),
and the number of licensed workstations:

Dongle 10 709393220

Licensed Waork stations:

[ %]

Time and Attendance; Operative Task: 2
td onitor: a3 D atabasze Admimstrator | 3

Repot Generator ;

[ %]

Attention! Orion Pro 1.12 supports the protection key of version # 1.10



4.3.5 SQL Explorer
The Central Server Manager supports SQL querying.
Attention! Bolid highly recommends that you NOT use SQL querying except for the Select operator. The

database integrity can be damage by the only one SQL query, and the recovery often takes a lot of efforts
or can be even impossible.

To enter an SQL query, please go to Orion Pro Server>SQL Explorer:
@ SQL Explorer - Central Server Manager

File Database Help

L'E'ji. Ornion Pro Server [A-Y aziliev]
ElA-N'ﬂ Server Parameters
@ [ atabasze Settings

i g2 Current Connections

E; DL E;.;p'l:llE!f

The window of SQL Explore node shows the following information:
Repeat executions 1

-

-

SOL query ligting

select * from events| - |g

O,

4 ;

|Event |I:harID |I:|:|ntents -
[ 4 1 AR ainz Restared

2T Mains Failure @
3 BA [Mtrugion Alarm

R EBC Dperator Responze -

1-SQL query entry box
2 - SQL query results box
3 - SQL query control buttons:

ﬂ - To execute entered (or selected) SQL query
E‘ - To go to the previous SQL query

ﬂ - To go to the next SQL query
4 -Query results control button:

ﬂ - Exports Query results to HTML

10



When the HTML export is selected, the following window will appear:

- ™
HTML Export Settings ﬁ

g‘:l Specify report parameters and columnz for HTML export

Report Tittle: Querd

Report Colurnnz:
Colurmn Header T able Field =
[ [R¥] Event Ewent
[ [2%) CharlD CharlD
(] [R%] Contents Caontents =
[ [%] Comment Cornrment
[ [2¥] RealEvent RealE vent i
][] State State
[l Categary Categorny
[ [%] Formatsizw Formnatiiew -

=]
=]

L8 )] B ] |

E wpart images

| ok || cence |

L5 -

The user will have to enter the header of an exported report or select fields to be included in a report.

o This button clears selections
o This selects all fields
o This inverts selections

The users can modify the header of each reported field. Please choose a required field, and then click it
again to modify its header:

R eport header T able figld
E vent
(] [#%] CharD CharlD

To export the selected data to HTML, please click the OK button. The Windows dialog box will appear to
specify the name and location of a report file.
If no field is selected, the following message will be displayed:

[ Export ﬁw

11



4 4 Creating and Deleting Databases

The Central Server Manager enables the user to:

o Create a new database containing initial information to use it in the Orion Pro Suite
o Delete an existing database

4.4 1 Creating a New Database

Using the Central Server Manager, you can create a new database for the Orion Pro Suite.

A new database will include initial data as follows:

Time zone: Always

Access levels: Maximum and Ban

Default user: Smith J.K. with the Owner status

Access Zone: 0 -Outside World

Software password '1' providing the full set of privileges for Smith J.K

Database version, events, group of events, system entities, and workstation properties.

Orion Pro Suite 1.12 supports only SQL Server databases. Thus, you can create SQL Server databases
only.

The Orion Pro Suite supports the ADO that is recommended to the use as the support of the BDE is
discontinued globally

Altention. Before creating a new database, you must shut down all Orion Pro software modules with the
system but for the Central Sever and Central Server Manager Modules.

To create a new database, please select the Create New Database item in the Database menu:

&8 Create New Database...
> Delete

b;;i!, Delete Log Data
& Scheduled Log Deletion

= Backup...

) scheduled Backup

ﬁ,}! Restore (*.0da internal format)
# Restore Database from Backup

12



The welcome window of the Database Creation Wizard will appear:

-

Create Mew Database

(o

Welcome to the Orion Pro Database
Creation Wizard.

Thiz wizard will guide vou through the process of creating a new
databaze breaking it into zsimple steps.

ATTEMTIOM! Thiz wizard = meant to service Onon Prao
databasesz. |f you are not sure what vou are daoing, please
press the Cancel button to guit the wizard.

To continue press Mest

| Help ¢ Back = | | Cancel

Click the Next button to proceed to the Database Settings box:

-

Create Mew Databasze

Database Settings
Set databaze parameters

PASSWORD gyedba

USER MAME 23

DATABASE MAME ORIOMEMNG

Drivers MSS0L

Databaze Access aba0

SERYER MAME AMASILIEVWASALEXPRESS2003
Cornmand T irmeout 0

Help | | < Back || Meut > | | Cancel




Please enter the following parameters for the new database:

Database Access

Must have the ADO value

Drivers

Must have the MSSQL

DATABASE NAME

Alias of Orion Pro database in the settings of SQL Server

SERVER NAME

The name of SQL Server’s instance.

USER NAME

PASSWORD

Login and password for user account of SQL Server. By default, a user name
“sa” with password “123456 will be added to the installed SQL server. If you use
already installed SQL Server, please type here the login and password of the
user account that will be used to access and manipulate the Orion Pro database.

CommandTimeout

This parameter value defines a maximum SQL request timeout (in seconds).
When the value of a timeout is reached, the request will be deemed as failed, and
the connection to the server will be terminated. An infinite timeout is “0”

It is highly recommended NOT to change the value of this parameter without
consulting the Technical Support.

Attention!

1. You can type SQL Server instance name or select it using auto-search option. To select SQL

Server instance name, choose SERVER NAME and click the E] button. the Select SQL Server
dialog box will appear to show available servers:

-

Select SQL Server

-

A-STARKANEDY
A-TOCHILIM

AMASILIEY

A-TOCHILINASGHLEXPRESS

AYASILIEV\SOL2008

[4-vASILIEYVASOLEXPRESS 2008
A-Z0LOTOVWANDROMEDA
AZOLOTOVASOLEXPRESS
A-Z0LOTOVASOLEXPRESS 2008 -

F e Lo B B e LU O st L O ol sl Ll o U U L

m

Ok ] ’ Cancel

L

&

The servers are searched within the local network computers.

2. The Database name (alias) are also can be entered manually or selected using the auto-search
option. To select a database from the list of registered ones, when all other parameter values
have been entered, please choose DATABASE NAME and click the E] button. The Select
Database dialog box will appear with all databases registered on the selected SQL Server:

-

Select Database

-

ORIOHENG
CORIOMENGZ

ORIONENG3
P Egida?

wega
wega_hiztory

Pt Egida3_higtany

m

Ok ] ’ Cancel

L

-

Attention! When you create a new Database, the Database alias (DATABASE NAME) has to be different
from other database aliases registered on the SQL Server.
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The alias (name) can be Alpha-numeric and underscore (_). The first character of the name should be
alphabetical (recommended) or numeric. The maximum length of any alias name is 30 characters.

To start the process of database creating, please click the Next button:

If there is no connection to the SQL Server or wrong SERVER NAME settings, the following message will
appear:

[ Error &Jw

"-.I Cannot create databaze.
& [DBMETLIB][ ConnectionOpen (Connect()).]30L Server does not exist or
access denied

L =

If the parameters of the database used before were left unchanged or the name of SQL Server-registered
database was used as an alias for a new database, the following will appear:
-

Error Iﬁ‘

_"‘-.I Cannot create database.
F' This database already exists

L -

In this case, click the Back button and enter the correct parameter values for the new database.

If you entered correct parameters, the process of creating a new database will be initiated:

Create Mew Databaze &J

Create Database
Creating databaze in progress

5 Initialization

* [Creating databaze

* Creating tables

*  Creating indexes

*  Running SGL Scriptz
* wiiting defaulks

Pleasze wait till the process iz finished.

Help ] ’ ¢ Back = Cancel

L -

When the process of database creation will be completed, click the Next button:

15



Create Mew Databasze &J

Create Database
Creating database in progress

@ Initialization

o Creating database
o Creating tables

o Creating indexes

o Running 50L Scripts
o "whiting defaults

Pleaze wait till the process iz finished.

| Help < Back Meut > | I Cancel ]

L &

When the last window with a message on a success completion appears, please click the Finish button to
close the wizard:

Create Mew Database I&J

Completing the Wizard

All operation: have been completed succeszsiully.

Click Finizh to cloge the wizard

| Help < Back Finizh Cancel

L &

As soon as the Database is created, the Central Server will switch over to the this new Database while the
Database Settings window will show the parameters of this the new database.

Note that the new Database of SQL Server consists of two files such as *.mdf and *.Idf with the same
name as the alias name used for the new Database. If the SQL Server is installed on the same
workstation where the Central Server run, the files of the Database created will placed in the following
folder “C:\BOLID\MSDE2005” or “C:\BOLID\MSDE2008” (depending on a type of installation).

If the SQL Server and the Central Server are installed on different computers, the files of a Database will
be placed to the default folders of the SQL Server.

4.4.2 Deleting a Database

Using the Central Server Manager you can delete the existing Orion Pro Database.

16



Attention! When the database is deleted, it is physically removed. If you want only to detach a database

from the SQL Server (remove from the list), use the Detach Database from Server item of the Database
menu.

Before creating a new database, you must shut down all Orion Pro software modules within the system
but for the Central Sever and Central Server Manager modules.

If the database to be deleted is not used currently in the Orion Pro system, you don't have to close the
software modules.

To delete an existing database, please choose the Delete item in the Database menu:

@ Create Mew Database...
Delete

;‘3, Delete Log Data
¥ Scheduled Log Deletion

@ Backup...

) Scheduled Backup

ﬁ,’é_l Restore (*.0da internal format)
Ef,}.' Restore Database from Backup
_t'_'; Replication

v Reindexing

Y Scheduled Reindexing

Verify

The Delete Database wizard will start and the following window will appear:

Delete Database [iE-J

Welcome to the Delete Database
Wizard

Thiz wizard will guide you through the databaze deletion process
breaking it into zimple steps.

Thiz wizard iz meant to service Orion Pro databases. |f pou are not
zure, pleaze click the Cancel buttan to quit the wizard.

To continue, press Mest

Help < Back Mext » | | Cancel

Then, click the Next button to go Database Settings:

L

17



Delete Database [ﬁj

Database Settings
Set databaze parameters

PASSWIORD zzdba
USER MAME
ID.-'l'-.T.-'i'-.E.-’-'-.SE HAME ORIOHEMNGTZ |:|
Crriveers M5S0L
Databaze Access AD0O
SERYER MAME AAASILIEVMSALEXPRESS 2003
CornmandT irmeout 1]

Help < Back M et > | | Cancel

L &

Please enter the following parameters for the database to be deleted:

Database Access Must have the ADO value

Drivers Must have the MSSQL

DATABASE NAME | Alias of Orion Pro database in the settings of SQL Server

SERVER NAME The name of SQL Server’s instance.

Login and password for a user account of SQL Server. By default, a user name
USER NAME “sa” with password “123456 will be inducted to the installed SQL server. If you
use already installed SQL Server, please type here the login and password of the

user account that will be used to access and manipulate the Orion Pro database
PASSWORD

This parameter value defines a maximum SQL request timeout (in seconds).
When the value of a timeout is reached, the request will be deemed as failed, and
CommandTimeout | the connection to the server will be terminated. An infinite timeout is “0”

It is highly recommended NOT to change the value of this parameter without
consulting the Technical Support

Attention!
1. You can type an SQL Server instance name or select it using auto-search option. To select SQL

Server instance name, choose SERVER NAME and click the L. button. the Select SQL Server
dialog box will appear to show available servers:




L

Select SQL Server

ASTARANEDY

A-TOCHILIN
&-TOCHILIMASGLEXPRESS
AMASILIEY

AMASILIEVNS L2003

| &-3ASILIEWSSOLEXPRESS 2003
AZ0LO0TOVNANDROMEDA
AL0LOTOVYSHLEXPRESS
AZ0L0TOVNSOLEXPRESS2003

o IO B ol L O ks L sl sl Rl s U U L

L3

[om, |

| ok | | Cancel

=y

The servers are searched within the local network.

2.

The Database name (alias) are also can be entered manually or selected using the auto-search

option. To select a database from the list of registered ones, when all other parameter values

have been entered, please choose DATABASE NAME and click the () button. The Select
Database dialog box will appear with all databases registered on the selected SQL Server:

o

Select Database

"l

ORIOHENG
CORIOMENGZ

ORIOMEMNG3
Pas_Egidal

Pt Egida3_higtany
wega

wega_hiztory

m

L

=y

To delete the Database, click the Next button, and then confirm the deletion by clicking Yes:
i £ ™

Data Security

)

%,

. Subsequent actions will physically remove the database!
__l“-l Are you sure you want to continue?

o] |

Mo

It will attempt to delete the Database with parameters you specified.

If a non-existent database’s parameters were entered, the Database will not be deleted:
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Delete Database @

Actions in progress
Deleting in progres:s

€ Deleting databaze

Pleaze wait till the process iz finished,

< Back Mext » ] ’ Cancel ]

L A

Click the Next button, the Completing Wizard window will appear showing error message:
Delete Database

Completing the Wizard

Motepad
Errorz:

Error dropping databaze : Cannot drop the database 'orion#5558", because it does not exizt or pou do no -«

Operation iz interrupted at a stage: Deleting databaze - because of errars

4| m b

Click Fimizh to cloze the wizard

e A

If you entered correct parameters of the Databases (registered in the SQL Server), the database will be
deleted:
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i it
Delete Database &J

Actions in progress
Deleting in progress

o Deleting database

Pleaze wait till the process iz finizhed.

Help < Back Mext » | | Cancel |

L A

Then click the Next button, the Completing the Wizard window will display the message on the Database
deletion success:

Delete Database &J

Completing the Wizard

Al operations have been completed successfully,

Click Finizh to cloge the wizard

Help < Back Finizh Cancel

L A

To close the wizard, please click the Finish button.

If you deleted the currently used Database, please enter the parameter values of another Orion Pro
Database or create a new Database.

4.5 Deleting Log Data from the Database (Event Logs, Alarms Logs, Statistics Records)

The Central Server Manager offers the following to delete old information from the Database:
o Deleting data from event log, alarm log and statistics log completed or within the specified
period, as well as the transaction log (it cleans the *.Idf file of the Database);
o Configuring schedules for automatic cleaning the event log, alarm log and statistics log using the
SQL Server service.



Note that the deletion of log data and configuration of scheduled log deletion are affective for the currently
used Orion Pro Database.

4.5.1 Deleting Data from the Database

To delete data from the Database and/or delete an event log, choose Database/Delete Log Data:
Help

@ Create Mew Database...
X Delete

£ Delete Log Data

¥ Scheduled Log Deletion

= Backup...

) scheduled Backup

aﬂ Restore (*.0da internal format)
#) Restore Database from Ba ckup

ig Replication

Y Reindexing
Y Scheduled Reindexing

Verify

(- Update Defaults

L:_‘. Detach Database from Server
Lj Attach Database to Server

J Upgrade & Merge

The welcome window of the Database Cleanup Wizard will appear:

[




-

L

Delete Log Data Lﬁ,l

Welcome to the Orion Pro
Database Clean Up Wizard

Thiz wizard iz meant for deleting data az unneceszan. [twill guide
wou through the cleanup process breaking it into simple steps.

Aftention! Theze actions may lead to the permanent lozs of
data. If you are ot zure, pleaze press the Cancel buttan to
quit the wizard.

Prezs Mest o continue

Help < Back Meut > | | Cancel |

)

To go to the Select a time period for the data to be deleted dialog box, please

Delete Log Data [ﬁ,l

Select a time period for the data to be deleted

In arder to minimize the space occupied by the database on the disk, the following
data can be deleted:

Event log
Alarrn log

Statigtics log
Delete:

Entire log

Last morth

Specified period

from: | 259.09.2015 bor |29.09.2015

V| Delete ranzachion log

Fresz Mest to start deleting

Help | | ¢ Back || = | | Cancel

Select a log you want to clean:
| Event log

[] &larm log
Statistics log

(No logs can be selected, if you need to delete a transaction log.
e Choose a period to clean selected data within:

click the Next button:



(@ Entire log
Lazt manth
Specified period
from; |29.03.2015 boo |29.09.2015

e Check whether to delete (clean) the transaction log (*.Idf ):
Delete transaction log

To delete the selected data, please click the Next button and confirm the data deletion in the dialog box by
clicking Yes:

Data Security -

The data will be remowved from the log.
l % Areyou sure you want to proceed?

Yes || No

L &

As soon as the deletion is confirmed the data will be deleted:

Delete Data I&

Deleting data

Log cleanup operations are in progress. .

V"‘E vent lag
V(.-’-'-.Iarm log
V‘Statistics log

Tranzaction log

Fleaze wait while the database logs are cleared

¢ Back M et = Cancel

L -

It will take some time when logs are large or a long period is selected.

Upon completion, the Wizard will reports on the completion of a delete process.
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Delete Data — S

The logs have been deaned up
successfully

Deleted data are na longer available in the protocal.

Fresz Finizh to cloze the wizard,

< Back Firizh Cancel

L A

To close the Wizard, please click the Finish button.

4.5.2 Configuring Log Cleanup Schedule

Using the Central Server Manager, you can configure to clean up alarm, event, and statistics logs with

SQL Server’s services.

Two approaches are available:
1. Using SQL Server service:

In this case, the installed SQL Server version must support the job execution (the Orion Pro
installation package includes a paid-free SQL Server that does not support this functionality)

Data deletion from the database using SQL Server services requires a permanently running SQL

Agent of the operated SQL Server instance.

2. Using the Task Scheduler of Windows OS:
In this case, the full version of SQL Server is not required

To configure the schedules for cleaning database logs, please choose Database/Scheduled Log Deletion:



IE IR Help
| Database |

@ Create Mew Database...
¥ Delete

__:z; Delete Log Data

4" Scheduled Log Deletion

@ Backup...

) Scheduled Backup

ﬁ}_' Restore (*.oda internal format)
H}.’ Restore Database from Backup
_t'_'; Replication

% Reindexing

Y Scheduled Reindexing

Verify
(- Update Defaults

|4 Detach Database
| 4 Attach Database

J Upgrade & Merge

The Log Retention Period Wizard will appear:

Log Retention Period Setup &J

Welcome to the Log Retention Period
Wizard

Thiz wizard will guide you through the log retention penod setup
breaking thiz process inta simple steps.

To continue, press Mest

Help < Back Mext » | | Cancel

L A

Then click the Next button to go to the Log Cleanup Settings window.

If the log retention period is configured for the first time, the Log Cleanup Settings will look as the
following:



Log Retention Period Setup [i_:hj

Log Cleanup Settings

Job Scheduler Job

@ SOL Server [SOL Starting at; I0000 =
= Agent Job)

Retention period [daysz]

Ewent | J1en
MS Windows (T ask ven o
Scheduler]
Alarr log J(1an
ADC stabizhice J(1an
To continue, prezs Mext
Help | | < Back | | Mext » | | Cancel |

L A

Please select what service you want to use SQL Server (Agent Job) or MS Windows (Task Scheduler):
Job Scheduler

3 SOL Server [SOL
= Agent Job)

S Windows [T aszk
Scheduler]

The log will be cleaned every day. To specify the time of daily cleanup, enter a required time value in the

Starting at field:
Job

Starting at: 0000 =

Select what logs will be cleaned and specify the Retention Period (days) for each selected log:
Retention penod [daysz)

Ewvent log J(1an
Alarm log J180
ADC statiztics J(1an

If it is not the first time when you configure a retention period, the Log Cleanup Settings window will look
as follows:



Log Retention Period Setup @

Log Cleanup Settings

Job Scheduler Joh
SOL Server [SOL ) ) — —
figent Joh) Aitive Starting at F0oo0 =

Retention period [daysz]

Ewent | J1en
& MS Windaws (Task e
= Scheduler]
Alarm log []180
A0 statizhcs [¥]180
To continue, prezs Mext
’ Help ] [ < Back ] ’ Mext » ] ’ Cancel ]

The figure shows that further selection of another Job Scheduler’s service is not accessible (the current
selection is used). It also includes the new parameter Active that is responsible for enabling or disabling
the scheduled log cleanups.

Click the Next button to save changes for the log cleanup settings.

If the SQL Agent service is not running (in case of using SQL Server job scheduler), the process of
configuring log cleanup will be terminated at Checking SQL Agent service:

Log Retention Period Setup @

Log Cleanup Settings
Applving Log Cleanup Settings

6 Checking SOL Agent service
* Creating procedure

+  Creating job

—

P

Pleasze wait till the procesz iz finizhed.

< Back M et » ] ’ Cancel

L A

Then click the Next button, the last Completing the Wizard window will appear to show the relevant
information:
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Log Retention Period Setup ﬁ

Completing the Wizard

-

Errors:

SOL Agent zervice iz not running.
Error checking SCIL Agent run
Fepeat adjustrent.

4

Click Finizh ta cloze the wizard

When Windows’ Task Scheduler is selected or SQL Agent Service is launched (if SQL Server Job
Scheduler is selected), all log cleanup settings will be applied:

s "
Log Retention Period Setup ﬁ

Log Cleanup Settings
Applving Log Cleanup Settings

L A

o Checking SOL Agent service
o Creating procedure
o Creating job

_—

P —

Pleasze wait till the process iz finished.

< Back M et > ] ’ Cancel

Then click the Next button to go to the Completing Wizard window with a message on a successful setup
process:

&

L
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Log Retention Period Setup @

Completing the Wizard

Al aperations have been completed successfully,

Click Finizh ta cloze the wizard

L A

If you already run the scheduled log cleanup wizard before and didn’t make any changes this time, the
stage of settings will be skipped but the Completing the Wizard window will appear:

Log Retention Period Setup I&

Completing the Wizard

Parameters of logz cleanup job have not been changed. p

Errors;

4 ;

Click Finizh to cloze the wizard

To close the Log Retention Period Setup Wizard, please click the Finish button.

L

4.6 Database Backup

Using the Central Sever Manager you can provide the following:
e Create database backups
e Configure backup schedules by SQL Server tools
e Restore a database from the *oda ( internal format ()
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e Restore a database from a backup file
To back up and restore SQL Server databases, you can use the relevant software.
Also you can use the relevant software solutions to configure scheduled backup and restore of SQL
Databases
4.6.1 Backing up Databases
Please note that it is the currently active database will be backed up.

To open Database Backup Wizard please choose Database/Backup:

] @ Create New Database..,
| ¥ Delete

Q% Delete Log Data
¥ Scheduled Log Deletion

1% Backup...
) scheduled Backup
Eﬂ Restore (*.oda internal format)

#) Restore Database from Backup

The Database Backup Wizard will appear:
Backup Database [&J

Welcome to the Backup Database
Wizard

Thiz wizard will guide you through the databaze backup process
breaking it into simple steps [backup to MS S0Ls bak file].

To continue, press Mest

Help < Back M et > | | Cancel

L A

Please click the Next button to go to the Database Backup Settings window:



-

L

Backup Database

Database Backup Settings

Folder

Backup folder

[C:\BOLIDWD atabaze backups

File name

CrionPRO_DE [23-10-201515.18.12) bak

To continue, prezs Mest

< Back Mext » ] ’ Cancel

Parameters that should be specified in the window are as follows:

o Type the path to the database backup folder:

Backup folder

cProgram FileshMicrozaft SOL ServerWMSSOLT0SMLEXPRESS WM SSELAE ackup

Or click the button to choose in the dialog box:

Select Directory

2]

Drirectary M ame:

C:hLAMSSOLT0 505020085 S SHLB ackup

(== Micrasoft SUL Server
(7= MSSUL10_50.50L2008
(== MS50L
Backup

Directories: Files: [*.7)
[= C*H OrionPRO_D . bak,
[==> Pragram Files

Dipives:
=[]

]9

|| cance

L

o Name a database backup file:

File name

OrienPRO_DE [27-03-2014 15.57.30) bak

Click the Next button to start the backup process:



i ™y
Backup Database g

Database Backup
Dratabaze backup in progress

;ﬂ Backing up databaze

Pleaze wait till the process iz finished.

< Back ’ Mext » ] ’ Cancel ]

Please wait till backup process is completed.

L%

You specified a wrong path to the backup folder or incorrect name of a backup file, the process will be
terminated:

i y
Backup Database g

Database Backup
Dratabaze backup in progress

e Backing up databaze

!

Pleaze wait till the process iz finished.

< Back ’ Mext » ] ’ Cancel ]

Click the Next window to see what caused an error:

L%

T




-

Backup Database

==

Completing the Wizard

Errors:

Databaze backup iz in progress

1 | m

Click Finizh ta cloze the wizard

||:anr‘u:|t open backup device 'C:ABOLIDwADnonPRO_DE [8/27/2014 3.01.40 PM).bak'. Operating sys!

~

< Back

Cancel

L%

&

If the database backup was created, the Database Backup Wizard will tell you about completion of all

backup process stages:
-

Backup Database

23]

Database Backup
[ratabaze backup in progress

o Backing up databaze

Pleasze wait till the process iz finished.

< Back ’ Mext > ] ’ Cancel ]

L

A

Click the Next button to go to see the backup success message in the Completing the Wizard window:




Backup Database @

Completing the Wizard

Al aperations have been completed successfully,

Click Finizh to cloze the wizard

To close the Database Backup Message, please click the finish button.

L

4.6.2 Configuring Scheduled Database Backup

The Central Server Manager offers options to configure scheduled database backups by the SQL tools

Two approaches are available:

e Using SQL Server service:
In this case, the installed SQL Server version must support the job execution (the Orion Pro

installation package includes a paid-free SQL Server that does not support this functionality)
Database backup using SQL Server services requires a permanently running SQL Agent of the
operated SQL Server instance.

e Using the Task Scheduler of Windows OS:
In this case, the full version of SQL Server is not required

Please note the scheduled database backup affects the currently used database of the Orion Pro System.

To configure the scheduled database backup, please choose Database/Scheduled Backup:

@ Create Mew Database...
X Delete

% Delete Log Data
¥ Scheduled Log Deletion

i,é' Backup...
=% Scheduled Backup

ﬂ,}! Restore (*.0da internal format)
#) Restore Database from Backup

%3 Replication



The Welcome window of Database Backup Configuration Wizard will appear:

r

L

Configure Database Backup

23]

Welcome to the Database Backup
Configuration Wizard

Thiz wizard will guide you through the process of configuring the
database backup breaking it into simple stepz [backup to SOL:
.bak File).

To continue, press Mest

Help < Back M et » | | Cancel |

To go to the Database Backup Settings, please click the Next button:

Configure Database Backup

Database Backup Settings

Job Scheduler

a kS5 SOL Server
[SCL Agent Job)

kS Windows [Tazk
S cheduler)

To continue, press Mext

Job
Starting at 40000 =

Backup now

Directory

D atabaze backup directory

Help < Back M et > | | Cancel




Select the method (service) to be used to back up the database: MS SQL Server (SQL Agent Job) or MS
Windows (Task Scheduler):
Job Scheduler

@) kS SOHL Server
= [SOL Agent Job)

= M5 Windows [Task
= Scheduler]

The database will be backed up once a day. To specify the time of a backup job startup, please select
time value in the Starting at field:
Job
Ctartirg at 40000 =

Type the path of the database back up directory:
Drirechary

D atabaze backup directary

C:APrograrm FileshMizrazaft SOL ServerS50LT EI_EEI."JMSDL

Or select a directory by clicking the button:

Select Directory ﬁ

Directary Hame:
C:h AMSSOLT0 B0SOL2008WSSOLEackup

Directaries: Files: [
= A QrionPRO_D . bak.
[= Pragram Files

== Microsoft SOL Server
[F=r MSSEL10 505302008
= M550L

s BaCkUp

Diyives:
=l o] -

OF. l I Cancel




If it is not the first time when you configure the database backup, the Database Backup Settings window
will look as follows:

Configure Database Backup I&

Database Backup Settings

Job Scheduler Jah
Starting at 120000 =
M5 SEL Server | Active
[SCEL Agent Jab] Backup now
Diirectary
S "windows [Job D atabasze backup directory
)
Scheduler]

C:\Program FilestMicrosoft SOL ServersMSSOL10_B0.50 LEDE@

To continue, press Mext

Help < Back M et » | | Cancel |

L A

The figure shows that further selection of another Job Scheduler’s service is not accessible (the current

~ .
selection is used). It also includes the new parameter Active that is responsible for enabling
/disabling the scheduled database backup.

Backup now . . .
The option used to create a backup copy immediately when the database backup

configuration settings are applied.

Please be aware that the system will keep seven backup files (OrionBackupi, OrionBackup?Z, .. ,
OrionBackup?7) according to the day of the week when a backup file is saved . Each backup copy is kept
for seven days, and replaced with a new one when this period expires.

To save the settings for a backup schedule, please click the Next button.



If the SQL Agent is not running during the configuration process (if MS SQL Server is selected), the
configuration process will be terminated at the Checking SQL Agent service stage:

Configure Database Backup @

Configure backup
Applving databasze backup zettings

Q Checking SCL Agent service
*  Creating procedure

*  Creating device

*  Creating job

*  Completing job

- ——

Pleasze wait till the process iz finished.

< Back M et > ] ’ Cancel

Click the Next button to go to Completing the Wizard window where the corresponding information will be
displayed:

Configure Database Backup @

Completing the Wizard

M otepad
Errors:

The SAL Agent service iz nat running. -
Inztall it, if required, and start the service.
Ty bo configure it again.

4 ;

Click Finizh ta cloze the wizard




If Windows (Task Scheduler) is selected or the SQL Agent is running (if the SQL Agent Job is selected),
the backup settings will be applied:

-
Configure Database Backup ﬁ

Configure backup
Applving databasze backup zettings

o Checking SOL Agent service
o Creating pracedure

o Creating device

o Creating job

o« Completing job

Pleasze wait till the process iz finished.

< Back ’ Mext » ] ’ Cancel ]

L -

Click the Next button, the Completing the Wizard window will appear notifying on success configuration of
the scheduled database backup:

-
Configure Database Backup ﬁ

Completing the Wizard

Al operations have been completed succeszsfully,

Click Finizh to cloge the wizard

L% A

If it is not the first time, when you use the scheduled database backup wizard and no parameters have
been modified in the Database Backup Settings, the configuration process will be skipped and the
Completing the Wizard window will appear with the relevant message:
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Configure Database Backup @

Completing the Wizard

Error reading the tazk data -
D atabasze name tempdb’ ignored. referencing object in tempdb

Errors:

4 L

Click Finizh ta cloze the wizard

L A

To close the Scheduled Database Backup Wizard, please click the Finish button.

4.6.3 Restoring the database from the Orion ODA File

Please note, when you restore the database from an ODA (Orion Database Archive) file, a new Database
will be created. In other words, it will be restored to a new database created during a restoration process,
rather than fo a currently used one.

I/t should be noted that when the database is restored from an archive copy, it will be upgraded as well.

Attention! Before starting the restoration, please shut down all Orion Pro modules on all workstations
except for the Central Server and currently used Central Server Manager.

When the upgrade process comes to the statistics (ADC table), alarm (m_alarm) or event (pLogData)
logs, the software modules can be started regardless a still running upgrade process. These lables are
the last to be upgraded.

7o open the Database Restoration Wizard, please select the Database/Restore (*.o0da internal format file):

Help

@ Create Mew Database...
X Delete

% Delete Log Data
¥ Scheduled Log Deletion

i,:! Backup...

) Scheduled Backup

&2 Restore (*.oda internal format)

H,:! Restore Database from Backup
%3 Replication

v Reindexing

ABC: -~ |
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Data Restoration Wizard will be launched:

Restore from QD& Archive &J

Welcome to the Data Restoration
Wizard

The wizard will guide vou through the backup data restoration
breaking the process inta simple steps.

To continue, click Mest

Help < Back Meut > | | Cancel

Click the Next button to go to the Data to be restored window:
Restore from OD& Archive —

Data to be restored
Select data to be restored

Specify a file with databaze data vou need ta restare. Type the file name or pressz ™. ta find
the file.

File name:  C:ABOLIDSOrionPRO_DE [24-09-2013 11.25.56].0da E]

To continue, click Mext

Type the full name of a database archive file in this field:
Fil= narme: CABOLIDNrionPRO_DE [24-03-201 3 11.26.56).0da E]



Or click the E] button to open the dialog box to find the file location:

a Select Database Archive File @
Lookin: |, BOLID - @ E-
e Mame : Date modified Type
ohe i | ARM_ORION_PRO1 12 2 ENG 8/25/2014 11:15 AM  File folder
RecentPlaces | ppoq 4/3/20149:49 AM  File folder
! || OrionPRO_DE (24-09-2013 11.25.56).0da 9/24,/2013 11:26 AM  ODA File
Desktop
Libraries
A
A
Computer
h 1| i [ 3
Metwork
File name: OrionPRO_DB (24-09-2013 11.25.56) -
Files of type: Orion Database Archive "’] [ Cancel ]

Then click the Next button to continue with the Data Restoration Wizard. If you type the wrong name for
the database archive file or specify the incorrect path to the file the following message will appear:

Ermor

L A

If your specified file name or part is correct, the Database Settings window will look as follows:



-

Restore from Backup @
Database Settings
Set databaze parameters
Database Access ADO
Dirivers MESSLIL
DaTABASE MaME Orion
SERVER MaME AaSILIEVAS QL2002
LUSER MAME 2a
CommandT imeout 1]
FPasSwORD 123456
Help ‘ I ¢ Back ‘ l M et = ‘ I Cancel

Please enter parameters files for a new database where the archive data will be copied:

Database Access Must have the ADO value

Drivers Must have the MSSQL

DATABASE NAME | Alias of Orion Pro database in the settings of SQL Server

SERVER NAME The name of SQL Server’s instance.

USER NAME Login and password for user account of SQL Server. By default, a user name
“sa” with password “123456 will be added to the installed SQL server. If you use

already installed SQL Server, please type here the login and password of the
PASSWORD user account that will be used to access and manipulate the Orion Pro database

This parameter value defines a maximum SQL request timeout (in seconds).
When the value of a timeout is reached, the request will be deemed as failed, and
Command Timeout | the connection to the server will be terminated. An infinite timeout is “0”

It is highly recommended not to change the value of this parameter without
consulting our Technical Support team

Attention!
1. You can type SQL Server instance name or select it using auto-search option. To select

SQL Server instance name, choose SERVER NAME and click the ) button. The Select SQL
Server dialog box will appear to show available servers:

Select SQL Server

ASTARKANKOWASHLEXPRESSRZ_SP2 -
A-TOCHILIN
&-TOCHILIMASGLEXPRESS
AMASILIEY

m

| &S ILIEYS EL2008

AMASILIEVMSGLEXPRESS 2008

AZ0L0T0O

AL0LOT OV AMDROMEDA
A-20LOTOVSSHLEXPRESS -

e L L B ol e LI O ks LBl Lo Lk e s U L

1] 3 ] I Cancel

L -

The servers are searched within the local network computers.
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Attention! Since a new database is to be created, the Database alias (DATABASE NAME) has to be
different from other database aliases registered on the SQL Server.

The alias (name) characters can be Alpha-numeric and underscore (_). The first character of the name
should be alphabetical (recommended) or numeric. The maximum length of any alias name is 30
characters.

To start the process of restoring the database from the Orion archive, please click the Next button:

Ermor I&w

:] To create a new database, specify: S0L

L A

If the SQL Server is offline or you typed the wrong name for the SERVER NAME parameter, the following
message box will appear:

( Error [-LHJW

"-.I Cannot create database.
o [DBMETLIB][ConnectionOpen (Connect()).]50L Server does not exist or
access denied

L J

If the previous database parameters were left unchanged or already registered database name were used
as an alias for the new database, the following error message will appear:
' '

Error Iﬁ

_"‘-.I Cannot create database.
F' This database already exists

L -

In such cases, please click the Back button and enter correct values for new database parameters.

If you provided correct database settings, the Database will be restored using the ODA archive file:
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#

Restore from OD& Archive ﬁ

Restore Database from ODA File
Restaoring databaze fram the ODA file

@ Initialization

o Creating database
o Creating tables
o Creating indexes
= Writing defaultz

* HReading archive

*  Hestoning

*  [Deleting termporany figldz

Please wait till the process iz finished.
Help ¢ Back [ et =

Please be aware. your Database will be upgraded during restoration from the ODA archive file. If the
database you want to restore has a large size, this process can take long time.

L

-

Do not stop the restoration process until this process comes to statistics (ADC table), alarm

(m_alarm table ), or event (pLogData table) logs, otherwise the resulted database may be unavailable to
use.

Wait till all process are completed and click the Next button, the Completing the Wizard window will
appear:

Restore from QDA Archive I&

Completing the Wizard
All operations have been completed succesafully.

Click Finizh to cloze the wizard

Help ¢ Back M et ] ’ Cancel

To close the Data Restoration Wizard, click the Finish button.

L
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As soon as the Database is created, the Central Server will switch over to the new Database while the
Database Settings window will show the new database parameters to be used in operations.

Note that the new SQL Server Database will consist of two files such as *.mdf and *.Idf with the same
name as the alias name used for the new Database. If the SQL Server is installed on the same
workstation where the Central Server runs, the files of the Database created will be placed in the following
folder “C:\BOLID\MSDE2005” or “C:\BOLID\MSDE2008” (depending on a type of installation).

If the SQL Server and the Central Server are installed on different computers, the files of a Database will
be placed to the SQL Server’s default folder

4.6.4 Restoring a Database from the Backup Copy

Please note that a new Database can be created while restoring data from a backup copy.

Attention! To restore the Database from a backup copy, please shut down all Orion Pro modules on all
workstations except for the Central Server and currently used Central Server Manager.

Please do not restore the data from the backup file to the currently used Orion Pro database.

To open the Database Restoration Wizard, please choose Database /Restore Database from Backup

Help

@ Create Mew Database...
X Delete

% Delete Log Data
¥ Scheduled Lag Deletion

i}! Backup...
) Scheduled Backup
i,:! Restore (*.oda internal format)

4

22 Restore Database from Backup
%3 Replication

v Reindexing
Y Scheduled Reindexing

Verify

{3 Update Defaults

|4 Detach Database
|4 Attach Database

4 Upgrade & Merge

The Database Restoration Wizard window will appear:
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Restore Database from Backup

Welcome to the Database
Restoration Wizard

breaking it into zimple steps.

To continue, press Mest

The wizard will guide you through the database restoration process

< Back Mext »

Help

Cancel |

L

Click the Next button to go to the Database Backup Restoration Settings:

Restore Database from Backup

23]

Database Backup Restoration Settings

D atabaze
D atabasze name

Oricn

File narme
"C:ABOLIDAD atabaze backups"

Backup copies

To continue, press Mext

T

Help | | < Back | | M et »

Cancel

L

Then click the = button to open the dialog box to select a database backup copy:



i@ Select ﬁ
Lookin: |, BOLID - @ E-
D= Mame : Date modified Type
== , ARM_ORIOMN_PRO1_12 2 EMG 8/25/2014 11:15 AM  File folder
RecentPlaces | pp g 4/3/20149:49 AM  File folder
! || CrionPRO.bak 6,/27,/2014 10:26 AM  BAK File
Desktop
=
Libraries
[
A
Computer
h 1 | 1 | 3
Metwork
File: name: OrionPRO bak -
Files of type: Backup copy (*bak) '] [ Cancel ]

If the selected file is not a backup file of the SQL Server, the following will appear:
Database Parameters - Central Server Manager ﬁ

Error reading the header of backup file. The media family on device 'CABOLID\uprog3.bak’ is incorrectly formed. SQL Server cannot
process this media family

h A

When the database backup file is selected, the Database Backup Restoration Settings window will look as
follows:

Restore from Backup @

Database Backup Restoration Parameters

Databaze
[ atabaze name

Oricn

File name
C:ABOLIDSOrionPRO.bak

W

Backup copies

27.06.2014 10:26:07 -

To continue, press Mest

Help ] [ < Back ] ’ Mext » ] ’ Cancel
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Next, specify the name of a database where the data will be restored from your selected database backup

copy
Database name

Qrion

Please be aware that if you use the alias of a registered database, the backup will be restored to this
database and delete all existing data in it. The created SQL database consists of two files such as *mdf
and *.Idf which have the same name as the alias for the new database specified. If the SQL Server is
installed on the same workstation where the Central Server is installed, the files of the created database
will be placed in the folder found in C:|BOLIDIORIONBASEIMSDEZ005 or in
C:|BOLID\IORIONBASEIMSDEZ008 (it depends on the installation type). If the SQL Server and the
Central Server are installed on different computers, the files of a Database will be placed to the SQL
Server’s default folder.

The alias (name) characters can be Alpha-numeric and underscore (_). The first character of the name
should be alphabetical (recommended) or numeric. The maximum length of any alias name is 30
characters.

Click the Next button to continue operations of the Database Restoration Wizard.

It will attempt to restore the database:
Restore Database from Backup @

Restoration from Backup Copy
Festore from backup in progress

@ Checking backup file
o Restoring from backup

Pleasze wait till the process iz finished.

< Back ’ Mext > ] ’ Cancel ]
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If the currently active database was selected to restore, the restoration process will be terminated at the
Bestoring from backup step: N

Restore Database from Backup

Restoration from Backup Copy
Restore from backup in progress

o Checking backup file
6 R estoring from backup

—_— ——

Pleasze wait till the procesz iz finizhed.

< Back ’ Mext > ] ’ Cancel ]

Click the Next button to view the error message:
il EE |'1

Restore Database from Backup

L

Completing the Wizard

-~

Errors:

Errar restaring the databaze.
RESTORE cannot process databasze 'Orion’ becauze it iz in uze by thiz zezzion. |t iz recommended thal

1| 1

Click Finizh to cloze the wizard

If the database specified for restoration does not match the database backup file, the restoration process
will be terminated at the Restoring from backup stage:

51



" —

Restore Database from Backup

Restoration from Backup Copy
Restare from backup in progress

@ Checking backup file
a R estoring from backup

L= —

Pleaze wait till the process iz finished.

< Back ’ Mext » ] ’ Cancel ]

Click Next to view the error message:
i b
Restore Database from Backup ﬁ

L

Completing the Wizard

e

Errors:

Errar restoring the databasze.
The backup zet holdz a backup of a databaze other than the exigting 'Orion’ databaze

4

Click Finizh ta cloze the wizard

If the destination (selected) database matches a backup file and the destination database is not the
currently used database, the database restoration process will be completed:

&

L

s ]



Restore from Backup ﬁ

Restoration from a backup copy
Restore from backup iz in progress

@ Checking backup fil
o Restoring from backup

Pleaze wait till the process iz finished.

< Back ’ Mext » ] ’ Cancel ]

L A

Click the Next button to go to the Completing the Wizard window displaying the following:

Restore from Backup

Completing the Wizard

All operationz have been completed successiully,

Click Finizh to cloge the wizard

L A

To close the Database Restoration Wizard, please click Finish

Please note that if you use the alias of the registered dalabase, the backup will be restored to this
dalabase and delete all existing data in it. The created SQL database will consist of two files such as
*mdf and *.Idf having the same name as the alias for the new database specified.

Ifthe SQL Server is installed on the same workstation where the Central Server is installed, the files of the
created database will be placed in the folder found in C:IBOLIDIORIONBASEIMSDEZ005 or in
C:IBOLIDIORIONBASEIMSDEZ2008 (it depends on the installation type). If the SQL Server and the
Central Server are installed on different workstations, the Database will be placed in the SQL Server’s
default folder.

As soon as the restoration is completed, the Central Server will switch over to the database where the
selected backup has been restored. The Database Settings pane will display the parameter of this
restored database.



4.7 Data Replication

Attention! The database synchronization (replication) requires that the full version of MS SQL Server to be
used on a computer where the primary database is installed. The MS SQL Server supplied with the Orion
Pro Suite is a non-paid version and does not support the replication.

Chapter 1.2.3.2 System with Failover Support describes a system structure with a failover support. This
chapter discusses how to configure synchronization (replication) using the Central Server Manager.

The primary database SQL Server has to be installed on the same workstation with the Central Server.
The instances of the SQL Server are installed on other workstations where secondary databases will be
created or select for the replication. The full synchronization is provided between the primary and
secondary databases:

SQL Server
with Primary Database

Full Synchronization

- =

-

SQL Servers with Secondary Databases

The Central Server and MS SQL Server with registered primary database can be installed on different
computers. However, it is not quite logical for the failover support that is meant for preventing from data
loss in the event of network disconnection.

In case of full synchronization between two databases, any data changes in one dalabase will be
replicated to other database.

With respect to Orion Pro’s failover support structure, it means that any changes occurred in one
database will be reflected in all other databases within the system.

In the Orion Pro System, secondary databases that are synchronized with the primary database are called
operational databases.

It's clear that in case of disconnection and workstations’ switchover to the secondary databases, the
database data can be modified (it is usually limited fo new records in event, alarm, or statistics logs).
When a network connection is recovered, all such database changes will be shared with all other
databases within a system.

Taking into account this logic, the following limitations become clear.

o If the system uses two or more Database Administrator modules, it is NOT recommended using
the Database Administrator modules to manipulate data in case of disconnection as it may cause
an unrepairable conflict between changed data in these databases.

o If the Scheduled Log Cleanup option is used, you cannot define different log retention periods for
two databases due to the full synchronization between these databases. It is recommended that
the Scheduled Log Cleanup option is applied for the primary database only.

54



Further, the chapter discusses how to configure the synchronization (replication) in the Central Server

Manager.
Please note when you open the Database Replication wizard, you can configure replication between two
databases only: the Primary database and one Operational (Secondary)database only

In other words, if you need to configure replication between the primary and more than one operational
database you will have to open the wizard each time to add a new operational database.

4.7.1 Configuring Operational Database

To configure the data synchronization (replication) between the primary and operational databases,

please select Database/Replication:

@ Create Mew Database...
. Delete

;'z; Delete Log Data
& Scheduled Log Deletion

= Backup...
@ Scheduled Backup
d,'é' Restore (*.0da internal format)

#) Restore Database from Backup

Y Reindexing
Y Scheduled Reindexing

The Database Replication Wizard will appear:

Configure Database Replication [iE-J

Welcome to the Database Replication
Configuration Wizard

The wizard will help vou configure the data replication between
database servers breaking the process into simple steps.

To continue, press Mest

Help < Back M et > | | Cancel

Then click the Next button. If you configure an Operational Database for the first time and there is no
operational database publication, the processes of operational database publication will start up

In plain language, publication of operational databases is the specific settings in the Primary Database to
synchronize (replicate to) data with operational databases

L A

(V)]
(V)]



Before publishing, it will check for the right version of the MS SQL Server and running SQL Agent service.
If any of the requirements is not met, the publication process will be terminated:

Configure Database Replication @

Replication Setup
Databaze replication zetup iz in progress
@ Checking werzions: of SOL Server verzion and SHL Agent
*  Configuring Digtribukar
+  Aytharizing publication and creating Log Reader Agent
*  Publizhing and adding articles

*  Create the instant snapshot agent

Pleasze wait till the processz iz finizhed.

< Back Mext > ] ’ Cancel ]

L A

If this case, click the Next button to open the Completing Wizard window with relevant error message:

Configure Database Replication @

Completing the Wizard

Matepad
Errors;

S0L Server version: 192.168.20.3 -
Microsoft SQL Server 2008 B2 [(RTM] - 105016001 <B4] Apr 2 2010 15:48:46 Copyright [
Replication iz not supported for current bMS SOL Server version.

4| 1 b

Click Finizh to cloze the wizard

Or
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i v ]
Configure Database Replication ﬁ

Completing the Wizard

SOL Agent zervice iz not started. -
Inztall and run if necesszan the service.
FRepeat configuring.

Errors:

4 F

Click Finizh ta cloze the wizard

L A

If you use the proper version of MS SQL Server with running SQL Agent, the publication will be
completed:
=

-
Configure Database Replication ﬁ

Replication Setup
Dratabaze replication zetup iz in progress

o Checking versionz of SOL Server version and SOL Agent
«@ Configuring Distributar

o Authorizing publication and creating Log Reader Agent
o Publizhing and adding articles

o Create the instant snapshot agent

Pleasze wait till the process iz finished.

< Back ’ Mext > l ’ Cancel ]

L -

Further, click the Next button. The Configure Database Replication window will appear. This window
includes settings for a new subscriber (as described further)

If a publication was completed in previous sessions of the Database Replication Setup Wizard, the
publication process will be skipped, and the Change Replication Settings window will appear:



-

Configure Database Replication [ﬁ,l

Change Replication Settings

Actions

@ Add subzcriber

R einitialization

Delete subszcriber

Delete publication

To continue, prezs Mext

Subszcrbers
AAASILIEVSSEL2003: Onon_FRO

Cancel

Help < Back Mext » |

L

One of the following actions can be selected in this window:

1.

@ Add zubzcriber

Configures the data synchronization (replication) between the primary database and a
specific operational (secondary) database (subscriber)

Subscriber is a database that receives replicated data from the primary database. When
a subscriber is added, one must specify an SQL Server instance where an operational
database is created or selected, and then the database itself must be defined. The
synchronization (replication) is to be provided between the created (selected) database
and the primary database.

When a subscriber is added, all data of an operational database is erased to copy
replicated data of the primary database.

One SQL Server can accommodate one operational database only.

F einitialization

When re-initialization is applied, all data of a target operation database will be replaced
with the replicated data of the primary database.

) Delete subscriber

This option cancels synchronization (replication) between the primary and an operational
database (subscriber)

1 Delete publication

Deletes publication for operational databases with pre-deletion of all subscribes. In other
words it overrides specific settings in the Primary Database that are used to copy
replicated data to operational database.

Let’s discuss each of these actions in detail:

1.

Add subscriber:

This item is selected to add a new subscriber (i.e to configure synchronization (replication)
between the primary database and specific operational database).

With this item selected, please click the Next button. The Configure Subscriber Database window
will appear:



Configure Database Replication &J

Confiqure Subscriber Database
Enter databasze parameter settings

SOL Server ingtance AAESILIENVSSOLZ008
Login 2a
IF"asswu:un:I 123456

Help < Back Meut > ‘ ’ Cancel

L &

Please enter the following in this box:

The instance of ,
MS SQL Server MS SQL Server's Name

Login Login and password of SQL Server’s user account that will be used

to operate the Orion Pro Database.
Password

Click the Next button. It will trigger an attempt to connect to the specified MS SQL Server’s
instance to retrieve the list of registered databases.

If you entered the wrong instance name of the server or it is disconnected, the following box will
appear with the relevant message:

( Error [_thw

".I Error connecting the server A-VASILIEVSQL20081
' S0L Server Network Interfaces: Error Locating Server/Instance Specified
[xFFFFFFFF]

e &

In such a case, please check whether the SQL Server’s instance name is correct, the SQL Server
is running, and the local network connectivity with it is established.

If you entered a correct name for the SQL Server’s instance where one of the bases is used as a
primary database, the Completing Wizard window will appear with the relevant error message:



-

Configure Database Replication w

Completing the Wizard

M otepad
Errars:

Error creating the connected server SecuntyHead W M5 QL2008R 25 -
Cannot drop zerver 'SecuntpH ead WM SOL2008R 25" because it iz uzed az a Publizher in replication

4 5

Click Finizh ta claze the wizard

Then click the Finish button to close the Database Replication Setup Wizard

b

If you entered the correct name of a SQL Server, and this SQL Server is online, and this
subscriber do not use any registered database as a primary database, the Subscriber Databases
window will appear to show the list of databases registered on the SQL Server’s instance:

-

Configure Database Replication ﬁ

Subscriber Databases

Subszcriber 0 atabaszes

Create Mew Database Mew Database Name
58 Oraoin_PRO

ariarn
Oricn
OrionEMG

To continue, press Mest

Help ] ’ < Back ] ’ Mext » l ’ Cancel

L

Select a database you want to use as an operational (secondary) database:
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Subzcriber D atabazes

Create Hew Database

£a

ofion |
Oricnd

OriohE MG

Or choose the Create New Database item:
Subscriber Databases

Create Mew Databaze
3a

arian

Oriond

OrionEMG

Then enter a name for a new database in the New Database Name field:
Mew D atabaze Name

Qroin_PRO

Please note that when the data synchronization (replication) between primary and operations
databases is configured, all data of operational database are erased to copy replicated primary
database to an operational one.

Further, click the Next button to start the process of creating a subscriber (i.e. it will set data
synchronization (replication) between the primary and specific operational databases and copy
the replicated data of primary database to the operational database.

i '
Configure Database Replication g

Create Subscriber

Subzcrber creation in progress

o Creating Subscriber database

o Creating procedure editing job

o Creating Subscriber

«@ Creating subscription for publishing
o« Starting Snapshat Agent

Pleaze wait till the procezs iz finished.

< Back ’ Mext » l ’ Cancel ]

L8 A

Then click the Next button to open the Competing the Wizard window:

B T




f '
Configure Database Replication M

Completing the Wizard

All aperations have been completed successfully,

Click Finizh to cloze the wizard

L A

To close the Database Replication Wizard, please click the Finish button.

Attention! All configuration data sent to SQL Server will be applied in the background mode after
closing Database Replication Wizard. The results can be noticed after a while.

Re-initialization
This reinitializes one or more subscribers by erasing all data in operational data bases to copy the
replicated data of the primary database to operational databases.

With this item chosen, please select one or more subscribers to be reinitialized:
Subszcribers

il &-ASILIEYSSEL2008:0rion PRO
1 Test#PYSOL_Server_2000%: T est?

Then click the Next button. The re-initialization will be applied to the selected subscribers, and
the primary database replica will be copied to these subscribers:
e

-
Configure Database Replication ﬁ

Subscriber Reinitialization
Reinitialization in progress

«@ Reinitializing subscription
o Starting Snapzhat Agent

Fleaze wait il the process is finished.

< Back [ Meut > ] ’ Cancel ]
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When the process is completed, please click the Next button to go to the Completing Wizard
window:
Configure Database Replication ﬁ

Completing the Wizard

All operations have been completed successfully,

Click Finish to close the wizard

To close the Competing Wizard, please click the Finish button.

L

Attention! All settings provided for the SQL Server will applied in the background mode after
closing the Database Replication Setup Wizard. The results can be seen after a while only.

Deleting Subscriber
This option is used to delete one or more subscribers by cancelling all settings required for

synchronization between the primary and a specific operational database(s). However the
operational databases will not be physically removed.

With this item chosen, please select a subscriber(s) you want to delete:
Subszcribers

#il A-vASILIEYVSSOL2008:Orion PRO

Test=PASOL_Server_ 200064 T est2

Then click the Next button. The selected subscribers will be deleted:
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i B
Configure Database Replication ﬂ

Delete Subscriptions and Subscribers
Deleting subscriptions and subscribers iz in progress

o Deleting subscriptions and subzcribers

Fleaze wait kil the process is finished.

< Back [ Meut > ] ’ Cancel ]

Then click the Next button, to open the Completing the Wizard window:
i '
Configure Database Replication M

Completing the Wizard

All operations have been completed successtully,

Click Finish to cloze the wizard

L -

To close the Database Replication Wizard, please click the Finish button.

Delete Publication

This option is used to delete publication for operational databases (i.e. resetting specific settings
in the Primary Database related to the synchronization (replication) with deleting all subscribers
first.

When this option selected, please click the Next button. The publication and all subscribers will
be deleted:
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i B
Configure Database Replication ﬁ

Delete Publication
Deleting publication in progress
o Deleting subscriptions
«@ Deleting subscribers
o Deleting publication

Fleaze wait kil the process is finished.

< Back [ Meut > ] ’ Cancel ]

L A

Click the Next button, the Completing the Wizard window will appear:
l" B
Configure Database Replication M

Completing the Wizard

Al aperations have been completed successiully,

Click Finish ta claze the wizard

L A

To close the Database Replication Setup Wizard, please click the Finish button.

4.8 Reindexing Database

Your Database can grow up to a significant size during operation of the Orion Pro system. This slows
down the database performance.

To cure this, the SQL Server database can be re-indexed. Reindexation will completely rebuilt database
table indexes to improve much the database performance. We recommend that you reindex database
tables from time to time.

65



The Central Server Manager offers the following capabilities to reindex a database:
o Reindexing

o Scheduled reindexing using the MS SQL Server tools.

Please note that reindexing and scheduled reindexing is applied to the database currently used in the
Orion Pro System.

4.8.1 Reindexing Database

To reindex database, please choose Database/Reindexing:
el

@ Create Mew Databasze...
¥ Delete

$ Delete Log Data
& Scheduled Log Deletion

@ Backup...

) Scheduled Backup

H,:;l Restore (*.oda internal format)
Ef,'é' Restore Database from Backup

%3 Replication

Y Scheduled Reindexing

Verify

[ Update Defaults

The Welcome window of the Database Reindexing Wizard will appear:

Reindexing [iE-J

Welcome to the Database Reindexing
Wizard

Thiz wizard will guide you through vour database reindexing breaking
thiz process into zimple ztepz and allow you bo speed up
database-related operations.

To continue, click Mest

Help < Back Mext » | | Cancel

To start reindexing, please click the Next button:
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-
Reindexing

Reindexing
Reindexing databaze

;ﬂ R eindexing in progress

I

Pleaze wait till the process iz finished.

< Back ’ Mext » ] ’ Cancel ]

The re-indexation can take some time with database logs of large size.

When database reindexing is completed:

-
Reindexing

Reindexing
Reindexing databaze

;ﬂ Reindexing in progress

Pleasze wait till the procesz iz finizhed.

M et »

¢Back || | | caneel |

L8

Click the Next button to open the Completing the Wizard:




’ =

Reindexing

Completing the Wizard

Al operations have been completed succeszsfully,

Click Finizh ta cloze the wizard

To close the Database Reindexing Wizard, please click the Finish button:

L

4.8.2 Scheduled Reindexing

The Central Server Manager offers capabilities of configuring scheduled reindexing:
The scheduled reindexing can be achieved by any of the two approaches:

1. Using SQL Server service:
In this case, the installed SQL Server version must support the job execution (the Orion Pro installation

package includes a paid-free SQL Server that does not support this functionality)
To reindex a database by SQL Server tools, you will require the SQL Agent permanently running on the

operated SQL Server instance.

2. Using the Task Scheduler of Windows OS:
In this case, the full version of SQL Server is not required

To configure the scheduled reindexing choose Database/Scheduled Reindexing:
@ Create Mew Database...
¥ Delete

@ Delete Log Data
(& Scheduled Log Deletion

= Backup...
i,:! Scheduled Backup

Ji,:! Restore (*.oda internal format)
E,:! Restore Database from Backup

%3 Replication

Y Reindexing

% Scheduled Reindexing

Verify

Pl 1l ke Mok o e
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You will be welcomed to Database Reindexing Wizard:

Configure Database Reindexing [i—E-J

Welcome to the Database Reindexing
Wizard

Thiz wizard will guide you through vour database reindexing breaking
thiz process into zimple ztepz and allow you bo speed up
database-related operations.

To continue, click Mest

Help < Back Mext » | | Cancel

L A

Please click the next button to go to the Database Reindexing Setup window,

If you try to configure the database reindexing for the first time, the Database Reindexing Setup Window
will look as follows:

Configure Database Reindexing [i—E-J

Database Reindexing Setup

Job Scheduler Job

@ S0L Agent.Job

] Starting at 0000 5
kS Windows [Tazk

Scheduler]

To continue, chick MNesxt

< Back Mewt » | | Cancel

Please select whether SQL Agent or Task Scheduler is to be used for scheduled reindexing:



Job Scheduler

@ S0L Agent Job

M5 Windows [Tazk
Scheduler]

a database will be indexed once a day at the time defined in the Starting at fields:

Y

Starting at 0000 =

If it is not the first time when you configure reindexing, the Database Reindexing Setup window will look
as follows:

Configure Database Reindexing &J

Database Reindexing Setup

Job Scheduler Job

| Active
@ S0L Agent.Job

i Starting at 50000 =
WS Windows [Tazk
Scheduler]

To continue, click Mesxt

Help < Back Mext » | | Cancel |

The figure shows that further selection of another Job Scheduler’s service is not accessible (the current
selection has been used). It also includes a new parameter Active used to enable/disable scheduled

reindexing .

L A

Click the Next button to save changes for the scheduled reindexing settings.
If the SQL Agent service is not running (it is required for reindexing if SQL Server job scheduler is used ),

the process of configuring scheduled reindexing will be terminated at the Checking SQL Agent service
stage:
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i ™y
Configure Database Reindexing ﬁ

Reindexing Setup

Reindexing setup in progress

a Checking SAL Agent service
*+ [reating procedure

+ [Lreating job

Pleasze wait till the process iz finished.

< Back Mext > ] ’ Cancel ]

L -

Then click the Next button, the Completing the Wizard window will appear to show the relevant
information:

- ™y
Configure Database Reindexing ﬁ

Completing the Wizard

M otepad
Errars:

SAL Agent iz not rn, -
The SHL Agent zervice iz hat running. Install it, if required, and start the service. T bo canfigure it agait
FRepeat the configurning.

1 | i (it

Click Finizh to cloge the wizard

L A

If Windows’ Task Scheduler is selected to launch reindexing or SQL Agent Service is launched (if SQL
Server Job Scheduler is selected), all selections for database reindexing will be applied:
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i N
Configure Database Reindexing u

Reindexing Setup

Reindexing setup in progress

o Checking SOL Agent service
o Creating procedure
o Creating job

Pleasze wait till the procesz iz finizhed.

< Back ’ Mext > ] ’ Cancel ]

Then click the Next button to go to the Completing Wizard window with a message on a successful setup

process:

' : B
Configure Database Reindexing ﬁ

Completing the Wizard

Al operations have been completed succeszsfully,

Click Finizh to cloge the wizard

If it is not the first time, when you use Scheduled Reindexing Wizard and no parameters have been
modified in the Database Reindexing Settings before, the configuration step will be skipped and the
Completing the Wizard window will appear with the relevant message:

L A




Configure Database Reindexing &J

Completing the Wizard

All operationz have been completed successiully.

M otepad
Errors: w

Reindexing job zettings have not been changed. -

o 4

Click Finizh to cloze the wizard

< Back Finizh Cancel

L A

To close the Database Reindexing Wizard, please click the Finish button.

4.9 Verifying Database and Removing Dangling References

The Central Server Manager offer capabilities to verify the database and remove dangling references:
The verification check for the following:

e Availability of all database tables

e Necessary fields in the database tables

e Superfluous fields in the database tables

e Dangling references in the database tables

When checking for hanging links in the database tables, it searches records with references to non-
existent records of other tables. When such links are found, they can be deleted

Please note, verification and deleting of dangling references is effective for the database currently
selected for the use the Orion Pro System.
To start database verification, please choose Database/Verify:



Database QalEly
| Database |

@ Create Mew Database...
X Delete

;% Delete Log Data
¥ Scheduled Log Deletion

@ Backup...

) Scheduled Backup

‘i,'él Restore (*.oda internal format)
d,}.' Restore Database from Backup

%3 Replication

v Reindexing
Y Scheduled Reindexing

s Update Defaults

| Netarh Natahace

The Database Verification Wizard will appear:

Verify Database I,i‘s-,l

Welcome to the Database
Verification Wizard

Thiz wizard iz meant to check the databaze for emars, [+ will
guide you through this process breaking it into simple steps.

ATTEMTIOM! Thiz wizard is meant to service the Orion Pro's
databazes. |f pou are not zure, pleaze click the Cancel
buttar b quik the wizard.

To continue, click Mest

Help < Back Mext » | | Cancel

L "

Then click the Next button to start the process of database verification.

If the verification process finds any issues in a table structure, the check for dangling references will be
skipped:



-

Verify Database

L

Database Diagnostics
Databaze diagnostics in progress

o Initialization
Q'a Werifping stucture

* [Checking for dangling references

Pleaze wait till the procezs iz finished.

Help | | < Back | | Mext »

| | Cancel |

A

Click the Next button to go to the Completing the Wizard window showing error messages:

Verify Database

=]

Completing the Wizard

E rrors;

Mizmatching number of fieldz in table COMPS =10 [ghould be 11]

Field Reazon in table REASOMS rmust be deleted!

Field REASOMNID in the table REASOMS must be added!

Mizmatching number of figldz in table GRACCESS = 11 [zhould be 13)
kizrnatching number of fields in table PLIST = 23 [should be 29]

Mismatching number of figldz in table PMARE. = 14 [should be 15]
Mizrnatching number of figlds in table TEEYBOEES = 9 [zshould ke 13)
kizrnatching number of fields in table TEBPEMALS = 7 [zhould be 8]
kizmatching number of figldz in table DEVCAMERASITEMS = 5 [should be B]
kizrnatching number of fields in table PHOME_MUMBERS = & [zhould be 7]
Table CODES_T12 does not exist!

Table SETTINGS does not existl

Table PREASOM does not exist!

The operation has been interrupted at stage: Yerfving structure - due to erors

4

Click Finizh to cloze the wizard

Help < Back End

M otepad

-~

m

nizel

ful}

by

&

Please note that if you use secondary databases (i.e. the synchronization (replication) is enabled),
above window will include messages notifying on an excess field ‘msrepl_tran_version” in each table.

Example:

bizmatching number of fields in table DTYPES = 9[zhould be §]
Field mzrepl_tran_werzion in table DTY'PES must be deleted!

Please ignore these messages, this is not an error.

the



If no errors are found in a table structure during verification, the Database Diagnostics will proceed with
checking for dangling references in database tables:

Verify Database Iél

Database Diagnostics
Databaze diagnostics in progress

o Initialization
o Verifuing structure

o Checking for dangling references

Pleaze wait till the procezs iz finished.

< Back Mewt » l ’ Cancel

L A

If no error is found by the dangling check, the Competing the Wizard will be displayed right after clicking
the Next button

If any error is found by the dangling check, the click on the Next button will display the Dangling
References:

Verify Database I&

Dangling References

ilnthe Table DTYPESELEMEMNT held; EVERTGROUPID=111 link to table EWVENTGROUE
In the Table EVENTGROUPCOMT field: EVEMTGROUPID=111 link ta table EVENTGROURP

Tick dangling references you want to delete and press Mest.

< Back M et > l ’ Cancel
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Please select the check boxes of the dangling references you want to delete and click Next:
If no dangle references are selected the Completing the Wizard window will appear.
If some dangling references are selected, the window with deleting process will be shown:

Verify Database I&

Database Diagnostics
D atabaze diagnostics in progress

o Initialization

o Deleting dangling references

Pleaze wait till the process iz finizhed.

< Back Mext > l ’ Cancel ]

L A

Then click the Next button, the Completing the Wizard window will appear:

Verify Database I&

Completing the Wizard

All aperations have been completed successfully.

Click Finizh to cloze the wizard

< Back End Cancel

L A

To close the Database Verification Wizard, please click the Finish button.
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It should be noted, that errors usually occur if the database version mismatches the version of Orion Pro
Suite. To cure this, such a database must be upgraded.

4.10 Updating Defaults

Attention! The Update Defaults is a specific action performed in rare cases for example, when your need
to integrate a support of a new device to the Orion Pro System, or add a new event. The Bolid Company
highly recommends NOT to update defaults without a critical need and consultation with the Technical

Support team

If applied, the Update Default action updates the following database tables”

VersionDB: a database version

Events: the list of system events

EventGroup and EventGroupCont: event groups for the systems entities

Sys— properties of workstations;

dTypesElement: list of standard types of entities (modules (devices), loops (points), relay outputs
vinspTypes— list of supported video systems

Interfaces, Protocols and InterfaceProtocol — list of supported interfaces, protocols and their
linkages;

e pListNetPorts: list of ports used by software modules

Please note, that Update Defaults function will be effective only for the database currently selected for the
use in the Orion Pro System.

To update defaults please, choose Database/Update Defaults:

@ Create Mew Database...
. Delete

& Delete Log Data

8 oA led ) an TialaEinm

Y Scheduled Reindexing

Verify
‘B Update Defaults

LJ Detach Database from Server
il Attarh Datahacze tn Server

The Update Defaults Wizard will appear:
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Update Defaults Lﬁ,l

Welcome to the wizard of updating
defaults

The wizard will guide wou through the process of updating defaults.

Thiz wizard iz meant to zervice Orion databazes. |f pou are not
zure, pleaze click the Cancel button to guit the wizard,

To continue, press Mext

| Help ¢ Back = | | Cancel |

L -

Then click the Next button to start the process of updating defaults:

Update Defaults [ﬁ,l

Update Database Defaults
Idpdating databaze defaults

@ Initialization
o Running S0L Scripts
5 "whiting defaults

Pleasze wait till the process iz finished.

| Help < Back M et = Cancel

L -~

When the process will be completed:



-

Update Defaults

Update Database Defaults
Idpdating databaze defaults

@ Initialization
o Running S0L Scripts
o Wwiiting defaults

Pleaze wait till the process iz finished.

< Back MHext > ] ’ Cancel

Please click the Next button to go to the Completing Wizard window:

Update Defaults

Completing the wizard
Al operations have been completed succesafully.

Click Finizh to cloze the wizard

Cancel

L

To close the Update Defaults Wizard, click the Finish button.
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411 Registering Database, Unregistering Database

Now, the Orion Pro Suite uses MS SQL Server databases. It is enough for applications to know a
database alias (name) only to work with the database. A database alias is defined when a database is
created or registered in the MS SQL Server. Thus, a database can be physically deleted from the MS
SQL Server or unregistered. When a database is unregistered, it is not physically deleted and can be
reregistered, if needed.

Please be aware that:
- Registration of a database is called “Attach Database”
- Unregistration of a database called “Detach Database”

To complete the above actions, you can use Enterprise Manager (included in the full version of MS SQL
Server) or SQL Server Management Studio (included in the Orion Pro Suite)

Further, this guide discusses how to use Orion Pro Central Server Manager for the above actions.

4.11.1 Registering Database in MS SQL Server

Attention! To register a Database in the SQL Server, make sure that you shut down all Orion Pro
moaules all workstations but for the Central Server and currently used Central Server Manager

To register a Database (Attach Database) in the MS SQL Server, please choose Database/Attach
Database:

% [_@ Create Mew Database...,
'_‘*'!I ¥ Delete

& Delete Log Data
(& Scheduled Log Deletion

= jﬁ,ﬂ_ Backup...
i}! Scheduled Backup
H:l,-_' Restore (*.oda internal format)
) Restore Database from Backup

_t'§ Replication

Y Reindexing
v Scheduled Reindexing

Verify

{3 Update Defaults

|4 Detach Database
' Attach Database

J Upgrade & Merge

The Attach Database Wizard will appear:
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Attach Database

Welcome to the Attach Database
Wizard

The wizard will guide you through the procesz of attaching a
databaze to the server.

Once databaze files have been attached ta the server, the
zereer will ztart autamatically operating thiz databaze.

To continue, press Mest

Help < Back Mext » | | Cancel |

Click the Next button, the Database Attachment Settings window will appear:

L

~

28|

Attach Database

Database Attachment Settings

D atabaze
Aliaz Mamne:

Crion

D atabaze File Mame:

IC:\ORIONBASE \MSDE 20084OrionPro2. mdf =
Log File Mame:
C:AORIONBASESMSDE 20034 DrionProz. 1df =
Click Mest to continue
Help | | < Back | | Mext » | | Cancel

L A

Please, click = in the Database file name field to difine the the database path an name:

D atabaze File Mame:
C:A0RIOMBASENSDE 200340 rionProzZ. mdf =

Then select file name (*.mdf) of the database you want to attach (register):



A

a Select @
Lookin: | DATA - @ F = Er
I Mame ’ Date modified Type
ke [(A distribution 8/28/2014 231 PM 50QL Serve
RecentPlaces |3 aster 8/28/2014 230 PM  SQL Serve
" (A model 8/28/2014 230 PM  SQL Serve
L;-'I MSDEData 8/28/2014 2:30 PM S50L Serve
Desktop | A Orion12 8/28/2014 3:30 PM  SQL Serve
— L—,_j ReportServerSVMSQL2008R25 8/28/2014 2:30 PM S50L Serve
=] [A ReportServerSVMSQL2008R2STempDB 8/28/2014 2:30 PM S0L Serve
Libraries [(A tempdb 8/28/2014 2:30 PM 50L Serve
A
Computer
@
Y ' T = P
Metwork
File name: Crion 12 -
Fesoftyps: | DB File (*mdf) v [ Cancel |
Attention! If you select a SQL Server-registered database and click the Open button, the following

message will appear:
)

Select

S

!.\'

MSDBData
This file is in use.
Enter a new name or close the file that's open in ancther prograrm.

L

A

If the folder with the specified *.mdf file of contains the *.Idf log file with the same name, the Database

log file will be filled automatically. If the .Idf and mdf files have different names, click the = button in the
Database log file name field:

Log File Marme:

C:AORIOMBASENMSDE 200840rionPro2. 1df

and select a required file in Windows standard dialog box:

=

Enter the name of a database you want to attach in the Alias name field:

Aliaz Mame:

Oricn

Please note that a new alias entered for the database attachment (registration) can differ from the
originally defined one when the database was created.

Then click the Next button to attempt to register database in the MS SQL Server:

A database registration attempt fails if one of the following occurs:
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A database server is not running
The wrong names of a data (*.mdf) file orlog (*.Idf) files
You entered the incorrect value for the database alias (the alias characters can be English

alphanumeric and underscore only; the alias can be started with alphabetical (recommended) or
numeric character with a maxim name length of 30 characters)
4. You entered the alias of a registered database

.
Attach Database ﬁ

Attach Database
Dratabaze attachment in progress

wh =

-

€3 Connecting database to server

—— |

L
Pleasze wait till the process iz finished.

< Back ’ Pext > ] ’ Cancel ]

Then click Next, the Completing the Wizard widow with an error message will appear:
-
Attach Database

L

‘l

Completing the Wizard

M otepad
Errars:

Error attaching databaze.
SOL Server zervice haz been pauged. Mo new connectionz will be allowed. Ta resume the service, us

-~

1 | ] 3

Click Finizh ta cloze the wizard

The above example contains error message resulted if the SQL Server is not running.

L

For the wrong name of (*.mdf) or (*.Idf) files the error description will be the following:
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Error attaching the DB, -
|L|r'|a|:|||3 to open the phyzsical file "C:AORIONBASE SMSDE 2008N0RI0OMN1142. mdf. Operating system er

i | i | P

If you entered incorrect alias, the error message will be as follows:

Error attaching databaze. -
|Inable to open the phuzical file "0\ S0DE 200840non_eng.mdf*. Operating syztem eror 5 "5(failed to

a4 | m | b

If you entered an alias of a database already registered in the MS SQL Server the error message will be
as follows:

Errar attaching database. -
|Inable to open the phuzical file "0\ S0DE 200840non_eng.mdf*. Dperating system eror 5 "5(failed to

'l m | b

If no one of the above situations occurs, the database will be registered in the MS SQL Server:
i - '
Attach Database M

e —

Attach Database
Dratabaze attachment in progress

o« Connecting databaze to server

Pleasze wait till the process iz finished.

< Back ’ Mext > ] ’ Cancel ]

Then click the Next button, the Completing the Wizard window will appear with the success message:




o

- . 3
Attach Database M

Completing the Wizard
All operations have been completed successfully.

Click Finizh to cloze the wizard

To complete the Attach Database Wizard, please click the Finish button.

L

As soon as the database is registered in the SQL Server, the Central Server will immediately switches
over to this database while the Database Settings window will include this new database parameters.

4.11.2 Unregistering Database

Attention! Before unregistering a database, shut down all Orion Pro software modules on all workstations
but for the Central Server and currently used Central Server Manager.

Please note when you unregister (detach) a database, it will concerns a database currently selected in the
Orion Pro System

To unregister a database, please choose Database/Detach Database as show in the figure:

@ Create Mew Database...
. Delete

zg& Delete Log Data
(& Scheduled Log Deletion

= Backup...

i}! Scheduled Backup

i,:! Restore (*.oda internal format)
#) Restore Database from Backup

xﬁ Replication

Y Reindexing
" Scheduled Reindexing

Verify
{3 Update Defaults

! Detach Database
i Attach Database
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The Detach Database Wizard will start up:

Detach Database I&l

Welcome to the Detach Database
Wizard

Thiz wizard will guide the process of detaching the database from
the zerver without deleting databasze filesz

The zpstem will MOT operate until you select a new databaze server
or a hew databasze

To continue, press Mest

Help < Back Mext » ‘ I Cancel

L A

Then click the Next button, the database detachment will be attempted

If the SQL Server is off-line, the process of detaching will be terminated at the Disconnecting clients step:

Detach Database I&

Database Detachment

Databaze detachment in progress

Q Digconnecting clients

o Detaching databagze

Pleasze wait till the procesz iz finizhed.

Help < Back I M et » ‘ I Cancel J

L A

Then click Next to see an error description in the Completing the Wizard window:



-

-
Detach Database ﬂ

Completing the Wizard

All operations have been completed successfully,

M otepad
Errors:

Error dizconnecting databaze users -~
DBMETLIB][Connectiontrite [zend(]]. ]General network, ermor. Check pour network, documentation

1 k

Click Finizh ta cloze the wizard

< Back End Cancel

If the MS SQL Server is on-line the database will be registered:

-

L

—— B’
Detach Database - u

Database Detachment
Dratabaze detachment in progress

o Dizconnecting clients

o Detaching databaze

Pleasze wait till the process iz finished.

< Back ’ Mext > ] ’ Cancel ]

A

Then click the Next button, the Completing the Wizard window with detachment success message will

appear:




Detach Database [ﬁj

Completing the Wizard

All operationz have been completed successiully.

Click Finizh ta cloze the wizard

Help < Back End Cancel

L A

To close the Detach Database Wizard, please click the Finish button

If you unregister the database currently used by the Orion Pro System, please specify parameters of
another database in the Database Settings window, or create a new database

4.12 Upgrading Database, Merging Database
Upgrading or merging is necessary when the Orion Pro software is updated.

The procedure of upgrading is meant for converting the existing Orion Database (version 7.3 or higher) or
Orion Pro database (version 1.8 or higher) into the format of current Orion Pro’s version (the version of
updated Orion Pro).

Conversion of Orion Databases with versions lower than 7.3 or Orion Pro lower than 1.8 is not supported.
The procedure of merging is meant for merging two or more database into a single database with
preliminary database upgrade, if required.

In Orion Pro, the database where the data imported from a source databases is called a Single Database.
Only two databases can be merged for one time. If you need to merge more databases, you have to
repeat the merging process (as described below) as many times as required with adding another

database data to the Single Database each time.

Please note that during the upgrading process, a new database is created. However, when you merge
databases, the information from one database is added to an existing database.

The Single Database where the information will be added from the upgraded database during the process
of merging must have the same version as the currently installed Orion Pro Suite.

Attentijon. Before staring the process of apgrading, please shut down all Orion Pro software modules on
all workstation, but for the Central Server and currently used Central Server Manager.

To upgrade a database the following sequence of actions has to be completed:

First, specify the database you want to upgrade (source database) or the information of which you want to
add (with preliminary upgrade) to the Single Database:



Please enter the database parameters:

Database Access

Must have the ADO value

Drivers

Must have the MSSQL

DATABASE NAME

Alias of Orion Pro database in the settings of SQL Server

SERVER NAME

USER NAME

PASSWORD

The name of SQL Server’s instance.

Login and password for user account of SQL Server. By default, a user name
“sa” with password “123456 will be added to the installed SQL server. If you use
already installed SQL Server, please type here the login and password of the
user account that will be used to access and manipulate the Orion Pro database

Command Timeout

This parameter value defines a maximum SQL request timeout (in seconds).
When the value of a timeout is reached, the request will be deemed as failed, and
the connection to the server will be terminated. An infinite timeout is “0”

It is highly recommended NOT to change this parameter value without consulting
the Technical Support

Attention!

1. You can type SQL Server instance name or select it using auto-search option. To select SQL
Server instance name, choose SERVER NAME and click the button. The Select SQL Server
dialog box will appear to show available servers:

-

Select SQL Server

A4ASILIEVASSOLEXPRESS 2003
A-Z0LOTON
AZ0LO0TOVANDROMEDA
A-Z0LOTOVSSHLEXPRESS
A-Z0L0TOWNSULEXPRESS2003
A0L0TOVYSOLSERYERZ003
RATE RN
[-KOZLOVASHLE=PRESS -

I Pl O L Ol B O sl L sl el sl U T T Lo R

m

1] 3 ] ’ Cancel

The servers are searched within the local network computers.

2. The Database name (alias) can be entered manually or selected using the auto-search option.
To select a database from the list of registered ones, when all other parameter values have been

entered, please choose DATABASE NAME and click the E] button. The Select Database dialog

-

Select Database

box will appear with all databases registered on the selected SQL Server:

ararn

Oriond

OrionEMG
£a

L

Then choose Database/Upgrade & Merge:

90




@ Create Mew Database...
X Delete

z&; Delete Log Data
& Scheduled Log Deletion

@ Backup...

) Scheduled Backup

H,'él Restore (*.oda internal format)
d,'é' Restore Database from Backup

%3 Replication

v Reindexing
Y Scheduled Reindexing

Verify

i Update Defaults

|4 Detach Database
| 4 Attach Database

f Upgrade & Merge

The Welcome window of Upgrade and Merge Wizard will appear:

Upgrade and Merge

==

Help < Back Mext » | | Cancel

Thiz wizard will guide you through the pracess of upgrading and
merging a databaze breaking it into zsimple steps.

Thiz wizard iz meant to gervice the Orion Pro D atabaze. IF pouw are
hiot zure, pleaze click the Cancel button to quit the wizard,

To continue, chok Mest

L

Click the next buttonto goto U
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pgrade and Merge Setup dialog box:



Upgrade and Merge @
Upgrade and Merge Setup

Transfer event log:
[Yes v]

@ |pgrade

) Tranzfer alarm log:

) Merge [Yes v]
Trangfer statigtics:
[Yes v]
Transfer video archive:
[Yes v]

Help ] [ < Back ] ’ Mext » ] ’ Cancel
Then select:

e An action to be applied to a database :

@ Upgrade
(71 Merge

o Select the Upgrade item, if you want to upgrade your database. In this case, the resulted
database will include converted data of the current database;

o If you select the Merge item, the process of merging will be completed. The resulted
database will include its old data plus the converted data of the currently upgraded
database

e Select whether an event, alarm, statics or/and video archive logs are to be upgraded; if Yes, the
period of transferred data

Event Log:

[Yes - ]
Alarm Log:

[Yes - ]
Statistics:

[Yes - ]
Yideo Archive:

[Yes - ]

Possible values for each log are as follows:
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Yes -

Far lazt 3 months
Far last 4 months
Far lazt 2 months
For last month
Far lazt 4 weeksz
Far lazt 2 weekz
Far last week
For lazt 4 daps
For lazt 2 days
For last dap

| Mo

If the Orion Database is to be upgraded, the Upgrade and Merge Setup will include the field “Define the
computer name:

Define the computer name:

Orior

This field is available, when the Merge item is selected.

The name of a computer is used to specify the computer in the single (master) database where relevant
entities of a source database will be assigned.
It is important to understand that:

- If you enter the name of a computer that does not exist in the master database, a new computer
with such a name will be created in the master database, and relevant entities of a source
database will be associated to this computer (partitions, partition groups, maps, as well as
devices for which COM Port 1 will be created on this new computer)

- If you enter the name of a computer that exists in the master database, this computer will
accommodate all relevant entities of a source database (partitions, partition groups, maps, as well
as devices for which COM Port with an available number will be created on the computer)

Then click the Next button, the wizard will buffer all database files to your computer hard disc:

i h

Upgrade and Merge

Archiving Database
Archiving databaze in progress

o Reindesing database
o Initialization

o Creating tempoarary files

Pleasze wait till the process iz finished.

< Back M et » ‘ I Cancel

L A

Click the Next button to go to the Database Settings window:



-

L

Upgrade and Merge

Database Settings
Set databaze parameters

Databaze Access ADO

Drrivers MSSOL

DATABASE MaME OrionPro2

SERVER MaME SUPPORT-11-57450LSERVER 2003
USER MAME za

Cormand T irmeout 0

Fa55wWORD 123456

Help

< Back

Mext » Cancel

Here, please enter the database parameter values:

o In case of upgrading, it will be parameters of a new database that will be created and where
converted data of the current (source) database will be written

o In case of merging, it will be parameters for the master database where converted data of the
current (source) database will be added

Please, make sure that the version of the master database where the current (source) database
will be merged to is the same as the version of the currently used Orion Pro Suite.

Please enter the database parameters:

Database Access

Must have the ADO value

Drivers

Must have the MS SQL

DATABASE NAME

Alias of Orion Pro database in the settings of SQL Server

SERVER NAME

USER NAME

PASSWORD

The name of SQL Server’s instance.

Login and password for user account of SQL Server. By default, a user
name “sa” with password “123456 will be added to the installed SQL
server. If you use already installed SQL Server, please type here the
login and password of the user account that will be used to access and
manipulate the Orion Pro database

Command Timeout

This parameter value defines a maximum SQL request timeout (in
seconds). When the value of a timeout is reached, the request will be
deemed as failed, and the connection to the server will be terminated. An
infinite timeout is “0”

It is highly recommended NOT to change this parameter value without
consulting the Technical Support

Alttention!

If case of merging databases, no new database is created but the database alias name
(DATABASE NAME) must be the same as one of the single database.

In case of upgrading a database, a new database is created but the alias of this database
(DATABASE NAME) must differ from the aliases of the databases registered on the MS SQL

Server.

A database alias (name) can include alphabetic (English only), numeric, and underscore
characters. The allas name must start with an alphabetic (recommended) or numeric character;
the length of an alias must not exceed 30 characters.

When the database parameters are filled, please click Next to start the process of database upgrading.




Under any conditions as described below, the process of upgrading or merging will be interrupted at the
Creating database step (or at the Checking connection step respectively):

Upgrade and Merge | %= |

Database Upgrade
Databaze upgrade in progress

o Initialization
€3 Creating database

*  Creating tables

*  Creating indexes

*  Running SGL Scripts

+ Wwhiting defaults

+  pagrading

*  [Deleting temparary fieldz

Pleaze wait till the process iz finished.

Help ] [ < Back Mext »

L )

» No connection with the SQL Server or wrong parameter values for SERVER NAME and HOST
NAME:

Error @1

b Cannot create database.
. [DEMETUE][ConnectionOpen (Connect(]).]50L Server does not exist or
access denied

e A

» A wrong User Name or Password:

Error @ﬁ

‘-.I Cannot create database.
# Login failed for user 'salll’

L A

> You entered the alias of a registered database (in case of upgrading):
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r—Errt:lr @1

|"/.-_.'“- Cannot create database.

'-\_____,-'I This database already exists

L A

» Your entered an unknown alias, i.e. there is no registered database with such an alias on the MS
SQL (in case of merging):

F !

Ermor

i 3 . i
[e_l Please, check connection settings.
R -

L &

If none of the above conditions holds, the upgrading process will be initialized:
e In case of upgrading, the Wizard will create a new database where the data of the current
database will be imported

Upgrade and Merge @

Database Upgrade

Databaze upgrade in progress

o Initialization

o Creating database

@ Creating tables

@ Creating indexes

o Running SOL Scripts
o "wiiting defaults

) Uparading

o Deleting temporary fields

Pleasze wait till the procesz iz finizhed.

< Back et » ] ’ Cancel

e In case of merging, the Wizard will upgrade data of the source database to import it to the master
database
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Upgrade and Merge l&

Database Merge
kerging in progress

@ Initialization

@ Connection check,

«d Backing up database
< Merging

2 Deleting temporary fields

Please wait bl the process is finizhed.

< Back MHest » l ’ Cancel

Click the Next button, to go the Completing the Wizard window:

Upgrade and Merge I&

Completing the Wizard

All operations have been completed succezsfully.

L

Click Finizh to cloge the wizard

To close the Upgrade and Merge Wizard, click the Finish button

L

When the database upgrading (merging) has been completed, the Central Server will immediately switch
over to the upgraded database (or the single (master) database respectively) and Database Settings
window will display the parameters of the upgraded (or master) database
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Appendix 4.A.Upgrade Non-Portable Database Information

In case of upgrading the Orion database, unpotable data due to structural differences are as follows:

User events are not portable

The settings of the My Computer entity are not portable

GSM modems and their related settings are not portable

The Single-Channel Video system are not portable

Only some parts of Orion-Video video system and settings can be imported
Temperature Readings and Smoke Readings of Partitions are non-portable
Smoke and temperature statistics are non-portable

Only titles of scenarios can be imported

Scenario associations to events are non-portable

The Management Tree are not portable

The Schedule of Scenarios cannot be imported

Holidays are not portable

In case of upgrading the database of Orion Pro 1.8, non-potable data | due to the structural incompliances
are as follows:

Only names of scenarios are portable
Scenario associations to events are not portable
The Schedule of Scenarios is not portable

In case of upgrading the database of Orion Pro 1.8 - 1.10:

Custom changes in event groups are not portable. Respectively, the associations of scenarios to
custom events added to an event group are not portable either.
Video systems, cameras are not portable.
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