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6. Database Administrator

I/t is recommended to get acquainted with the terms and definitions of Orion Integrated Security System
before getting started Database Administrator (See Chapter 1. About the System)

The Database Administrator network client of the Orion Pro system is used to configure the systems and
controllers.

The Database Administrator allows a system user to:

e Describe the physical structure of the system: workstations and workstation-connected devices
and cameras
Define logical system elements: partitions, partition groups, access points, and access zones
Add system entities to site maps
Create management scenarios
Configure system automated responses to any events;
Enter employee details
Define employee privileges
Enter credentials : software passwords, PIN-codes, and Touch Memory and Proximity tokens
Program Time Zones and Access Levels, PIN-codes, tokens to system devices using Scanning
Cores.

The Database Administrator (HAbd.exe located in directory were Orion Pro is installed) is started from
the System Shell. Please start the System Shell of the Orion Pro system, left click the corresponding icon
on the Shell bar if the start of Database Administrator is authorized on your computer:

=Wl @ & D

oT DBA Reports T&A Server  Personal Card Statistics  OCS
Manager

Environment Analysis —

If there is no connection to the Central Server, the Database Administrator cannot be started and the error
box will appear with the following message:

( Error ﬁ1

[0] Application error: Error of connection with a server (IP = 192.168.20.3)

If the Central Sever connection is successful, the splash window will appear and the Database
Administrator will start loading the Database:



nistrator

o

If a databasse version is not compatible with the revision of the Orion Pro system currently used, the
loading process will be terminated at the very first table where the table structure mismatched the

structure of this table in the database of the used Orion Pro, and a warning box will appear to this respect.
For example:

R ==

I.-"'H'\-.I Error of opening of a DB: Invalid object name 'Accessfone,
L 4 QueryMame = "griccessZone”

-

L -y

If the version of the Database is as required, its loading will result in a dialog box where you should enter
your password to log in to the Database Administrator:

- '

Database Administrator

Enter password =

(o ) Koo |

L A

The password entered should belong to an employee who has a user status such as Owner,
Administrator, or Badge Office Operator; this password must give rights to run Database Administrator.
The accessibility of the Database Administrator tabs and menus depends on a user status and password-
associated rights and privileges.

For the explanation of user status and password rights, see Chapter 6.77.7.7 Employee Status and
Chapter 6.12.1 Creating Software Passwords). Let's discuss examples of an employee status and
password rights as applicable to Database Administrator module:




o Access to the tabs of the Database Administrator depending on the status of an account:
e Owner and Administrator have access to any windows of the software (depending on
password rights)
e Duty Officer, Duty Operator, Credentials Holder and User have no rights to run the
Database Administrator module
e Database Operator have rights to access to the Employees and Credentials tabs only
(depending on password rights)

o Access to the tabs of the Database Administrator module depending on password rights:
o Database Administrator Off disables rights to work with Database Administrator
e Database Administrator On give rights to work with Database Administrator in
accordance with the following:
= Access to Intrusion and Fire Alarm Systems give rights to access the Device
Addresses, Floor Plans, and System Structure windows
= Access to Access Control, Management Scenarios, Management Tree,
Schedules, Access Levels, Personnel, and Credentials give rights to run the
corresponding windows.

The default employee in new and demo databases of Orion Pro’s is “John Smith” who has maximum
privileges and password “1”.

Attention! You can run one instance of a Database Administration a single workstation. If Database
Administrator is already running on a workstation, your attempt to start it once more (for example in a
folder with installed Orion Pro) will not result in starting one more instance of the Database Administrator.
And the following message will appear.

i !
Information I,&J

"o_- . The application is already running on this computer

L™ A

It is worth mentioning that more than one Database Administrator modules can be run on different
workstations at a time. A logical question arises about how the coordination of such modules is provided,
namely, how information updates are provided in Database Administrator modules, when database
changes are made on one of them.

The Database Administrator has the following logic implemented to support updates of database
information in case of its remote changes:
o If the database is changed remotely, a message about changing a table (or several ones) will
appear in the Event Log (Chapter 6.1.5 Event Log) of the Remotely Changed Table in Database
Administrator (Bottom of the Database Administrator screen).

For example:
I D ate Time D ezcription |
| 310/2015 4:26:31 PM Changed data in the Employess table

o A current user of Database Administrator sees these messages and can perform required actions
to update information in Database Administrator, if required:

If data are changed in any Database Administrator, all other Database Administrators will receive
messages about such changes. This message will be displayed in the event log, and updates
related to Scenarios, Management Tree, Schedules, Time Zones, Access Levels, and Credentials
will take effect automatically in Database Administrators. In addition, the data update message
will be displayed in the event log of the Network Exchange tab:



Date Time Dezcription

05.09.2014 16:40:51 . RefreshT ablesD ata i

4 i 3

Switching to any of the above tabs will refresh displayed information.

Thereafter, if database changes occurred in relation to one of these tabs of Database
Administrator while you are working in this tab, you should toggle another tab and then come back
to the required tab where the displayed information will be refreshed.

Device Addresses, Maps, System Structure, and Access Control tabs do not support the
automated updates. To update information on these windows please right click the event log field
of Remotely Changed Tables to choose on the following actions:

e Update tables for the current window:

Refresh tables for the current tab Fa
Refresh all tables Ctrl+F5

(or press <F5> on the keyboard).
The update will take effect for the information from database tables related to the
current (opened) maintenance window of Database Administrator.

e Update all tables:

Refresh tables for the current tab Fa
Refresh all tables Ctrl+F5

(or press <Ctrl+F5> on the keyboard).
Information from all database tables will be updated.
Performing any of two actions above will result in:
- Refreshing displayed information on the current (active) tab of Database Administrator
- Cleaning the event log from outdated messages related to tables containing information that has
been updated.

6.1 Database Administrator Interface

Database Administrator graphic interface is shown in the figure below:
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The figure above shows, the elements of the Database Administrator module:

Menu bar

Current window area
Event Log

Action buttons
Inspector dialog box.

oukrwn =

The Current Window Area displays the maintenance window selected using toggle buttons or menu
commands. Options of each tab are described in the corresponding Chapters (see chapters 6.2 Device

Addresses - 6.12 Credentials)

Buttons to toggle between the Database Administrator tabs

Other elements are described in chapters 6.7.7 Program Menu - 6. 1.5 Event Log

6.1.1 Program Menu

Options | Service | Help
The Menu bar includes the following elements:

1. The Options menu:




'Gptiuns Service  Help
Device Addresses...
Maps...
Systern Structure... !
Access Contral...
Management Scenarios...
Management Tree...
Schedule...
Time Zones...
Access Levels...
Employees...
Cars... |

Credentials...

User-Defined Events

Configure Card Layout [
Set Event Groups

Configure Metwork Ports

Set Custom Fields

Settings

. Device Addresses...opens the Device Addresses window.

. Maps...opens the Maps window

. System Structure... opens the System Structure window.

. Access Control... opens the Access Control window.

. Management Scenarios... opens the Management Scenarios window.

. Management Tree... opens the Management Tree window.

. Schedule... opens the Schedule window

. Time Zones...opens the Time Zones window.

. Access Levels... opens the Access Level window.

0. Employees... opens the Employees window.

1. Credentials... opens the Credentials window

.12. User-Defined Events opens the Setting User Events dialog box to add, edit and delete user

events.
(These actions are described in Chapter 6. 74.2 Defining User Events)

1.13. Configure Card Layout opens the Badge Layout Editor window to create and edit badge layouts
for further printing (usually proximity card printers are used for this purpose)
(These actions are described in Chapter 6.717.2.7 Creating Badge Layout)

1.14. Set Event Groups opens Set Event Groups where you can customize groups of system object
evens (See Chapter 6.14.3 Setting Event Groups).

1.15. Configure Network Ports is used to configure network ports for the software modules. (See
Chapter 6. 74.4 Configuring Network Ports.)

1.16. The Settings item opens the Settings window to set the performance parameters of the

Database Administrator module (These actions are described in Chapter 6.74.7 Settings of

Database Administrator).

1.1
1.2
1.3
1.4
1.5
1.6
1.7
1.8
1.9
1.1
1.1
1.1



The Service menu:

[ Service Help

1.17.

1.18.

1.19.

1.20.

1.21.

1.22

1.23.

Update Database in Operative Task

Transfer...

Save Employee Photo to File Ctrl+5
Read Configuration from Devices

Rewrite Tokens to Devices

Read Status of Tokens B
Check Devices for Token Duplicates

Check Devices for Extra Tokens
Synchronise All TouchMemaory (Proximity) Token Codes
Check Database for Token Duplicates

Import Configuration from 520000
Export Database to 52000M

Export Employees to C5V File

Recpen Tables F&

Update Database in Operative Task instructs all System Shells (as well as their Scanning
Cores, Monitors, and Video Serves) to update the database information. When database
update is completed in any Scanning Core, the corresponding message will be displayed in the
Event Log in Network Exchanges:

Date Time Dezcription
14.08.2014 122318 : Databage restart in Scanning Core completed, computer SUPPORT-11-57 [192.168.11.57)
14.08.2014 12:23186 : Databasze restart in Scanning Core completed, computer SUPPORT-11-57 [192.168.11.57)

Information in the System Shell, Scanning Core, and Monitors modules is updated
automatically when database changes are occurred in relation to time zones, access levels,
and the lists of employees and credentials.

This menu action is used to instruct all System Shells (Scanning Cores, Monitors, and Video
Server) to complete entire update of database information.
Transfer... is used to transfer Devices of COM-port or S2000 (S2000M) panel to another COM
port or panel.

(The description of this action is provided in Chapter 6.2.6.1.3 Device Transfer).

This menu item is accessible only on the Device Addresses and System Structure windows
(tabs).
Save Employee Photo to File is used to save an employee photo to a file. (See Chapter 6.77.3
Saving an Employee Photo to a File).

This menu item is accessible on the Employee tab only.
Read Configuration from Devices is used for reading configurations and tokens codes from
devices by Scanning Cores. (See Chapter 6.12.4.1 Reading Configurations and Token Codes
by Scanning Cores. Receiving of Credential States).

Rewrite Tokens to Devices is used to rewrite tokens to devices.

(The related actions are described in Chapter 6. 72.4.3.3 Rewriting Credentials to Devices).
Read Status of Tokens is used to obtain status of tokens (credentials), stored in devices, via
Scanning Core. (See Chapter 6.12.4.1 Reading Configurations and Token Codes by Scanning
Cores. Receiving of Credential States.

This menu item is accessible only when the Credentials window (tab) is open.

Check Devices for Token Duplicates instructs Scanning Cores to search duplicates of tokens in
devices.

(For the description of these actions, see Chapter 6.72.4.5 Searching Token Duplicates in
Devices.)



2.

1.24

1.25.

1.26.

1.27.

1.28.

1.29.

1.30.

. Check Devices for Extra Tokens instructs Scanning Cores to search token codes that is not
stored in the Database of the Orion Pro system.

(For the description of these actions, see Chapter 6.72.4.6 Searching Extra Tokens in Devices).
Synchronize All Touch Memory (Proximity) Token Codes instructs Scanning Cores to check
and change, if needed, token codes and their assigned rights in devices in accordance with the
settings of the Orion Pro database.

(For the description of these actions, see Chapter 6.72.4.3.2 Synchronizing All Tokens with
Devices)

This menu item can be accessed only when the Credentials window is opened.

Check Database for Token Duplicates is used to search token duplicates in the Orion Pro
Database.

(For the description of these actions, see Chapter 6.12.4.4 Searching Token Duplicates in
Database)

Import Configuration from S200M instructs a corresponding Scanning Core to import a
configuration from the S2000M panel to the Orion Pro database. (For the descriptions of
these actions see Chapter 6.13.1 /mporting Configuration from S2000M Panel)

This menu item is available only when on the Device Addresses and System Structures
windows.

Export Database to S2000M instructs a corresponding Scanning Core to export the Orion Pro
database to the S2000M panel. (For the description of these action see Chapter 6.73.2
Exporting Database to S2000M)

This menu item is available only when on the Device Addresses and System Structures
windows.

Export Employees to CSV File exports list of employees and tokens to CSV file.

(For the description of these actions see chapter 6.77.4 Exporting Employees and Credentials
to CSV File.)

Reopen Tables is used to update information from all database tables in the Database
Administrator module. (For the descriptions of these actions see the foreword in chapter 6.
Database Administrator.)

The Help Menu.

2.1.

About...

About ... is to open the About... window:

E About [—Jﬁﬁ

-EI Orion Pro Database Administrator

Yersion 1.12 [releaze 2, build 3275]

Orion Pro
Yerzion 1.12 [releaze 2]

Orian PracR.AZDR.O0027 Module :R.AZDR.000Z7

B2 BOLID Company - hito: A, biolid. com

SECURITY SYSTEMS

L o

This window shows the versions of Orion Pro and Database Administrator, as well as
information about the Bolid Company.



6.1.2 Toggling Buttons

To facilitate entering and viewing the system information, Database Administrator is subdivided into 11
tabs, with each of them been used to edit relevant system data. You can toggle between windows using
Database Administrator’s toolbar buttons, the items of Options menu or <Ctrl+Tab> keyboard shortcut.

Buttons toggling between the Database Administrators tabs:

Eﬁ Toggles Device Addresses

Toggles Maps

Toggles System Structure

Toggles Access Control

Toggles Managements Scenarios

Toggles Management Tree

Toggles Schedule

Toggles Time Zones

B e L

III m

Toggles Access Levels

Toggles Employees

B

Toggles Credentials

vi@,_,,

The toolbar also includes an icon indicating a status of connection to the Central Sever:

- You are connected to the Central Server,

- You are disconnected from the Central Server.

6.1.3 Action Buttons

This area includes action buttons affecting the entities of the Orion Pro system; it also includes the Exit

button of the Database Administrator module.
Buttons may be not the same for each table of Database Administrator.



To edit properties of selected system objects.
E it (The accessibility of this butfon depends on a selected system objects and selected
Database Administrator’s tab)

To add a system object.
(The accessibility of this button depends on a selected system object and selected
window of Database Administrator)

2

(i
(w

e To save when a new object is added or properties of existing are edited

(This button is active only when editing or adding actions are performed)

To cancel actions related to adding a new object or editing properties of existing one.

[aoed (This button is active only when editing or adding actions are performed)

To delete a system entity.
Delets (The accessibility of this button depends on a selected system object and selected
window of Database Administrator)

To obtain the list of connected devices from Scanning Core.

Gal (This button is active only when the Device Addresses window is opened)

To check for errors in the text of a management scenario (script).
Check
(This button is active only when a scenarios edited in Management Scenarios)

To print an employee badge using a printer (usually, special Proximity-card printers are
Print used for this purpose).
(This button is active on the Employees tab only)

ERIEE HEE

x E it To quit Database Administrator

(2]
—
»
=)
[77]
T
[0
@]
=
o
=

Each system Entity had its own individual properties. The properties for each system entity configured in
Device Addresses, Map, and System Structure and Access Control are displayed in the Inspector box.

Inspector

The Inspector window includes three tabs:

Obiject properties
¥ Associate scenario to object events
& Rename Object Event

The Entity events tab is used to modify the properties of a selected object. (There are rare cases when
some properties cannot be changed. The properties of each entity are described in relevant chapters of
this Guide)

The Associate management scenario to entity events tab is used to associate management scenarios to
the events of selected system entities. (See chapter 6.4.4 Configuring System Response to Entity
Events. Associating Management Scenarios to Entity Events)

The Rename entity events tab is used to rename events of a selected entity.

It is worth mentioning that each type of entities has its own set of properties and events. This set of
events can be modified. (See chapter 6.14.3 Setting Event Groups)




6.1.5 Event Log

D ate Time D'ezcription
310205 42631 P Changed data in the . Employess table

Event Log displays the following:
e Messages about remote changes of database tables (using the Database Administrator instance
running on other workstation)
¢ Networks exchanges between Database Administrator and Scanning Cores.

Event log includes to tabs:
¢ Remotely Changed Tables:

D ate Time Description
310/2M5 4:26:31 PM Changed data in the - Emplovess table

You can access the following context menu by right-click in the tab’s field:
Refresh tables for the current tab F5
Refresh all tables Ctrl+F5

See the foreword to Chapter 6. Database Administrator for description of Database Administrator’s
work when database remote changes occurred.

e Network Exchanges:

D ate Time Description
14.08.2014 122316 . Databasze restart in Scanning Core completed
14082014 122316 . Databasze restart in Scanning Core completed

This tab displays information on the following operations:
Reading configuration and token codes in devices,
Receiving information on tokens (credentials)
Synchronizing one token

Synchronizing all tokens

Rebooting the database in Scanning Core

Obtaining the list of time zones stored in a device
Writing a time zone to a device

Receiving the list of level accesses from a device
Writing an access level to a device.

O 0O O OO OO0 0 O0

Network interaction errors are also displayed here.

You can access the following context menu by right-clicking in the tab’s field:
Delete all messages

Save to file

You can delete all messages from the Event Log or save events as a text file (*.txt).

Attention! The Event Log can be hidden. Log viewing can be changed by the Show Software Log Event
option in the Database Administrator settings (See chapter 6.14.1 Settings of Database Administrator).

W



6.2 Device Addresses. The Physical Structure of the System

When started, the Database Administrator shows its first tab - Device Addresses

r 3
E Crion Pro: Database Administrator | = 22 _.| System

Options  Service  Help E i gf

@ E{ ﬂ % % Ldé f:?' m B g,_,' L Databaze auto restart | Yes
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WwWorkstation: SecuityHead ‘i !
Workstation: AccessChl '#LL
‘Workstation: FireProtection [T _j[,ﬁl
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Address Type Yersion

Date

Time D ezcrption

| Remately Changed T ables | Metwork, Exchanges !

The Device Addresses tab shows the following information:

1. System tree
2. List of found devices.

The Physical structure of the system is defined in the Device Addresses tab:

Types and properties of workstations and their network interactions;

Quantity, ID numbers and properties of COM ports and Ethernets boards connected to a
workstation;

Quantity, types, addresses and properties of devices connected to a workstation;

Types and properties of loops, addressable zones, supervised circuits, relay and supervised
outputs of devices;

Types and properties of workstation- connected video systems as well as cameras connected to
these video systems.

Entities and devices of the Orion system form a tree-like structure of interaction in the system. The main
node is System, with workstations being added (connected) to this node. The Workstation is a node, to
which COM ports, Ethernet adapters, and video systems are added, which in turn, becomes nodes for
Devices and Cameras. The added Device includes as many readers, loops, and relay outputs as relevant
for the type of Device.

Example:



ﬂ System

- __J wWorkstation: SecurtyHead W il H .h

--------- _[_‘J Yideo

= r;y’\ [l COMT [ORIOMAORION-FRO)
---------- EI [&ddresz 1, 52000); Primary Conzole

[Feader 1]: Aeader 1. Device 1

[Addresz 2, 52000-2] W arehouze
[Feader 1] W arehouze Entrance
[Feader 2] ‘Warehouze Exit

T & lLoop 1] AL 1. Device 3

ﬁ [Loop 2] &L 2. Device 3

-------- @ [Relay 1] W arehousze Entrance
s @ [Relay 21 Warehouze Exit

- M Workstation: AccessChl 48 B
- | wWorkstation: FireProtection [Th |3 ()

6.2.1 The System Entity

Bl El [Address 31, 52000-2]: Building Entrance

Initially, a clear database has only one entity, this is System. The System entity cannot be added or

removed:

@ Svstem

The System entity has only one property and no events:

-~

Systern

..................

[ atabaze auta restart

Mo

Property

Selectable values

Descriptions

Data base auto
restart

Yes/No

When the connection to the Central Server fails and
then recovers, and if the Data base auto restart property
has:

- Yes, the database information will be updated in
System Shells, System Monitors and Scanning
Cores on workstations where a connection failure
occurred;

- No, no actions will be performed.

Yes is default.
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6.2.2 The Workstation Entity (Computer)

One of the main system entities is Workstation (Computer).
_f!l ' orkztation:

In the tree of system entities, workstations are connected to the System entity.

H System )
G- M workstation: SecurityHead o i

3 ...ll....l Workstation: AccessChl '1-‘.';

_EJ Workstation: FireProtection [ _‘}‘&;
+ ------- __|-*_| Workztation: Server ﬂ‘{h

- M workstation: HRDept 8

As said above, COM Ports and Ethernet Adapters and Video Systems are connected to Workstations in
the tree of entities:

ﬂ Syztem

=] EJ Workstation: SecurityHead E

_ ....... L.J Yidea
o ke [IP camerasz): Orion Pro
+ ------- g [1: COM1 [ORIONAORION-PRO)
+ ------ g [l COM2Z [ORION/ORION-PRO)

In the tree of entities, the following is displayed for the Workstation entity:
e Name
_[!J Wnr}astatinn: SecurityHead E
e The list of Orion modules authorized to run on this workstation:
}:\ - Scanning Core
A System Monitor
E - Database Administrator (DBA)
[k -Report Generator

_33 - Time and Attendance (T&A)
-+~ - Central Server

.3

'j.h - Server Manager

¥ Video System

To add a new Workstation (Computer) entity, select System in the tree and click the Add button. Further,
set all properties of a new Workstation (except for Options that is to be edited after adding the entity) and
press the Save button.

Please keep in mind that Options of the Workstation entity can be set (edited) only after adding the entity
fo the system.

To remove the Workstation entity, please select a required entity in the .Entities Tree and press the Delete
button, and then confirm this action by pressing the Yes button in the appeared System Request dialog
box.

When you remove the Workstation entity all other entities associated to this entity will be also deleted:
Video Systems, COM Ports, and Devices.

The properties of the Workstation entity:



-

Workstation

B 7 | &
Murnber 1
M ame SecuntyHead
TCP4IP 192.168.20.3
O ptions
Standby server P
Subzcrber Mo SecuntyHead
Alarm Handling Yes
Temparary Licensze Key Mo
Screen Saver Timeout B0
WVoice Motification Yes
Sound Signal 3
Woice Matifization Feplapsz G
Comments it Haotification ez
Photo Display Time (=] 7
R emaote Alarm Handling Mo
Failover Suppart Yes
Failowver Delay 10
Failback Delay 10
Accumulate Statistics Mo
Statistics Polling Interal 1000
Delta 4]
Local Cache es
Photo Show always
W aorkstation OFff-Line Motification Mo
Automatically generate pazzage event ez
Automatically connect to keybox zerver | Yes

Properties Possible Field Values Description
The unique index of a workstation in the system...
Number (No) 1.2147483647 Attention! There cannot be two workstations with the
same index in the system.
A string length of 1 to i’:lqetmeosrks?:rr:e of a computer serving as a workstation
Name 15 y )
Default value: blank (must be entered)
IP address of a computer serving as a workstation in
A string length of 1 to | the system.
TCPUP 15to characters
Default value is 127.0.0.1




Refer to Chapter
6.2.2.1 The Options

The list of Orion Pro modules to run on this workstation.

The list of workstations with their data displayed and
their entities controllable on the current workstation.

Property of
Workstation.
Options Defining Types of | Attention! The Options property are not accessible
Workstations and immediately during adding an entity and can be
Network Interaction | accessible only when you further proceed with editing
Principles the entity (using the Edit butfon)
Default settings: No software modules and workstation
are selected in the checkbox.
This is used to define whether the Failover is supported
by this workstation (redirecting of the Orion Pro
software modules to the standby Central Server of the
Orion Pro system if the connection to the primary
Central Server fails.
Failover Support Yes / No

The failover support is further described in the 1. About
the System and 4. Central Server Manager, and in 5.
System Shell chapters.

Default value: No

Standby Server IP

A length of 0 to 20
characters

The IPaddress of a workstation with the installed
standby Central Server where Orion Pro’s modules
running on the current workstation will be redirected in
case of disconnection from the primary Central Server.

Attention! If the Failover support is set as “‘NO’, the
Standby server IP option will be ignored and can have
any value.

Default value: blank

Failover Delay

10..10000

This is used to define the delay time (in seconds),
during which an operator can cancel the redirection of
the Orion Pro modules to the standby Central Server
when the connection to the primary Central Server fails.

Attention! If Failover support is set as ‘NO’, the
Failover delay option is ignored and can have any value

Default value: 10

Failback Delay

10..10000

This is used to define the delay time (in seconds) during
which an operator can cancel the automatic redirection
(failback) of the Orion Pro modules back to the Primary
Central Server when the connection is restored
recovered.

Attention! If Failover support is set as ‘NO’, the
Failback delay option is ignored and can have any value

Default value: 10




Local Cache

Yes/No

This parameter enables the local (off-line) operation of
the System Monitor and/or Scanning Core modules on
the current workstation in case of disconnection from
the Central Server, and further transmission of the
offline operation changes to the database when the
connection is restored.

Attention! If the System entity has No for the Database
Auto Restart parameter, events (occurred during
disconnection period) will not be uploaded to the
database when connection is restored.

Attention. If neither Scanning Core nor System Monitor
/s selected to run on the workstation, the Local cache
option is ignored and can have any value in this field.

The use of Local cache is described in Parts 1. About
the System and 5. System Shell.

Default value: No

Workstation Off-Line
Message

Yes/No

This option defines where the System Monitor will
display a connection failure message in a pop up
window, when communications with a Scanning Core
module of other workstation fails.

Attention! If the System Monitor is not selected to run
on the current workstation, this option is ignored and
can have any value this field.

Default value: No

Temporary License
Key

Yes/No

This option defines which license key will be used to
start the Scanning Core module - permanent (No) or
temporal (Yes)

Attention! If the Scanning Core is not selected to run on
the current workstation, this option will be ignored.

Default value: No

Alarm Handling

Yes/No

This is used to define whether to toggle the Alarms tab
of the System Monitor module automatically when an
alarm occurs.

Attention! If the System Monitor is not selected to run
on the current workstation, this property will be ignored
regardless of its value

Default value: Yes

Remote Alarm
Handling

Yes/No

This is used to define whether to toggle the Alarms tab
of the System Monitor module automatically on the
current workstation if an alarm occurs on other (remote)
workstation.

Attention! If the System Monitor is not selected to run
on the current workstation, this property will be ignored
regardless of its value

Default value: Yes




ScreenSaver timeout

0..2000000000

This defines the waiting time (in minutes) for a screen
saver to start (If 0, a screen saver will not start) in the
System Monitor,

Attention! A screen saver in the System Monitor will be
the same as selected in the Windows options. If None
/s selected for the screen saver in Windows, a screen
saver will not start.

Attention! If the System Monitor is not selected to run
on the current workstation, this property will be ignored
regardless of its setting.

Default value: 60

Not show
Show for a set time

This is used to define how an employee’s photo will be
displayed in the System Monitor module.

Attention! If the System Monitor is not selected to run
on the current workstation, this property will be ignored

Photo Show always regardless of its setting.
For the details, see chapter 6.4.6. Configuring Display
of a User Photo in System Monitors.
Default value: Show for a set time
This is used to define (in seconds) how long the System
Monitor module displays employee photos as driven by
access events.
Photo Display Time Attention! If the System Monitor is not selected to run
0..4000000 . . -
(s) on the current workstation, or this property is not set as
Show for a set time, the Photo display time (s) property
will be ignored regardless of its setting.
Default value7
This is used to define whether to enable Voice
Voice Notification Notification in the System Shell when alarms occur.
Default value: No
This is used to select the type of sound signal that
precedes an alarm voice notification in the System Shell
when an alarm occurs
Sound Signal 1.6 Attention! If Voice Notification is set as No, the Sound
signal option is ignored regardless of its setting.
Default value: 3
This is used to set how many times a voice notification
will be replayed in the System Shell when an alarm
occurs:
1: 1 replay,
2: 2 replays,
0: a notification will be replayed continuously till the
Voice Notification 0.2 Sound Off button is pressed or new notification is

Replays

received.
Attention! If Voice Notification is set as No, the Voice
notification replays option is ignored, regardless of its
settings.

Default value:1




Gather Statistics

Yes / No

This is used to instruct Scanning Core to collect (and
save in the database) statistics of ADC values of
addressable sensors and loops connected to the
current workstation.

Attention! If the Scanning Core module is not selected
to run on the current workstation, the Gather Statistics
property is ignored regardless of its settings.

You should keep it in mind that it has fo be specified
individually for each loop whether to gather statistics for
itornot. (See Chapter 6.2.6.4 The Loop Entity)

Default value: No

Statistics Polling
Interval

100..2000000

This is used to define polling interval for gathering ADC
values (ms).

For example, ADC values are collected for4
addressable sensors where statistic pooling interval is
set as 1000 ms (1sec), each of this sensor will be polled
every 4" second.

Attention! If the Scanning Core module is not selected
to run on this workstation, or the Gather statistics
parameter is set as No, the Statistics polling interval is
ignored regardless of its settings

Default value: 1000

Delta

0..20

This function defines the difference between the last
database-recorded ADC value and the last received
ADC value of an addressable sensor, and when this
deference value is reached, it triggers recording the last
received ADC value to the database.

For example, If the Delta parameter has value 3 and
the last database-recorded ADC values of some
addressable sensor is 10, the next record of ADC value
for this sensor will be made when its value is 7 (or
lower) or 13 (or higher).

If the Delta parameter is set as 0, an ADC value will be
always recoded after polling regardless whether it is
changed or not.

If the Delta is set as 1, the ACS values will be recorded
each time when an ADC value is changed. E.g. If the
ADC value of an addressable smoke sensor is 10, the
next ADC value will be recorded to the database when it
/s different from 10.

Attention! The Delta parameter /s used for smoke
addressable sensors only.

Attention! If the Scanning Core module is not selected
to run on this workstation, or the Gather statistics
function is set as No, this parameter is [gnored
regardless of its settings.

Default value: 5
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Automatically

This parameter is used to instruct Scanning Core to
generate passage event automatically, when an Access
Granted event is received from a panel.

generate a passage Yes /No Attention! This function is supported only by old panels.
event S20004 ver.1.12 and older and S2000-2 ver. 1.02.
Default values: No
Automatically This parameter defines whether to provided automatic
connect to a keybox Yes / No connection to a keybox server.

server

Default value: Yes

6.2.2.1 The Options Parameter of Workstation. Defining the Interaction of Workstations in the Network

The Options parameter enables you to define the following settings of the Workstation:

1. The list of Orion Pro modules that will be run on the current workstation.
2. The list of Workstation that will transmit status data of devices and cameras connected to those
Workstations: In other words, the action related to the selected workstation are as follows:

a. Transmission of events and entity states from the selected workstation to be displayed in

the System Monitor of the current workstation.

b. Voice natification on alarms from a selected workstation will be played on the current
workstation using a speech engine.

c. Management and control of entities of a selected workstation using the System Monitor

on the current workstation.

Please keep in mind, that the Options parameter in not accessible right after the workstation is added to
the system. It becomes accessible further when you proceed with editing. That is, you cannot edit the
Options parameter till you first save the added Workstation entity; then you should press the Edit button to
start editing parameters of the Workstation, and select Options in the Inspector dialog box and press

buttonl-- to open the Options window.

The Options editing window is shown in the figure below:

| bdonitor
| Report Generator
| Central Server

of| Server Manager
| Wideo Sypstem

E Cptions I. == |i:h
Orion Pro Modules Workstations
| Scanning Core I TESTPC

| Databasze Administrataor

| Time and Attendance

JEIK || XEanceI |




(\9]

W

The let pane of the window includes the Orion Pro software modules selectable for running on this
workstation

The right pane of the window includes the list of workstations the information of those is to be transmitted
to the current workstation.

The Workstations list depends on a number of workstations in the system.

Important! The Video System (Video Server) module is actually is the driver of Scanning Core to provide
the operation with video systems. Therefore, for those workstations where video integration is used, both
the Scanning Core and Video System checkboxes have fo be selected.

Please, keep in mind that the transmission of events can be provided only for the workstations with
System Monitor selected to run and only from those with Scanning Core modules selected. That is, in the
Options of workstations (where System Monitors selected to run), you should select those workstations
from the list of workstations (with Scanning Cores selected to run) that will transmit (share) information to
the current workstation.
Transmission (Sharing) is not provided:

e For Workstations where the System Monitor Module is not selected to run, and

e From Workstations where Scanning Core is not selected to run

For Example:

Let’'s assume that we have a site that has the following security elements:

Workstation: SecurityHead ‘ﬂ“g‘i
"-.-'-.-"u:urkstat!un: .-'f-..ccesslitrl. ‘i-i\fll‘f_&l
Workstation: FireProtection '.nl"'u.z
Workstation: Server )E“;-i'

Workstation: HRDept _}}

e FireProtection workstation to control a fire alarm and extinguishing system; the Scanning Core
and System Monitor modules are selected to run on this workstation.
e AccessCtrl workstation to control intrusion detection and video surveillance systems

e SecurityHead workstation to control all system segments including capability of generating
reports on all events. The scanning Core and System Monitor are selected to run on this
workstation

e Server workstation to manage the Central Server and administer the database. The System
Central Server, Database Administrator, and Central Server Manager are selected to run on this
computer.

e HRDepartment workstation to maintain records of employees’ time and attendance. The Time
and Attendance module is selected to run on this workstation.

= |/ FireProtection i T
& - - - 2
SecurityHe ak &J Server HRDept

AccessCirl



In our example, an operator working on the FireProtection workstation is responsible for controlling fire
protection system. An operator working with AccessCtrl workstation is responsible for access control,
intrusion detection, and video surveillance systems. The SecurityHead are responsible for control and
supervision of the two above.

Therefore, the data from FireProtection and AccessCtrl workstations will be sent to the System Monitor
running on the SecurityHead workstation. Thus, the Fire Protection and AccessCtrl workstations should
be selected in the checkboxes in the Options parameter of the SecurityHead workstation:

Orion Pro Modules Workstations
Scanning Core SecurivHead
| b onitor ] AcoeszCil
D atabaze Administrator Server
| Report Generator HRDept
Time and Attendance
Central Server
Server Manager
Wideo System

As no events are transmitted to the FireProtection workstation from other workstation, the Options of this
workstation will have the following selection:

Orion Pro Modules Workstations
| Scanning Core AzcessChl
| Maonitar FirePratection
D atabaze Administrator Server
Report Generator HRDept
Time and Attendance
Central Server
Server Manager
Wideo System

The same holds true for the AccessCtrl workstation, where no data are transmitted to:

Orion Pro Modules Workstations
| Scanning Core SecurityHead
1 b onitar FireProtection
D atabaze Administrator Server
Repart Generator HRDept
Time and Attendance
Central Server
Server Manager
1 Wideo Spstem

Due to the same reason, no workstation is selected on the Server and HRDept workstation, but only
software modules are selected.

Attention! As the above example explains, in addition to the transmission of status and events of entities
from X workstation to Y workstation, it enables controlling entities of X workstation while working on Y
workstation.

To manage operator rights to control the system entities, it is hecessary to use software passwords with
specific operators’ access levels (see Chapter 6.10.5 Creating Access Levels for the System Monitor
Operators. 6.12.1 Creating Passwords for the Software Modules).

In addition, you can limit the display of information in the System Monitor to make it individually available
for each specific operator.
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6.2.4 The COM Port Entity

When you have defined workstations for the system you should include devices connected to Scanning
Cores.

The first step is to define which COM ports and Ethernet adapters will be used on workstations with the
Scanning Core.

Let’s discuss the COM Port entity of the system

2 [COMPor]

COM Ports are associated to the workstations in the system tree.

System
? ------ M workstation: SecuryHead Yo BT 3 Sl g
e M Video
' fo 5 [} COMT [ORION/ORION-PRO)
- S [ COM2 [ORION/ORION-PRO)
e S [} COM3 [ORION/ORION-PRO)
b S [} COM4 [ORION/ORION-PRO]

It is worth mentioning that if the COM Port (as well as devices) is added to the workstation, it necessary to
select Scanning Core in the Orion Pro Modules window to run the Scanning Core on this workstation.

As said above, the COM Port entity serves as a node accommodating devices:

S []: COM1 [ORION/ORION-PRO])

-] [Address 1, 52000); Primary Consale

o [Address 2, S2000-K]: 52000, (2]
[} COM2 [ORION/ORION-PRO]

- [Address 1, S2000-A45PT]: S2000-45PT (1)
& [} COM3 [BIDACeess)

- [l [1D 1. C2000-BI0ACcess |

& [ COM4 [Orion Priter]

The COM Port entity shows the following information in the Tree:
e Number (Index).

(;yi [} COMT [ORIOWAORION-PRO)

To add a new COM port, please select a required workstation in the Tree and press the Add button.
Then, select COM Port in the appeared box and press OK:

Add New Physical Interface

@ COM Port ") Ethernet

Ok ] l Cancel

Further, make necessary settings for all parameters of the new COM Port entity and click the
Save button.

To edit the parameters of the COM Port entity, choose the required entity in the Tree and click
the Edit button. Then, make necessary changes and press Save.
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To delete a COM Port, select a required entity in the Entities Tree and press the Delete button. Then,
confirm the delete action by pressing the Yes button in the appeared window.

-

System Request

[0} Confirm Delete

L o

| e

L

-

When COM Port is deleted, all devices associated to this entity will be deleted as well.

COM Port:
Inspector
| g | &
Port 1
Conwerter Standard
Folling pricrity Marmal
Pratacal ORIOM/ORION-PRO
TCPMP 192168.20.3
Parameters Possible Values Description
It must match a COM Port Number (to which devices
are connected) in Windows OS.
Port 1..256
Default value: Minimum COM port number for available
range (1..256) not used on the current workstation
This is a type of Interface converter used for converting
RS-485 interface (than one that is Orion System based
on) to RS-232 of the COM Port.
If Standard is selected, the Scanning Core sends
additional TX/RX (Transmit / Receive). This type
should be selected if PI-GR Interface Converter is used.
Standard In case of S2000 Panel (or i7520), additional
(Interface) Converter i7520 instructions will not be generated (improving data
S2000 exchange rate and channel sustainability). These types

are selected when converters with automatic TX/RX
switch-over are wused, e.g. S2000-PI interface
Converter, S2000 or S2000M panels.

Attention! This parameter is used for COM ports that
operate under Orion/Orion Pro protocol.

Default Value: No default value




Highest
Very High
High
Polling Priority Normal
Low
Very Low
Almost Stopped

Priority level for polling the COM Port by Scanning
Core

Default: Normal

Orion/Orion Pro
BIOAccess
Keybox UOP
Dot-Matrix Display
Orion Printer

Protocol of devices connected to the COM-Port
Protocol
Default: No default values

IP address of the computer where Keybox Driver is
installed.

It is recommended to run Keybox Driver on the same
computer with Scanning Core.

In this case, Keybox Driver will be started automatically.
In case of remote operation the Keybox driver has to be
started manually

IP Address of Keybox | string in the following
Driver format:

Attention! This item is available only for COM ports
using a Keybox protocol.

Default value: 127.0.0.1

6.2.5 The Ethernet Adapter Entity

Let’s consider the Ethernet Adapter entity.
= [Aaarmep LAN]

Ethernet Adapters are attached to the Workstation entities in the Entities Tree.
~ M wWorkstation: SecurityHead Yoo i WL 50l
+ ....... _[_-J Yideo
i S [} COM1 [ORION/ORION-PRO]
fedla [Ethemet] [192.168.20.3)

It is worth mentioning that if the E Port (as well as devices) is added to the workstation, it necessary to
select the Scanning Core in Orion Pro Modules to run it on this workstation.

As said above, the COM Port entity is a node to which devices are connected:
sta  [Ethemet]: [ 192.168.20.103 )

gl H] [1D 1, C2000-B10ACCess |

Entities Tree shows the following information for the Ethernet Adapter entity:
e [P Address.
<t [Ethemet] [ 192.168.20.103 ]

To add a new Ethernet adapter, please select a required workstation and click Add. Then select Ethernet
in the appeared box:

Add New Physical Interface

@) COM Port Ethernet

Ok l | Cancel

Then select a required Ethernet adapter from the list and press OK:



i it

Add New Physical Interface
() COM Port @) Ethernet
Ethernet adapters
@ 192.163.20.3
") 169.254.70.89
") 192.168.174.1
0K | | Cancel

:fhen click Save.

To edit the parameters of the Ethernet Adapter, please select the Ethernet entity you need to configure
and press the Edit button. Then make necessary changes and press the Save button.

To delete an Ethernet entity, select a required Ethernet entity in the Entities Tree and press the Delete
button. Then confirm the delete action in the appeared dialog box by pressing the Yes button.

When the Ethernet entity is deleted, all its associated devices will be deleted as well.

Ethernet Adapter Properties:

Inspector
| s | &
MAC Address 00-0C-23-63-BB-DF
IP Address 192168.20.103
Attributes Possible Values Description
Notation in the MAC address of Ethernet adapter.
MACAdress following format: X
XX-XX-XX-XX-XX-XX | Values are set automatically 0
Notation in the IP address of Ethernet address
IP Address following format:
XXX XXX XXX XXX Default: Values are set automatically

(*) If you want to change the MAC Address, select the parameters and click the D button.



6.2.6 The List of Connected Devices. Orion and Orion Pro Protocols

When you have defined all system workstations, you should proceed with Devices connected to Scanning
Cores. The first step is to decide what COM Ports will be used on workstations with installed Scanning
Cores.

The second step is to add attach devices to COM Ports.

Let’s consider the Devices entity.
[ [address 1. 52000} Paned

In the Entities Tree, the devices are added to the COM Port operating ORION/ORION PRO protocols.

# [} COMT [ORION/ORION-PRO)
-~ [address 1, 52000) Panel
i [address 2, S2000]: Panel 2

As said above, the Device entity includes the number of readers, loops, and relay outputs as relevant to
the type of device:
[ [address 31, 52000-2] Building Entrance

[Reader 1]: kain E =it

[Reader 2]: Main Entrance

ﬁ [Loop 1] AL 1, Deviee 31 [1]
ﬁ [Loop 2] AL 2, Device 31 (1]
(:—-Z_-;) [Relay 1]: kain Exit [1]
b=y [Relay 2] Main Entrance [1]

Zones of a device are presented in the following order: readers=>loops>relay oulputs

Association of devices, as well as properties of such entities as devices, readers, loops, and relay outputs
will be considered further.

The text below describes the process of setting the protocol in the Administrator Database for devices
connected to any of the COM ports with ORION/ORION PRO Protocols.
(See Chapters 1.2.2.1 Orion Protocol and 1.2.2.2 Orion Pro Protocol)

A protocol ensuring interoperability of the Scanning Core with COM-Port devices is set through the
Entities Tree. Thatis

e If devices are added directly to COM Port, the protocol will be Orion:
7 [} COMT (ORION/ORION-PRO)
B [Addres: 1, S2000-K] S2000-K (1)

w (] [Bddress 2, S2000-K5) S2000-K5 (2)

o EEEE [Address 3, S2000-BI} 5200081 (3]

B [Addres: 4, S2000-B1} 52000-B1/BK] (4)

e [T [Address 5, S2000-4) 52000-4 (5]

e If devices are connected to S2000 and S2000M panels, the protocol will be Orion Pro:
& [} COM1 [ORION/DRION-PRO)
e [] [Address 1. 52000} $2000 (1)
o [Reader 1]: Reader 1. Device 1
+ ------- [Addrezs 1, 52000-PT] S2000-FT (1)
+ ------- [Address 2. Patak-3M]: Patak-3M [2]
+ ------- [&ddrezs 3, 52000-B1]: S2000-B1 (3]
+ ------- [&ddrezs 4, 52000-E1]: S2000-E1/BE] [4)
3 El [&ddrezs B, 52000-4] 52000-4 (5]
i El [&ddrezs B, 52000-KDL) S2000-KDL ()



Or
j [l: COMT [ORIOMAORION-PRO)
- [ [address 1, 52000]: 52000 (1)
R [Reader 1]: Reader 1. Device 1
[Address 1. 52000-PT] S2000-PT 1)
- [Address 2, Potok-3M]: Paotok-3M [2]
+ R [Address 4, 52000-B1]: 52000-B1/BK] [4)
= :I [&ddress 7, S52000] S2000[7)
--------- D [Reader 1]: Reader 1. Device 7
-l [Address 3, S2000-B1]: S2000-B1 [3)
e El [Address B, 52000-4]: 52000-4 (5)
e El [Addrezs B, 52000-kDL] S2000-KDL [B)

[ I O |
| sl Bl

=1...[%1...[%1
I+

6.2.6.1 Adding a Device to the List of Devices (Device Branch)

The Database Administrator enables you to create the list of workstation-connected devices manually
(using the Add button), or to poll devices connected to the workstations with Scanning Cores, as well as
generate the list of connected devices based on the data received directly from the PC COM Ports

6.2.6.1.1 Adding Devices Manually

To add a new Device entity, please select a required nod in the Entities Tree and click the Add button.
Then enter all necessary values for the new Device entity and click the Save button.

The selection of a node to add a device depends on a device type and protocols to be used

To add a S2000-type device (this type is selected for the S2000 and S2000M panels), please always
select the COM Port node to which the panel will be added:

(I COM1 [ORIONAORION-PRO)
(| [Address 1, 520001 $2000(1)
[Address 7, 52000]: 52000 (7]

e To add all other types of devices:
o Select the Device node ( S2000 type) to use the Orion Pro protocol:
(;_y" [: COk1 [DHIDNHDHIDN PRO]

(= - El 2000]; 52000 (1]

[ [Address 4, 52000-B1] S2000-B1/BK] (4]
- [T [Address 7, 52000 52000 (7)

o Select the COM node to use the Orion protocol:
[}: COM1 [ORION/ORION-PRO)

'-:;'j ------- : [Address 2, Potok-3M]: Patok-3M [2]
BN [Address 3, 52000-B1): 52000-81 (3]

- ] [ddvess 4, 52000-B1] S2000-B1/BKI (4]
G 0] [ddress 5, 52000-4) 52000-4 (5)
G [F]  [Address 6, 52000KDL}: S2000-KDL ()

As said above, the Device entity includes the number of readers, loops (input points) and relay outputs as
relevant to the type of device:



El [&ddresz 1, 52000-4] 52000-4 [1]

--------- D [Reader 1]: Reader 1. Device 1
--------- B & [Loop 1} Loop 1. Device 1
--------- B & [Loop 2 Loop 2. Device 1
--------- B & [Loop 3 Loop 3. Device 1
--------- B & [Loop 4] Loop 4. Device 1

-------- &= [Relay 1] Relay 1, Device 1
-------- &= [Relay 2] Relay 2, Device 1

The attributes and parameters of readers, loops, and relay outputs should be adjusted as required.
It is worth mentioning, in most cases, types of loops and output relays have required values by default.
However, there are some exemptions, if it is impossible to define proper values:
1. For devices such as S2000-4, Signal-20, Signal-20/ 02, Signal-20P, Signal-20M, and UO-4C, all
Loops are set as an Intrusion type by default. In this, case you select the type of loop as defined
in the settings of the physical device.

2. For devices such as S2000KDL, S2000-KDL-2I and S2000KDLS, the Element Type and Type
parameters of any Zone (Loop) is defined as Zone/Loop and Intrusion respectively by default. In
this case, you should select the type of loop as defined in the device’s settings. In addition, for
zones with addresses used for the S2000SP2 addressable relay modules, please select Relay for
the Element type parameter and Addressable relay module for the Type parameter

3. By default, no S2000-KPB (Actuator Control Module) is specified for the devices such as the
S2000-ASPT, therefore the inputs (loops ) and outputs of S2000-KPB’ are not accessible. In this
case, if one or more S2000-KPB devices are connected op S2000 ASPT, you should define their
guantity and addresses in the Connected S2000-KPB field.

4. Ten (10) Intrusion loops are available for the Signal-10 device by default. To make threshold-
addressable zones available, please select Fire Threshold Addressable type for the required
loops (the first ten loops).

The attributes and parameters of the Device, Reader, Loop and Relay Output entities are addressed in
Chapters 6.2.6.2. The Device Entity, 6.2.6.3 The Reader Entity, 6.2.6.4 The Loop Entity, and 6.2.6.4 The
Relay Oultput Entity.

To change attributes of Device, Reader, Loop, and Relay Output, please select a required entity in the
Entities Tree and click the Edit button. Then make necessary changes and click the Save button.

To delete the Device entity, please select the entity in the Tree and click Delete. Then confirm the delete
actin by clicking the Yes button.

You cannot delete the Reader, Loop, and Relay Output. This will be done automatically when you delete
the device.
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6.2.6.1.2 Polling Workstation-Connected Devices
The Database Administrator cannot work directly with COM ports of your PC.

All actions related to configuring and searching devices are completed by Scanning Cores as instructed
by the Database Administrator. Thus, to obtain the list of connected devices, you need to start the
Scanning Core on the workstation; with the workstation’s details have been already included in the
database as described in Chapters6.2.2 The Workstation Entity and in Chapter 6.2.2.1 The Options
Parameter. Defining the Interaction of Workstations in the Network.

The Scanning Core is launched by the System Shell automatically. Start the Shell on the workstation with
connected devices. The System Shell sets the connection to the System Central Server and receives the
workstation parameters from the database. If the Scanning Core is selected to run on the current
workstation the Scanning Core will be stated automatically.

Find the icon of the Scanning Core Go in the system tray (right bottom of the screen) and open the
application window by double click

&
B
4

“ =

Wy -

Customize...

In the appeared window, go to the Settings tab and enable polling those ports where devices are
connected.

ra It

Crion Pro Scanning Core

Settings |I'~"Iuni1:or | RS Monitor | Scenarios | Metwork Exchanges | Mail |

= My_u:u:umputer
EI ...... Serial Ports Quantity &

b P | Port 1
Part 2
Port 3
Port 4
Port 5
Port &

L &

Then, activate the COM ports and the Scanning Core will found devices connected to these ports



i 4
Crion Pro Scanning Core

Settings |Munitor | R.5 Monitor | Scenarios | Metwork Exchanges | Mail |

= My_u:nmputer

) Serial Ports Active
i [ I
------ PI Polling priority: [r‘lurrnal i
--------- Ethernet (192.168.11.57)
Timeouts Settings (ms)
Exchanges: 30
Commands: 600

Between queries 4

L -

P.S. If the Orion Pro protocol is used and the Scanning Core is launched for the first time, please select
the Orion Pro protocol rather than Orion protocol for the Pl ( Pl Interface Converter)

-

-
Crion Pro Scanning Core
Settings |I'~"Ionitor I RS Monitor | Scenarios I Metwork Exchanges I Mail I MzMeHEHIE Easbl|
=)~ My Computer * || Settings of PT Interface Converter
(=)~ Communications Ports
- COM1 Type [SZUUU v]
SR 52‘?00 Protocol: [Driun Pro v]
= 52000 i
-------- 52000-KS =||| statistics
........ S:)_DDD_K
-
________ <2000-2 Exchanges 107041 i
........ S2000-2 Queries ofo L4
"""" 52000-4 ~ ||| Commands a/o
"""" 520004 Errors
........ 5I000-4 - 7
L A

Let's come back to the Database Administrator. To obtain the list of found devices in the Database
Administrator, please select the required workstation with running Scanning Core in the Entities Tree and
click the Poll button

The bottom part of the main window will display the list of found devices with their network addresses.
The arrangement structure of found devices is the same as in the Entities Tree (in respect to COM Port
and Device entities and depends on the protocol used:

e Orion Pro

Address j Type i Werzion
B Computer "VMVASILIEV®, COM2

B i 55000 208
7 520005 105
10 52000+ 1.03
17 52000-2 1.05
18 52000-2 1.02
19 52000-4 204
72 52000-4 204




Address Type Werzion

E- Computer "YMVASILIEV®, COM2
7 Potok-3M 1.03
10 Signal-10 1.03
12 52000-A5FT 3.00
15 52000-BI 2,20
19 5200081 2,20
22 52000-4 2,04
24 52000l rev, 01 101
31 52000-2 1.13

To add a found device to the database, please select a device form the found devices and write click it to
the Add to database item in the context menu, the select an entity in the submenu to add the device:

COM Port - for S2000 panels with any protocol, as well as for all types of devices, if the Orion
protocol is used:

Add to database 3 VMVASILIEWCOM2

S2000 panel - for all types of devices but for the S2000 panels, if the Orion Pro protocol is used:

Add to database 3 VMVASILIEWCOM2
VIMVASILIEW COMNC2000: J [1]: 52000 (1)

In this case, the S2000 panel must be assigned to the COM Port in advance.

You can select a few devices using the <Shift> key (Range Selection) and <Ctrl> (Combined Selection).

As said above, the Device entity includes the number of readers, loops, and relay outputs as relevant to

the type of device by default:

[ ] [address 3, 52000-KPE] 52000-KPE (3]
--------- ﬁ [Loop 1] Loop 1, Device 3
--------- ﬁ [Loop 2] Loop 2, Device 3
-------- @ [Relaw 1]: Relap 1, Device 3
-------- @ [Relay 2]: Relap 2, Device 3
-------- @ [Relay 3]: Relay 3, Device 3
-------- @ [Relay 4]: Relay 4, Device 3
-------- @ [Relaw 5] Relap 5, Device 3
-------- @ [Relaw B]: Relap &, Device 3

The attributes and parameters of readers, loops, and relay outputs should be adjusted if required.

It is worth mentioning, in most cases, types of loops and output readers have required values by default,
automatically. However, there some exemptions, if it impossible to define proper values:

1.

For devices such as S2000-4, Signal-20, Signal-20/ 02, Signal-20P, Signal-20M, and UO-4C, all
Loops are set as an Intrusion type by default. In this, case you select the type of loop as defined
in the settings of the physical device.

For devices such as S2000KDL, S2000-KDL-21 and S2000KDLS, the Element Type and Type
parameters of any Zone (Loop) is defined as Zone/Loop and Intrusion respectively by default. In
this case, you should select the type of loop as defined in the device’s settings. In addition, for
zones with addresses used for the S2000SP2 addressable relay modules, please select Relay for
the Element Type parameter and Addressable relay module for the Type parameter

By default S2000-ASPT ver 2.xx and S2000-ASPT 3.xx do include connected S2000-KPB
modules, therefore no relays and loops of these S2000-KPB modules are accessible. In this



case, if one or more the S2000-KPB devices are connected to S2000 ASPT ver 2xx or S2000
ASPTver 3.xx, they and their address must be defined in the Connected S2000-KPB field.

4. The Signal-10 device includes ten loops of Intrusion type by default. To make threshold-
addressable zones available, please set a required loop(s) (first ten loops) as the Fire Threshold
Addressable type (the first ten loops).

The attributes and parameters of the Device, Reader, Loop and Relay Output entities are addressed in
Chapters 6.2.6.2. The Device Entity, 6.2.6.3 The Reader Entity, 6.2.6.4 The Loop Entity, and 6.2.6.4 The

Relay Oultput Entity.

To change attributes of Device, Reader, Loop, and Relay Output, please select a required entity in the
Entities Tree and click the Edit button. Then make necessary changes and click the Save button.

To delete the Device entity, please select the entity in the Tree and click Delete. Then confirm the delete
action by clicking Yes.

You cannot delete the Reader, Loop, and Relay Output entities. They will be deleted automatically when
you delete the device.
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6.2.6.1.3 Transferring Devices

The Database Administrator offer capabilities of moving a device from one node (S2000 Panel or COM
Port) to another (including nodes on another workstation).

For example, you can change the protocol with help of this action:
¢ Moving devices from S2000 Panel to COM Port will replace the Orion Pro protocol with the Orion
protocol
¢ Moving devices form COM Port to S2000 Panel will replace the Orion protocol with the Orion Pro
protocol

It is highly NOT recommended moving a device from one workstation to another, if the device’s entities
(readers, loops, and relay oulputs) are associated to system logical entities (partitions and partition
groups) or management scenarios

To transfer a device, please select a device in the Entities Tree, then choose Service>Transfer.. in the
menu. Then in the appeared box, select an entity to which you want associate the device in the following
manner:

e COM Port: for S2000 panel with any protocol, as well as for all types of devices, if the Orion
protocol is going to be used:

e S2000 panel - for all devices but for the S2000 panels, if the Orion Pro protocol is going to be
used:

You can select a few devices at a time using the <Shift> key (Range Selection) and <Ctrl> (Combined
Selection).

The selection of available devices depends on a type of device transferred:
e Ifthe S2000 devices is transferred, it can be done to COM Port only:

r,El l — | =] |ﬂh]1
;fé------qukstatinn: SecurntyHead -
5 oo [Serial port]l: COM1 E
bk [Serial part]; COMZ L
2o [Serial port]: COM3
i [Gemial port]: COMY i
| 'J Ok H x Cancel ]

e If any other device but for S2000 is transferred, it can be done to COM Port or S2000 either:

(= =] B s

(= Wworkatation:  SecurityHead -

m

| VEIK ” XEanceI ]

L A

Please keep in mind that the S2000 panel is transferred from one COM Port to another, all panel-
associated devices will transfer together with the panel as well.



6.2.6.2 The Device Entity

Above Chapter 6.2.6The List of Connected Devices. Orion and Orion Pro Protocols explains the location
of the Device entity in the Entities Tree, as wells as how they can be added, edited and deleted.

This chapter explains the information the Entities Tree shows for the Device entity and the properties of
the this entity:

The Entities Tree shows the following information:

e Address
e Type
e Name

[address 3, $2000-K]: S2000-K (3]

The Device’s properties:

Inspector
2. 7 | &
Address 4
Device type 52000-+DL
Index 4
Mame S2000-kDL [4)
Dezcrption
Fricrity Drefault
Contact D Zone 0
Tranzmizzion
Time Zones

Aocess Levels

Connected 52000-KFB




Properties

Possible Values

Description

The address of the device.

It must match the device’s address for the RS 485
interface.

The S2000’s address depends on the protocol used: If
the Orion Pro is used it must be RS-232 address; and if
the Orion protocol is used, it must be an address for
RS-485 interface.

Address 1..127 In highly recommended to set the same address for
RS-232 and RS-485 interfaces in the S2000 Panel
Default values:
- a minimum address from the available range (1..127)
not used for the current COM Port, when a device is
added manually,
The physical address of a device, if the device is
added from the list of found devices
S2000,
S2000-K,
S2000-KS,
S2000-Bl,
S2000-BI(2.23)
S2000-BKI (2.20)
S2000-BKI
S2000-2
S2000-4
Signal-20
Signal-20 mod. 02
Signal-20P
SlgnZisligzr?;_\é%'i'z'O4 Device Type.
oomalie Value S2000 is set for S2000 Panels and for S2000-M
S2000-KDL-2! Panels as well.
S2000-KDLS This parameter is accessible when a device is being
S2000-SP1 added manually to the database
Device Type S2000-KPB 4
S2000-ASPO

S2000-ASPO ver.2.00
$2000-ASPO ver.3.00
S2000-PO
Potok-3N
Potok-3N ver.1.03
S2000-BI mod. 01
Rupor
Rupor ver. 2.00
Rupor mod. 01
Rupor-200
S2000-IT
UoO-4S
S2000-PGE

BBPS-12 RS
BBPS-12-2A RS
BBPS-24-2A RS

S2000-Adem
S2000-PP

Default values:

Nothing, if a device is added manually

An actual physical type, if a device is added from the
list of found devices.




The unique number of a device in the system.

Index Attention! The device is may be a biometric reader,
subscriber, or dot-matrix display
1..2147483647
Default value: a minimum number from the available
range (1..2147483647) of addresses not used in the
system.
Device Name.
Please keep in mind that the name length for the
S2000 (S2000M) Panel cannot exceeds 16 characters.
Name A length of 1 to 25 Thus, the longer name will be reduced to 16 characters
characters ifitis exported to the database.
Default value: the name of a device with address in
parentheses, e.g. S2000-K(1)
Comments.
Description Alength of 0 10 200 This field is optional.
characters
Default value: blank
By default Priority of polling by the Scanning Core module
High
Medium high
Priority Medium
Medium low
Low
No polling Default value: By default

Contact ID Zone

0..2147483647

Number of a device’s Contact ID used for the event
transmission to devices such as S2000-IT, UO-4S and
S2000-PGE.

Default value: 0

Transmission

(See 6.4.2.
Configuring
Transmission of
Events and States of
System Logical
Entities)

Event Groups for transmission

Partitions for transmission

Attention! This property is available for devices such
as S2000K, S2000-1T, UO-4S, or S2000-PGE
exclusively, and only after a relevant device has been
added to the database.

Default value: No Event Group or Partition is selected
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Connected S2000-KPB

(see the description of
this parameter)

The list of device-connected S2000-KPB modules

The connected S2000-KPB is edited in a dialog box

opened by clicking the () button (visible if the this
parameter is selected) in the Inspector:

B Connected 52000-KPB devices

52 K 3 ';. o1
S2000-KPB Mo.2
S2000-KPB Mo.3
S2000-KFB Mo.d4
S2000-KPE Mo.b
S2000-KFPE Mo.B
S2000-KFPB Mo.¥
S2000-KPE Mo.8
S2000-KFB Mo.9
S2000-KFE Mo 10
S2000-KPE Mo 11
S2000-KFB Mo12
S2000-KFPE Mo13
S2000-KPB Mo 14
S2000-KFPB Mo15
S2000-KPE Mo 16

k. ] I Cancel

Nur:1bers of connected S2000-KPB devices havé to
match numbers of S2000-KPB devices specified in the
configuration of the S2000-ASPT

Attention! This property is available for devices such
as S2000-ASPT exclusively, and only after a relevant
device has been added to the database.

Default value:
No S2000-KPB module is selected

Time Zones

(See 6.12.4.2
Entering Time Zones
and Access Levels to

Controllers )

The list of time zones of the database and the list of
time zones of a device.

Attention! This property is available for devices such
as §2000-2 and S2000-4 exclusively, and only after a
relevant configuration has been read (from the cache
or a device).

Access Levels

(See 6.12.4.2 Entering
Time Zones and
Access Levels to
Controllers)

The list of access levels from the database and the list
of access levels form a device.

Attention! Attention!  This property is available for
devices such as S2000-2 and exclusively, and only
after a relevant configuration has been read (from the
cache or a device).

P.S. It is worth mentioning that when the Orion protocol is used, the S2000 panel is added to the

database only for purpose of exporting a database configuration to the panel.

But in such case, if the

panel is always in the database, it will slow down the polling function of the Scanning Core as the
Scanning Core is constantly attempting to found the missing device but the panel itself is operating in the
Pl-Backup Mode and does not respond to any commands (queries). Thus, it is strongly recommended
setting the Priority property as No polling for S2000 panel in the database.




6.2.6.3 The Reader Entity

Let us discuss the Reader entity.
[l [Readsr 1]

The Readers are associated (added) to the Devices in the Entities Tree.
E___| [“ddress 11, 52000-2) 520002 [11)
---------- [Reader 1]: Reader 1, Device 11
[Reader 2] Reader 2, Device 11
ﬁ [Loop 1] Loop 1. Dewvice 11
--------- ﬁ [Loop 2] Loop 2. Dewvice 11
ey [Fielay 1} Felap 1, Devics 11
ey [Fielay 2] Relap 2, Devics 11

A Device’s zones are displayed in the following order: readers>loops>relay outputs

In the Entities Tree, the Reader entity includes partitions, partition group, and access points:
D [The input reader 1] Reader 1, Device 1
B B [1] Sections 1
B B [2] Sections 2

[l 0.1} Reader 1. Device 2

- K1 [1] Doorl [Pass]

See Chapter 6.4.3 Associating Control Elements to Readers of the System and Chapter 6.5.2.1.
Associating Access Points to Readers and Device Relay Oulputs

The Entities Tree shows the following information for the Reader entity:
e Number
e Name.
D [The input reader 1] Reader 1, Device 2

Please, be mindful that the Reader entity is added to the system by default when a relevant Device is
added to the system.

The Reader is deleted by default when an associated Device entity is deleted from the system.
Therefore, the Reader is subject to editing only.

To edit the Reader’s properties, select a required entity in the tree and click the Edit button. Then make
necessary changes in the properties as required and click the Save button.

The properties of the Reader entity:

Inspector

Device address 2 o
Mumber 1

IJzer number 1A

M ame WWarehouse Entrance | =
Dezcription

Element type Reader

Type Reader

All partitions Mo

Photo dizplay events

Contact D Zone 1]

Cameras i




Property

Possible values

Description

The address of a device to connect readers to.

Device address 1..127 This is not accessible for editing.
Value: a device address
The number of a reader.

Number (No)Homep 1.2 This is not accessible for editing.

Value: The Number (No) of a reader

User number

1..2147483647

The unique number of the device’s entity in the system.

Here, the Device's entity is understood as a reader,
loop, relay output, and a subscriber zone. Thus, the
User number must be unique for all of these specified
entities: a reader, loop, and relay output and subscriber
zone.

Default value: the minimum value from the available
range (1..2147483647 ) not used in the system.

Name

A length of 1 to 30

The name of a reader.

Default value: a string including a reader name and

characters ;
device number.
Example: Reader 1, Device 5
Comments

Description Alength of 1 to 200 Unnecessary to be filled

characters
Default value: no default values
Type of device entity.

Element type Reader This is not subject for editing.
Value: Reader
Type of reader
Type Reader

Default value: Reader

ContactlD Zone

0..2147483647

Reader’s ContactlD number used transmitting events to
devices such as S2000-IT, UO-4S, and S2000-PGE.

Default value: 0

Defines that all partitions are associated to this reader.

(see Chapter 6.4.3 Associating Control Elements to

All partitions Yes/No Readers)
Default value: No
Events that triggers display of employee’s details
(including a photo) related to an employee initiating
(see. 6.4.6 such an event
. Configuring Display
Photo display events of Credential Holder’s | This affects all the System Monitor modules running on
Photo in the System | various workstations in the system as a function of the
Monitors) Photo property for this workstations
Default value. no events is selected.
The list of cameras with their video recorded as driven
(See 6.4.7. by the reader’s alarm (external alarm recording mode
Cameras Associating Cameras | must enable in cameras’ settings.
to Device Zones)

This cameras can be displayed also if one selects the




Show video recording item of the contextual menu of
an reader alarm on the Alarms Tab

Default value: an blank list

6.2.6.4 The Loop Entity

Let us consider the Loop entity:
ﬁ [Loop 1) Loop 1, Device 10

The term Loop includes the following meanings:
e Loop (signaling input circuit),
e Addressable zone,
e Supervised circuit.

The Loop entities are assigned to the Device entities in the Entities Tree.
E [Address 10, S2000-45FT]: S2000-45PT [10)
--------- B B [Loop 1] Loop 1, Device 10

--------- B B [Loop 2] Loop 2. Device 10

--------- B B [Loop 3] Loop 3, Device 10

--------- B B [Loop 4] Loop 4, Device 10

--------- B & [Loop 5] Loop 5, Device 10

--------- B B [Loop Bl Loop B, Device 10

--------- B B [Loop 71 Loop 7. Device 10

--------- B B [Loop 8] Loop 8, Device 10

--------- B B [Loop 3] Loop 9, Device 10

--------- B & [Loop 10 Loop 10, Device 10

--------- B & [Loop 11]: Loop 11, Device 10

-------- (—E‘-T) [Felay 1] Relay 1, Device 10

-------- (—E‘-T) [Felay 2] Relay 2, Device 10

-------- (—E‘-T) [Felay 3] Relay 3, Device 10

-------- (== [Relay 4] Relay 4, Device 10

-------- (—E‘-T) [Felay 5] Relay 5, Device 10

The Device Zones are displayed in the following order: readers ->loops ->relay outputs.

The Entities Tree shows the following information for the Loop entity:
e number,
e name,
e the number (ID) of a partition (ID) ( if a loop is added to any partition).

ﬁ [Loop 1] Loop 1, Device 10

It is worth recalling that the Loop entity is added to the system by default when a relevant Device
supporting loops is added to the system.

The Loop is deleted by default when an associated Device entity is deleted from the system. Therefore,
the Loop is subject to editing only/

To edit the Loop’s properties, select a required entity in the tree and click the Edit button. Then make
necessary changes in the properties as required and click the Save button.

The properties of the Loop entity:



-

Inspector

|B..I| ¢
Device address 2 &
Murnber 1
IJzer number 13
M ame ALT, Device 3
D ezcription 3
Element type ZonedLoop
Type Entrance
24-hour zone Mo
Accumulate statistics Mo
Entrance zone timeout 1
ContactlD Zone 1]
Cameraz il
Property Possible values Description
The address of a device where a loop belongs
Device address 1..127 This property is not edjtable.
Value: Device address
The number of a loop.
Number 1..127 This property is not editable.

Value: Loop number

User number

1..2147483647

The unique number of the device’s entity in the system.

Here, the Device's entily /s understood as a reader,
loop, relay output, and a subscriber zone. Thus, the
User number must be unique for all these specified
entities. a reader, loop, and relay oulput and subscriber
zone.

Default value: the minimum value from the available
range (1..2147483647 ) not used in the system.

Alength of 1 to 30

The name of loop.

Please keep in mind that the Loop’s name cannot
exceeds 16 characters in the S2000M panel. Thus,
when the database is exported to the Panel a longer

Name characters loop name will be shortened to 16 characters
Default value: the name of a loop with a loop number
and device address
E.g: Loop 3, Device 12
Description Alength of 110200 | Comments
characters

Unnecessary to be filled
Default value: no default values

Element type Zone/Loop Type of a device’s entity




The can be edited only for the zones of S2000-KDL
device
(See note 1 to this table

Value: Zone/Loop

Type
(see the description
of this property)

The type of loop.

This property defines conformity between logical (as in
settings in the Orion Pro database) and actual (as in
devices’ settings). The properly selected type allows
users to manage and accumulate addressable ADC
values of addressable detectors, make management
scenarios triggered by zone events, and to control
extinguishing, etc.

Possible values (Types of loops):

Intrusion

Entrance

Panic button

Fire

Manual Release

Smoke analog addressable

Heat analog addressable

Auxiliary

Manual call point (Rupor)

Door sensor circuit

Manual call (ASPT)

Pressure detector

Auto Mode (Extinguishing)

Main power supply

Backup power supply

Device mode

Remote command

Fire equipment fault monitoring

Device status

Mass

Pressure

First operating pump start

First operating pump power

Automatic control of the first operating pump

Second operating pump start

Second operating pump power

Automatic control of the second operating pump

Backup pump start

Backup pump power

Automatic control of the backup pump

Jockey pump start

Jockey pump power

Automatic control of the jockey pump

Closing electric valve

Opening electric valve

Electric valve power

Main input of Automatic Transfer Switch

Backup input of Automatic Transfer Switch

Drencher curtain

Main storage tank

Backup tank

Drain pit

Start mode

Start pressure sensor

Manual start (Potok)

Pressure in the system

26 V power supply

Status of the supervised circuit 1

Status of the supervised circuit 2




Status of the supervised circuit 3
Status of the supervised circuit 4
Status of the supervised circuit 5
Status of the supervised circuit 6
Status of the supervised circuit 7
Status of the supervised circuit 8
Status of the supervised circuit 9
Status of the supervised circuit 10
Status of the supervised circuit 11
Status of the supervised circuit 12
Status of the supervised circuit 13
Status of the supervised circuit 14
Status of the supervised circuit 15
Status of the supervised circuit 16
Status of the supervised circuit 17
Status of the supervised circuit 18
Output voltage

Output current

Battery test

Charger test

Mains power test

Programmable auxiliary

Ademco (Receiver)

Ademco (Radio repeater)

Fire Threshold Addressable
Humidity measurement

Output R1

Output R2

Output R3

Output R4

27 V power supply

Aggregate 1

Aggregate 2

Aggregate 3

Aggregate 4

Potok remote start

Alarm loop monitoring

Mains power supply (220V) monitoring
Charger monitoring

Battery monitoring

Remote Voice Announcement start monitoring
Device status monitoring

Limit switch

(See Note 2 to this table)

The default value depends on the type of parent
device of this loop:

Loops are set as Intrusion for devices such as S2000-4,
Signal-20, Signal 20(02), Signal-20P, Signal-20M, UO-
4S, S2000-KDL, S2000-KDLS, S2000-KDL-2I, and
Signal-10.

Loops for all other devices are set as in a physical
device itself

This option defines whether a loop will be disarmed
when its partition is disarmed:
- If YES, the loop will not be disarmed

24-hour zone Yes/No - IfNO, the loop will be disarmed
Default value: No
Accumulate statistics Yes /No This is used to instruct the Scanning Core module to




collect (and save in the database) statistics of ADC
values of this loop.

You should keep it in mind that it has to be specified
individually for each workstation whether to gather
statistics from the workstation-connected loops or not.
(See Chapter 6.2.2 The Workstation Entity)

Default value: No

The Number of ContactID Loop used to transmit events

ContactiD Zone 02147483647 to devices such as S2000-IT, UO-4S, and S2000-PGE.

Default value: 0

Entrance timeout is the Entrance loop’s delay of going
from Entrance Zone Alarm status into Intrusion Alarm
status.
Entrance zone

timeout 1..2147483647 Attention. Alttention this property is available only for
the Entrance loop

Default value: 0

The list of cameras with their video recorded as driven
by the loop’s alarm (external alarm recording mode
must enable in cameras’ settings).

(See 6.4.7.
Cameras Associating Cameras | This cameras can be displayed also if one selects the
to Device Zones) Show video recording item of the contextual menu of
an alarmed loop on the Alarms Tab

Default value: No cameras are listed

Note 1:

It is worth mentioning that when S2000-KDL, S2000-KDLS and S2000-KDL-2I are added to the database,
it was impossible to identify what two-wire addresses belongs to addressable detectors belongs and what
belongs to addressable relay modules. By default, the Element type and Type properties are set
asZone/Loop and Intrusion, respectively for devices such as S2000-KDL, S2000-KDLS and S2000-KDL-
2l

In this case, you should select a type that corresponds the type of these loops in the devices settings.And
in respect to a zone with addresses used for S2000-SP2, select Relay for Element type and Addressable
relay module for the Typefield.

You can edit Element type for the Loop and Relay Output entities only for the zones of devices such as
S2000-KDL, S2000-KDLS and S2000-KDL-2I.

Please, keep in mind that a device’s zones are shown in the Entities Tree as follows: readers>loops>relay
outputs.

Note 2:

Configuration conformity between a logical loop (as set in the Orion Pro database) and an actual (as in
devices’ settings) loop is required on the following basis:

e The type of loop determines what commands can sent to this loop (individually or as part of a
partition): Arming, Disarming, Auto Mode ON, Auto Mode Off, Release(extinguishant), Abort
Release.

This is very important, for example, for the Panic button loop; for the loops of devices as S2000-
ASPT and Potok-3N responsible for fire extinguishing.

Such command limitation is also effective for the control of a loop by the Operator of System
Monitor and for the automated control of a loop (individually or as in part of partition) by the
Scanning Core module
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e The Type of loop defines loop events that can be renamed or used as triggers for automated
system responses to zone events.

e If proper selection of the type of loop allows the Scanning Core module to provide a correct export
of the Orion Pro database to the S2000 and S2000M panels. This very important for the Manual
release loops that affect the ASPT and ASPT-A relay actions; for the loops of S200-SPT and
Potok-3N responsible for fore extinguishing

In addition to the above, it is important to note the following:
There is an exception for the Entrance loop. In addition to the above, this type of loop offers event
processing logic.

The Entrance Zone is an intrusion loop with an alarm delay - the delay of going to the Intrusion Alarm
state from Entrance zone alarm state (the Entrance zone alarm is a status the loop goes to after it is
opened in Armed Status). The alarm delay allows entering through the entrance zone (door)to disarm the
protected area before a sound alarm (siren) is generated. A delay length may be 1 to 2, 147, 483, 647
seconds. When an entrance loop reports an alarm, Scanning Core generates the Entrance Zone Alarm
event. If delay time goes out and the zone is still in an alarm state (in other words, it was not armed or
disarmed), the Scanning Core module will generate Intrusion Alarm.

There are various relay action (or programs) to respond the Intrusion Alarm status and Entrance Zone
status (see 6.A Centralized Relay Outputs Control Program). For example, relay output with a Siren relay
action (program) will be not activated when a partition goes into the Entrance Zone Alarm status, and
relay output with the Alarm Output program will not be opened.

Entrance zones assigned in the Orion Pro database affect only Tactics of relay outputs controlled with
Scanning Core and do not affect relay outputs controlled locally by alarm control panels.

Attention! It is highly recommended to configure input loops locally in devices themselves (all devices of
the lattes revision support that). But for the legacy devices that do not allow setting the input loops local,
the outputs can be configured at the level of the Orion Pro software.

If a loop is configured as Entrance in the devices, it should be set as Intrusion in the Orion Pro database.

Please review what commands are allowed for various types of loops (*):

Actions

o o (=] (=]

= > £ £

Type of Loop g B < <

s, |2, 28|, 3

E® 89 'c% (] g c £ e

=37 [ 9 4= 4= o=

) c O e o & a %

< 0C w = n= < W < W
Intrusion
Entrance

Panic button

Fire

Manual Call Point

Smoke Analog Addressable

Heat Analog Addressable

Hydrometrical

Fire Threshold Addressable

Loop Supervision

Manual Activation (Rupor)

BEE O EEEEEE B B Aming
BEE O EEEEEE E B pisaming
XXX <X <1 <1 << <Y <]
ESESES E9 EJESESESESES €S S
ESESES E9 EJESESESESES S 9
ESESES 9 EJESESESESES €S 3
XX XX X X XXX XY XY X]

Manual Release (ASPT)
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Pressure Detector

Auto Mode (fire extinguishing)

Device Mode

Remote Release Command

Remote Release (Potok)

Remote Voice Alarm Control

<X <X <]

X X X X <] X
X X X X <] X

<X <X <]
X X X XX X
X <1 <1 <X X

X <1 <1 <X X

©'No commands are sent for other loops (including Auxiliary and Manual release (Potok)

It is recommended using the following types of loops for zones defined in the settings of system

controllers:

e For loops of devices such as S2000-2, S2000-4, Signal-20, Signal-20 ver02, Signal-20P, Signal-
20 ver.2.04, Signal 20M, Signal-10, S2000-KDL, S2000-KDLS, S2000-KDL-2I, and UO-4S:

Type of Zone in Device

Type of Loop in Orion Pro Software Suite

1 - Smoke

Fire

2 -Combined Loop

Fire
Manual Release

Fire
3 - HeatLoop Manual Call Point
4 - Intrusion Loop Intrusion
5 - Intrusion with tamper control Intrusion
6 - Auxiliary Auxiliary
7 -Entrance Intrusion

8 -Smoke threshold addressable

Smoke analog addressable

9 -Heat smoke threshold addressable

Heat analog addressable

10 - Heat thermostatic

Heat analog addressable

11 - Panic

Panic button

12 - Programmable auxiliary

Programmable auxiliary

14 - Fire threshold addressable

Fire threshold addressable

15 - Hydrometrical

Hydrometrical

The types of loops for S2000-KPB, S2000-ASPT, and S2000-ASPT ver. 2.00, Potok-3, Rupor, and
Rupor-200 are defined by default when there are added to the database. It is not recommended
changing the types of these loops, unless a specific situation is required.

6.2.6.5 The Relay Output Entity

Let’s consider the Relay Output entity.

(—-'E) [Felay 1]

The term relay output means the following:
e Relay output,
e Supervised (monitored) output
o Addressable relay module.

Relay outputs are associated to the Device entities.




[ ] [address 3, S2000-KPB] S2000KPB (3)
--------- B & [Loop 1] Loop 1, Device 3
--------- B & [Loop 2] Loop 2. Device 3
-------- (== [Relay 1] Relay 1. Device 3
-------- {:—-E) [Relay 2]: Relay 2, Device 3
-------- {—z_-;) [Relay 3] Relay 3, Device 3
-------- C—Z-%) [Relay 4]: Relay 4, Device 3
-------- (—-'E) [Felay 5] Relay &, Device 3
-------- @ [Felay B]: Relay 6, Device 3

The device’s zones are displayed in the following manner: readers ->loops=>relay oulputs.

In the Entities Tree, Relay Output is the entity to which partition, partition groups, and access points are
assigned:
C—-__‘_'_-%) [The relay 1); Relay 1, Device &

o f@ 8] [1] Sections 1

e f@ ] [2] Sections 2

C—-E—:) [Fielay 1] Relay 1, Device 11
b L [1]: Ertry tumstile [Enter]

See Chapter 6.4.1 Setting Centralized Control of Relay Oulputs and Chapter 6.5.2. 1Associating Access
Points to Relay Outputs of Devices.

The Entities Tree shows the following information for the Relay Outputs:
e Number,

e Name
e Partition number (if a relay output is added in any partition).

[Felay 1] Relay 1, Device 11

It is worth mentioning again that the Relay Output entity is added to the system by default when a relevant
Device supporting relay outputs is added to the system.

The Relay output is deleted by default when an associated Device entity is deleted from the system.
Therefore, the Loop is subject to editing only/

To edit the Relay properties, select a required entity in the tree and click the Edit button. Then make
necessary changes in the properties as required and click the Save button.

The properties of the Loop entity:
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Inspector

=l

Device address K] -

Murnber 1

IJzer number B

M arne P air E it

D escription )

Element type Relay

Type Relay

Centralized control Mo

Tactics Mot manage

Relay action delay 0,000

Relay action time 0,000

ContactiD Zone ]

Cameras

Property Possible values Description

The address of a devicewhere a really output
belongs

Device Address 1.127 This property is not editable
Vale: Device 3HayeHue: agpecnpubopa
Number of relay output.

Number 1..127 This property is not editable

Value: number of relay output

User number

1..2147483647

The unique number of the entity of a device in the
system

In this case the entity of devices may be a reader,
loop, relay output and a subscriber zone. The user
number must be unique for each of the device’s
entities.: a reader, loop, relay output and subscriber’s
zone.

Default value: the minimum number from the
available range(1..2147483647) of number used in
the system

Name

Alength of 1 to 30
characters

The name of relay output.

One should keep in mind, that a name’s length
cannot be longer than 16 characters. The longer
names will be shortened to 16 characters when the
database is exported to the panel (Console)

Default value: a string including relay number and a
device’s address




Description

A length of 0 to 200
characters

Comments.
Optional field

Default value: a blank field

Element type

Relay

Type of device’s entity.

This field is allowed to be edited only for zone (inputs)
of S2000-KDL, S2000-KDLS, S2000-KDL-2/

(See Note 1 to the table)

Value: Relay

Type

(see description)

Type of relay output

This defines conformity between logical (as set in the
Orion Pro database) and actual (as a function of the
device itself) type of relay output.

Available outputs:

Relay

Addressable Relay Module
Supervised Output

KPB Output (ASPT)

Visual Alarm1 (ESCAPE)
Visual Alarm 2 (KEEP OUT)»
Visual Alarm 3 (Auto OFF)»
Audible Alarm (Siren)
Release Circuit

Start 1

Start2

Start 3

Start 4

Voice Alarm/Notification
Valve ,

Addressable Valve Control Output

Attention! It is not recommended changing the type
of relay oulput defined by default when devices are
added to the tree. The exemptions are zone (inputs)
of S2000-KDL, S2000-KDLS, and S2000-KDL-2/
(See Note 2)

Default value depends on the type of device where a
relay output belongs

Contact ID Zone

0..2147483647

The Number of ContactlD Relay Output used to
transmit events to devices such as S2000-IT, UO-4S,
and S2000-PGE.

Default value: 0

Centralized Control

Yes / No

This property defines whether a relay is controlled by
S2000/S2000M Panel (local control) or by the
Scanning Core of the Orion Pro Suite (central control)
e If Yes: the relay output is controlled by the
Scanning Core module; the centralized
control settings for this output is not exported

to the S2000/S2000M panel
e If No: the Scanning Core module does not
control the relay output but the thesentrozed
control settings for the output are expoterd to
the S2000/S2000M panel (that is actually




control the output )

Attention! this property are available only for the
types of relay that supports the Centralized control
(the Notes 2 to the table)

This property is relevant for the Orion Pro protocol
only.

If the Orion protocol is used, a relay output will be
controlled centrally (regardless of this field settings)
by the Scanning Core module. Bu this centralized
control settings will exported only when this property
is set as No

Please keep it in mind, that centralized control only
can be provide only if the output is not controlled
locally

See Chapter 6.4.1 Setting Relay Output Centralized
Control

Default value: No

Tactics

(see the Description of
property)

This is to define a relay action (program) of
centralized control for a system output.

Attention! This property is available only for the types
of relay oulputs that support the centralized control
(see Appendix 2 to the table)

Available relay programs/actions:

No control

Switch On

Switch Off

Switch On for a Time

Switch Off for a Time

Blink (Off is Initial Position)

Blink (On is Initial Position)

Blink for a Time (Off is Initial Position)
Blink for a Time (On is Initial Position)
Lamp

Alarm Output 1

ASPT

Siren

Fire Output

Fault Output

Fire Lamp

Alarm Output 2

Switch On for a Time before Arming
Switch Off for a Time before Arming
Switch On for a Time upon Arming
Switch Off for a Time upon Arming
Switch On for a Time upon Disarming
Switch Off for a Time upon Disarming
Switch On for a Time if Arming Failed
Switch Off for a Time if Arming Failed
Switch On for a Time upon Auxiliary Alarm
Switch Off for a Time upon Auxiliary Alarm
Switch On upon Disarming

Switch Off upon Disarming

Switch On upon Arming

Switch Off upon Arming

Switch On upon Auxiliary Alarm
Switch Off upon Auxiliary Alarm




ASPT-1

ASPT-A

ASPT-A1

Switch On if Temperature Increased
Switch On if Temperature Decreased
Switch On if Extinguishing Initiation Delayed
Switch On if Extinguishing Initiated
Switch On if Extinguishing Confirmed
Switch On if Extinguishing Failed
Switch On if Auto Mode Enabled
Switch Off if Auto Mode Enabled
Switch On if Auto Mode Disabled
Switch Off if Auto Mode Disabled

The detail description of all relay actions (programs)
are provided in Appendix 6.A see Centralized Contro/
of Relay Outputs

Default value: No Control

Pause before the initiation the a relay’s action
(programs) in seconds (the increment step is 1/8
second).

Attention! This is availlable only for those type of

Relay action delay 0..8191,875 relay oulputs that support the centralizes contro/
option
(See Note 2 thereafter)
Default value: 0
The time in seconds during which relay action
program completes (increment step is 1/8 of second)
Relay action time 0..8191,875 Attention! This is available only for those type of relay

outputs that support the centralizes control option
(See Note 2 thereafter)

Default value: 0

(cm. rnaBy «6.4.7

The list of cameras with recording as triggered by
relay output alarms ( external alarm triggering mode
must be activated for the cameras)

These camera will be also displayed o if one selects

Cameras %Z;KZZZMSZ »’5 the Show video recording item of the contextual
pHOOP menu of an alarmed loop on the Alarms tab
Default value: No cameras on the list
Note 1

When S2000-KDL, S2000-KDLS and S2000-KDL-2I are added to the database, it is impossible to identify
what addresses of a two-wire circuit belongs to addressable detectors and what belongs to addressable
relay modules. By default, the Element type and Type properties are set as Zone/Loop and Intrusion,
respectively for devices such as S2000-KDL, S2000-KDLS and S2000-KDL-2I.

In this case, the zones of S2000-SP2 addressable module must have a Relay option selected for the
Element type ficld and Addressable relay module selected for the Type field.

Based on the above, the reverse conversion of an output to a loop are allowed for the devices such as
S2000-KDL, S2000-KDLS, and S2000KDL-2/
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relayYou can edit Element type for the Loop and Relay Oulput entities only for the zones of devices such
as S2000-KDL, S2000-KDLS and S2000-KDL-2I.outputs.

Please, note that a device’s zones are shown in the Entities Tree as follows: readers>loops>relay output
Note 2

The need for proper conformity between logic(as set in the Orion Pro database) and actual (physical
device’s relay output)types of relay output isrequired to provide for the following:
e Atype of relay output defines whether the output is the subject to the centralized control.
e The type of output defines the output events than can be renamed or used to associate
management scenarios as system response to zone events.

Attention! It is not recommended changing the default type of relay output but for the zones of the S2000-
KDL.

Relay outputs that support centralized control are as follows:

Type of Relay Output Centralized Control

Relay

Addressable Relay Module

Supervised Output

KPB Output (ASPT)

Visual Alarm1 (ESCAPE)

Visual Alarm 2 (KEEP OUT)

Visual Alarm 3 (Auto OFF)

Audible Alarm (Siren)

Release Circuit

Start 1

Start 2

Start 3

Start 4

XX XX XX X] X XXX < < <

Voice Alarm




6.2.7 The List of Connected Biometric Readers

Let’s discuss the Biometric Reader entity:
[ [ID 1. C2000-BI0ACeess |

Biometricreader is associated to the COM Ports with the BIOAccess protocols or to Ethernet Adapters.
— ------- FH“ [} COMZ [BID&ccess)

om H] [1D 12, C2000-Bl0ACCess ]
-] N . [Ethemnet]: [ 192.168.20.3 ]
] e R [1D 1, C2000-B104ccess |

By default, the Biometric Reader entity has an assigned reader and relay output:
Bl [0 100, C2000-B10Access |

......... D [l Reader 1
iy | Bl0Access] Relay 1

The list of workstation-connected biometric readers is made manually

To add the Biometric Reader, please select a required node (COM Port and Ethernet Adapter) and click
the Add button. Then enter values in for all property of the new Biometric Reader and click the Save
button.

You can edit the properties of readers, loops and relay outputs of the added biometric readers

The properties of The Biometric Reader, Relay Outputs and described in Chaprter6.2.7.7 The Biometric
Reader, Chapter 6.2.6.3 The Reader Entity, and Chapter 6.2.6.5 The Relay Oulput

To edit the properties of a Biometric Reader, Reader or Relay Output, please select a required entity in
the Entities Tree and click the Edit button. Then make necessary changed and click the Save button.

To delete the Biometric Reader entity, please select a required entity in the Entities Tree and click the
Detete button. Then click Yes to confirm a delete action in the appeared dialog box.

6.2.7.1 The Biometric Reader Entity

The above chapter discusses the location of Biometric Reader in the Entities Tree as well as actions
related to adding, editing, and deleting of the entity. Hence this chapter focuses on the Biometric Reader’
properties and information displayed for thi entity in the tree.

The Entities Tree displays the following information for the Biometric Reader entity:
e |D,
e Name.

[l [0 1. C2000-BI0ACces: | Entrance
1D

Hame

The properties of the Biometric Reader:
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Inspector

Device tpe

S2000-Bl10Access

Device ID

1

I arme

D escription

Fingerprint Enralment

Mo

Device Paolling

Mo

IPAddress

IPPort

ContactD Zone

Property Possible Values Description

Type of biometric reader
Device Type S2000-BIOAccess» | This parameter is not editable.
Default value: S2000-BIOAccess
Device ID for a com-port connected biometric reader
must comply with ID set in the physical device. It should
be noted that maximum value for ID in a device is 255,
and one COM Port can accommodated up to 31
biometric readers
Device ID for an Ethernet-connected reader is used
only to facilitate configuring a device in the Database
Administrator module. It may not match the physical
Device ID 1..255 device’s ID.
Default value:
- When added to a com port, the default value will be
the minimum ID from the available range (1..255) not
used on the current COM-port.
-When addedot an Ethernet port, the default value for ID
of biometric reader will the minimum ID from the
available range(1..255) of IDs not used on the current
Ethernet adapter.
The IP Address of Biometric reader.
IP Address Notation in format Attention! This property is displayed and used only for a
XXX XXX XXX XXX biometric reader connected to an Ethernet adapter.
Default value: 0.0.0.0
The IP port of a biometric reader.
TR .
IP Port 165534 Attention! This property is displayed and used only for a

biometric reader connected to an Ethernet adapter.

Default value: 4370

Index

1..2147483647

The unique number of a device in the system.




Attention! The device means: device, biometric reader,
subscriber, dot-matrix display

Default value: the minimum value from the available
range (1..2147483647) not used in the system.

A length of 1to 25

The name of a biometric reader.

Name

characters Default value: empty field

Comments
Description Alength of 0 to 200 Optional field

characters
Default value: empty field
This property defines whether to use this biometric
reader to record new fingerprints.

Fingerprint Scanner Yes/No This property is used only in the DBA module when a

biometric reader is selected to scan new fingerprint.

Default value: No

Contact ID Zone

0..2147483647

The Number of ContactlID biometric reader used to
transmit events to devices such as S2000-IT, UO-4S,
and S2000-PGE.

Default value: 0




6.2.8. The List of Connected UOPs

Let’s discuss the Subscriber (UOP) entity.

™ uor

The Subscriber entities are associated to COM ports with UOP protocols.
& [} COM3 [UOP)
Eli _EJ LOP

A Subscriber’s zones are associated to the Subscriber entity in the tree:

™ uor

......... BB (5] fone
BE [7]Zone 2
b "B B [ 8] Zone 3
b T By [ 91 Zone 4

The subscribers are added to workstations only manually.

To add the Subscriber, please select a required node (COM Port and Ethernet Adapter) and click the Add
button. Then enter values in for all property of the new Biometric Reader and click the Save button.

You can edit the properties of the Subscriber entity as required.

The properties of the Subscriber entity are described in Chapter6.2.8.7 The Subscriber Entity. The
Subscriber Zone Entity, Chapter 6.2.8.2TheSubscriber Zone Entity.

To edit the properties of a Subscriber, please select a required entity in the tree and click the Edit button.
Then make necessary changes and click the Save button.

To delete the Subscriber entity, please select a required entity in the Entities Tree and click the Delete
button. Then click Yes to confirm a delete action in the appeared dialog box.

System Request l ]
.9. Confirm Delete

| ¥es | [ MNa

6.2.8.1 The Subscriber Entity
The above Chapter 6.2.8 The List of Connected UOPs discusses the place of the Subscriber entity in the

system tree as well as actions related to adding, editing, and deleting of the entity. This chapter focuses
on the Subscriber properties and information displayed for the entity in the system tree.

The Entities Tree shows the following information for the Subscriber entity:
e Name.

& [rcoMz2

The properties of the Subscriber entity:
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Inspector

Index 4

M armne ap

D ezcription

Pricrity Drefault
Subscriber D 4
Phone numbers

Property Possible Values Description
The unique number of a device in the system.
Attention! The device is may be a biometric reader,
Index 1. 2147483647 subscriber, or dot-matrix display
Default value: a minimum number from the available
range (1...2147483647) of addresses not used in the
system.
The name of a subscriber.
Name A length of 1 to 25

chapters The default value: the name of a device type.
For example: UOP
A length of 0 to 200 characters Comments.

Description Alength of Oto 200 This field is optional.

characters
Default value: blank field

By default

High Priority of polling by the Scanning Core module
Medium high
Priority Medium
Medium low
Low Default value: By default»
No polling

Subscriber Number

Alength of 1to 15

A subscriber number that is specified in the settings of a
communicator (OU-4S, S2000-PGE, and S2000-IT) and
defines the unique number of a protected site or entity.

characters Attention!  There cannot be two subscribers with
identical numbers in the system.
Default value: empty field
The list of phone numbers of protected site.
See Chapter ol Thic fi ,
62811 Phone Attention! This field must be filled.
Phone Numbers Num{yers of Attention!  This properly is not accessible when an
Subscriber. The entity is being added, it can be accessed only when you
Phone Number Entity Y g ’ 4 /

proceed with editing

Default value: emply field
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6.2.8.1.1 Phone Numbers of Subscriber. The Phone Number Entity

It is worth mentioning again that when the entity is being added, the property is not accessible and can be
accessed only when you proceed with editing. In other words, first you must add (Add) andsave (Save)

the Subscriber entity. Then click the Edit button and select the Phone Numbers property and click the ()
button to open the Phone Numbers dialog box.

The figure show the Phone Numbers dialog box:

E Phone Mumbers @W

Phone Numbers Selected Phone Numbers

[ VEIK Tanncel ] ’ Ph Murnbers

L -

The right pane lists the phone numbers associated to a Subscriber. The left pane list all other phone
numbers.
To associate a phone number to the Subscriber, please select a phone number to double-click it or use

the button in the center.

You can select multiple phone numbers using <Shift> (Range Selection) or <Ctrl> (Combined Selection)

and associated them all together to the Subscriber using the button.

To delete any association of a phone number to the Subscriber, please select a required phone number

from number associated to the Subscriber and use double-click or the button in the center.

Click the OK button to accept your changes.

To edit the list of phone numbers, please clickl_| " Humbers

E Edit Phone Mumbers 2

| Phone Humbers

¥

Phone Number

Password

=




To add a new phone, please click the Add button. Then enter a phone number and click the Save button.

To change the phone number, select a required phone in the list of phone numbers and click the Edit
button. Then change the phone number as required and click the Save button.

To delete a phone number, please select a required phone in the list of phone numbers and click the
Delete button. Then confirm the action the appeared dialog box by clicking the Yes button.

6.2.8.2 The Subscriber Zone

Let’s consider the Subscriber Zone entity.

BE [5]Zone1
Subscriber zones are associated (added) to the Subscribers in the tree view.

™ uop

BB [ 8] Zone 1
Bg [7lZone?
OB L8k Zone 3
T [ 9] Zone 4

The subscriber zones are added only manually.

To add the Subscriber Zone, please select a required node in the tree and click the Add button. Then
enter values in for all property of the new Subscriber Zone click the Save button.

To edit the properties of a Subscriber Zone, please select a required entity in the tree and click the Edit
button. Then make necessary changes and click the Save button.
To delete the Subscriber Zone entity, please select a required entity in the tree and click the Delete

button. Then click Yes to confirm a delete action in the appeared dialog box

The Subscriber Zone entity shows the following in the tree view:
e Contact ID Zone
e Name
e The number of partition (if a zone is added to any department).

ﬁ [10) £one 1, Canteen [10]

The properties of the Subscriber Zone entity:

Inspector

..................

Abonent Murmber 1
ContactlD Zone 1
Uzer Mo 427
M ame

D ezcription




Property

Possible Values

Description

Subscriber ID

1..127

The Number of a Subscriber where the zone belongs
This property is not editable.

Value: Subscriber ID

Contact ID Zone

1.. 2147483647

The number of Subscriber’s Contact ID Zone.

It must match the number of Contact/D zone at a
protected site

Default value: a minimum number from the available
range (1...2147483647) not used for the currently
subscriber

The unique number of a device’s entity in the system.

Attention! In this case, the devices is understood as a
reader, loop, relay output, and subscriber zone. Hence,

User No 1..2147483647 a User No must be unique for all entities of the
following. reader, loop, relay output, subscriber zonel
Default value: a minimum number from the available
range (1...2147483647) not used in the system.
N A length of 1 to 30 The name of a subscriber zone.
ame
characters .
Default value: no value
Comments.
- A length of 0 to 200 o ,
Description characters This field is optional
Default value: no value
Type of device’s entity.
Element type Zone/Loop This attribute is not editable.
Value: Zone/Loop
Type of subscriber zone.
Type UOP Zone This attribute is not editable.

Default value: UOP Zone

6.2.11 Connecting Devices Using Printer Protocol

To connect devices using printer protocol, please select the Orion Printer protocol for the COM Port entity.

& [} COM3 [Orion Priter)

No other actions are required. The device itself is not added to the database.

6.2.12 Entity Events

Events are generated for the most of system entities. The Scanning Cores modules receive these events
from devices, or the modules generate the events themselves based on the events received from devices.
In addition, the Scanning Core modules can generate virtual events.

Entity

Events

Own (Physical) Virtual

Workstation

Video System
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Camera

Device/ Biometric Reader / Subscriber /
Keybox

Reader

Loop/Subscriber Zone /KeyboxCylinder

Relay Output

Partition

Partition Group

X< <1 <1< <Y < <

E3E3E3ESESES B9 S

Access Zone

It is worth mentioning the following:

o The Partition entity has its own events. But virtual events (neither displayedanywhere nor logged
in the Event Log) are generated for the Partition entity as well. These virtual eventsduplicate the
events of loops, relay outputs, and cameras included in this Partition.

In other words, for example, if any event occurs on the loop, additionally, virtual event will be
generated for the partition that includes the loop. This is provided to facilitate configuring system
responses to entity events.

o The Video System entity has its own events. But virtual events (neither displayed anywhere nor
logged in the Event Log) are generated for the Video System entity as well. These virtual events
duplicate camera eventsfor this system.

o The Workstation entity has its own events. But virtual events (neither displayed anywhere nor
logged in the Event Log) are generated for the Workstation entity as well. These virtual events
duplicate workstation events for this Workstation.

o The Access Zone entity does not have its own events. But virtual events (neither displayed
anywhere nor logged in the Event Log) are generated as well. These virtual events duplicate the
events of readers that control doors providing entry to this access zone.

Each type of entity has its own Event Group. The composition of any Event Group can be changed. But it
is not required in most cases, since event groups are created automatically for each specific type of entity
and include all necessary events. However, changes can be made in included evens in certain situations
to facilitate task related to system configuring (such as filtering of events transmitted to S2000-K and
S2000-IT devices). The description of Event Groups is provided in Chapter 6. 74.3 Setting Event Groups.

During the process of configuring the system, entity events are used to complete the following tasks:

1. The events of entities can be associated with management scenarios to provide scheduled
system responses to entity events.
Virtual events are implementedto facilitate this task. For example, if it is required to run the
scenario (that is to open free access through access points) when a FIRE event occurs on any
loop of a certain partition, you will not have to associate the scenario to a FIRE event of each loop
of the partition as you can associate the scenario to the virtual FIRE event of this partition.
Procedures related to associating scenarios to system events are described in Chapter
6.4.4.Configuring Scheduled System Responses to Entity Events. Associating Management
Scenarios to System Events.

2. Entity Events can be renamed.
This can useful for renaming events of an auxiliary loop monitoring the status of fire equipment
(e.g. Vent damper position)
Attention! The virtual events are neither displayed anywhere nor logged in the Event Log. Thus a
virtual event cannot be renamed.
The descriptions of procedures related to event renaming are provided in Chapter 6. 14.2 Defining
User Events. 6.4.5 Renaming the System Events.

3. The Event Group is used to ensure the transmission of events to S2000-K and S2000-ITdevices.
Procedures related to configuring the transmission of events are described in Chapter
6.4.2Configuring Transmission of Events and Status of System Logical Entities.
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6.3 Maps Tab. Creating Logical Entities and Structure of Intrusion and Fire Alarm System

E Crion Pro: Database Administrator |. = 2% |

Inspector

Options  Service  Help

b apz
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G- Eaarq Plant
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The Maps Tab displays the following:
1. Toggling buttons

3£l

H

—Toggles Map view,

—Toggles Partition and Partition Group.

The selected view area
The selected map

The Maps Tab is used to define the system logical structure:
e Logical entities of Intrusion and Fire Alarm System: partitions and partition groups

[ndex

Diescription |

hap




e To be displayed in System Monitor, Maps are added to the system to accommodate graphical
representation of system entities: reverences, partitions, loops, relay outputs, cameras,
devices, readers and doors (access points)

6.3.1 Partitions and Partition Groups

In the ORION Integrated Security System, the management and control of the system elements can be
provided on /ocal or centralized basis.

If local control is engaged, the device itself is responsible for initiating relay actions and programs in
response to zone states (input status, granting access, arming and disarming zones (inputs), and control
of fire extinguishing.

In case of Centralized Control, a// decisions are taken by a network controller (52000/S2000mM Panel or
Orion Pro Suite).

In this case, a relay output is controlled in accordance to the states of logical entities (partitions and
partition groups) rather than to the states of zones.

Arming and disarming is provided in accordance to the states of logical entities (partition and partition
groups) rather than individual zones.

The advantages of operation with partitions (partition groups) over the operation with zones are as
follows:

e Arming and disarming partitions (or partition groups) takeless a user’s efforts and time, and
reduces an operator’s error probability. Particularly, when it is needed to arm or disarm a great
number of zones, one will benefit a lot from grouping them into a partition, especially when the
zones belong to different devices.

e The user can arm and disarm only those partitions (partition groups) he is authorized to

e A user can control fire extinguishing on those partitions (partition groups) only he is authorized to

e Arming, disarming and extinguishing control of the on the partitions can be provided not only
using a device or a network controller but also using device controlled by the network controller:
such devices include S2000-K, S2000-KS, S2000-4, S2000-2, Signal 20P SMD, S2000-KDL,
S2000-BI, S2000-PT and S2000-BKI
System outputs (relay) can be configured
Possibility of using S2000-BI, S2000-BKIl, S2000-BI rev. 01, S2000-PT, and S2000-KS.

ThePartition is a group of zones (loops, addressable zones, supervised (controlled) circuits and outputs),
characterized by any shared attribute. One specific zone can be added to one partition only.

Usually one partition includes all zones of a certain area whereintrusion and fire zones are added to two
different zones where an intrusion partition included intrusion zones only and fire partition includes fire
zones only. Exception can be made, though, e.g. in case of perimeter protection, etc.

It is worth mentioning, that in Orion Pro Suite, the partitions can include cameras. This is implemented for
centralized arming/disarming cameras with credential (TouchMemmory button/iButton, Proximity card, or
PIN code) via a reader or keypad as well as for the management of System Monitoroperators’ rights
toaccess cameras.

The Partition Group is the group of partitions characterized by any attribute. One partition can be added
to multiples partition groups.

Usually partition groups are created to facilitate and management.

Important! The numbers (No) of partitions and partition groups must be unique within a single
workstation. In other words, any two Partitions or/and any two Partition Groups may not share the same
number on one workstation.

Let's discuss the structure of Maps tab.

The main window isdivided into two parts. The bottom part display Partition and Partition Groups or Maps
(Floor Plans)

Partitions and Partition Groups screen displays the partition and partition groups in tree view:
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Partitions and Partition Groups -

= ____| WWorkztation: SecuntyHead
------- Eﬁ[ Partitions E
- e IE._.T[_ [1] 52002 Devices
= | =

+ ------- [ & (2] Cameras

......... Lﬁl’_ [4]: Fire

#-—[@ @] (5] Adem

‘@ E] [E] General -

Add o€ i

L.

The main tree node is Partitions and Partition Groups. All workstation of the system are associated to this
node. The Workstation node serves to add partitions and partition groups of the current workstation. By
default, the Workstation node includes the Partitions node where partitions are added:

_*l Workzstation: SecuntyHead

....... Eﬂ Partitions

: - [@ 8 [1]: Security
G- [@ & [2]: Fire

G- JE B [3]: Adem

G--[@ @] [4] Cameras

G- JB @] [5]: Other

. Eﬂ [E]: General

B E (1] Security

@ E] [2] Fire

e JBUE] [3] Adem

B ] [4] Cameras

@ E] [S]; Other

Partition and Partition Groups are displayed in the following manner: partition groups> the Partitions node
where partitions are associated.

As the figure shows, when you add a workstation to the system, the corresponding Workstation node is
automatically added to the tree of partitions and partition groups; the Workstation node includes Partitions
node being associated to it

_,_,J Wiorkstation: SecurityHead

Eﬁ[ Fartitions

The tree shows the following information for the Workstation entity:
e Name

|-| Wiorkstation: SecurityHead

The Workstation entity’ attributes cannot be edijted in the tree of partitions.

6.3.1.1 The Partition Entity

In the Orion Pro Suite, partitions can belong to workstations where the Scanning Core modules are
installed. Partitions will include device zones controlled by a relevant Scanning Core and the cameras of
this workstation.

A partiti%\(*c):an include zones (loops, addressable zone, supervised circuits, and outputs) of the following
devices

Device Type of device zone
S2000-2 Loop
S2000-4 Loop




Supervised output

Signal-20 Loop
Signal-20/02 Loop
Signal-20P Loop

Signal-20P ver 2.04 Loop
Supervised output
. Loop
Signal-20-M Supervised output
Loop
Signal-10» Addressable point (detector)
Supervised output
Addressable detector
S2000-KDL Addressable relay output
S2000-KDL-2] Addressable detector

Addressable relay output

S2000-KDLS»

Addressable detector

Addressable relay output

S$2000-KPB Loop
Supervised circuit
S2000-ASPT Loop ___
Supervised circuit

Loop

S2000-ASPTver. 2.00

Supervised circuit

Supervised circuit

S2000-ASPT ver. 3.00

Loop

Supervised circuit

Supervised output

Potok-3N

Supervised circuit

Supervised output

Potok-3Nver. 1.03

Supervised circuit

Supervised output

Rupor

Loop

Rupor ver. 2.00»

Loop

Supervised circuit

Supervised output

Rupor-200»

Supervised circuit

Supervised output

RIP-12 RS Supervised circuit
RIP-12-2A RS Supervised circuit
RIP-24-2A RS Supervised circuit
S2000-Adem Addressable wireless detector

Supervised circuit

ORelay outputs of $2000-2 devices, S2000-4, Signal-20P ver 2.04, Signal-20M, Signal-10 and S2000-
SP1, that do not controlled connected circuit but can have the states of the relay (ON, OFF, X Pattern
Blinking) are also can be connected to a partition.

A partition can also include Subscriber (UOP) zones that cannot be controlled, and the status of each
subscriber zone will be received only after the first event of a specific zone.

Let us discuss the Partitionentity.

[@ 6] [4]: Cameras

Partitions are associated to the Partitions nodes of Workstations:
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_.;..l Workztation: SecurityHead

......... Eﬂ [E]: General

‘ |E|_l'1|'_ [1]: Security
- [@ @] [2] Fire
- Ja @] [3] Adem
woo[@ E [4] Cameras
e [EL @] [B] Other

Partitions and Partition Groups of one Workstation are displayed as follows: partition groups> the
Partitions node where partitions are associated to.

Loopsof relay outputs and cameras are associated to the Partitionentity in the tree of partitions and
partition groups:

Ja & [1]: 52002 Devices

T 113111 AL 1, Device 31
Tl B 113121 AL 2, Device 31

P [1.1.31.1] Main Exit
e (fimy [1.1.31.2]: Main Entrance

-Iﬂ'_ [2]: Cameras
--------- B (1] Camera 234.456.4.4,
--------- B (2] Camera 192165820248
e B (3] Camera 19216520250

The tree of partitions and partition groups shows the following information for the Partition entity:
e Number
e Name

[@ & [2] Cameras

To add a new Partition entity, please select the Partitions node for a required Workstation and click the
Add button. Then enter required values for all properties of the entity and click the Save button.

To edit the properties of the Partition entity, please select a required entity in the tree and click the Edit
button. Then make necessary changes and click the Save button.

To delete the Partition entity, please select a required entity associated to the Partitions node in the tree of
partitions and partition groups and click the Delete button. Then, confirm the action by clicking the Yes
button in the appeared System Request dialog box.

The properties of the Partition entity:

Inspector
B | ¢ | &
Partition number 2 &
M arne Carmeraz E
D ezcription
High security area Mo i
Property Possible Values Description
Partition Number 1.9999 The unique number of a partition.




The number must be unique for the Partition and
Partition Group entities within one workstation.

Default value: minimum number from available range
(1..9999) not used on the workstation where the
partition belongs

The name of a partition.

Please keep it in mind that a name length of the
partition cannot be more than 16 characters in the
A length of 1 to 30 S2000 and the S200M Panels. When a database is

Name characters exported to a panel, partition names will be shortened to
16 characters
Default value: the number of a partition
E.g 29
Comments.
- A length of 0 to 200 . ’
Description characters Optional field.
Default value: Empty field
Defines authorities to manage this partition:
- If Yes, an operator cannot disarm this partition unless
he has special authorities defined as settings of
software passwords.
High security area Yes/No - If No, an operator requires no special authorities to

disarm the partition

(See Chapter 6.12.1 Creating Passwords for Software
Modules)

Default value:'No’

It is worth mentioning again, that partition-added loops, relay outputs, and cameras are accociated to the
Partition entity in the tree of partition and partition groups:

Bl [1} 52002 Devices
BB 113111 AL, Device 31
BB (11312 AL 2, Device 31

-------- {—-E) [1.1.31.7]: Main Exit
e (fiy [1.1.31.2]: Main Entrance

The tree of partitions and groups show the following information for loops and outputs:
e Address
e Name.

g 112111 AL 1, Device 31

The tree of partition and partition groups show the following information for the Camera entity:
e Number
e Name
e The name of map where the camera is added

B 1] Camera 234.456.4.4,

To edit the property of a loop, relay output, and camera, please select a required entity in the tree and
click the Edit button. Then make necessary changes and click the Save button.
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To add new loops, relay outputs, or cameras, please select a required partition in the tree view and click
the Add button. Then, , define loops, relay output, and cameras that you want to include in the partition
and click the OK button in the appeared Define Partition Configuration window.

To change loops, relay outputs and cameras included in a partition, please select a required partition in
the tree of partitions and click the Add button. Then, in the appeared Define Partition Configuration
window, select new loops, relay output, and cameras that you want to include in the partition and click the
OK button

To remove a loop, relay outputs, and camera from a partition, you can also use the Define Partition
Configuration window. To open this window, select a required partition and click the Add button.

You can also delete one loop, relay output, or camera from a partition by selecting a required loop, relay
output, or camera in the tree view and clicking the Delete button. Then confirm the delete action by
clicking the Yes button.

Let’s consider the Define Partition Configuration dialog box:

)E Define Partition Configuration I&

Available Loops Loops Included to the Partition
B Y COMT (] [1.1.31.1] Main E it
EI bk ain Panel [1.1.31.2] Main Entrance
|:| S2000-5P1 [4) BE 11311} Loop 1. Device 31

[l 520004 [5) )) BE [1.1.31.2] Loop 2. Device 31
S2000-45PT (8] (:—-z_-;) [1.1.31.1]: Main E it

Signal-20 [7] (—-'E) [1.1.31.2] Main Entrance
(=1 1] Signal10(g) —

[===] Signal-20M (3]

W S2000-0L [10)
Potok-3M [11)

Camz <<

COomM3
Cameras

[+
.%%HHHHHHHHH

=

Y A Ixﬂancel |

The left pane shows loops, relay outputs, and cameras of the current workstation, which are not included
to any partition.

The left pane shows also shows the list of cameras of the current workstation, which are not included to
any department.

All these entities are represented in the tree view. The root nodes of this tree are COM Port nodes (COM)
with displayed number and Camera nodes:
».

B Y COMT
B4 COM:2
A COM3
B Y COM4
4 COMS

= M Cameraz

The Camera node include camera (with displayed number and name):

= S Cameras

B (1] Camera 234.456.4.4. [Orion)
Bl (2] Camera 192.168.20.2482 (Qrion)
B (3] Camera 192.168.20.250 [Orion)



The COM Port node includes associated devices (the S2000 panels are displayed with names; all other

= _EL [&ddress 3, 52000-£0L): S2000-KDL (3)
B o] [Address 4, 52000-K]: S2000-K [4)
[+ : [Addresz 31, S2000-2]: Building Entrance
The Device node includes associated loops and relay outputs (with their displayed number and names:
EI tain Panel
=[] laddress 2, S2000-2) 52000-2 (2)
[Reader 1] W arehouze Entrance
[Reader 2] ‘Warehouze Exit

B & [1.1.21] Fire

B & [1.1.22] Intusion
C—-E—:) [Relay 1] W arehouze Entrance

C—-E) [Felay 2] Warshouse Exit

The right pane displays the list of partition includedloops, relay outputs, and cameras.

To add a loop, relay output, or camera to a partition, please select the required entity in the tree and click

it twice, o click the button in the center.

You can select multiple items using the <Shift> (Range Selection) or <Ctrl> (Combined Selection) and ick

the button to add the selected items to the partition.

You can select multiple items using the <Shift> (Range Selection) or <CtrI> (Combined Selection) and

click the button to remove them from the partition.

6.3.1.2 The Partition Group Entity

In the Orion Pro Suite, the Partition Groups (as well as Partitions) can belong to workstations where the
Scanning Core modules are installed. The Partition Groups will include partitions previously created for
the relevant Scanning Core module.

Let us discuss the Partition Group entity.
-E_:j[. [7]: Partition Group

Partition Groups are associated to the Workstation nodes:
_|!_| Workstation: SecurityHead
--f@J 5 [7] Partition Group
: o [@ @] [4] Cameras
“o[@ @] (8] 52002 Devices

@ E Partitions

Partitions and Partition Groups of one Workstation are displayed as follows. partition groups> the
Partitions node where partitions are associated to.

Partitions are associated to the Partition entity in the tree of partitions and partition groups:



--m [7]: Partition Group
@ @] [2]: Fire

e [E @] (3] Adem

v [B @] [4] Cameras
B 8] (Bl General

[ E] (8] 52002 Devices

The tree of partitions and partition groups shows the following information for the Partition Group entity:
e Number
e Name

&I [7]: Partition Group

To add a new Partition Group entity, please select a required Workstation in the tree view and click the
Add button. Then enter required values for all properties of the new Partition Group entity and click the
Save button.

To edit the properties of the Partition Group entity, please select a required entity in the tree and click the
Edit button. Then make necessary changes and click the Save button.

To delete the Partition entity, please select a required entity associated to the Partitions node in the tree of
partitions and partition groups and click the Delete button. Then, confirm the action by clicking Yes in the
appeared the System Request dialog box.

The properties of the Partition Group entity:

Inspector
B 7 | &
Group number 7
M arme Fartition Group
Comment
Property Possible Values Description
The unique number of a partition.
The number must be unique for the Partition and
(Partition) Group 1.9999 Partition Group entities within one workstation.
Number "
Default value: minimum number from available range
(1..9999) not used on the workstation where the
partition belongs
The name of a partition.
Please keep it in mind that a name length of the
partition group cannot be more than 16 characters in the
Name A length of 110 30 S2000 and the S200M Panels. When a database is
characters exported to a panel, partition names will be shortened to
16 characters
Default value: the number of a partition
E.g.: 100
Comments.
- A length of 0 to 200 . )
Description characters Optional field.
Default value: Empty field

It is worth mentioning again, that Partition Group provided association of partitions that was added to this
partition group:
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--m [7]: Partition Group
@ @] [2]: Fire

e [E @] (3] Adem

v [B @] [4] Cameras
B 8] (Bl General

[ E] (8] 52002 Devices

The tree of partitions and groups show the following information for the Partition Group:
e Number
e Name.

--m []: Partition Group

To add new partitions to a partition group, please select a required partition group in the tree view and
click the Add button. Then define in the appeared dialog box what new partitions will be included in the
partition group and click the OK button.

To change the configuration of a partition group, please select a required partition group in the tree of
partitions and partition group and click the Add button. Then, in the appeared Define Partition
Configuration window, define what partitions will be included in the partition group and click OK,

You can also use the Define Partition Group Configuration window to remove a partition from a partition
group. Selecta required partition and click the Add button to open the Define Partition Configuration
window.

In addition, you can delete one partition by selecting a required partition associated to the partition group
and click the Deleted button. Then confirm the delete action by clicking the Yes button in the appeared
dialog box.

The Define Partition Group Configuration window:

E Define Partition Group Cenfiguration I&

Partitions Partitions Added to Group
[1]: 52002 Devices || [2] Cameras
[B]: &dem [4]: Fire

[E]: General

>

«

| N Tx&mcel |

The right pane contains partitions added to a partition group
The left pane shows all other partitions available on the current workstation.
To add a partition to a group of partitions, please double click a required partition in the list of partitions or

click the button to add it to a partition group.



Using the <Shift> key (Range Selection) or <CtrI> (Combine Selection) you can select multiple partitions

to add them to a partition group using the button.

To delete a partition from a partition group, please double click a partition from the list of grouped

partitions or click the button in the center of the window.

Using the <Shift> key (Range Selection) or <CtrI> (Combine Selection) you can select multiple partitions

«

to delete them to from the group using the . button.

6.3.2 The Maps Tab. Adding Entities to Maps

As said before, site maps and floor plans can be added on System Monitor modules. These maps can
contain icons of entities of logical and physical structures of Intrusion detection, fire protection, and
access control systems. These entities include the following: Link, Partition, Loop, Relay Output, Camera,
Device, Reader, and Door.

Map is graphical representation (plan) of a certain area at a protected site.

In addition to displaying the status of each entity Link, Partition, Loop, Relay Output, Camera, Device,
Reader, and Door), maps allow performing some actions for these entities (arming, disarming, granting
access, releasing (extinguishing), etc.)

It is important to understand that it not obligatory to add entities to maps. Status display and control
options for the most of entities are available on data display and control tabs, even if these entities are not
added to the maps.

System Monitor's Data and Control Tabs offer few capabilities to manage the Partition, Loop, and Relay
Oulput and Camera entities as compared the managing capabilities of the Mapentities.

The Data and Control Tabs also offer capabilities to control system entities such as Access Group,
Access Zone, and Employees that cannot be added to area maps.

See tables for system entities that are displayed in the System Monitor modules on area maps and
Control Tabs.

iy Area maD:splayego%rt]rol Tabs Wl I ) (D
Link @ Area of arbitrary form
Partition Group @ -
Partition Area of arbitrary form
Loop One or more sensor icons
Relay Output One or more icons of relay-controlled units
Camera Camera icon
Door Door icon
Reader @ Reader icon
Device @ Device icon
Access zone @ -
Employee @ -

Important! Accessibility of entities to view their states and events as well as to control them in the System
Monitor module depends on an Operator’s password privileges and access level (See Chapter 6.10.5.
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Creating Access Levels for the Operators of System Monitor, and Chapter 6.12.1 Creating Application
Passwords)

It is clear that you cannot place the icons of an entity on the map if this entity hasn’t been created in the
system. Therefore, onemustcreate an entity before addingit to a map.

This holds true for the Link entity, which is a link to an area map. So before placing another-map link on a
map, fist this another map must be added to the system.

Usually actions of creating maps and placing entities are as follows:

1) Adding system entities such as partitions, loops, relay outputs, cameras, devices, readers, and doors.
2) Adding area maps

3) Adding links that follow to another maps

4) Adding partitions with included loops and relay outputs to maps

5) Adding doors (access points) and readers to maps

6) Adding devices to maps

7) Adding cameras to area maps.

The above procedures are not always must be followed in the order as specified. Each system
administrator can develop its own order to be followed. Also, it is not necessary to complete all of the
specified procedures.

Let’s discuss the structure of the Maps tab.

The Maps window is divided into two parts. The bottom part contains the Partition and Partition Groups
view or Maps view.

The Maps tab displays the Area Maps tree:

- hapz =

321 i +J Work station: SecurityHead
[ E warehouse

- G Lirkz =
BT Partitions 1

Carmeraz

Devices

Readers
o Access Points It

o

The upper part of the window provides the view of aselected map:
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Let’s discuss the structure of the Maps tree. The main node of the Area Maps tree is Maps

m

When workstation is added to the system, the Workstation node is automatically added to the Area Maps
tree and associated to the Maps node:

Wwhorkstation: SecurtyHead
“Whorkstation: TEST-1
“Whorkstation: AccessChl
“Whorkstation: Server
Whorkstation: HRDept

The Workstation entity displays the following information in the tree:
e Name.

_[_-J Wworkstation: AccessChl

Hame

Area maps are associated to the Workstation entity:
__[_-J Workstation: SecuntyHead

+ ------- 3] Warshouse

6.3.2.1 The Map Entity
In the Orion Pro Suite, an area map can belong to workstation with installed the Scanning Core module.

The area map will show the structure of the subsystem (or part of it) controlled by the relevant Scanning
Core.

Let’s discuss the Area Map entity.

Foarq Map 1

The area maps are associated to the Workstations in the tree of area maps:
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_l!| Workztation: SecuntyHead
+--Eaeq 52004 Devices

+ """" @ Fire Estinguizhing
- Eaed 52002 Devices

The Map entity includes Links, Partitions, Cameras, Devices and Readers, and Access Points (or Doors):
] Map 1

- e Links
BT& Partitions

+ ------ Cameras
e Devices
: Readers
e Accesz Ponts

Links, Partitions, Cameras, Devices, Readers, and Assess Points are associated to the nodes with
corresponding names.

The Map shows the following information in the tree of area maps:
e Map name

Fac 3 13t Floor

To add a new map, please select a requiredWorkstation in the tree of area maps and click the Add button.
Then enter all necessary changes for the new Map entity and click the Save button.

To edit properties of any Map entity, please select a required entity in the tree of area maps and click the

Edit button. Then make necessary changes and click the Save button.

To delete the Map entity, please select a required entity in the tree of area maps and click the Delete
button. Then confirm the delete action and click Yes:

When you delete an area map, all links from other maps to this map will be also deleted.

Properties of the Map entity:

Inspector
| g | &
I arme Fire Estinguizhing
Index 3
Dezcrption
tap
Property Possible Values Description
Narme A length of 1 to 25 The name of a map.
characters Default value: empty field (must be filled)
The index of a map.
Index 1 2147483647 This index defines the order of displaying maps on the

screen in the System Monitor module.

Default value: 0

Alength of 0to 200 | Comments

Description characters

An optional field.




Default values: empty field

The graphical representation of an area layout

The Map property can be edited in the Image window

that can be edited by clicking the [D icon (it is visible
when the Map property is selected) in the Inspector
window

(See Note 1 to this table)

Graphical
representation of a
an area map in the

*.bmp format

Map

Default values: empty ( @ map image must be loaded)

Note 1:
Let’s discuss the Image window used to edit the Map property:

!5 Image

-

Irpart
Export

Clear

4l

| ok || M cancel |

This window offers the following functions (clicking the related buttons):

Map Image Action Buttons to Work with a Map Image

Irnipart | Opens the Open dialog box of Windows to load a .bmp image to the Map property
‘ﬂ/ Opens the Save as standard window to save the current map image into *bmp file
| Clear | Removes a map image from the Map property.
Buttons to confirm or cancel the actions related to a map image.
V' 0K ] Confirmschanges that were completed using the action buttons.
x el Overrides changes that were completed using the action buttons.
Note 2

As said before, you can use a bitmap (*.bmp) image as a map image. It is recommended to use a 24-bit
image.

When database parameter is defined in the Server Manager module, the default value for BLOP field
(where an image is saved) is 2048 Kb. Hence, by default, the bmp-image file you want to download to
the database cannot be more than 2 MB. Larger images will be cropped.

If you need to use a larger-sized image file, you should make some settings in the register of Windows OS
on a workstation where the Central System Server is installed. To do that, go to the
[HKEY_LOCAL_MACHINE\SOFTWARE\BOLID\ORION\CSO\DBPARAMS] directory of the register and
set 4096, 8192 or 16384 value for the «BLOB SIZE» parameter, which will enable loading image files of4
MB, 8 MB, and 16 MB.
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Changes will be effective after restarting the Central Server module. In other words, all the software
modules of the Orion Pro suite must be restarted.

Important!  Increased size of BLOP fields will slow down the interaction of any applications with
theMSSQL database including the Orion Pro software. If you use images if 8 or 16 MB in the database,
your database can be loaded 5-10% longer

6.3.2.2 The Link Entity on a Map

The Link Entity is provided to facilitate toggling between area maps in the System Monitor modules:

Famc 3 1t Floar

One of the examples of using links to facilitate toggling between area maps is use of links from the entire
site general layout (e.g. multi-floor building) to each floor of the building, or even a room plan in larger
scale

Graphically, the Link is arbitrary area clickable to switch over to a linked area map in the System Monitor
module.

The Links are associated to the Links node in the tree of area maps:
Facd Map
+ ....... Lirkz

i @8 Paritions
o Cameras
+ ------- Devices
- Readers
[z Access Points

Thé map tree shows the following information for Link entity:

e Name.

EZmcq 1st Floar

To add a new Link entity to an area map, please select a required Links entity in the tree and click the Add
button. In the appeared Maps dialog box, select an area map which you want to link and click the Ok
button.

r)E]l"-«'ha;::us lDl'E'H?—r

[SecurityHead]: Fire Extinguishing
[ZecurityHead]: WWarehouse

[ V'DK ” xCanceI ‘

The Maps dialog box displays all maps but for the following:

e The current map and
e Other maps linked on the current map.
This dialog box also displays the name of a workstation and the name of a map.

You can use <Shift> (Range Selection) and <Ctrl> keys to select multiple maps in the Maps box. When
you press the OK button the links will be added to the maps you have selected.

To delete the Link entity, please select a required entity in the tree of maps and click the Add button.
Then click the Yes button in the appeared dialog box to confirm the delete action

Let's discuss example of a map tree of the system with three area maps. The first area map is a general
layout of two-floor building with added links to the two floor layouts. The second and the third map are
layouts of the first and second floors. Each of these floors has a link added to the layout of another floor.
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The tree of maps for such a system will have the following view:
_|,_‘-‘_| Whorkztation: SecurityHead

-y Warehouss
B Links
g 3 Fire Extinguizhing
b e 3 52002 Devices
........ Eﬂ Partitions

Cameras
Devices
Readers
Fa Access Points

“o- e g Fire Extinguishing
i m Partitions
Cameraz
Devices
Readers
Accessz Pointz
Bl E Fire Extinguizhing
-y Links

ol Eac ] Maps 1
BIS Partitions
Cameraz
Devices
Readers
- Access Ponts

- E 52002 Devices

When added to a map, the Link entity id a link to another map (i.e. it is a virtual entity) and has the Link
Area property only. All other properties of the Link entity belong to the map the Link entity links to

To edit the attributes of the Link entity (as well as the map it links to), please select a required entity and
click the Edit button. Then make required changes for the attributes and click the Save button.

The properties of the Maps entity are described in Chapter 6.3.2.1 The Maps Entity. This chapter focuses
on the Link Area property belonging to the Link entity.

I ™

Inspector

I= g | &

M arne Fire Extinguizhing

[ndex 3

D escription

Link area

The Link area property is edited in the Image Editor window that can be opened by clicking the [:J button
(displayed when selected).

The functions of the Image Editor are described in Chapter 6.3.2.8 Image Editor. This chapter explains
only what type of image is added to area map for the Link entity.

An arbitrary shaped area is set on a map for the Link entity. This area is saved in the Link area property.



Examples:

Attic Attic
Floor 2 Floor 2
Floor 1 Floor 1

6.3.2.3 The Partition Entity on the Map
The Partition entity can be added to area maps to represents graphically the partitions states on the map.

Unlike other entities (such as Loop, Relay Output, Camera, Device, Reader, and Access Points) one
specific partition can be added to several area maps that belong to the same workstation the partition
belongs to.

Graphically, the partition is an arbitrary mapped area clickable to display a partition control menu in
System Monitor.

The Partition entity is associated to the Partitions nodes in the tree of maps
E3scd 52004 Devices
it Linkz
=@ Partitions
--------- iE_E[_ [1] 52002 Devices
) - [@ @[ [2} Cameras
B & [4] Fire
B & (5] Adem
‘o [@ E] [E} General

+ ...... Cameras
+ ....... Devices
+ ....... Feaders
Fas Access Points

The tree of maps shows the following information for the Partition entity:
e Number
e Name

-||:| @] [1]: partition 1

To add the Partition entity to a map, please select the Partitions node of a required map in the tree and
click the Add button. The Partitions window will appear. Please, select a partition you want to add and
click OK.
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F)E] Partitions l = | (=] |_£hr

[1]: 52002 Devices
[2]: Cameras

[4]: Fire

[5]: Adem

[6]: General

[ V'DK ” XCanceI l

The Partitions dialog box shows the workstation-added partitions but for the partitions that is already
associated to this workstation.

The Partitions dialog box shows the number and name of each partition.
You can use <Shift> (Range Selection) and <Ctrl> keys to select multiple partitions in the dialog box.
When you press the OK button the partitions will be added to the map you have selected.

If you add a partition to a map you will also have to add manually loops and relay outputs of this partition
to the map.

To delete the Partition entity from the map, please select a required entity in the tree and click the Delete
button. Then confirm the delete action by clicking Yes in the appeared dialog box.

When you delete a partition from a map, the partition will not be deleted from the Database.

When you delete a partition from a map, the partition loops and relay outputs added to this map will be
deleted as well.

Adding a Partition to a map makes more properties accessible, namely Areas, Smoke Indicator, Heat
Indicator, and Humidity Indicator. All other properties of the Partition entity are also available.

If a partition had been added to more than one map, the values of the Areas, Smoke Indicator, Heat
Indicator, and Humidity Indicator properties may be not the same for different maps.

The properties of the Partition entity are described in Chapter 6.3.7.7 The Partition Entity. This chapter
explains only the Areas, Smoke Indicator, Heat Indicator, and Humidity Indicator properties which can be
accessible as the partition properties in the tree of maps only, if added to the map.

i e
Inspector

| B s | &

Partition number 1 &
M arne 52002 Devices

D ezcription

High zecurity area Hao

m

Heat Indicatar

Smoke [ndicator

Hurnidity Indicatar

Areaz

-

The Areas property is edited in the Map Design Editor you can open by clicking the [:] button (displayed if
this property is selected)




Guide for using Map Design Editor is described in Chapter 6.3.2.8 Entity Representation Editor. This
chapter focuses on what types of images can be used for the Partition entity.

An area of a required shape is set on a map for the Partition entity. This area is saved in the Areas
property.

Examples:

Let’'s consider the Smoke Indicator, Heat indicator, and Humidity Indicator properties. Using this data you
can add indicators of smoke, heat, and humidity measurements to on area map.

A partition’s smoke indicator will display average ADC values from all addressable smoke detectors of the
partition. An ADC value for an addressable smoke detector is equal to the value of this detector's smoke
level.

A partition’s heat indicator will display average ADC values from all addressable heat detector of the
partition. An ADC value for an addressable heat detector is equal to the temperature value measured by
this heat detector.

A partition’s humidity indicator will display average ADC values from all addressable humidity detectors of
the partition. An ADC value for an addressable humidity detector is equal to the temperature value
measured by this heat detector.

Now, the display of ADC readings is supported only by smoke addressable loops, heat addressable
loops, and humidity addressable loops and only for corresponding analog addressable detectors of
S2000-KDL, S2000-KDL-2I, and S2000-KDLS devices. Adding such indicators for other devices’ loops is
useless.

Please keep in mind, that it has fo be specified for each workstation whether to gather data (statistics)
from the workstation-connected loops (see Chapter 6.2.2 The Workstation Entity (Computer), the same
has to be specified for each loop (see Chapter 6.2.6.4 The Loop Entity).

The Smoke Indicator, Heat Indicator, Humidity Indicator properties can be defined in the Map Design

Editor which can be accessed by clicking the [:] button (appears when a discussed property is selected)
in the Inspector box.

The work with the Map Design Editor is described in Chapter 6.3.2.8. This chapter explains what icons
are used for indicators of smoke, and heat and humidity sensorsreadings.

Icons used for indicators are as follows:

Smoke Indicator: © &

Heat Indicator:™ &, and



Humidity Indicator:

Only one of each indicator (smoke, heat, and humidity) can be added to one partition added to any one
map.

Example of Smoke Indicator on a map:

6.3.2.3.1 The Loop and Relay Output Entities on the Map

The Loop and Relay Output entities can be added to maps to represent graphically the states of individual
loops and relay outputs on the map and provide advanced loop controls.

One specific Loop or Relay Output can be added only to one map that includes the partition with this Loop
or Relay Output

Loops and relay outputs not included into any partition cannot be added to a map.

Graphically, a loop and relay output is one or more on-map icons clickable to display a loop control menu
in the System Monitor module.

In the tree of maps, the Loop and Relay Output entities are associated to partitions:

T3] 52004 Devices
o) aaed Links
B Eﬂ Partitiohs
~JB @[ [1] 52002 Devices
BB (1111 Loop 1, Device 11
iy [1.11.1]; Relay 1, Device 11
[ @] [7} Devices C2000-KDL
--------- ﬁ [1.10.2]) Loop 2, Device 10
BB [1103) Loop 3, Device 10

] Cameras
+ ....... Devices
+ ....... Readerz
an ikl Access Points

The tree of maps shows the following information for the Loop and Relay Output entities:
e Address
e Name

B [1111] Loop 1.

7 [1.11.1]: Relay 1,

To add the Loop or Relay Output entity to a map, please select a required node in the tree a click the Add
button. Then highlight a required loop in the appeared dialog box and click the OK button.
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P

M tvailable Loops and Relays

o |

[Feader 1]: hdain Exit
[Feader 2]: bdain Entrance
[Felay 1] bain Exit (1)
[Relay 2] dMain Entrance (1)

[ VGK ” XCanceI|

The Loops/Relay Outputs dialog box shows all loops and relay outputs of the current partition but for
loops and relay outputs that already placed on to any map.

The Loops and Relay Outputs dialog box shows a loop name and address as well as the number (No) of a
partition.

Using the <Shit> (Range Selection) and <Ctrl> keys (Combined Selection), you can select multiple loops
or relay outputs. When you click OK, the selected loops and relay outputs will be added to the map.

To delete the Loop or Relay Output entity from a map, select a required entity from the map and click the
Delete button. Then confirm the delete action by clicking Yes in the appeared window.

When the Loop entity is added to a map, the Detectors property becomes available in addition to all other
properties.

When the Relay Output entity is added to a map, the Location property becomes available in addition to
all other properties.

To modify the properties of the Loop or Relay Output entity, please select a required entity in the tree and
click the Edit button, then change properties as required and click the Save button.

The properties of the Loop entity are described in Chapter 6.2.6.4. The Loop Entily, the properties of the
Relay Output entity are described in Chapter 6.2.6.5 The Relay Output Entity. This chapter discusses
only the Detectors and Location property items, which are available only in the tree of maps when an
entity is added to the map.

Loop properties

Inspector

Device address 1

Murnber 1

IJser numnber 4582

M ame Loop 1, Device 11
Dezcription

Element type ZoneLoop
Type [Htruzion
24-hour zone Mo
Accumulate statistics Mo
ContactD Zone 1]
Detectors

Cameras




Relay Output properties:]

b

Inspector

Device address

1

Murnber 1

L zer number 424

M armne Relay 1, Device 11
Dezcrption

Element type Felay

Type Relay
Centralized control Mo

Tactics Mot manage
Relay action delay 0,000

Relay activation time 0,000
Contact D Zane 1]

Location

Cameraz

A

The Detectors property is edited in the Map DesignEditor window be opened by clicking the [J button
(appeared when the property is selected).

The Location property is edited in the Map DesignEditor window which can be opened by clicking the ()
button (visible when the property is selected) in the Inspector box.

The Map (Design) Editor functions are described in Chapter 6.3.2.8. Map Design Editor. This chapter
discusses map-added icons for Loops and Relay Outputs.

For Loops and Relay outputs you can set one or more type of icons on a map. These settings will be

saved in the Detectors and Location properties.

Examples:

The types of icons for loops:

Ten custom icons can be used.

The types of icons for relay outputs:

S (P e A A
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6.3.2.4 The Camera Entity on the Map

The Camera entity can be added to maps to represent graphically the status of the camera on the map
and provide advanced camera control capabilities.

One specific Camera entity can be added only to one map that belongs to the workstation where a
camera associated to.

Graphically, the camera is an on-map icon clickable to display a camera control menu in the System
Monitor module.

In the tree of maps, the Camera entities are associated to the Cameras node:

E3aed 52004 Devices

; Links
---m Fartitions
- Cameras
e S 1] Camera 234.456.4.4. (Qrion)
b M [2] Camera 192,168.20.245 [Drion)
fe M [3]: Camera 192.168.20.250 [Orian)

Devices

Readers

Access Paointz

The tree of maps shows the following information for the Camera entity:
e Number

e Name
e Name of video system

Bl (1] Asis M1031% [Drion Yidea)

To add the Camera entity to a map, please select the Cameras node of a required map in the tree of
maps and click the Add button. Then select a required camera in the appeared dialog box and click OK:

FE Cameras l = | (=] |_ﬂhr

Orion.[1]: Camera 234.456.4.4,
Orion [2]: Camera 192.168.20.248
Crion.[3]: Camera 192.168.20.250

[ VDK ” XCanceI‘

The Cameras dialog box shows all cameras of the current workstation but for the cameras that already
placed on any map.

The Cameras dialog box shows the video system name and the number and number of a camera.

Using the <Shit> (Range Selection) and <CtrI> keys (Combined Selection), you can select multiple
cameras. When you click OK, the selected camera will be added to the map.

To delete the Camera entity from a map, select a required entity from the map and click the Delete button.
Then confirm the delete action by clicking Yes in the appeared window.

When a camera is deleted from a map, it is not deleted from the database.



When the Camera entity is added to a map, the Location property becomes available in addition to all
other properties.

To modify the properties of the Camera entity, please select a required entity in the tree and click the Edit
button, then change properties as required and click the Save button.

The properties of the Camera entity are described in Chapter 6.2.3.7The Camera Entity. This chapter
discusses only the Location property items, which are available only in the tree of maps when the camera
is added to the map.

Camera properties:

Camera
i g | &
M arne Camera 192.168.20.248
Type Orion
Camera Mo 2
[ndex 2
Lacation
Configuration
Auto rearming Dizabled

The Location property item of the Camera is edited in the Map Design Editor window which can be
opened by clicking the () button (visible when the property is selected) in the Inspector box.

The Map Design Editor functions are described in Chapter 6.3.2.8 The Map Design Edijtor. This chapter
discusses types of icons added to a map for the Camera entity.

You can set the location of a camera icon (M##% ) on a map, which will be saved in the Location property.

Examples:




6.3.2.5 The Device Entity on the Map
The Device entity can be added to maps to represent graphically a device state on the map.

For the S2000-K device, the Submit a Message menu is available on a map to send a message to this
device.

For the RIP-12 RS device, information about of the device’s’ power will be accessible in the device’s card
on the map.

One specific Device entity can be added only to one map that belongs to the workstation where the device
is associated to.

Graphically, a mapped (on-map) device is an icon of a device

In the tree of maps, the Device entities are associated to the Devices node:
ETm ] 52004 Devices

+ ....... Links

e e Partitions
+ ------ Cameras
B Devices

e El [1.0.1, 52000): Main Panel

- [] [1.0.10, 52000KDL]: S2000-KDL (10]
e ] (.01, 52000-2] $2000-2 (1]

+ ------- Readers
Fr Accezs Paoints

The Tree of maps shows the following information for the Device entity:

e Address
e Type
e Name.

] [1.1.3, 52000-K] 52000 (3]

To add the Device entity to a map, please select the Devices node of a required map in the tree of maps
and click the Add button. Then select a required device in the appeared Devices dialog box and click OK:

r-E Devices l = | =] |ﬂ‘3-1

[SecurityHead.1.0.4, S2000-5F1]: S2000-5F1 {4)
[SecurityHead 1.0.5, S2000-4]: S2000-4 (&)
[SecurityHead 1.0.6, S2000-A5FT]: S2000-A3FT ()
[ZecurityHead 1.0.7, Signal-20]: Signal-20 (7
[ZecurityHead 1.0.8, Signal-10]: Signal-10 (&)
[ZecurityHead 1.0.4, Signal-20k]: Signal-20k4 (4)
[SecurityHead 1.1.2, S2000-2]: Warehouse
[SecurityHead. 1.1.3, S2000-KDL]: S2000-KDL (3)
[SecurityHead 1.1.31, 52000-2]: Building Entrance

[ VOK ” XCanceI ‘

L A

The Device dialog box shows all devices of the current workstation but for the devices that already placed
on any map. The Devices dialog box shows a device’s name, type, and address.

Using the <Shit> (Range Selection) and <CtrI> keys (Combined Selection), you can select multiple
devices. When you click OK, the selected device will be added to the map.



To delete the Device entity from a map, select a required entity from the map and click the Delete button.
Then confirm the delete action by clicking Yes in the appeared window.

When a device is deleted from a map, it is not deleted from the database.

When the Device entity is added to a map, the Location property becomes available in addition to all other
properties.

To modify the properties of the Device entity, please select a required entity in the tree and click the Edit
button, then change properties as required and click the Save button.

The properties of the Device entity are described in Chapter 6.2.5.2The DeviceEntity. This chapter
discusses only the Location property item, which are available only in the tree of maps when the Device is
added to a map.

Device properties:

Inspector

| B 7 &
Address 1
Device wpe S2000
Index 1
M armne Main Fanel
D ezcription
Priority Drefault
ContactlD Zone 0
Location

The Location property of the Device entity is edited in the Map Design Editor window which can be
opened by clicking the () button (visible when the property is selected) in the Inspector box.

The Map Design Editor functions are described in Chapter 6.3.2.8 Map Design Editor. This chapter
discusses types of icons added to a map for the Device entity.

You can set the location of a Device icon on a map, which will be saved in the Location property.

Examples:

5 7
= d

Types of icons for the Device entity:
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6.3.2.6 The Reader Entity on the Map
The Reader entity can be added to the map to represent graphically a reader state.

One specific Reader entity can be added only to a single map that belongs to the workstation where the
Reader is associated to.

In the tree of maps, the Reader entities are associated to the Readers nodes:

EZ=3 52004 Devices

b m Lirikz

@] Partitions

B Cameraz

B Devices

ey Readers
b U] [1.1.21] Warehouse Entrance
- 7] [1.1.2.2]) warehouse Exit

The Tree of maps shows the following information for the Reader entity:
e Address

e Name
Ij [1.1.2.1] W arehouze Entrance

To add the Reader entity to a map, please select the Readers node of a required map in the tree of maps
and click the Add button. Then select a required Reader in the appeared Readers dialog box and click
OK:

i !
_El Readers E@g

[1.1.1]: Reader 1, Device 1
[1.1.3.1]: Reader 1, Device 3
[1.5.1]: Reader1, Device b
[1.8.1]: Reader1. Dewvice 8
[1.9.1]: Beader 1. Device 4
[1.10.1]): Reader 1, Dewvice 10
[1.11.1] Beader 1, Device 11
[1.11.2]: Reader 2, Device 11
[1.1.31.1]: kdain Exit

[1.1.31.2]: dain Entrance

VDK | XCancelm—;

The Reader dialog box shows all Readers of the current workstation but for the Readers that already
placed on any map. The Readers dialog box shows a Reader’'s name and address.

Using the <Shit> (Range Selection) and <Ctrl> keys (Combined Selection), you can select multiple
Readers. When you click OK, the selected Readers will be added to the map.

To delete the Reader entity from a map, select a required entity from the map and click the Delete button.
Then confirm the delete action by clicking Yes in the appeared window.



When the Reader entity is added to a map, the Location property becomes available in addition to all
other properties.

To modify the properties of the Reader entity, please select a required entity in the tree and click the Edit
button, then change properties as required and click the Save button.

The properties of the Reader entity are described in Chapter 6.2.5.3 The ReaderEntity. This chapter
discusses only the Location property item, which are available only in the tree of maps when the Reader
is added to a map.

Reader properties:

s '
Inspector

| = & &

Device address 2

Murnber 1

IJser nurnber 1

M ame: Warehouse Entrance
Dezcription

Element tupe Reader

Type Reader

All partitions Mo

Photo dizplay events

ContactD £one ]

Location

Cameras

The Location property of the Reader entity is edited in the Map Design Editor window which can be
opened by clicking the () button (visible when the property is selected) in the Inspector box.

The Map Design Editor functions are described in Chapter 6.3.2.8 Map Design Editor. This chapter
discusses types of icons added to a map for the Reader entity.

You can set the location of a Reader icon on a map, which will be saved in the Location property.

Examples:

Types of icons for the readers: D@@@



6.3.2.7 The Access Point Entity on the Map
The Access Point entity can be added to the map to represent graphically an Access Point state.

One specific Access Point entity can be added only to a single map that belongs to the workstation where
the access point controller is associated to.

Graphically, a mapped reader is an icon clickable in the System Monitor to display a menu with access
control options available for the Access Point.

In the tree of maps, the Access Point entities are associated to the Access Points nodes:

E3cd 52004 Devices

+ ....... Linksz
[T Partitions
& Cameras
' Devices
Readers

o Aecess Points
--------- :;I-L 17 Entry turnstile
S ﬁ'I-L [2]: Exit turnistile

The tree of maps shows the following details for the Access Point entity:
e Operating mode
e Number
e Name

G (2] Exit tumstile

L 1
Operating Mode ]

Humber
Hame

To add the Access Point entity to a map, please select the Access Point node of a required map in the
tree of maps and click the Add button. Then select a required Reader in the appeared Access Points
dialog box and click OK:

H Access Points l — | (=] |_£hr

[3]: Canteen/Smaking Room Doar
[4]: Canteen/Smaking Room Doar

[ V'DK “ XCanceI ‘

The Access Points dialog box shows all Access Points of the current workstation but for the access points
that already placed on any map. The Access Points dialog box shows Access Points’ names and
addresses.

Using the <Shit> (Range Selection) and <Ctrl> keys (Combined Selection), you can select multiple
Readers. When you click OK, the selected Access Points will be added to the map.

To delete the Access Point entity from a map, select a required entity from the map and click the Delete
button. Then confirm the delete action by clicking Yes in the appeared window.
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When the Access Point entity is added to a map, the Location property becomes available in addition to
all other properties.

To modify the properties of the Access Points entity, please select a required entity in the tree and click
the Edit button, then change properties as required and click the Save button.

The properties of the Access Point entity are described in Chapter 6.2.5.2 The Access Point Entity. This
chapter discusses only the Location property item, which are available only in the tree of maps when the
Access Point is added to the premise map.

- ~
Daar
B 7 | &
Murnber 2
RES E it turristile
D ezcription
Type Turnztile
O perating mode E wit
Access zone to exit [0): Outzide *world
E it relay [SecurtyHead.1.1.31.2] Main Entrance
E xit relay action Switch on
E sit relay activation time ]
Location
. 4

The Location property is edited in the Map Design Editor window which can be opened by clicking the ()
button (visible when the property is selected) in the Inspector box.

The Map Design Editor functions are described in Chapter 6.3.2.8 Map Design Editor. This chapter
discusses types of icons added to a map for the Access Point entity.

You can set the location of a Reader icon on a map, which will be saved in the Location property.

Example:

Types of icons for access points:

Bald Nl e

6.3.2.8 Map Design Editor
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Map Design Editor

Volumetric Fire Custom

Intrusion

[Blz B8/ 3 8 8 O

Group 4

(]

o o ofooo
1 3 1E01E8 9
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=
- 4 6 8 10
B COgEQoQ

12 1
L I 3
¥:86 b Large icons
b ’
The figure shows that the editor window consist of five areas:
1. Premise map view area
2. Action buttons.
3. lcon selection buttons
4. The Large icons check box.
5. Coordinates of the current mouse pointer.
Icons to represent systems entities when placed on a map
Entity Type Maximum icons Default Icons All Icons c?rgg:;;:igs
Link Area on any ) ) ) }
shape
Partition Area on any - - - -
shape
Smoke Indicator Icon 1 u u No
. ke
Heat Indicator Icon 1 “ “ No
e -
Humidity Indicator Icon 1 u u No
e e
CICH 4 No
Loop O”"}C%rnr:me 2147483647 EOOD
+ custom icons
No
One or more G A+ 7T
Relay Output icons 2147483647 o]
Icon |
Camera 1 =l [ =TT E=T A Yes
| Y
Device con 1 - Q s




Yes

Reader lcon 1 O D@@ﬁ
T |
Door (Access lcon 1 E -
Point) E Pl
Ozt . .

Two types of entity representation are available: shaped areas and icons. Let’s discuss creating, editing
and deleting these two types of representation.

1. Area
The Area shape is used for the Link and Partition entities.
The icon selection toolbar is not available for this type of representation.
Available action buttons are as follows:

Buttons Description
Enables mode to select editable polygon area and change the size of a rectangle

Enables a user to create new rectangular area

Deletes a selected polygon area

Enables creating anchor points of a polygon area

Enables moving anchor points of a polygon area

Enables deleting anchor points of a polygon area

Saves changes and closes Map Design Editor

X4 > > | X O

Overrides changes and closes Map Design Editor

Please keep in mind, that the area for one Link or Partition entity can include several polygon
areas

To create entity areas on the map you must complete the following:

e Left-click the I:] function button to go into the mode of creating new rectangular areas.

e Define a new area on the map. To do that, please press and hold down a left mouse
button to draw a rectangular area

e Draw more rectangular areas, if needed

A new polygon area is added by drawing a rectangular area. If needed, you can edit the shape of
the area:
e You can edit the shape of a polygon area by moving its anchor points. The anchor points
are red ones (if you edit the rectangular area, its angular points will be anchor points).

h

required area by clicking one of its anchor points. Then click the .r"’[;_ button (move
anchor points), left click an anchor point and hold down the left mouse button while
dragging the selected anchor points.

e To modify a shape you should go into the command mode (the button) and select a




To add a polygon area, please click the r&' button (Add a Polygon Area), and
then left click one of the existing anchor points. A new point will be placed
on the middle of the line between the selected point and the next clockwise
point.

To delete a polygon area, please click the ’{D“ button (Delete Anchor Points),
then left click a point you want to delete.

To delete a polygon area you should complete the following:

h

¢ Go into the Command mode (the
want to delete.

button) and left click any anchor point of the area you

e Left click the H button (Delete a Polygon Area)

To quit Map Design Editor and save all changes on a map, please click the \, button. To quit without

saving changes please, click the : : button, or press the <Esc>key.

2. lcons

Icons are used for entities such as Smoke Indicator, Heat Indicator, Loop, Relay Output, Camera,
Device, Reader, Door (Access Point).

There is a toolbar with buttons to select required icons:
e It displays available icons that can be added for the Loop entity:

Intrusion Motion Fire Group 4 Custom

= ~ I I T = Y 2]

Using the Intrusion ’

Motion
Fire
Group 4

and Custom

You can toggle between icon groups
You can use the @ to open the Select Input Point dialog box.

e The button @ is available for Relay Out, Camera, Device, Reader and Access Point
entities to select an icon to be placed on a premise map:
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Select 2%

| Aooess | Devicel Reader |F|e|a_l,l |"Jiu:|e::| |

@ Reader without K.eppad
[l Reader with Keypad
@  Exit Button

Prowimity Card Reader

(The figure shows the Select dialog box for the Reader Entity).

Toolbar action buttons:

Button Description

Toggles the command mode to select and move an icon

Enables you to add a new icon.

Pl |Uge &

Deletes a selected icon

To enter icon inclination angle
This field is available only for the Camera, Device, and Reader, Door (Access Point).

[}
¥

bl

Saves changes and quits the Map Design Editor.

X<

Cancel changes and quits the Map Design Editor.

To place an icon on a map, please do the following:

@F!

e Left click the related function buttons ( or B8 )
e Select a required icon on the icon selection bar.
e Left click the map where you want to place the icon.

e Select the Large icons check box (bottom right)) if you want to use large icons (not
available for Smoke Indicator, Heat Indicator)



e When you add icons for Camera, Device, Reader, or Door entities, you can define the

1] Iacl
icon angle in the I>l| field, as needed.

e When you add icons for Loops and Relay Output, in addition, you can add more icons of
related types, if needed.

When necessary, you can move an icon within a map

To move and icon, please click the k button to go in a corresponding mode,
Click a required icon and drag the icon while holding down the button.

To delete an icon, please do the following:

o Click the * button to go in the command mode select a required icon by a left click.

e Click the delete button (M or i E ), to delete the selected icon.

To quit and save all changes on Map Design Editor, please click the \’ button. To quit
without saving changes please, click the : : button, or press the <Esc>key.

I/t is worth mentioning that the Orion Pro software allows editing all icons. To edit the icons, you
can use the Orion Pro GUI Editor module (see Chapter 15 Orion Pro Graphical User Interface), or
other graphics editor to edit icon image files located in the Data subfolder of the folder with
installed Orion Pro (a sensor.bmp contains default icon images, sens15.bmp contains larger icon
images).

IMPORTANT! When the sensor.bmp and sense 15.bmp files are edited, these files must be
copied to all workstations where the Data Administrator and System Monitor modules run.

/t should be noted, that Orion Pro allows associating images related to other entities (not
recommended). To do that, you have to select Extended List of Map Elements in the settings of
Database Administrator (See chapter Database Administrator Settings). In this case, all images
will be available for any type of entities.



6.4 The System Structure Tab. Intrusion and Fire Centralized Control
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The System Structure Tab shows the following:
1. Tree of System Entities.

2. View Toggle Buttons
3£l

- Toggles the AreaMaps view

- Toggles the Partition and Partition Groups view.

3. The area of selected view.

The tree of system entities are described in the chapter dealing with the Device Addresses tab
The tree of maps and tree of partition and partitions are described in the chapter dealing with the Maps
tab.

The System Structure tab enablers the users to do the following:
e Configure centralized control for relay outputs
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e Set the transmission of events and states related to the logical entities of the system
e Associate control elements to the system readers

e Configure system responses to the events of entities

e Set display of a card holder photo in the System Monitor modules

e Associate cameras to device zones

e Associate partitions to keybox cylinders

6.4.1 Configuring Centralized Control of Relay Outputs

The Orion Pro Scanning Core can control the relay outputs of S2000-2, S2000-4, Signal -20/02, Signal -
20P, Signal-20P ver. 2.04, Signal-20M, Signal-10, S2000-KDL, S2000-KDL-2I, S2000-KDLS, S2000-SP1,
S2000-KPB, S2000-ASPT ver 3.00. The relay outputs controlled by Scanning Core or S2000/S2000M
panel are hereinafter called system relay outputs (unlike local relay outputs of alarm control devices
where these devices themselves control the relay outputs).

System relay outputs can be used to control annunciators (audible and visual) and actuators (locks, etc.),
and to communicate alarms and alerts to a central alarm station.

The system relay outputs’ responses depends on the status of a partition, partition group or
predetermined relay action (relay program).

The properties of Relay Oulput are described in Chapter 6.2.6.5 The Relay Ouiput Entities, and the
centralized (relay) control programs are described in Appendix 6A. Centralized Relay Control Programs
and in Appendix 6B. Centralized Relay Control Action Scenarios.

To configure the centralized control of relay outputs by directly assigning relay action to a relay output,
please do the following:
1) Select relay outputs to be used for system control

2) Determine whether the S2000M or Orion Pro Scanning Core is to be used to control the relay
outputs

3) Define the partition and partition groups to affect the states of the selected relay outputs:

4) Determine how the states of relay outputs responses to the states of the associated partition and
partition groups, in other words, you should select relay actions (or a relay control program)

The next two chapters described two versions of configuring relay outputs :

e Old scheme assumes direct assignment of a relay action (relay control program)

¢ New control scheme assumes usage of management scenarios.
The difference between these two schemes is as follows:
In the process of the new scheme implementation, a partition state is monitored but states of partition
groups are not analyzed.
The new control scheme has more tactics. Furthermore, some tactics (relay actions) have been revised:
(more monitored states have been added. A Manual Release loop has been implemented to affect
extinguishing tactics, etc.)
Note that the old scheme and the new one assume that output and the output-associated partitions
belong to the same Scanning Core.

6.4.1.1 The OIld Control Scheme. Direct Tactic Association

First, select a relay output to be used for the system-based control. Please be sure that the selected
output is not locally controlled by the device itself.

It should be remembered that the relay output is not locally controlled when the relay output has no
associated loop but has the Not manage tactic set in the settings of a physical device (using the Uprog
configuration utility).

It also should be kept in mind that:

For the S2000-ASPT/03 device, only relay output 6 Auxiliary Equipment Control can be used as a system
output.

For the S2000-2 device, only relay output 2 can be used as a system output when the S2000-2 device
operates in the One-way access door mode (as configured with the Uprog utility).



For the S2000-4 device, any relay output can be used as a system output, but relay output 1 can be used
as a system output only when the device is not used for access control.
Since a relay output will be controlled according to the selected tactic (program), please select a required
relay output and set a proper value for the Centralized Control attribute:

Centralized Control = No

Centralized Control = Yes

Orion Pro Protocol

Orion Protocol

Orion Pro Protocol

Orion Protocol

The Scanning Core
controls an output

The Scanning Core
controls an output

The Scanning Core
controls an output

The Scanning Core
controls an output

Centralized control
settings for this output
are exported to the
S2000/S2000M Panel
that will be responsible
for the relay output
control.

Centralized control
settings for this output
are exported to the
S2000/S2000M Panel
that will be responsible
for the relay output
control.

Centralized control
settings for this output
are not exported to the
S2000/S2000M Panel
and it will not be control
the relay output.

Centralized control
settings for this output
are exported to the
S2000/S2000M Panel
and it will not control
the relay output.

Used when in the Orion
Pro protocol, the control
is provided using the
S2000/S2000M Panel.

Used when the
Scanning Core is
backed up by the

S2000/S2000M Panel
as a standby

Used, when the
Scanning Core is
responsible the control
in the Orion protocol

Used when the
Scanning Core is not
backed up by the
S2000/S2000M Panel
as a standby.

Then, you should define what partitions and partition group will affect the status of the selected relay

output.

Please select a required relay output in the tree of entities and click the Add button to open the Relay-

Associated Partitions and Partition Groups (Related):

P
E Relay-Associated Partitions and Partition Groups

o=

Partitions and partition groups

Selected partitions and partition groups

- @I Partiions

[B & (2] Cameras
o m] [4]: Fire

[ & (5] &dem
[ & [E] General

>

||:| o [1] 52002 Devices

[B & [7] Devices S2000-KDL
[B & (2] Intusion 52000-K0L
IE_IT_ [9]: Teminal 52000-K0DL
B[ [10] Smoke 52000-KDL

+ m Partition groups
| v Ok ” x Cancel |

The right pane displays the list of partitions and partition groups related to the relay output.

The left pane displays the list of all others partitions and partitions group of the current workstation.

To associate a partition or a partition group to the relay output, please select a required partition (or
partition group) from the Partition and partition groups list and double click it or use the button in the
middle of the window

&

L

You can select multiple partitions or partition group using <Shift> (Range Selection) or <Ctrl> (Combined

Selection) and click the button to associate all of them to the relay output.

To remove an association a partition or partition group to the relay output, please select and double click a
partition or a partition group associated to the relay output, or you can use the button in the middle of the

window.



Using <Shift> (Range Selection) or <Ctrl> (Combinend Selection) you can select multiple associations to

remove them using the button.

Then click the OK button to accept your changes

The partitions and partition groups associated to the relay output will be displayed in the system tree:

{—-E) [Relay 2 Relay 2. Device B
---------- In @[ [1] 52002 Devices

‘.[@ E]_ [4] Fire

|___| [Address= 12, S2000-5F1 ] Relay module

(—-__'_"'_-E) [Relay 1 Relay 1, Device 12
---------- Iﬂ'_ [1] 52002 Devices

(=== [Relay 2] Relay 2, Device 12

--------- Iﬂ'_ [1] 52002 Devices

R B & [2] Cameras

........ @ [Relay 3]: Relay 3, Device 12

= (= [Relay 4]: Relay 4, Device 12

--------- BT [3] Partition Groups

......... [B.E 5] Adem

......... B & [E] General

The tree of system entities shows the following information for the Partition entity:
e Number (ID)

¢ Name

& (5] Adem

The tree of system entities shows the following information for the Partition Group entity:
e Number (ID)

e Name
BT (2] Floor 1

As said before, you can delete the association of partition or partition group to a relay output using the
Relay-Associated Partition and Partition Groups window.

In addition, in order to delete the association of partition (or partition group) to a relay output, you can
select the partition or partition group associated to a required relay output in the tree of system entities,
then click the Delete button. Then confirm the delete action by clicking OK in the appeared dialog box.

The last step of configuring the relay centralized control is to define how the status of relay output
depends on the states of this relay associated partitions.

This will require proper settings to be made for the Tactics, Relayaction delay, and Relay action time
properties.

All centralized control programs (relay programs) are described in Appendix 6.A Relay centralized contro/
programs

For example, we have a fire partition. When a Fire loop alarm (Fire) event occurs, thefisrt system relay
output, responsible for sound alarm, is to be activated (ON), then after 30 seconds the second relay
output responsible for fire extinguishing is to be activated (ON) for 5 seconds.

So, the partition is associated to both relay outputs with the following settings:

e Forthe 1strelay output:

Tactics 0M
Felay action delay 0.000
Relay action time 0,000

e and for the 2-nd:



Tacticz (]
Felay action delay 30,000
Fielay action time 5,000

It should be kept in mind that the Signal-20P ver2.02 and earlier, and Signal-20P require that timing
parameters have fo be set in the settings of the device itself. Furthermore, the Signal-20P ver.2.03
requires any value rather than 0 is to be set for the Relay action time parameter (for example: 0, 125)

6.4.1.2 The New Control Scheme. Using Control Scenarios
First, select a relay output to be used for the system-based control. Please be sure that the selected
output is not locally controlled by the device itself.
Again, it should be remembered that the relay output is not locally controlled when the relay output has no
loop associated but has the Not manage tactic set in the settings of a physical device (using the Uprog
configuration utility).
It also should be kept in mind that:
e For the S2000-ASPT/03 device, only relay output 6 Auxiliary Equipment Contro/ can be used as a
system output.
e For the S2000-2 device, only relay output 2 can be used as a system output when the S2000-2
device operates in the One-way access door mode (as configured with the Uprog utility).
e For the S2000-4 device, any relay output can be used as a system output, but relay output 1 can
be used as a system output only when the device is not used for access controlfucntions.
Since a relay output will be controlled according to a management scenario, please select a required relay
output and set a proper value for the Centralized Control property:

Centralized Control = No Centralized Control = Yes

Orion Pro Protocol | Orion Protocol Orion Pro Protocol | Orion Protocol

Scanning Core controls an output

The settings for The settings for
centralized control of centralized control of
this output this output | this output will be
will be exported to the | exported to the
S2000/S2000M Panel | S2000/S2000M Panel.

that will be responsible
for the relay output
control.

The settings for
centralized control of
this output this output
will not be not exported
to the S2000/S2000M
Panel that will not be
responsible for the relay
output control

The settings for
centralized control of
this output this output
will not be exported to
the S2000/S2000M
Panel

Used in the Orion
Protocol, when the
Scanning Core is
responsible for the
control

Applicable when the
S2000/S2000M Panel is
used as a standby for
Scanning Core

Applicable when the
S2000/S2000M Panel is
used as a standby for
Scanning Core

These settings are
wrong

The parameters for the
output control must be
specified.

Then, you should define what partitions must affect the status of a selected relay output.
Important! The status of partition groups is not analyzed by the Scanning Core.

To define relay-affecting partitions, please select a required relay output in the tree of entities and click the
Add button to open the Relay-Associated Partitions and Partition Groups:




E Relay-Associated Partitions and Partition Groups I&

Partitions and partition groups Selected Partitions and Partition Groups
= [@Ig Partitions [B 8 [10]: Devices 52002

[B & (2] Fire
[B & [} &dem ))
[ & [4] Cameras
[ & [E] Gereral
[ & [£] Devices S2000-K0L
[B & [1] Smoke S2000£0L
[B & [9] Heat S2000-K0L
[B & (5] Intusion 52000-kDL <<

£ Eﬂi;:[ Fartition groups

|

Y A TXEancel |

L= o

The right pane shows the partitions associated to the relay output.
The left pane shows all the other partitions and partition group of the current workstation.

To associate a partition to the relay output, please double click a required partition from the list or use the

button in the middle of the window

You can select multiple partitions using <Shift> (Range Selection) or <Ctrl> (Combined Selection) and

click the button to associate all of them to a relay output.

To remove the association of a partition to the relay output, please select and double click a partition

&

associated to the relay output, or you use the button in the middle of the window.

Using <Shift> (Range Selection) or <Ctrl> (Combined Selection) you can select multiple associations to

remove them using the button.

Then click the OK button to accept your changes.

The partitions have been associated to the relay output will be displayed to the tree of system entities:
[&ddres= 12, S2000-5P1 ] Relay module

=) (=" [Relay 1] Relay 1. Device 12
f[@ ] [1] 52002 Devices
(=) [Relay 2 Relay 2, Device 12
£ i Iﬂ'_ [1]: 52002 Devices

e B & [2] Cameras
=) [Relay 3k Relap 3, Device 12
(=" [Felay 4]: Relay 4, Device 12
......... BT [3] Groups 1

......... LEL [5]: Adem

......... [ & [E] General

The tree of entities displays the following for the Partition entity:
e Number
e Name.

HES
1

-I:l @] [1] 52002 Devices
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As said before, you can delete the association of a partition to the relay output using the Relay-Associated
Partition and Partition Groups window.

In addition, in order to delete the association of a partition to the relay output, select the partition
associated_to a required relay outputin the tree of system entities, then click the Delete button. Then
confirm the delete action by clicking Yes in the appeared dialog box.

The last step of configuring the relay centralized control is to define how the status of relay output
depends on the states of this relay associated partitions.

This requires a scenario to be created for each partition (associated with the relay output). A scenario is a
list of relay outputs (related to the partition) in the form of tactics (relay programs)

Then this scenario should be associated to the Status Changed event of the partition.
Itis clear that:
» When the list of relays is the same for two or more partition, only one scenario may be created
but it is associated to all partitions
» Tactic (relay program) for one individual relay mustbethesame in all management scenarios

All relay-related scenarios are described in Appendix 6.B Relay Centralized Control Scenarios. Chapter
6.6.1 Creating Centralized Control Scenarios describes the process of creating a scenario. |

Associations of scenarios to the system entities are described in Chapter 6.4.4 Configuring System
Response to System Events.

Let’s consider the following example:

Let’'s assume that the following outputs have to be controlled
> Output 1 by Activaterelay program as a response to the states of Partition1, Partition2, and
Partition3
» Output2 by the Siren relay program as a response to the status of Partition1, Partition2, and
Partition3
» Output 3 by the Deactivatetactic as a response to the status of Partition1 and Partition2
Let’s create two scenarios:
» Scenariol

= Scenano steps
- [Out] Tactic 1- Switch On
[Qwat] T actic 12-ziren
Lo [Out] Tactic 2 - Switch off

Felay [SecurtyHead 1.12.1]: Relay 1, Device 12
Felay [SecuntyHead.1.12 3] Relay 3. Device 12
Felay [SecuntyHead 1.12 2] Relay 2. Device 12

> chnarioZ

—_— L

= S_u:enariu:u steps
[Out] Tactic: 1- Switch On
i [Out] T actic 12-ziren

Felay [SecurityHead 1.12.1] Relay 1. Device 12

Relay [SecurityHead 1.12.2]) Relay 2. Device 12

Then we will associate the partitions to the relay:



== [Relay 1] Relay 1, Device 2
--------- @_ (1] Smoke S2000-KDL
--------- @_ [8] Intrugion 5200000
......... [B &L [9] Heat 52000KDL
&= [Relay 2] Relay 2, Device 2
--------- m [} Smoke S2000-KDL
--------- @_ [5]: Intrugion S2000-0DL
--------- @_ [9]: Heat S2000-kDL
&= [Relay 3] Relay 3, Device 2
--------- @'_ [5B]: Intrugion S2000-K0L
--------- [& & 9] Heat 5200001

Please associate the scenarios to the partitions as follows:
» Scenariol to the Status Changed event of Partition1 and Partition2,
» Scenario 2 to the Status Changed event of Partition 3.

Note! Important! Since relay actions are based on the control scenarios, the settings must be provided
for the Tactic, Relay action delay, and Relayactiontime properties when the control settings have to be
written to the S2000/S2000M panel in case of database exporting (used for the Orion protocol, see the
table above).

For example, we have a fire partition. When a Fire loop alarm (Fire) event occurs, thefisrt system relay
output, responsible for sound alarm, is to be activated (ON), then after 30 seconds the second relay
output responsible for fire extinguishing is to be activated (ON) for 5 seconds.

So, we have the partition associated to both relay outputs with the following settings:

e For the first relay:

Tactics ar
Relay action delay 0.000
Relay action time 0,000 and

For the second relay:

T actics O FOR & TIME
Relay action delay 30,000
Relay action time R.0a0

I/t should be kept in mind that the Signal-20P ver2.02 and earlier, and the Signal-20P require timing
parameters have fo be set in the settings of the physical device itself.Furthermore, the Signal-20P
ver.2.03 requires any value rather than 0 is to be set for the Relay action time parameter (for example:
0,125).

6.4.2 Setting Transmission of Events and System Entity States

Events can be transmitted to the S2000-K keypad (ver 1.04 and higher) to showthem on the LCD display
and generate sound when an alarm event is received, this device also has nonvolatile storage for the
system events. The events can be also transmitted to the S2000-IT Phone Communicators, OU-4S GSM-
Based Annunciator, and S2000-PGE GSM& Ethernet-Based System.

Partitions (partition groups) triggering events transmitted to the device can be configured individually for
each device. Using this feature one can define what events (e.g alarm or fire events) are allowed for
transmission and what events are not (e.g arming and disarming). Using the list of partitions/partition
groups,you can allow transmission only thoseevents that are triggered in the partition or partition groups
selected from the available list.



To set the transmission of events to a certain device, please select any of the S2000-K, S2000-IT, UO-4S
or S2000-PGE device from the tree as required and click the Edit button, then select the Transmission

property and click the [:] button to open the Transmission of Events dialog box.

E Transmission of Events [&J

Categories of Transmitted Events Partitions for Transmission
Ewent Group for Transmiszion - Fires - s Partition Groups
Ewvent Group for Transmisgion - Alamms = Partitions
[ ] Ewent Group for Tranzmission - Troubles -------- [0 52002 Devices
Event Group far Tranzmiszion - Arming/D -------- []12]: Cameras

[] Ewent Group for Tranzmiszion - Arming/T i

[] Ewent Group for Tranzmission - Service - []18]: &dem

[] Ewent Group for Transmizgion - Ausiliary (- [ 116l General

[] Ewent Group for Tranzmission - Access C

[] Ewent Group for Transmizzion - Felays

[] Ewent Group for Tranzmizzion - Cusztom 1

[] Ewent Group for Tranzmission - Custom 2

[] Ewent Group for Tranzmission - Custom 3

[] Ewent Group for work station -
4 il [

/o [ ¥ae |

L &

Groups of events to be transmitted to the device are selected in the left part of the window, and partitions
and partition groups of the transmitted events are selected in right part of the window

It is recommended to use the first twelve event groups:

The first nine groups are corresponds to group of events contained in the S2000/S2000M panel.

The next three groups do not include events by default. Thus, you can create three groups of events to
meet your needs as required

Event groups can be edited in the Settings/Setting EventGroups menu (See Chapter 6. 14.3).

You can also use the Partition Event Group for a partition group.
Please consider the following specifics of event transmission in the Orion Pro Integrated Security System
e In order S2000-K keypads can display events transmitted by the panel, the Event Indication and
Alarm Indication parameters must be set in the device itself.
e The S2000-K keypad may not support some messages from the S2000/S2000M panel and the
Scanning Core of the Orion Pro software. Such messages will not be displayed.

The transmission rate of the S2000-11, OU-4S or S2000-PGE hardware is not high. It is recommended to
transmit only important and critical events (alarm and fire) to a communicator. Considering this, you
should select (permit) only event groups that are required and to ban the transmissions of other groups.

6.4.3 Associating Control Elements to System Readers

Users can get access to partition and partition groups when the present the following:
e Enter password into S2000 and S2000M panels or using S2000K or S2000-KS keypads

e Present the TouchMemory or Proximity card to readers connected to the S2000-2, S2000-4,
Signal-20P, Signal -10, and S2000-KDL, S2000-KDL-2I, S2000-KDLS, S2000-PT, S2000-BKiI,
S2000-BI, and UO-4S;

Important! Note that the User cannot control (operate) more than one partition or partition group via one
specific reader using a TouchMemory button or Proximity card.

The User will have an access to control (operate) partitions and partition groups, if the User have rights to
control (operate) these partitions and partitions groups, and the permission is assigned to the reader to be
used for that purpose.
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The User’s rights are defined by the access level of his/her password. An access level defines the list of
allowed partitions and control rights for each partition

The relevant information is provided in Chapter 6.10.1 Creating Access Levels to Control Intrusion and
Fire Entities, and in Chapter 6.12.3 Creating Credentials: TouchMemory buttons, Proximity cards and
fingerprints.

Permissions of a reader are defined by the list of partitions and partition groups allowed to be control via
this reader.

To allow a partition (or a partition group) to be controlled witha reader, please associate the partition or
partition group to this reader.

In other words, when we associate a partition or a partition group to a reader, we inform the system that
the reader is allowed to control (operate) this partition or partition group.

To associate a partition (or a partition) group to a reader, please select a required reader in the tree of
entities and click the Add button to open the Reader-Associated Partition and Partition Groups:

=
E Reader-Associated Partitions and Partition Groups

-

Partitions and Partition Groups selected Partitions and Partition Groups
o BIE Partitions T [ & (2] Cameras
[B & [1] 52002 Devices [@ 8] [7] Devices 52000-KDL
=& [4] Fie [B & [10] Smoke S2000-K0L
B & (5] Adem

[ & (6] General ))

[ & [3] Intrusion S2000-KDL

[B & [9] Heat S2000-KDL
o[BI Partition groups

BT [3] Floor 1 "

14

| VEIK ” XEanceI |

The right part of the window includes the partitions and partition groups associated to the reader.
The left part of the window includes all the other partitions and partitions groups of the current workstation.

To associate a partition (or a partition group) to the reader, please select a required partition or partition
group from the list of partitions and partitions groups, then double click the selected item with left mouse

button or use the button located in the middle of the window

Using <Shift> (Range Selection) <Ctrl> (Combined Selection) you can select multiple partitions or

>

partition groups, then use the . button to associate all of them to the reader

To delete the association of a partition (or a partition group) to a reader, please select a required partition
(or a partition group) from the list of partitions or partition groups associated the reader, then double click

it or use the button in the middle of the window.

You can use <Shift> (Selection Range) or <Ctrl> (Combined Selection) to select multiple partitions or

partition groups and delete the associations of all selected partition and partition groups using the
button.



Then click the OK button to accept all changes.

Associated to the reader , the partition and partition groups have appeared in the tree of system entities:
D [Reader 1]: Reader 1, Device 1
o [@ @] [2]} Cameras
[BE[ [7] Devices S2000-K0L
[BE [8] Intusion 5200001
~|@ @] [4] Heat 52000-£0L
fJ@ @] [10] Smoke 52000-K0L

] [address 1, 520002} Warshouse
e EI [Reader 1]: W arehouze Entrance
fof@ @] (8] Intrusion S2000-KDL
--------- |j [Reader 2]: Reader 2. Device 1
o BB [Loop 1] Loop 1, Device 1

B By [Loop 2] Loop 2, Device 1

: C—Z_-;) [Relay 1] Relay 1, Device 1

o (—-'E) [Relay 2]: Relay 2, Device 1

The tree of the system entities shows the following information for the Partition entity:
e Number
e Name

-I:l m]_ (8] Intrusion S2000-KDL

The tree of the system entities shows the following for the Partition Group entity:
e Number

e Name

BT (3] Floor 1

As said above, you can delete the association of partitions or partition group to a reader using the
Reader-AssociatedPartitionsand Partition Groups dialog box.

In addition, in order to delete the association of a partition (or a partition group), please select a required
partition (or partition group) associated to a required reader, then click the Delete button. Next, click the
Yes button to confirm the delete action.

It is also possible to define that a reader can to be used to control operate all partition of the workstation.

To do that, you should selectYesfor theAllpartitions property of the reader.

In this case, you will see All Partitions virtual entity associated to this reader in the tree of system entities:
[Reader 2] WwWarehouse Ext

v T ANl Partitions

The properties of the Reader entity are described in the Chapter 6.2.6.3 The Reader Entity.

I/t should be noted that unlike Orion Pro Suite, the S2000/S2000M panel support association to a device
rather than to a reader. Thus, in the Orion Pro Suite, you can provide settings for the use of
TouchMemory button or Proximity card to control (operate) two partitions (or two partition groups) with two
readers of one S2000-2 device - one reader for each partition (or partition group). But when exported to
the panel, both readers of the S2000-2 device are allowed to control (operate) one and the same partition
(or partition group) only.

Further, we will consider the example of assigning permissions to control partitions, including associating
of partition to a reader

e There are five partitions. The first three partitions will be controlled with a S2000-K keypad using

a PIN code, the fourth partition will be controlled with a S2000-2 device using a TouchMemory



button or Proximity card, and the fifth partition will be controlled with a S2000-4 using the same
token.

e First, an access level must be created, which describes operating permissions for all five
partitions.

e Next, we will associate the first three partitions to a S2000-K device, the fourth partition will
associate to S2000-2, and the fifth partition will be associated to the S2000-4 device

] [address 4, 52000-K) 52000-K (4]
- D [Reader 1] Reader 1, Device 4
Iﬂ'_ [1]: Smoke S2000-KDL
e [E ] [8]: Intugion S2000-KDL
[B & (9] Heat 52000-KDL
[£] iAddress 5. 52000-2} 52000-2 (5]
[ D [Reader 1] Reader 1, Device &
.......... B & (2] Fire
--------- D [Reader 2] Reader 2, Device &
--------- B & [Loop 1] Loop 1. Device 5
--------- B & [Loop 2] Loop 2. Device 5
-------- (& [Relay 1] Relay 1, Device 5
-------- & [Relay 2] Relay 2, Device 5
El [Address B, S2000-4]: S2000-4 (5]
- D [Feader 1]: Beader 1. Device B
---------- [ & (8] Devices S2000-KDL
--------- ﬁ [Loop 1] Loop 1. Device B
--------- ﬁ [Loop 2] Loop £, Device B
--------- ﬁ [Loop 3] Loop 3. Device B
--------- ﬁ [Loop 4] Loop 4. Device B
-------- (:—-E—:) [Relay 1] Relay 1, Device &
-------- (:—-E—:) [Relay 2] Relay 2, Device &

e Last, PIN code and TouchMemory button are added to the system with access level created
being assigned.

6.4.4 Configuring System Responses to the Eventsof System Entities

System responses to the events are provided on the basis of scenarios. Scenarios are micro programs
responsible for specific actions (mainly, they send commands to the system entities). To make it simple,
a management scenario is a sequence of actions with each responsible for a specific action.

The scenarios can be initiated automatically as a response to system events.

Management scenarios are described in Chapter 6.6 Management Scenarios. Examples of using
scenario are provided in Chapter 6.6.3. Examples of Tasks Completed Using Management Scenarios.
This chapter focuses on setting of scenarios as responses to events occurred in the system

In the Orion Pro system, the management scenarios are completed by the Scanning Core
The events of system entities are described in Chapter 6.2.12 The Events of Entities. Here, we only recall
what system entities have events:

Events

Sl Virtual

o
3
5

Workstation

Video System

Camera

Device/Biometric Reader/Subscriber/Keybox

Reader

Loop/Subscriber Zone/Keybox cylinder

Relay Output

BEEEEEEE
(<IXIX XIX[X] < <

Partition




Partition Group Ed

Access Zone @

To make a scenario triggered by an event occurred in respect to a specific entity, it should be associated
to that event.
To associate scenario to an entity event, please do as follows:

e Go to the System Structure tab (or the Access tab, if a scenario will be associated to the events of

the Access Zone entity):

e Select the system entity, to the events of which the scenario will be associated, in the tee of
system entities, or in the tree of partitions and partition groups, or in the tree of maps

e Click the Edit button to start the editing mode

e
e Click the button 7 in the Inspector toolbox to toggle the Associating Management Scenarios
to Entity Events.
e Choose a required event:

Inspector

= &

Intruzion Alarm

Arming failed

Arming delay

Intruzion zone armed

Fire equiprient Failure :l - |:|

[k nown equiprent

Loop dizarmed

Alarm canceled

Digarmed zone restored

e Then select a scenario (action):

s !

Inspector
| ¢ | &

[ntrugion Alarm

Arming Failed

Arming delay

[ntrugion zone armed

Fire equipment failure l - |:|

Inknown equipment Access opening
file :

Loop dizarmed

Alarm canceled

Digarmed zone reztored

e The selected scenario will be displayed in the Inspector of entities:
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Inspector

= &

[ntrugion Alarm

Arming Failed

Arming delay

Intrugion zone armed

Fire equiprient Failure Access apening

[Inknown equiprent

Loop dizarmed

Alarm canceled

Digarmed zone restored

e The scenarios can be associated to other entity events as required:

g !

Inspector
| 7 | &

[ntrugion Alarm

Arming failed

Arming delay

Intrugion zohe armed Acrcezs restoration
Fire equiprment Failure Access opening

[k nown equiprent

Loop dizarmed

Alarm canceled

Digarmed zone restored

e If you need to delete an association of scenario to an event, please select this event and press
the <Del> key on the keyboard.

e To save all changes, click the Save button

Scenarios can be launched as responses to the events initiated by a specific person or by a person with
specific access level or specific credentials (PIN code, touch memory button, or Proximity card).
This required the following to be done:
e Go to the System Structure tab (or the Access tab, if a scenario will be associated to the events of
the Access Zone entity):
e Select the system entity, to the events of which the scenario will be associated, in the tee of
system entities, or in the tree of partitions and partition groups, or in the tree of maps

e Click the Edit button to start the editing mode

s

e Click the button 7 in the Inspector toolbox to toggle the Associating Management Scenarios
to Entity Events.

e Choose a required event:



ra . |
Access Zone

7 | & |
Fazzage | |"E]

First pazzage

Lasgt exit

e Open the Select Scenario dialog box by clicking the () button:

s !

Select Scenario

Access Levels = | W ecess Foom 1 Cpen Fr BT -

— ALS of Department 3 Accesz Room 2 Lock Free Access

Aocezs Foom 1

m

T Accezz Room 2

B Departrent YWork, Schedule
EET

denied

Employees -

Jakzon J.
Mekeon D.
Peterzon P.
Srnith K.
PSmith ). K.
Tuma B,

m

Credentialz -
B|Jakzon 1. 1. [BFO13F013F152F494F01)
Mckeon 1.1, [4F013F013F12473683F01)
_|Peterson 1.1, [3F013F013F 16330137 3401)
Srith 1. 1. [3E00007 588492401)

_|Tuma 1. 1. [3FOT3F0T3F1626376001)

[ o || e |

This window displays the following information:
> The list of all access levels,

» The list of all employees,
» The list of all PIN codes, TouchMemory buttons, Proximity cards.

It is worth mentioning that TouchMemory buttons and Proximity are shown with the
codes, but codes are not shown for PIN codes.
» The elements of the above list where management scenarios are associated to.

e Set the association of scenarios to required elements in the Select Scenarios dialog box:

o To associate scenario to a required element, please:
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v Select an element from the list of access levels, employees, or credentials:

Access Levels I -

Access roam 1
Access roam 2

||

m

i b airnuam
i Fraohibited
i Turnztile

Then double click it to add the element on the right part of the box:

Arocezs room 1

v" Then select an element in the right part of the window

accessroom 1 | [ ~

to select a required scenario from the dropdown list:
Accezs room 1 t

Tl

Arncess restaration

v" The selected scenario will be displayed to the right of the element:

Arncess roam 1 Access apening

v" If required, multiple elements can be added to associate scenarios to them:

— e |
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Access room 1 Arccess opening

Aocezs room 2 Arccess restoration

o If you need to delete the association of scenario to an certain element, please select
the required element and choose an empty line on the top of the dropdown list:

Azcesz room 1 Acces: opening
Aroceszs room 2 Aooezs regtaration
Turnztile lv

Aocezs opening
Aooezs regtaration

The empty field will appeared on the right from the element:

Accezs room 1 ACcezs opening

Arocezs room 2 Arooezs regharation

Aocezs room 1

Turnztile Access regtaratian

This means that no scenarios are associated to this element. When this window
(SelectScenario) is closed, this element will be deleted from the list of elements with
associated scenarios.

e To quit the SelectScenario dialog box and save all changed, please click the OK button.

e The scenarios can be selected to other entity events as required.

e Click the Save button to accept changes.

e The Inspector of the entity will show three dots in the field of an event, meaning this event has a
scenario associated:

-
Access fone

¥ | &

Fazzage

First paszage

Lasgt exit

6.4.5 Renaming System Events

Events are generated for the most of system entities in the processing of system operations. The
Scanning Core receives events devices or generates it itself based on events received from devices. In
addition, Scanning Cores generates virtual events.

Entity events are described in the Chapter 6.2.12 Entity Events. Here, we only recall what system entities
have events:

Events

Entity

Own | Virtual




Workstation

Video System

Camera

Device/Biometric Reader/Subscriber/Keybox

Reader

Loop/Subscriber Zone/Keybox Cylinder

Relay Output

Partition

Partition Group

Access Zone

BEEEEEEEEA

<IX] < XXX XX < <]

Attention! Virtual events are not displayed and recordedanywhere. Therefore they cannot be renamed.

If necessary, you can rename system events for individual entities of Intrusion, Fire, and Access Control
systems
This used for the following cases:

e Torename events of Potok-3N. For example, for loop events and supervised outputs that control
electric valve.
e To rename events for loops such as Auxiliary Loop and ProgrammableAuxiliary Loop monitoring
the states of devices.
Chapter 6. 74.2 Defining User Events describes actions required for adding custom events to the systems.
The chapter focuses on their actions for renaming entity events.

To rename an entity event, please do the following:
Go to the System Structure tab.

e Go to the System Structure tab.

e Select the system entity, to the events of which the scenario will be associated, in the tee of
system entities, or in the tree of partitions and partition groups, or in the tree of maps

e Click the Edit button to start the editing mode

s
e Click the button g:j 4 in the Inspector toolbox to toggle the Renaming Entity Events.
e Choose a required event:

-
Inspector

g ||&
uta Mods Disabled )
Auto Mode Enabled

Changing status

o Click the [J button to open the Setting User-Define System Events and select required event in
the appeared box, then click the OK button:

118



( E Setting User Events ﬁ1

Code | Event -
1206 Recording started
1207 |Recording stopped

m m stopped

1209 Wideo system started

1211 | Remaote request for arming

1212 | Remote request for dizarming

1213 Bequest to start recarding (M
1214 Request to stop recording

1215 Motion detectar iz On

1216 Motion detectar iz O -

k. ] ’ Cancel

e The selected event will be displayed in the Inspector box:

Inspector
7 ||&

fto b ode Dizabled “ideno spstem stopped E]
Auyto Mode Enabled

e Other entity events can be renamed as well, if required:

Inspector

7 ||&

Auto Mode Dizabled _ Yideo gystem stopped

Auto Mode Enabled Video system started

e Ifitis required to delete any renamed events, select this event and press<Del> key.
e To accept all changes, click the Save button.

Attention!When the database is exported to the S2000M Panel, only renamed events of loops and
supervised outputs can be exported. The S2000M of version 2.05 and newer versions support exports of
renamed events of devices and readers.
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6.4.6 Configuring Display of Employee Photo in System Monitor

The System Monitor of the Orion Pro Suite supports the display of an employee photo when events
initiated by this employee.

The list of events triggering the photo display is configured individually for each reader of the system.

To display employee photos as responses to the events of a reader of Access Control, Intrusion, and Fire
Alarm Systems, one should define the events for the reader that will trigger the system to display the
photos.

e Go to the System Structure tab.

e Choose a required reader in the tree of system entity, or in the tree of maps

¢ Click Edit the button to start editing

e Select the Photo display events property:

( Inspector )
| | ¢ &
Device address 1
MHurnber 1
Uszer urnber 1
M arne Reader 1, Device 1
Deszcription
Element type Feader
Type Reader
All partitionz Mo
Phata dizplay events | [:]
ContactlD Zone 0
Cameras

e Click the L-J button to open the Photo Display Events dialog box, select the events that will
trigger displaying photos of employees in the System Monitor, and then press the OK button.

( ,El Photo Display Events I&W

Access granted

Pazzage
| Access denied
Jzer D
| Femote request for arming
| Remate request for disarming
Partition armed
Partition dizarmed

| Nk | M cancel |

e To accept all changes, please click the Save button.

It should be noted, that display of employees photos has to be set in properties at each
workstation with a System Monitor selected to run.

The relevant information is provided in Chapter 6.2.2 the Workstation Entity.
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It also should be noted the list of readers initiating photo-triggering events must be specified in each
System Monitor.

The relevant information can be found in Chapter 8 System Monitor.

6.4.7 Associating Cameras to Device Zones

In the Database Administrator, cameras can be associated to any loop, relay output, reader or access
point, so that they start recording automatically as a response to alarm event at a specified entity.

This is achieved by defining the list of cameras for a loop (relay output, reader or access point) that would
start recording if that loop (relay output, reader or access point) goes into alarm ( External alarm recording
must enabled for such cameras).

Also, only these cameras would be displayed in the Video Archive window if Show video menu command
is selected for a loop, relay output, reader, or access point in the Alarms tab of the System Monitor
module.

W orkztation Hum... Time Ewvent Description | Partition Zone Action1 | Time 1 | Operatc
SECURITYHEAD 3/16/2015 6:44:12 PM Signal-20 ser. 02 {2 2/1)/2

SECURITYHEAD
SECURITYHEAD
SECURITYHEAD 100

3/16/20156:44:14 PM Device disconnected Signal-20 ser. 02 Record of Response Team Dispatch
i Device disconnected S2000-B1/BKI ::i;: Record of Police Call
Device disconnected

i) Show Video
Device disconnected ) |

Mowve to Handled Alarms
Mowe All to Handled Alarms

To define the list of cameras, the following should be done:
¢ Go the System Structure tab or to the Access tab
e Select a required entity (loop, relay output, reader or access point) in the tree of system entities
(for loop, relay output, or reader), or in the tree of access control entities (for access point) or the
tree of maps (for all entities)
e Click the Edit button to start editing of entity properties
e Select the Camera property:

- -
Inspector
| & &
Device address 2 -
Mumnber 1
User nurnber 13
M ame Loop 1, Device 13
Dezcription =
Element type ZonefLoop
Type Entrance
24-hour zome Mo R
Accumulate statistics Mo
Entrance zane timeout 1
Contact D Lone 0
Cameras | ()
\ J




e Click the [J button to open the Select Camera dialog box, than select cameras for the recording
and specify the time the recoding will continue (Record for), then click the Ok button
-

-
Select Camera ﬁ

I [Drion] Camera 234.456.4.4. |
®il [Orion] Camera 192,168, 20,248
[71 [Orion] Camera 192.168.20.250

Alarm-driven recording
[ Record for: 1] =1

[] &ll events recording

Save Cancel

e Click Save to accept the changes.
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6.5 The Access Tab. Creating Logical Events and Structure of Access Control System

,E Orion Pro: Database Administrator

| = 52
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The Access tab shows the following:
1. The tree of access control entities.

2. The tree of maps.

The Access tab is used to define the structure of an access control system, specifically:
e To create logical entities of an access control system: access zones and access points.

The system offers various access control approaches:
o Local Access (Control). When all credentials (fokens’ pass codes) are stored in a controller
responsible for an access point and that controller grants or bans an access.

o Centralized Access (Control): When all credentials (fokens’ pass codes) are stored in Orion Pro’
Database Administrator module, and it is the Scanning Core is responsible for granting or
banning an access

Access Points can be as follows:
o Two-way access points ( One door for entry and exit, Turnstiles, Vehicle Barriers, Mantraps)

o One-way access points (One-way door, i.e one door for exit or entry only)

Each two-way access point /s recommended to be based on one S2000-2 controller.
Different access modes can be set for access points (individually for each direction (entry or exit) for two-
way access points such as Turnstiles, Barriers, and Mantraps):

o Normal: An access is granted when a credential(s) is presented.

o Access Locked (Lockdown): No access of any type is allowed ;
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o Open Access (Free): An access is allowed with no credentials being required.

System-controlled Access Points can function in two main modes:
o When an access direction is monitored (route tracing), that is when access zones are used

o When an access direction is not monitored, that is when the concept of access zones is not used.

The entire system-controlled area can be subdivided into access zones. Maximum access zones in the
system are 65,535 (0 to 65534).

The area that is not under control of the system (beyond your facility or building) is regarded as Outside
World and has index (ID) ‘0’. This zone is added in the system by default when the database is created,
and it cannot be deleted.

An access point with a controlled direction is always located between of access zones. If an access point
is located inside an access zone, it must work with no direction control.

A one-way access point with an exit button cannot be used in a mode where a passage (access) direction
/s controlled.

The tasks implemented on the level of access zones are as follows:
» Tracking the location of employees
» Antipassback
» Time and Attendance.

Let’s consider the anti-passback rule.

If local access control is used, antipassback applies to access pointes controlled by a S2000-2 controller.
With centralized access control, anti-passback is implemented for access points controlled by S2000-2
and S2000-4 controllers.

An anti-passback rule isregarded violated if no entry to any other access zone is registered after zone X
is accessed, but an attempt is made to re-enter the same access zone X again.

Anti-passback can be as follows:
o None (anti-passback rule is ignored)

o Hard Anti-Passback
o Soft Anti-Passback
o Timed Anti-Passback.

Hard anti-passback prevents a re-entry to the same access zone until an exit from this zone is recorded.
When an antipassback rule is breached, no access is granted, and the Access Denied message is
generated

Soft anti-passback allows re-entry but generates the Access Granted and Passage messages
accompanied by the anti-passback breach tag.

Timed anti-passback uses an additional parameter - Anti-Passback Lockout Period. During this period
after an entry to an access zone, a timed anti-passback rule applies in the same manner as the hard anti-
passback does (if a re-entry is attempted, a controller denies access and generates the Access Denied
message accompanied by the Anti-passback Breach tag). When this period expires, timed anti-passback
is identical to soft antipassback (a re-entry is allowed but the Access Granted and Passage messages are
generated with the anti-passback breach tag.

If anti-passback applies to a locally-controlled device,the anti-passback is called local anti-passback.

In the system, network anti-passback is implemented. If controlling unit is available (S2000/S2000M or
Scanning Core) access messages will be re-transmitted to all access controllers in the system. Thus, the
anti-passback rule is verified taking into account entries to the access zone, as registered by all
controllers of the system (within one workstation).

Therefore, if an access zones has several access points (for example, several checkpoints, or several
parallel turnstiles), after the entry to this access zone via one access point, the re-entry to this zone will be
banned (locked) at this access point and all other access points as well, but the exit will be allowed; and
wise versa, if a person exits from this area via one access point, the attempts to exit from this area will be



banned (locked) at all other access points as well, but the entry will be allowed (if an anti-passback rule
applies to the access credentials).

The use of anti-passback between two access zones will be correct, if the following requirements are
observed:
v" The normal access between zones is provided via access points only.
v' The access points on the boundary between these zones must have entry and exit readers
(identification on the entry and on exit) and entry/exit detector or the like (a one-way access
point with an exit button cannot be used on the boundary between to access zones).

The number (ID) of an access zone must be set the same for all readers of access points controlling
access to the same zone in order to ensure the proper functioning of network anti-passback mode.

The anti-passback rule will be tighter, if the zonal anti-passback parameter is applied (Route Tracking). In
this case, the system consider entries to any access zone, and if access is attempted via one of the
readers of an access point, anti-passback requires that the last registered access will be to the access
zone where the reader is located, that is to the zone controlled by a second reader of this access point.

For example, we have a two-reader access point located on boundary between Access Zone 1 and
Access Zone 2, first, the access to Zone 2 is registered, and then access to Access Zone 3 (controlled by
a different access point) is recorded, the further attempt to go through the access point between Access
Zone 1 and Access Zone 2 will result in the following:

- If zonal ant-passback mode is in place, the anti-passback rule would be breached regardless of
an access (passage) direction, as the last-recorded access (passage) was made to a different
zone from Access Zone 1 and Access Zone 2, and the person’s actual location in one of these
zones is regarded as inappropriate;

- If no zonal anti-passback is used, the anti-passback rule would not be breached if an access is
attempted to Access Zone 1, but it would be breached if an access is attempted to Access Zone
2, since, with respect to this access point, the user is still in Access Zone 2 (the user’s entry to
Access Zone 3 is ignored by the access point).

The Zonal anti-passback parameter is effective, only if any one of the Hard, Soft, or Timed anti-passback
modes is enabled. If the anti-passback is disabled, the Zonal anti-passback parameter is not applicable.
Zonal anti-passback applies to two-way access points only.

With local access control, to support zonal anti-passback, each two-way access point must be control by
one S2000-2 (version 1.05 or later)

With centralized access control, the zonal anti-passback parameter always applies to two-way access
points if anti-passback is used.

To prevent sequential entries of several persons presenting the same credential (e.g. a card) to several
closely located readers (e.g. at several turnstiles), from the moment of granting an access (a card read by
one reader) till the moment of entry (passage) registration, this credential (e.g. a card) will be banned for a
read in other readers of the system for a short time as per anti-passback. Specifically, when a gained
access via one reader is not followed by entering the zone but the same credential is further presented to
another reader (of another controller), it will be considered as the anti-passback breach at this reader. If
hard or timed antipassback applies for that credential at that reader the access for this credential will be
banned. The ban is lifted only after an entry (Passage) is registered for this credential. If no entry
(passage) occurs (a granted access has been not completed, or an entry (Passage) detection capability is
not used), ban will be lifted in a minute. While the ban is in effect, the access by this credential is possible
only via the reader that was the last one to grant the access to this credential; or via any other reader
where no anti-passback rule applies to this credential(a person can re-access with this credential only via
the reader that was the last one to grant this access).

Anti-passback as a response to the Access Granted event can be implemented only in the local access
control mode based on S2000-2 (1. 05 or later versions).

The Orion Pro System also offers the following:
o Setting various access control approaches for access points:

v Simple Access: When only one credential item is presented
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With supplementary code (Multiple-factor authentication): Access requires
supplementary code to main credential.

Two- or three-man rule: Access requires two (three) different credentials with
coordinated access levels.

o Using the readers of the system for remote arming and disarming

o Providing each user with the access level-based rights for individual access points or access
zones, as well as partitions or partition groups for remote arming and disarming. At this level, a
user account is set whether to be a subject to the anti-passback rules.

o Assigning time-correlated access rights (time zones) to a user for each access point/zone, as well
partitions and partition groups. With this respect, the system supports the following capabilities:

>

>

>

>

Defines holidays (days when time intervals are enabled as different from those applicable
to the week days)

Transfers working days
Create complicated floating work schedules

Create complicated work schedules with irregularly recurring periods.

o Create a central security control station. An operator of System Monitor can grant an access at
access points (within his access level authorities) on behalf of his name, or using the Forced
access command. The Forced access command can be used only if an employee has left his/her
credential at home, and the employee has to be granted an access as if on one's own account
(important for Time and Attendance). Furthermore, an Operator can lock/unlock system readers.

Let’s consider the structure of the tree of access control system:

ﬂ System

=t __J Workstation: SecurityHead Wy it HL.,L _j Lh,_&l

Wideo

[l COMT [ORION/ORION-PRO]
[Ethemet]: [ 192168.11.57 )

[l COMZ [ORION/ORION-PRO)
[l COMI [ORION/ORION-PRO)
[l COM4A [UOF]

[I COMS [Dot-matrix dizplay)

- W workstation: TEST-1 il BB
!‘] Workstation: AccessChl l;L .ﬂl
: !‘] Workztation: Server
M Wworkstation: HRDept 'J'
II'_ Access zanes

G-~ A [0]: Outside world
G0 [1] Plant Temitary
&[T [2] Cantesn
b - .ﬁ.ccess Fointz

,,;IL [1]: Entry turnstile [S2004 Devices)
ey t.IL [2]: Exit turnstile (52004 Devices|

i)

System is the main tree node. This node automatically accommodates all system workstations, as well as
two virtual nodes: Access Zones and Access Points:



ﬂ System

- | Workstation: SecurityHead e i WEL 0l

" ¥ Access zones

o [l Access Points

The Workstation is a node, to which COM ports are added, which in turn, becomes nodes for Devices.
Readers and Relay Outputs are added to the Devices nodes. Access points are associated to relays and
readers:

ﬂ System )
[ - !’J Warkstation: SecurityHead ﬁgﬂﬂ@, j#ﬁ-{hf‘ﬂ:
......... !‘J Yidea

B r;y" [J COMT [ORION/ORION-PRO)
= - |f| [#ddress 1, S2000]; Main Panel
-] [1.1.1] Beader 1. Device 1
] [faddress 2, 52000-2] wWarehouse
] [Address 3, S2000-KDL): S2000-KDL [3)
S 2] [Address 31, 52000-2): Building Entrance
S D [1.1.31.1] Main Exi
---------- ,)IL [1]: Entry turnztile [Enter]
— ------- EI [1.1.31.2] Main Entrance
e 0L [2] Exit tumistile [E sit)
(—-'E) [Relaw 1] Main Exit [2]
[ @ [Relay 2] Main Entrance
U7 [Address 5. 52000-4) 52000-4 [5)
[&ddress: B, 52000-45PT] S2000-:45PT (E)
[&ddresz 7. Signal-20]; Signal-20 [7]
[&ddresz 8, Signal-10]; Signal-10 [3]
m | [Address 9. Signal-20k ] Signal-200 [9)

The Workstation entity cannot be deleted from the tree of the access control system. Workstation-
connected entities cannot be added, deleted, or edited. Only associations of access points to devices can
be modified.

The tree of access control system shows the following information for the Workstation entity:
e Name

e The list of Orion Pro’s modules authorized to run on this workstation.

M workstation: SecurityHead Yo W

The tree of access control system shows the following information for the COM Port entity:
e Number (ID)

5" [} COMT [ORION/ORION-PRO)

The tree of the access control system shows the following information for the Device entity:
e Address

e Type
e Name

|E | [Addrezz 31, 52000-2] Building Entrance

The tree of the access control system shows the following information for the Reader entity:
e Number

e Name



] [1.1.31.1] Main Exit

The tree of the access control system shows the following information for the Relay Output entity:
e Number

e Name
e Partition ID ( if relay output is added to a partition)

(== [Relay 1]: Main Exit (2]

Two virtual nodes (Access Zones and Access Points) are displayed underneath all workstations in the
tree of the access control system. These nodes are always available in the system, and they cannot be
deleted.

The Access Zones node includes all access zones defined in the system:

II'_ Access Zones
- [TW R [0]: Outside World
{f ------- " [1] Plant Temitary

It should be noted again, that the Outside World node is automatically added to the system when a
database is created. This node cannot be deleted.

Access Points are associated to their controlled Access Zones:

[ 8 Access Zones
o[ F T [0]: Dutside World
b L [2) Exit tumistile [exit)

Access points (doors, turnstiles and the like) are associated to the Access Points node:

e Access Foints

b ,)IL [1]: Entry turnztile [S2004 Devices]
6.5.1 The Access Zone Entity
In the Orion Pro Suite, access zones belongs to no workstation.
Let’s consider the Access Zone entity.

™8 (0} Outside Woarld

The Access Zoneentities are associated to the Access Zones node in the tree of access control system.
II'_ Aocess Zones
------- B [0] Outside ‘World
+ ------- " [1] Plant Temitary

The tree of an access control system associates Access Zone entity with the access point leading to the
relevant access area, the access direction being defined.

[®W_ [1]: Plant Teritary

--------- .,?.[l. [1]: Entry turnstilelentm)
[t 4\.‘[_[, [4] Canteen/Smoking Boom Doorexit]

The tree of access control system displays the following information for the Access Zone entity:
e Number

e Name.

™8 [1] Plant Termitary



To add a new Access Zone entity, please select the Access Zones node in the tree of the access control
system and click the Add button. Then enter required values for all properties of the new Access Zone
entity and click the Save button.

To edit the properties of the Access Zone entity, please select a required entity in the tree and click the
Edit button. Then make necessary changes and click the Save button.

To delete the Access Zone entity, please select a required access zone in the tree of the access control
system and click the Delete button. Then, confirm the delete action by clicking the Yes button in the
appeared System Request dialog box

To delete all the Access Zone entities but for the Outside World access zone, please select the Access
Zones node in the tree and click the Delete button. Then, confirm the delete action by clicking the Yes
button in the appeared System Request dialog box:

The properties of the Access Zone entity:

Access fone

2 | ¥ | &
M urnber ]
M arne Outzide 'wharld
D escription
Property Possible Values Description
The unique number of an access zone.
Number (ID) 1..65534 Defaults value: minimum number from an available
range (1..65534) not used in the system
The name of an access zone.
A length of 1 to 25 o »
Name characters Default value: “Access Zone” and number of access
zone
Example: Access Zone 7
Comments:
- A length of 10 to 200 , ,
Description characters Optional field
Default value: empty field

6.5.2 The Access Point Entity

Let's consider the Access Point entity.

- Access Points

g -;;1:1 (1] Entry turnztile

Access Point entities are associated to the Access Points node:

- Access Points

i }fL [1]: Entry turngtile [S2004 Devices)
H— QL [21: Exit tummstle [S52004 Devices)

The tree of the access control system shows the following information for the Access Point entity:
e Operating mode:

o Passage —noicon
o Entry -1,




o Exit-4,
o  Entry /Exit ¢,
e Number
e Name
-:?q;i_[' [B]: Turnztile

To add a new Access Point entity, please select the Access Points node in the tree of the access control
system and click the Add button. Then enter required values for all properties of the new Access Zone
entity and click the Save button.

Notethat when a new door is added to the system, this door is automatically associated to relay outputs
(as specified in door properties) and relevant readers of a device (or devices) with required access
direction defined.

The access control tree shows the following information for an access point associated to a relay output or
readers :
e Direction (by arrows ):
o Passage (with no direction specified no specified direction) — no icons

o Entry —
o Exit—«
o Entry/Exit — *(only access point associated to a relay output )
e Number
e Name
e Direction (textually).
wlL [6} Doorb

To edit the properties of the Access Point entity, please select a required entity in the tree and click the
Edit button. Then make necessary changes and click the Save button.

To delete the Access Point entity, please select a required access point in the access control tree and
click the Delete button. Then, confirm the delete action by clicking the Yes button in the appeared System
Request dialog box

Properties of the Access Point entity:

Access Point

B 7 | &
Murmber B -
M ame Canteen Door
Dezcription
Type Two-way access door E
Operating mode E nitry/E mit
Access zone o enter [£]: Canteen
Entry relay [SUPPORT-11-67.1.14.1] Relap 1.
Entry relay action M
Entry relay action time ]
Acceszed zone to exit [1]: Plant Teritony
Exit relay [SUPPORT-11-57.1.14.2]: Relay 2,
Exit relay action M
Exit relay action time ] Il




Property

Possible Values

Description

The unique number of an access zone.

Number (ID) 1..2147483647 D R .
efaults value: minimum number from an available
range (1.. 2147483647)not used in the system
The name of an access point.
Name Alength of 110 25 Default value: “Access Point” and number of access
characters point
Example: Access Point 12
Comments:
Description Alength of 10 to 250 Optional field
characters
Default value: empty field
One-way access door
Two-way access door | Type of access point
(One door for
Type Entry/Exit) (See Appendix 1 to this table).
Turnstile
Vehicle Barrier Default value: One-way access door
Mantrap
Passage Access point operating mode
Operating mode Ent_ry . .
Exit (See Appendix 2 to this table).
Entry/Exit Default value: Entry

Access zone to enter

«[NO] or one of the
access zones

Access area where an employee will find oneself
entering through this access point.

(See Appendix 3 to the table).

This property is accessible if the Operating mode
property is defined as Entry or Entry/Exit.

Default value: NO

Relay output actuating mechanism to provide entry.

(See appendix 1 to this table).

Relay output of
Entry relay 82000'5;/;;2000'4 This property is accessible the Operating mode property
/s defined as Passage, Entry or Entry/EXxit.
Default value: No relay output is selected
A relay action (program) of a device controlling this
access point.
(Switch)ON This property is accessible the Operating mode property
Entry relay action d /s defined as Passage, Entry or Entry/Exit.

(Switch) OFF

No this parameter is not used in the Orion Pro Suite.

Default value: ON

Entry relay action
time

1..8191

Period (in seconds) of relay action to provide entry.

This property is accessible, if the Operating mode
property is defined as Passage, Entry or Entry/Exit.

Now, this parameter in not used in the Orion Pro Suite.

Default value: 5 (sec)

Accessed zone to
exit

«[NO]», one of the
access zones of the

An access zone where an person will find oneself
exiting through this access point.




system

(See Appendix 3 to this table).

This property is accessible the Operating mode property
/s defined as Entry or Entry/Exit.

Default output: NO

Exit relay

Relay output of
S2000-2 or S2000-4
device

Relay output controlling actuating mechanism to provide
exit.

(See appendix 1 to this table).

This property is accessible the Operating mode property
/s defined as Passage, Entry or Entry/Exit.

Default value: No relay output is selected

Exit relay action

(Switch)ON,
(Switch) OFF

A relay action (program) of a device controlling this
access point to provide exit.

This property is accessible the Operating mode property
/s defined as Passage, Entry or Entry/Exit.

No this parameter is not used in the Orion Pro Suite.

Default value: OFF

Exit relay action time

1..8191

Period (in seconds) of relay action to provide exit.

This property is accessible the Operating mode property
/s defined as Passage, Entry or Entry/Exit.

Now, this parameter is not used in the Orion Pro Suite.

Default value: 5 (sec)

Cameras

(See Chapter 6.4.7

to Devices)

Associating Cameras

The list of cameras that start recording if an alarm occur
at an access point (external alarm recording must be
enable for a camera to this effect)
These cameras are displayed if Show video menu
command is selected for an access point in the Alarms
tab of the System Monitor module.

Default video: Empty list

Appendix1

Let us consider what devices can be used to provide access points of various types:

Access Point Type

Relay Outputs

One-way access door

Relay output 1 of one S2000-4 device

Relay output 1 of S2000-2 device

Relay output 2 of S2000-2 device

Two-way access door (One door for Entry and Exit)

Relay output 1 of one S2000-2 device

Relay output 1 of one S2000-4 device
and
Relay output 1 of another S2000-4 device
(not recommended)

Turnstile

Relay output 1 and relay output 2 of one S2000-2
device

Relay output 1 of one S2000-4 device
and
Relay output 1 of another S2000-4 device
(not recommended))

Vehicle Barrier

Relay outputs 1 and 2 of one S2000-2 device

Mantrap

Relay outputs 1 and 2 of one S2000-2 device
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P.S. When a two-way access point (Turnstile, Barrier, and Mantrap) is based on a S2000-2 device, relay output
1must be used for Entry Access and relay output 2 must be used for Exit access.

P.S. When a two-way access door (One door for Entry/Exit) is based on a S2000-2 device, only relay output 1
must be used to control Entry and Exit transactions.

Appendix 2
Let’s consider the operating modes of access point types:
Access Point Type Operating Mode
Passage
One-way access door Entry
Exit
Two-way access point (One door for Entry/Exit) Entry/Exit
Turnstile Entry/Exit
Vehicle Barrier Entry/Exit
Mantrap Entry/Exit
Appendix 3
Let’s consider the use of access zones in respect to the access point operating modes:
Access Zones

Access Point Operating Mode Accessed Zone to Enter Accessed Zone to Exit

Passage @ @

Entry a

Exit E3

Entry/Exit

Attention! If a two-way access point is to be used with undefined direction (without an access zone
concept), the Entry/Exit mode must be set for this point, and no access zone must be specified ( [No] must
be set for Access to Enter and Accessed Zone to EXxit):

Entry/Exit [NO] [NO]

Note that the access zones specified in the properties of access points in the database must match the
access zones as specified in the settings of devices controlling these access points.

If access zones are not used for some access points, value 65535 must be set in the settings of devices
(controllers) controlling these access points.

If necessary, the Uprog utility can be used to reconfigure required devices

Let’s consider the example of access control system:




Dutside World

Legend:
= Passage = Dine-way access door with .
4= Entry exit by button q: Turnstile
#— Exit —L e
- 0 doo Vehicle Barrier
4= Entry/Exit S Do
=
.- Two-way access door (One ‘
Entry/Exit with undefined : — e
iy Bl door for Entry/Exit) =

The figure shows the system uses the following access zones;
0. Outside World : an area beyond the controlled site

1. Territory: All areas but for the departments, canteen, and warehouse
2. IEwarehouse :High security area

3. ICanteen

4. IEMDepartment 1

5. IDepartment 2

6. IEMArchive — premises inside Department 1

The figure also shows that:

e The Territory includes a building (dashed line) which is not defined as an individual access zone
but the access to this zone is controlled with two-way access door (4) using credentials (for
entering and exiting);

Y




Department 2 also includes premises (dashed line) which is not defined as an individual access
zone with but it is controlled by two one-way access doors (one for entering and one for exiting)
using credentials

The Canteen includes a separate facility (dashed line), which is not defined as individual access
zone but its access is controlled by one-way access door: entry by credential, exit by button;

The logic of the access points is as follows:

Turnstile (1), Turnstile (2) and Barrier (3) two-way access points allow entering the site area ([1]
Territory access zone) and exiting the site area ([0] Outside World)

Operating mode: Entry/Exit

Door (4) two-way access door allows in and out of the building. Since the access point is inside
the building it operates without control of access direction, i.e. the access zone approach is not
used

Mantrap (5) two-way access point allows in the warehouse area ([2] Warehouse access zone)
and out of the warehouse to enter the site area ([1] Territory access zone)

Operating mode: Entry/Exit
Door (6) two-way access door allows in the canteen ([3] Canteen access zone) and out of the
canteen area to the site area ([1] Territory)

Operating mode: Entry/Exit

Door (7) one-way access door allows in to the canteen, but with exit by button only. Since the
access point is inside the access area and uses an exit button, it does not control a passerby
access direction (In and Out).

Operating mode: Passage
Door (8) and Door (10) one-way access doors allow in to Department 1 ([4] Department 1) and
Department ([5] Department 2), respectively.

Operating mode: Entry
Door (9) and Door (11) one-way access doors allow out of Department 1 and Department 2 ,
respectively to get in the site area ([1] Territory.

Operating mode: Exit
Door (12) two-way access door allows in Department 2 ([5] Department 2), and out of it to get in
Department 1 ([4] Department 1)

Door (13) one-way access door allows in the Archive access zone [6]

Operating mode: Entry

Door (14) one-way access door allows out of Archive to get in Department 1 ([4] Department 1
access zone)

Operating mode: Exit

Door (15) and Door (16) allow in to the interior room and out of it to get in Department 2. Since
the doors are inside of the access zones they do not control access direction (Entry or Exit)
Operating mode: Passage.



Example of the settings for the above access points

Access Point Setting

As displayed in the access control tree

Controlled by an S2000-4 panel with address 4 (COM Port 5,

El 2coess Points

.......... KL [l Door?
One way access door/ Passage

panel address is 2).

Murmnber 7

M e Door 7

Dreszcription

Type One-way acceszs door

Operating mode Fazzage

Relay [SecuntyHead.1.61]: Relap 1, Device B
Felay action M

Relay activation time )

7] [Address 6. 52000-4): 52000-4 (6)
e [[] [1.6.1] Reader 1. Device 6

tnee W [7] Door 7 [Pass)
—(—-E) [Felay 1] Relay 1, Device &

Bt L [7] Door 7 [Pass]
A @ [Relay 2]: Relay 2, Device &




- Access Points

— .),I_l. [3]: Door 8
fe L [9} Door 9

[8] One way-access door / Entry
[9] One way-access door / Exit

Controlled by an S2000-2 device with address 2 (COM Port 5, panel

address 2)
Murnber a
M e Door 8
Deszcription
Type One-way access door
Operating mode Entry
Aocess zone o enter [ Hall

Entry relay

[SecurtyHead.1.1.4.1): Relap 1, Device

Entry relay action

O

Entry relay action time 5

Humber 9

Mame Door 9

Drezcription

Type One-way access door

Operating mode

E wit

Aocezzed zone to exit

[0} Dutzide W orld

E it relay

[SecurtyHead.1.1.4.2): Relay 2, Device

Exit relay action

O

Exit relay action time

5

™8 AccessZones
_ ------- E]_ [0} Outzide whorld
b L [9) Door 9 [exit)
enfEeed |-_I1 [1] Hal

b L [B] Door 8 [Entry)

EI [Address 4, 52000-2]: S$2000-2 (4)
S [ [1:1.41] Reader 1, Device 4
f L [E] Door 8 [Enter]

; ........ [l [1:1.42] Reader 2, Device 4

b L [9) Door 9 [Exit)

------- (:—-E—:) [Hela_l,l'l] Relay 1. Device 4
- .),.!.,_L [8]: Dioor 8 [Enter]

------- {:—-E—:) [Hela_l,l 2] Relay 2, Device 4
(— g,ﬂ [3]: Door 3 [exit)

Access Paintz
Ao EL [2) Tumstile 2

Turnstile, Entry/Exit

Controlled by SC2000-2, address: 1 (COM Port 5, panel address 2)

Mumber 2

M ame Turnztile 2
Drescription

Type Turnztile
Operating mode E ntry/E wit

Aocess zone o enter

[0} Dutside world

Entry relay

[SecurtyHead.1.1.3.1): Relap 1, Device

Entry relay action

O

Entry relay action time

5

Accessed zane to exit

[1]: Hal

E wit relay

[SecuntyHead.1.1.3.2]: Relap 2, Device

Exit relay action

OM

Exit relay action time

5

m_ Access Zones

------- E!_ [0]: Outzide Wwhorld
E— .)IL [£]: Turnstile 2 [Entmy)

_ ....... =8 [1] Hal

e QL [2] Tumstile 2 (exit)

[4ddress 3, 52000-2) 52000-2 (3]

=[] [1.1.31] Reader 1, Device 3
b L [2 Tumstile 2 [Enter)

-é ------- [] 11.1.3.2) Reader 2, Devics 3
b L [2F Tumstile 2 [Exit)
------ (—-E) [Fhala_l,I 11 Relay 1, Device 3

: b L [2] Tummistile 2 [Enter)

------ (—-E) [F E|E|_'.-' 2} Relay 2. Device 3
LA 1,,5[1, [2]: Turnstile 2 [exit]




- Access Points

b W L (3] Tumstile 1
Turnstile, Entry/Exit

Control by S2000-4 devices with address 5 and 6 (COM Port 5, panel

address 2).
M urnber 3
t armne Turnstile 1
Dezcription
Type T urnztile
Operating maode E rikry/E it

Arocess Zone ho enter

[OF Dutzide World

Entry relay

[SecurityHead. 1.15.1]: Relay 1. Device 15

Entry relay action

oM

Entry relay action time

]

Accessed zane to exit

[1] Hall

E it relay

[SecurtyHead. 1.16.1]: Relay 1. Device 16

Exit relay action

oM

Exit relay action time

5

[™F Access Zones

- ------- m_ [0]: Dutside Y orld
: i .)II— [3]: Tumnstile 1 [E k)

_ ....... m [1]: Hal

b QL [3] Tumstile 1 [exit)

El [Address 15, S2000-4]: 52000-4 [15]
% ------- E! . 151] Reader 1. Device 15
b L [3) Tumstile 1 (Enter)

(:—7___-;) [Flela_l,l1] Relay 1, Device 15
s ,),[L [3]: Turnstile 1 [Enter)
B (:—-Z_-;) [Felay 2] Relay 2, Device 15

El [Bddrezs 16, S2000-4]: 52000-4 [16]
=] E! . 'IE'I] FReader 1. Device 16
b L [3) Tumstile 1 [Exit)

@ [Flela_l,l1] Relay 1, Device 16
- t[L [3]: Turnstile 1 [exit)
wo (e [Relap 2] Relay 2, Device 16

- Access Points

3 b{‘--j_ [5]: Daer 5

Two-way access door, Entry/Exit

(Entrance Area)

Controlled by an S2000-2 device (address: 10) (COM Port - 5, panel

address: 2).
Mumber 5
Marmne Door &
Dezcription
Type Two-way access door
Operating mode E ntry/E st
Arccess Zone o enter [Ma]

E ntry relay

[SecurtyHead.1.14.1] Relay 1, Device 14

Entry relay action

OM

E ntry relay action time

5

Accezsed zone to exit

[Mo]

Euit relay

[SecurtyHead.1.14.1]: Relay 1, Device 14

E xit relay action

O

E sit relay action time

5

[Address 14, S2000-2): S2000-2 [14)
e D [1.141]) Reader 1, Device 14
i L [B] Dioor 5 [Eriter)

— ------- E 1. 14 2] Reader 2, Device 14

b 0L (8] Door 5 [Exit)
------ S [Relay 1]: Relay 1, Device 14
. v’{‘IL [5]: Cioar 5 [entryhexit]

-------- (== [Relay 2] Relay 2, Device 14




6.5.2.1 Associating Access Point to Readers and Relay Outputs
Sometimes, you may have to re-associate access points to readers.

To delete an association between an access point and a reader, please select a required access point in
the access control tree and click the Delete button. Further, confirm the delete action in the System
Request dialog box by clicking the Yes button.

To associate anaccess point to a reader, please select a required reader in the access control system
tree, and then click the Add button. Then, select an access point in the appeared dialog box and click OK.
If a two-way access door is the subject of association, the System Request dialog will appear where
should define and an access direction by clicking Entry or Exit:

s ™y

System Request

@ Reader grants access through ''[5]: Door 5" for

[ Entry ][ E xit ]

Let’s consider the window intended to associate access points to a reader:

E Select doors controlled by readers @

Doors in system Controlled by a reader
[1]: Entry turnztile [5] Door &

[2]: Exit tureiztile

[3]): Canteen/Smoking Room Door
[4]: Canteen/Smoking Room Door

>

&

| N ok Tx&mcel |

The right pane of the window shows the access points associated to the reader.
The left pane of the window shows all the other access points of the current workstation.

To associate an access point to the reader, please select a require access point in the access control tree

and double click it or the button in the middle of the window.
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6.6 The Management Scenarios Tab

E Crion Pro: Database Administrator @_Iéj

Options  Service Help

WBEErE%kB8G 2@ £
o |

Scenarios -
| 36 TestofWorkstation | Name SF1 Relay ON Key
] 37 Testof Scanning Core Description
| 38 Test of System Monitor
39 Testof System Shell
| 40 Testof COMPort(s)
u 41  |Test of Device(s) =- S_u:enariu:- steps =- .-'f-._vailal:ule soenano steps -
| 42 TestofLoop(s) o [Dubpt] Tactic 1- Switch O -- Device |:‘
43 |Lock Access - Reader i
| 44 Lock Access on All Doors " Zone
— [+]- Camera
| 46 AsPT 2.xAuto OFF - Output
_| 47 ASFT 3.x Auto ON -- Fartition Group i
48 POTOK Auto ON
| 42 kPBRelayON
| S0 spiRelayoFF L
] 53 | Message to Operator 1
55 |Instructions to Operators

[ 7 siremon

| Edt | 4l | Dee |

D ate Tirmne Drezcription

1| 1] [ 3

| Femately Changed Tables | Wetwork Exchanges

The Management Scenarios tab includes the following:
1. List of management scenarios.
2. The attributes of a selected management scenario.
3. The display area of an action sequence of (scenario steps) or currently selected scenario script
depending on whether it is based on a template or macrolanguage.

The Management Scenario tab is used to create management scenarios.
Scenarios are scripts or micro programs performing certain actions (mainly they send commands to the
system entities).

The scenarios can be of the following types:
e Based on a template (in this case, it is the set of sequential steps with each responsible for a
certain action);
e Based on a proprietary macrolanguage specially developed for this purpose (in this case, the
scenario is a program based on a macro language).

Scenario can be initiated by:



» An operator of the System Monitor module:
v" Using hot keys,
v' Using the management tree,

» Automatically on schedule,

» Automatically as a response to system events.

This chapter focuses on the process of creating scenarios.

The Description of creating a management tree is provided in Chapter 6.7 Management Tree Tab.

The description of creating a schedule is provided in Chapter 6.8 The Schedule Tab. The Schedule of
Management Scenarios

Settings of automated scenario launched on schedules are described in Chapter 6.4.5 Configuring
System Responses to Entity Events. Associating Scenarios to System Events.

Let us consider the management scenarios:

1D | Scenanos | -
40 | Test of COM Port(s)

41  Test of Device(s)

42 | Test of Loop(s)

43  |Lodk Access
a4 I nrde Arreee an Al MiAare

The List of Scenarios displays the following information:
e Unique ID for each scenarios in the database

e Name.

Name] 43 Lock Access

The bottom part of the list includes a field to search a scenario by name:
bl

When you begin entering the first characters of the searched scenario’s name, it will move to the scenario
with a name starting with these characters:

| 1D | Scenarios -

1 Access regtaration
2 Access opening
4 Toturn an the relay

It is worth mentioning that the list of scenarios is arranged in the order as they added to the database of
the Orion Pro Suite (in other words, in accordance with their IDs).

In addition, the list can be sorted by two identifications:
] By ID
e Byname



To change the order, please click the nhame of any column of the Scenarios list

(Lw_|

or Scenarios ).

Each further click will change the type of sort order:

1D Scenarios - 1D Lcenarios -
3 5 |Disarming Room 1 3 49 |KPBRelayON
& Disarming Foom 2 50 SP1Relay OFF
| 7 Disarming Room 3 | 28 | ABORT RELEASE ASPT 2.x
| & Disarming Room 4 [ ]|_| 26 |ABORTRELEASE Potok (Looj|
| 9 Arming Room 1 = | 21 |Activate Rupor :.E
10 Arming Room 2 [ 23 |Activate Rupor 01
: 11 |Arming Room 3 Wl : 9 Arming Room 1
_ 12 Arming Room 4 _ 10 Arming Room 2
| 14 SP1Relay OFF | 11  Arming Room 3
] 15 Blinking 20 SP1 Relay _| 12 Arming Room 4
| B Blinking 40 5P2 Relay _| 46 | ASPT 2.x Auto OFF
_ 17 |KPB Relay OM _ 47 |ASPT 3.x Auto ON
18 |KPBRelay OFF 19  Blinking 20 KPB relay
| 19 Binking 20 kPB relay | 15 |Biinking 20 5P1Relay
| 20 Blinking 40 KPEB relay | 20 Blinking 40 KPEB relay

In the Orion Pro system, the Scanning Core is responsible for management scenarios.

Management scenarios and their schedules are not associated to Scanning Cores in the Orion Pro 1.12
system. Thus, it results in the following logic of starting management scenarios:

e Scenario runs as a response to system events.
The scenarios based on templates and launched as response to a specified event will be launched in the
Scanning Core where a related event occurs

e An operator starts scenario using hot keys or the management tree.

A command to execute a scenario Iis sent to all Scanning Cores and System Monitors in the system.
Therefore the scenario will be executed in all Scanning Cores.

e A scenario runs by schedule.

Schedules are loaded to each Scanning Core module. Therefore, a scenario will run in each Scanning
Core modules.

Considering the above, it is recommended to use the following approach for the macrolanguage-based
scenarios, where they run on schedule, hot keys or from the management tree:

The management scenarios that is run on schedule, by hot key or from the management tree must be
checked - some actions are required for the local Scanning Core (run the sequence of actions) or for a
remote Scanning Core (but void running for the sequence of actions).

(The example of such a scenario is provided in Chapter 6.6.3 Task Resolved by Using Management
Scenarios)

P.S. Scanning Cores also runs the scenarios that use commands for the System Monitor, System
Shell entities, and the like. Such scenarios must be created using the macro language and run by
any one of the Scanning Cores (i.e. to use the within-scenario test to check whether required
actions are performed by one specific Scanning Core.)

6.6.1 Creating Management Template-Based Scenarios



To add a new template-base scenario:
e Clock the Add button

1. In the appeared box, confirm whether a scenario will be based on a template by clicking the Yes
button:

e Create a management scenario in the scenario window:

Name Script Key Mone
Description
=] Scenario steps = Care 5
“- [Core] Send a text message b - Display & message in the pop-up window
- Send a text meszage to Scanning Core
- Pausg
- Pause [delay]

- Pauze with the countdown window
- Request to Operator

- Play zound file

- Shiow camera

- Hide camera

- Fun External Program

- Sending e-mail with a text to enter
- Sending e-mail

- Sending e-mail an event

- Connect to the mailbox

¥ 1.1.

- Receive mail

- Bllow receiving mail from the address

- Ban mail from the address -
T et entrance opening

Scenario properties are displayed on the top:

Nam T”u Zones ane to Operatar Key Chl+Shift +5

Description

The left part of the widow includes the Scenario Steps tree:



—I- Scenano Steps
[Qutput] Command 'S witch OFF
[Scenario] Execute Script
[Sezenaria] Stap Script
[Szenaria] Unlack, Sanipt

The right part of the window includes:
theAvailable Scenario Steps tree,
= Available Scenarno Steps

i Device

- Reader

- Zohe

- Camera

- Qukput

- Partition Group

- Partition

- Core

- Scenanio

- M onitor

- Shell

- Kepbomes

- Employvees

[ [ ][] [ [ [ - [ =[] [ [ < [ -

the parameters of a scenario step selected in the Scenario Steps tree:
Text entrance opening

To create a template-base management scenario, you should create the sequence of scenario
steps and define their parameters:

The list of scenario steps is created in a way as follows:
o To add a new step in a scenario, please select it in the Available Scenario Steps tree and

hold down the left button to drag it to the Scenario Steps tree. Alternatively, you can double
click a required scenario step in the Available Scenario Steps to add it to the Scenario Steps
tree.

o To move a scenario step in the Scenario Step tree, click it in the Available Scenario Steps
and to drag it to required place in the tree holding down the left mouse button.

o To remove a scenario step from the Scenario steps tree, please select a required scenario
step and press the <Del> key on the keyboard, then click OK to confirm the delete :

To configure the parameters of a scenario step, please select a required scenario step in the
Scenario Steps tree, and then enter values in the parameter fields:

Cormputer SecuntyHead
Camera [SecurityHead. 2] Camera 192.168.20 248

Parameters and possible values are not the same for different management scenarios.
Description of each scenario steps can be found in Appendix 6 B. Standard Scenario Steps.
e When the scenario is completed, click the Save button.

Properties of the Management Scenario Entity:



Name Open Access Key Chl+Mum 1|

Description pen Access

Property Possible values Description

A Iength of 1t0 25 Management scenario’s name.

Name
characters

Default value: NewScenario1

Comments.

A length of 0 to 200

Description characters

Optional field

Default value: empty field

Hot key is used as a quick start by a System Monitor
operator.

This field is optional.

To set a hot key, left click this box and press a required
key or key combination on your keyboard:

Kep Chl+&lk+F5
Key ‘None’ or a hot key

To remove a hot key, click the box and press
<Backspace> on a keyboard:

kKey Mone

Default key: ‘None’ (no key is set)

To edit a management scenario, please select a required management scenario from the list of scenarios
and click the Edit button. Then make changes as required and click the Save button.

To delete a management scenario, please select a required scenario from the list of scenarios and click
the Delete button. Then, click the Yesbuttonin the appeared dialog box to confirm the delete action

It is worth mentioning that there is an option to display a macrolanguage programming code of a template-
based management scenario.

To enable that, please select the Show scenario text in template entering mode check box in the settings
of Database Administrator. (Options>Settings)

The description of all parameters of Database Administrator is provided in Chapter 6.14.1 Database
Administrator Settings

Note that if you have a template-base management scenario added (and saved) with no scenario steps
included, that management scenario cannot be further edited (it can be deleted only).

All scenarios steps are described in Appendix 6.8 Standard Scenario Steps



6.6.2 Creating Scenarios Using Built-In Script Language

To add a new macrolanguage-based management scenario,
e please click the Add button, and then click No to define that the scenario will be based on the

macrolanguage:

Systemn Request £3

I_g:l Do you want to use templates for this scenaric?

Yez l | Mo

e Then enter a script for the management scenario in the area for entering script:

Hame Open Access Key Cil+0

Description Open access at all access points

4 I F

teszage Pogition

The bottom part shows the properties of the management scenario:

Hame Open Access Key Chl+ 1]

Description Open access at all access points

The script entering area is in the middle of the window:



Underneath, you can see the area for error messages if found during the check:

Mezzage

_i,J [Script] Expected "End"
i\, [Scrpt] Errors: 1. Warnings: 0

Pozition

To generate a macrolanguage-based scenario, please enter a script in the script enter area.

See Description of OPWOH_Scripts macrolanguage document for thesyntax and operating
principles of embedded macrolanguage of Orion Pro’s management scenarios.

To check spelling of the entered script, please click the Check button. Check results are
displayed the error box. If no results are visible after you have checked a script that means your
entered script is correct. Otherwise, you will see errors in the error box.

e To complete your scenario, click the Save button.

Properties of the Management Scenario entity:

Hame Qpen Access

Description QOpen access at all access points

Key Ctrl+0

Property Possible values Description
Narme A length of 1 to 25 Management scenario’s name.
characters Default scenario: NewScenariol
Comments.
Description Alength of 0 to 200 This field is optional.
characters
Default value: empty field
A hot key is used as a quick start by a System Monitor
operator.
Key ‘None ‘or a hot key | This field is optional.

To set a hot key, left click this box and press a required
key or key combination on your keyboard:
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Kep Chl+&lk+F5

To remove a hot key, click the box and press
<Backspace> on a keyboard:

Key Mone

Default key: None (no key is set)

To edit a management scenario, please select a required management scenario from the list of scenarios
and click the Edit button. Then make changes as required and click the Save button.

To delete a management scenario, please select a required management scenario from the list of
scenarios and click the Delete button. Then, click Yesin the appeared dialog box to confirm the delete
action

The management scenarios based on the embedded language can be saved and imported from a text
file.

To save or import a management scenario, click the Edit button to enter an editing mode, then right click
the scenario script area, and select the Load from file or Save to file item in the popup menu as required.

Load fram file

Save to file

Settings...

Then specify a file path to import or save a management scenario in a standard system dialog window.

The Database Administrator offers capability of setting colors for script of a management scenario.
Click the Edit button to enter an editing mode, then right click the scenario script area, and select the
Settings menu command to open the Scenario Editor window.

In this window, you can:
Set a type, size, and color of script fonts for management scenarios in the Highlight Syntax:

Scenario Editor I&
| &% Highlight Suntax | &% Check|
Teut font: - |
B ackground: . it avy -
Fant zize: 10
D ezcriptors: [ clLime -
Fepaords [] chehite -
Lires: ] claqua -
Murnbers: B cRed -
Symbiols: [] cielow - |
Commeants: clSikeer - I
] ] I Carizel




e Select the check box of the Treat warnings as errors option in the Check tab:

i !
Scenario Editor g
| "§=" Highlight S_I,Inta:-:| "__4,:# Check I—

[] Treat warnings az emars

i k. i ’ Cancel

B I VR
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6.6.3 Examples of Tasks of Management Scenarios
Let us consider the examples of two tasks resolved using management scenarios.
Task 1:

If the intrusion detection, fire protection, and access control systems are controlled by the Scanning Core
only, the interaction between these systems can be implemented using management scenarios.
Specifically, fire evacuation tasks can be resolved (automatically open free access) at the site exit for
employees to escape when a fire alarm occurs).

In other words, the task is to use a scenario to provide a free access (for exit) through access points in
case of fire alarm in any fire partition.

A template-based scenario will be used for this purpose. It will include several steps to the Open Access
scenario.

The S2000-2 and S2000-4 controllers block (filter out) direct commands to their relay outputs (ON, OFF,
etc.) used for access control purpose. To unlock an access point (open free access), the Open Access
command should be used.

Let us create the Evacuation template-based scenario with the Open Access scenario steps. The number
of scenario steps equals to access points where a free access to exit must be given.
Define an exit reader of a relevant access point for each scenario in the Reader field.

= Scenania steps [=)- Available zcenario steps <
- [Reader] Open Access - Device
- [Reader] Open Access = Rieader
- [Reader] Open Access - Lock Access
- [Reader] Open Access - Open Access
[Reader] Open Access - Restore Mormal Access
.. [Fieader] Dpen Access - Grant Access

- Lock button "Ewt"
- Unlock button "Ewt"
- Lock Reader

- Unlock Reader

- Zone

- Camera

- Qutput

- Partition Group

- Partiticn

- Core

- Scenario -

m

[

-]

-

Compiker SecunbyHead

Reader [SecurtyHead. 1.1.1.2]: Wareh: -

To ensure the access point unlocking in case of fire, please associate the Evacuation scenario (newly
developed) to the Fire alarm event.



i b !
Inspector

B || £

Intruzion Alarm

Arming failed

Arming delay

[ntruzion zone armed

Fire equipment failure Qpen Acoess

IJnknown equipment

Loop dizarmed

Alarm canceled

Dizarmed zone restored

Dizarmed zone alarm

Tamper alarm

Tamper restared

Alarm loop parameter error

Alarm loop dizconnected

Alarm loop connected

Shart failure

Changing status

L A

Thus, when any fire partition goes into alarm, a free access will be given at each access point controlled
by the readers specified in the Evacuation management scenario.

Task 2:
Some facilities or enterprises requireto have an access lockdown for the entire night time.

Scheduled scenarios can resolve the above task.

The task will be subdivided into two subtasks:

1% subtask will lock the access every night as scheduled

2" subtask will return normal access mode (using credentials) at the access point every morning as
scheduled.

Let’s consider the implementation of the first task.
Let’s create a management scenario that will lock down the access points.

Since this scenario runs on schedule it will be executed in each Scanning Core. To prevent Scanning
Cores from sending their commands to each access controlling device but for their own devices only, the
macrolanguage-based scenario must be used with the check of the scenario’s script.

Let’s create the Lock Access scenario. Textually, the scenario will be as follows:

I
Script

Vars

Var Computers 1;
Var Workstation =2;
Var Doorf1;

Var Reader2,;

Var X;

Vary,




W
(\S]

BeginScenario
Computers1 = CreateEntity( "Computers" );
If not EmptValue( Computers1 ) than
For X = 0 NMoComputers1.Quantity() - 1 Cycles
If not EmptyValue( Computers1.Elemeny( X)) Torga
Eh not EmptyValue( Computers1.Element( X ).Workstations’() ) Than
Workstation2 =
Computers1.Element( X ).Workstations().Receive as a NetworkPlaceType
("ScanningCore" );
If not EmptyValue( Workstation2 ) Then
IF Workstation2.Local() == Then true // Required check
Doors = Workstation2.Doors();
If not EmptyValue( Doors ) Then
For Y = 0 NoDoors1.Quantity() - 1 Cycle
If not EmptyValue( Doors1.Element( Y ) ) Then

Reader2 = Doors1.Element( Y ).ReaderforExit();

If not EmptyValue( Reader2 ) Than
Reader.LockAccess();
EndIf;

Reader2 = Doors1.OnemeHT( Y ).ReadertoExit();

If not EmptyValue( Reader2 ) Toraa
Reader2.LockAcces();
EndIf;
EndIf;
EndIf;
EndIf;
EndIf;
EndIf;
EndIf;
EndIf;
EndCycle;
EndIf;
EndScipt
I
Then the Lock Access time zone is created with a start time: specified
End Mo | Tu|we|Th| Fr[salsu] 8] a[r0]11]12]13]14]Hal]
21:00 W | v | W] ][] ] [ | [

Start time Mo | Tulwe|Th| Frlsalsul 8] a1 ]12]13]14]Ha]
21:00 v | [ [ [ ] [

Finely, scheduled run is generated.

k anagement Scenarnio Time Zone

Lock Access an All Daoors Lock Access

The second task is resolved in the same way as the first one.



6.7 Management Tree Tab

E Crion Pro: Database Administrator @_Iﬁ

Options  Service Help

TR LR EE R .

tanagement Elements Hame
= [l Acceszz Control Fire Pratection Systern
+ Open Free Access Description

----------- mm | ock Free Access
- % Intruzion and Fire Alarm
[ — . Fire Protection System

- Image
| nztruction lssue . . 7
F— Dizarming
----------- @; Intruzion System S cenarios -
........... Wideo 5 il b t
Fan Video Surveillance Managemen KPE Relay 0N

Blinking 40 KPE relay
Activate Rupor

Activate Rupor 01

RELEASE Paotak [Loop]
RELEASE ASPT 2.
ABORT RELEASE ASPT 2.4
RELEASE ASPT 3.

ASPT 3.« Auto OM

POTOFK Auto OH

SP1 Relay OFF

01 DAl-a, TR
1 | m 3

m

| Add || Delete

gt || add || Delete |

The Management Tree tab shows the following information:
1. Management Tree.

2. The properties of a selected management node.
3. The management scenarios of a selected management tree.
The Management Tree tab is intended to maintain a system management tree.

L

An operator of the System Monitor can manually start scenarios using the management tree.

The process of creating management scenarios Is described in Chapter 6.6 The Management Scenarios
Tab.

The management tree includes the following nodes:
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M anagement Elerments
= ] Bccess Contral
+ Open Free Acceszs

wmm | ock Free Access

= % Intrusion and Fire Alarm

= . iz

Instruction [ssue

Dizarming

@E Intrusion System

B Widen Surveillance Management

Management Elements is a main node of the system. It does not include any scenarios, and actually it is
the name of the management tree that cannot be edited or deleted.

Each management node (except for Management Elements) can have scenarios assigned:

Scenarios

F.PE Relay OM

Blinking 40 KPB relay
Activate Rupar
Activate Rupar 01
RELEASE Potok [Loop]

RELEASE ASPT 2.x
The Management Tree displays the following information for each node:

e |con (if defined in the properties of the node)
e Name

@5 [trzion System

Please, do the following actions to add a new management node to the management tree:
e Select a management node where a new node will be associated:
¢ In the right pane of the window, enter properties and make up the list of scenarios for a new
node:

Hame
Fire Protection System

Description

Image . -

Scenarios

KPE Relay OM

Blinking 40 K.PE relay
Activate Rupor
Activate Rupor 01
RELEASE Potok [Loop)
RELEASE ASPT 2.x
ABORT RELEASE ASPT 2x
RELEASE ASPT 3x
ASPT 3.0 Auto ON
POTOK Auto ON

5P1 Relay OFF

S5P1 Relay OM

Add H Delste

The upper part of the pane includes definable attributes (Name and description) of the
management tree:



Mame

Fire Pratection Sustem

Description

Image . -

Mame

b anagement of fire spstem

Descnption

Image . -

The lowest box contains the list of management scenarios of the management tree:

Scenaros

K.PE Relay OM
Blinking 40 K.PB relay

Add ” Delete

The list of scenarios of a management tree is made up in a following manner:
o To add a new management scenario, please click the Add button, then select a required

scenario in the Select Scenario dialog window and click the OK button.

-
Select Scenanio

Scenario . | Description

Activate Bupor 01 daor
Deactivate Rupar 02

i RELEASE Potak [Loop)
ABORT RELEASE Patok [Loop
RELEASE ASPT 2.x

ABORT RELEASE ASPT 2.
RELEASE ASPT 3x

m

Cloze Access

B teszzage to Operator
i Test of Computers
Test of Computer
Test of wWork stations
Test of Workstation

/o J[ oo |

The left part of the Select Scenario window includes all management scenarios of the system
except for those already added to the current management node.

The right part of the window displays comments to a selected management scenario (textual
information entered in the Description property field of this management scenario.
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o To remove a management scenario from the list, select a required scenario and click the
Delete button, then confirm the deletion action by clicking the Yes button:

e To complete the management node, click the Save button.
The properties of a management node:

Mame
Fire Pratection System

D escription

Image . -

Properties Possible Values Description
The name of a management tree.
A length of 0 to 200 o .
Name characters This field is optional.
Default value: Empty field
Comments.
Description Alength of 1 to 200 This field is optional.
characters
Default value: Empty field
The icon of a management tree.
e € G @
Image | This field is optional.
b T b — b E
Default value: empty field

To change parameters of a management tree node, please select a required node in the management tee
and click the Edit button. Then make necessary changes and click the Save button.

Attention. When you delete a node from the management tree, all other nodes associated to this node
will be deleted.



6.8 The Schedule Tab. Schedule of Management Scenarios

-
.E Crion Pro: Database Administrator

—

Options  Service  Help

r I REBG S & d &

Management Scenarios Schedule

Time Zone
zz Lock Time

k anagement Scenario

Lock Access on Al Doors Bcces

Tirme Zone ta Operate 1

i |Activate Bupor 0

| Edt || A | Dete - X

Date Time D ezcription

4| ]

| Remotely Changed Tables | Network Exchanges

L5

The Management Scenario Tab shows the following information:
1. The Schedule of Management Scenario.

The scenario may be executed automatically on defined time (on schedule).
The Schedule tab is used to create schedules for management scenarios.

The Management Scenario Schedule is a two-column list. The Scenarios column (left)

lists

management scenarios, the Time Zone column (right) includes time zones governing the runs of

management scenarios.

Each line item in the Schedule is a schedule for running one specific scenario. In other words, a time

zone is associated to each scenario to start it automatically as this time zone defines.

To add a new line item to the schedules, please
e Click the Add button to a new line to the list:

M anagement Scenarnio Time Zone

Lock Access onAll Doors

Access Lock Time

Activate B upor 01

Time Zone ta Operate 1

T

Then select are required scenario in the dropdown list of the Management Scenario column:




T T

tanagement Scenario Time Zone

Lock Access on Al Doard * | Access Lock Time

| Test of System Maonitar » | Time Zone to Operate 1
Test af Suztern Shell

Test of COM Port[z]

Test of Device(s] 7

Test of Loop(z] E

Lock Access

| Lock Access on All Doors

e Then select a time zone in the dropdown list of the Time Zone column:

tanagement Scenario Time Zone

Lock @:cess an Al Doors Aceess Lock Time| -
Activate Rupor M [

Time Zone to Operate 1
Time Zone to Operate 2

|Access Lock Time

It /s worth mentioning, the Management Scenarios Schedules displays only those time zone that
that is set as Time Zone for Management Scenarios.

e Click the Save button.

To make changes in scenario schedules, please click the Edit button. Then make necessary changes
and click the Save button.

To delete a line item from the schedules of management scenarios, select a required line and click the
Delete button. Then click Yes to confirm the delete action in the appeared dialog box.
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6.9 The Time Zones Tab. Configuring Time Zones

E Orion Pro: Database Administrator = i

Options  Service Help

i e [ e 1 = -~

EBEHEr I REG 2 re u

Time 7
fetone | - HName Time Zone to Operate 1

_Always

L'ﬁme Zone to Operate 1 Description

_T|me Zone to Operate 2

_Access Restoration Time Al Type [NormalTimeZone -

_|Access Lock Time 3

_|tntrusion and Fire Calendar

_|Time Zones for Managers Month: [Ngvember v]: Year: 2014 %

_|Access Time Zone for Gua

T&A Time Zones for Guards 4 MO | U WE ‘ ™ | FR. ‘ SA | su ‘ _

= B @ RGLR

_T|me Zone for Disarming

_|T8A Time Zones for Office ! 2 1

_|Copy of TaA Time Zones for Office - - - - - - g 7 10
@ (=] | R
EEEEE: - ]
EEEEEEE 0

i 0 14
7 HOL
Start Erd | Ent| Ex [ Mo | Tu|we|Th| F[sa|su] & | a 10|11 [12]13]14]Ha
7:30 17:00 v v v v v
T e . X

:I'he Time Zones tab shows the following information:
1.

2
3.
4.
5

List of Time Zones

Selected time zone attributes

Selected time zone calendar display

Calendar tools area

Display of time intervals of a selected time zone

It is worth mentioning that the calendar handling area is hidden by default. In order fo display this area,
please click the ——=——= butfon under the calendar. To hide the area click the same button that has the
following appearance «——=—— when this area is open.

The Time Zones tab is used to create time zones for Intrusion (Detection) and Fire (Alarm) System,
Access Control System, Time and Attendance, and Management Scenarios

A time zone for Intrusion and Fire System (IFS Time Zone) includes a group of time intervals
defining the period when users are allowed to operate IFS entities at a protected site.

A time zone for Access Control System (ACS Time Zone) includes a group of intervals defining
the time when employees may access a protected area through access control points.

A time zone for Time and Attendance includes a group of time intervals defining employees’ work
schedules

A time zone for management scenarios includes time points to launch management scenarios.

Each time zone’s calendar can be changed:

> Define any day as a holiday (i.e., a day with active time intervals different from other days
of a week)

» Carry over working days

> Create flexible and rotating shift work schedules



Let’s consider the list of time zones:

Time Zone -
4

Time Zone to Operate 1
Time Zone to Operate 2
Access Restoration Time
Access Lock Time
Intrusion and Fire Time

m

Time Zones for Managers
Access Time Zone for Gua
Taa Time Zones for Guards
Time Zone for Disarming
T&A Time Zones for Office

The Time Zone box displays the names of times zones:
e Name.

|T|me Zone to Operate 1

The bottom part contains the search field:

tire|
When you start typing in this field (case sensitive), it moves you to a name beginning with the characters
you type:
Time Zone | -
_AI'.r-.'ays

Time Zone to Operate 1
Time Zone to Operate 2
E Access Restoration Time
Access Lock Time
Intrusion and Fire Time
Time Zones for Managers

m

Access Time Zone for Gua
T&A Time Zones for Guards
Time Zone for Disarming
T&A Time Zones for Office

e

Please keep in mind that time zones are listed in the same order as they were added to the database (in
accordance with their unique IDs)

Time zone list can be sorted by:
e |Ds, or

e Name

To change the arrangement principle, click the column heading ( Time Zone |).

The type of sorting will be changed with every new click:

160
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Time Fone - Time Zone -
2 Access Lodk Time N | L N |

Access Restoration Time
: Always

Intrusion and Fire Time
T&A Time Zones for Guards
T&A Time Zones for Office
Time Zone to Operate 2
Time Zone for Disarming
Time Zone to Operate 1

Time Zones for Managers

m

Time Zone to Operate 1
Time Zone to Operate 2
Access Restoration Time
Access Lock Time
Intrusion and Fire Time

m

Time Zones for Managers
T&A Time Zones for Guards
Time Zone for Disarming
T&A Time Zones for Office

Further, the Guide describes how to configure time zones, to create management scenarios through
definition of time periods and development of calendars.

The major part of such information is provided in Chapter 6.9.7 The Time Zone for Intrusion and Fire
Detection System (IFS), Chapter 6.9.2 The Time Zone for Access Control Systems (ACS), Chapter 6.9.3
The Time Zone for Working Time and Attendance Control, and Chapter 6.9.4 The Time Zone for
Management Scenario Schedules

This chapter focuses on Time Zone attributes

Time Zone Attributes:

Hame Accezs Lock Time
Description
Type Marmal Time £one -
Attributes Possible Values Description
Lineis 1 to 25 The name of a time zone.
Name characters lon
9 Default value: empty field
Comments.
Description Line is O to 200 This field is optional.
characters long
Default value:
A type of time zone.
Normal Time Zone is set for Intrusion and Fire
Normal Time Zone Detection System, Access Control System and Time
Type Scenario Time Zone and Attendance Control
Scenario Time Zone /s assigned to time zones infended
to launch the schedule of management scenarios.
Default value: Normal Time Zone

Attention! You can make a copy of a time zone. Right click the time zone you want to copy and select the
Create a copy of this time zone item in the pop-up menu:

Create a copy of this time zone

A copy of time zone will be created with ‘Copy of* added before the name of a copied time zone:




| Time Fone

Always
Copy of Always

Attention! The Orion Pro software supports the unlimited number of time zones and time periods within
each time zone. Thus, there are no limits for centralized control operation. But if you want to save a time
zone to a device for the local control of intrusion, fire, and access, beware of the limited humber of time
zones to be handled by each device.

: . : Periods within
Device Version | Time Zones time zone
1.02-1.11 15 10
1.10-1.12 8 8
S$2000-4 1550300 15 10

By default, Orion Pro includes an Always time zone that cannot be edited or deleted.
This time zone may apply to any time or day of the week, and it can be used with intrusion, fire and
access control systems.

6.9.1 Time Zone for Intrusion and Fire System (IFS)

This chapter focuses on creation of time zones for intrusion and fire system (IFS time zone)

To add a new Time Zone entity, please:

e Click the Add button.

e Enter necessary values for the properties of the new Time Zone entity - Name and Description.
Please, make sure that the default Normal Access Zone is selected in the Type field.

e Configure time periods (See Chapter 6.9.1.1 Time Periods for more details on how to create IFS
time periods)

e Change calendar settings, if needed (Chapter 6.9.1.2 Using Calendar describes the calendar
development process).

¢ Finally, click the Save button.

To edit the Time Zone properties, please, select a required time zone from the list and click the Edit
button. Then make necessary changes and click the Save button.

To delete a Time Zone item, please select a required zone and click the Delete button, then click Yes to
confirm the delete action:

6.9.1.1 Time Periods

By default, there are no time periods in a new time zone. To add a time period, please click the Edit

button to enable the editing mode, then click the i button and enter required values in the fields of

the new time period.

To modify field values of a time period, please click Edit button, then select a required time period from
the list of time values and set values you want.

To delete a time period from a time zone, please click Edit to go into the editing of time zone, and then

select a time period from the list of time periods and click the E button.

Then, confirm the delete action by clicking the Yes button:



A time period has the following fields:

Field Possible Values Description
Launch of a time period
Start '0:00'...’23:59’
Default value: ‘0:00’
End of a time interval
End
Default value ‘23:59’
Ent Not used for intrusion and fire detection time zones
¥l (checked), | (unchecked) o _
Ex Not used for intrusion and fire time zones.")
Time period activity attribute:
Mo Monday (the 1% day of schedule)
Tu Tuesday (the 2 day of schedule)
Wednesday (the 3" day of schedule)
We Thursday (the 4" day of schedule)
Th Friday (the 5" day of schedule)
Fr Default value: : ¥
Time period act|V|ty attribute:
Sa Saturday (the 6t day of a schedule),
Sunday (the 7" day of the schedule).
Su v
(checked), | (unchecked) | Default value:
8
9
10 Time perlod activity attribute:
11 From the 8" day to the 14" day of the schedule.
12 Default value:
13
14
Attribute of time period activity on holiday *”
Hol
Default value:

© If a time zone is used for local control of the $2000-2 controller's loops, the parameters Ent and Ex
define whether the loops can be controlled using Reader 1 (Ent) and Reader 2 (Ex) of the controller.

) The Holiday (Hol) is used only to facilitate the perceptlon of a schedule, and actually is the same as the
other schedule days (1-14), so it can be defined as the 15" day of the schedule.

A schedule can include up to 14 days (plus Holiday).
A 7-day schedule is the most common type of schedules, but other types can be used in case of shift-
based or flexible schedules.

The most typical schedules are as follows:

If a schedule is based on a calendar week (e.g., Monday through Friday are working days with Saturday
and Sunday being days-off), only seven days of the schedule will be used (and the 8" day as a Holiday)
and others will not be used.

Complex and flexible schedules are not associated with a calendar week. The number of used schedule
days depends on the schedule logic. For example, the 3 working days, 3 days-off schedule uses six
schedule days (plus the 7" day (Holiday)

Below are three examples of time zones:

Example 1
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The task is to configure a time zone for arming/disarming an IFS (Intrusion and Fire System) entity. The
operations are allowed from 7:30 till 17:30 from Monday through Thursday, and from 7:30 till 16:30 on
Friday.

The schedule will use 7 calendar days (Mo - Su), plus Hol (Holiday)

Therefore, the time periods of this schedule will be as follows:

Start End | Ent| Ex|Mo| Tu|we|Th]| Fr[Safsu] 8] 9 [10f11]12] 13] 14| Ha]
07:30 17:30 v| | Je] [ v] | v
07:30 16:30 IC v

The above task allows another way of time zone configuration as shown below, though it seems less
user-friendly than the previous one:

Start End | Ent| Ex | Mo Tu|we|Th] Frlsalsu] 8] a10]11]12]13] 14 ] Ho
07:30 17:30 v v v v v
07:30 16:30 : v v v .v'

It is recommended to use the first version.

Example 2

The task is to configure a time zone for arming/disarming an IFS entity. Operations shall follow the ‘3 over
3 days’ schedule, where operations may happen from 8:00 till 17:00 for 3 days running with no operations
for the next 3 days. The schedule will use 6 days of the schedules plus Holiday.

Therefore, the time periods of this schedule will look as follows:

Start Erd [ Ert| Ex | Mo Tu|we| Th]| Frfsaf[su] 8] af10]11]12]13]14]Hal
03:00 17:00 vl | ¥
Example 3

The task is to configure a time zone for arming/disarming an IFS entity.

The arming/disarming operations shall follow the ‘3 working days, 3 days-off, 3 working nights, 3 days-off
schedule where arming/disarming can be provided from 8:00 till 20:00 three days running with no
arming/disarming allowed for the next three days, then three more days when arming/disarming are
allowed from 20:00 till 8:00, and then no operation is allowed for the next three days; holidays are not
foreseen.

The schedule uses 12 schedule days.

The time periods will be as follows:

Start Erd | Ent| Ex | Mo | Tu|we|Th | Fr|5a|su| 8] 3 [10]11]12]13] 14| Hol|
d:00 17:00 v v v

20:00 23:59 v v o

0:00 03:00 | bt v v

6.9.1.2 Using the Calendar

When time periods are set, the list of calendar days needs to be defined for a time zone.
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Calendar

Month: |Dct[]ber v|: Year:
MD'I'UWE‘TH‘FR‘SA‘SU‘

1 2 3 4 -
El: c - - =
-- 15 |16 | 17 | 18 -
-- 2 |23 |24 | 25 -
-- 29 |30 | 31

Attention! The Orion Pro software allows a user to define calendar days for a one-year period

2014

@R
o1
D 2
©3
0 4
3
6
7

By default each calendar day is set as Regular (RGLR).

8

GLR © 8
@9
© 10
© 11
@ 12
@ 13
@ 14
) HOL

But other values can be assigned to any day of a calendar.

The following values are available: Regular, “17, “27, “3”, “4”, 5”, “6” 77, “8”,"9”, “10”,"11",712”, “13","14",

Holiday.

If the day is set as Normal, the day corresponds to a week day in the calendar (i.e. 1 is Monday, 2 is
Tuesday, 3 is Wednesday, 4 is Thursday, 5 is Friday, 6 is Saturday, and 7 is Sunday in accordance with

the calendar).

The most common two types of calendar configurations are as follows:

e If the schedule is associated with a calendar week (e.g. Days from Monday through Friday are
deemed working days but Saturday and Sunday are days-off), then most days of the list cannot
be redefined (Regular day for the week corresponds to the calendar day). Several days only are
set as Holidays or can be redefined (in case of working days rescheduled because of the national

holidays).

e If rotating or flex-time schedules (not based on a calendar week) are used, all days from the list

are redefined directly with no days left for the Regular days.

You can clear the list of calendar days in the Database Administrator (define all days of the list as

Regular). To do that, please click the @button in the editing mode.

[

The calendar color coding scheme has the following logic:

e Day definitions:

o Ifaday is set as a specific day (different from Holiday), it will be framed:

Example: -

Or

o Ifaday is not redefined and has a default definition as Regular, it will not be framed.
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Example: -

4
or

o If a calendar day is set as Holiday (Hol), it will not be framed.

Example: -

e Active time periods:

o If any one of time periods is active for a defined calendar day, this day will be highlighted
grey.

Examples: -or -

o If notime period is active for a calendar day, this day will not be highlighted:

P 4
Example: or .

o If a calendar day is set as Holiday, this day will be always highlighted red whether the
time period is active or not.

Example:-.

Hence, there are five graphic representations in the Calendar:

— Regular day with one active time period at least
— Regular day with no active time periods (a day-off),
— Redefined day of the schedule with one active time period at least,
m— Redefined schedule day with no active time periods (a day-off),
-— Holiday
Makeup of calendar days is illustrated with the examples from Chapter 6.9.1.1 Time Periods above
Example 1:
Arming/Disarming shall be allowed from 7:30 till17:30 from Monday through Thursday and from 7:30 till

16:30 on Friday.
The schedule uses seven calendar days (Mo - Su) plus Holiday.

Stat__ [ Ers  [Em[ & [Mo[Tu[we[Tn[F [salsu[ 8 [ s [w0]1i[12]13]1[wal
| O0:30 | 1730 | ] [ [ ] | [ | ¥ . —t —L

Since the schedule uses a standard week, most days are not redefined (all are set as Regular days)
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Calendar

Month: |_]anuan_,r

-

Year: 2014 (5

FF‘.|5.I5.|5L.I|

_MDlTL.IlWElTHl
| | E

4

11

13

25

3

12

19

=

@ RGLR ' 8
®1 o9

® 2 @ 10
©3 @11
O 4 & 12
©5 @ 13
©6 © 14
®7 HOL

Only some days are defined as holidays, and some will be moved.

The time period in the above example with January 2009 has the following configuration: The Holiday
value is assigned for days within January 1-10, and the 1* day (corresponds to Monday) is set for January
11 (since this is the first working day of the year nationwide). The remaining days of January are not
redefined.

Calendar

Month: |_]anuan_,r

=1
-

Year: .2[}[}9 |%

_MD|T|J|WE|TH|FR|SA|SL.I|

=
[ L]
o

Example 2:

N -
HEEN -
= B B

13

25

©RGLR © 8
@1 &9

© 10
© 3 © 11
©4 © 12
@5 © 13
@6 © 14
e 7 @ HOL

Arming/Disarming shall follow the 3 over 3 days schedule, when operations may happen from 8:00 till
17:00 for 3 days running with no operations for the next 3 days.

The schedule will use 6 days of the schedule plus Holiday.

Stark End Ent| Ex | Mo | Tu |We| Th| Fr | Sa| 5u| 8 91111 f12)] 13| 14 | Hal
| 08:00 woo (IO MIMMIOOOOOOOMOOOIH

A specific value is set for each day. If it is deemed that in 2009, the working days, after the New Year
holidays, start from the 11" of the January (that corresponds to the 1* day of the schedule), the schedule
for January, 2009 has the following configuration:

> Holiday is set for the dates from the 1* through the 10" of January
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> The 1% day is set for 11" of January, the 2" day for the 12" of January, the 3" day for the 13" of
January, the 4™ of 14" of January, and the 5" day for 15" of January, and the 6™ day for 16" of
January

And further, in accordance with the 3 days over 3 days schedule:
> the 1% day for the 17" of January, the 2" day for the 18" of January, the 3™ day for the 19" of

January, the 4™ day for the 20" of January, and the 5™ day for the 21 of January, and the 6" day
for the 22" of January;

> efc.
Calendar
Month: |Januar~_.w v|: Year: 2009 %
wo | fwe|m|m || s JRGIR © 8
HEENE .. -

EEEEEEE - o
EECOLCOEE ¢ o
50 o o o o o
o2 o | o | o oo

i © HOL

Example 3:

The operations shall follow the 3 working days, 3 days-off, 3 working nights, 3 nights-off schedule where
operations may happen from 8:00 till 20:00 three days running with no operations next three days, then
the operations are allowed from 20:00 till 8:00 next three days running with no operation the next three
days: no holidays.

The schedule uses 12 schedule days.

Stat |  End  [Ent| Ex|Mo|Tu|we|Th| F[Ssa]suf 8| 3 ]10]11]12]13[14]Had]
8:00 20:00 ] [ [ | [ ' [

20:00 23:59 T vl [ | ™ _

0:00 0g:00 | L i i

A specific value is set for each day. If it is deemed that in 2009, the workingg days after the New Year
national holidays start from the 3" of the January (that corresponds to the 1% day of the schedule), the
schedule for January, 2009 has the following configuration:

> The 11" and 12" days are set for the 1* and the 2" of January, respectively

> The 1% day is set for 3" of January, the 2™ day for the 4" of January, the 3 day for the 5" of
January, the 4™ of 6" of January, and the 5™ day for 7" of January, the 6" day for 8" of January,
the 7" day for 9" of January, and the 8" day for 10" of January, and the 9" day for 11" of
January, and the 10" day for 12" of January, the 10" day for 12" of January, the 11" day for 13"
of January, the 12" day for 14" of January

And further, in accordance with the 3 working days, 3 days-off, 3 working nights, 3 nights-off
schedule
> The 1% day for the 15" of January, the 2" day for the 16" of January, the 3" day for the 17" of

January, the 4" day for the 18" of January, the 5" day for the 19" of January, and the 6" day for
the 20" of January, the 7" day for the 21" of January, the 8" day for the 22™ of January, the 9"
day for the 23™ of January; the 10" day for the 24" of January, the 11" day for the 25" of
January, the 12" day for the 26™ of January, etc.
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Calendar

Month: |_]anuar5.r

- : ]
“ Year: 2009 [2 B

MO TU WE é RGLR g

o1 9

1G] ®2 ©10
i [ > o
— — v4  ©12
= 1= 1EE] . e
= | EEIE] e
7 ©HOL

It is clear that it will take long to redefine all 365 calendar days. To facilitate and expedite this, you can

use the calendar tools:

from:

Hd

Period:

tilll:
5| i 1

[ Time fone:
(3]

[ )

Fill

I R

Action Buttons:

Button Action
Copies all calendar days from a time zone specified in the Time Zone field to a
currently edited time zone:
Copy | | Time Zone:
I [.-i'-.lwa_l,ls -
Provides one day shift of the schedule to the right for the period between the
points specified in the from and till fields: ¢
. from: illl:
/0715 15 12/31415 15
P Provides one-day shift of the schedule to the left for the period between the
points specified in the from and till fields:
<= from: tilll:
— /0715 15 12/3115 |
Copies the values set for X days starting from Day Y, to all days of the period
from Y+X date to Z date, where X is the number of days specified in the Period
field,
Y is the date specified in the from Field and Z is the date specified in the till field
= (usually it is the end of the year)
ill

Period: 4 =

from: illl:
MA07A5 15| 12431415 15]

OWhen the list of calendar days shifts to the right for the period of X days, it results in the following:
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> Each day of the period (from the second to the last day) will have a value assigned to the
preceding day

» The first day of the period will be set as Regular Day

» The values for the remaining days outside the period will stay unchanged.

For example, there is a list of calendar days with the first seven days set as ‘1, '2’, ‘'3, ‘4", ‘5, '6’, ‘7’; if
the period is defined from the 2" to the 6™ day and the shift of the period to the right is applied, the
first seven days will have the following values: ‘1’, Regular day, 2’, ‘3, ‘4’, '5’, 7’.

" For example, the list of calendar days has the following values for the days: ‘Nrmv’, 1°, '2°, 3, ‘4’, ‘Nrm’,
‘Nrm’, ‘Nrmv’, ‘Nrm’, ‘Nrmy’, and if the period is set from the 2™ day of the schedule till the end of the year,
and after the Fill button |s applied, the list of the days will have the following values assigned : ‘Nrm’, ‘1’,
‘2,3,'4,'1,'2,°3, 4, 1,2, '3, ‘4, 17,2, ‘3, *4’, and so on till the end of the year.

Let’s consider how to fill the list based on the above examples (Example 2 and Example 3)
Example 2:

The arming/disarming operations shall follow the 3 days over 3 days schedule where the operations are
allowed from 8:00 till 17:00 three days running with no arming/disarming operation for the next three days.

The schedule uses 6 days, plus Holiday.

Start End | Ent| Ex [Mo| Tu|we| Th| Fr|Safsu| 8| a[10]11]12] 13] 14 |Hal
g00 | izoo [[] ] [ [ [ [ ] [ ] . 111 111 .

A specific value is set for each day. If it is deemed that in 2009, the working days, after the New Year
holiday season, start on January 11 (that corresponds to the 1% day of the schedule), the schedule for
January, 2014 has the following configuration:

> Holiday is set for the dates of the 1* to the 10" of January

> The 1% day is set for 11" of January, the 2" day for the 12" of January, the 3" day for the 13" of
January, the 4™ of 14" of January, and the 5" day for 15" of January, and the 6™ day for 16" of
January

In other words, we set values for the first cycle of the 3 days over 3 days schedule (6 days total)
starting from the first day of the schedule.

Calendar
Month: |Januar~_.r' v|: Year: 2009 % @
MO ‘ TU | wE ‘ TH ‘ FR ‘ SA ‘ sU ‘ © RGIR © 8
HEENE - -
------- 2 010
EEL - | 03 ou
D4 ® 12
--- 77 |23 | 24 | 35 : s

EEE- - -

.....

@7 © HOL

Then, define the following values using calendar tools:
from: —‘11.01.2009’,  (The first day of the schedule)
till: —'31.12.2009’, (The end of the year)
Period: ‘6. (The length of one schedule cycle)
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from: tilll:
m /07409 15 1243109 15

Period: 4 % ' F’lme fone: ]

Fil |1 Copy |

Days to be copied are highlighted in green.
Calendar

Month: |Januar~_.r v|: Year: 2009 % @

MDJW|WE‘TH‘FR‘SA‘SU‘

R
1
1.
[ | | | ;im
--- 2 |23 |24 | 25 s s
©6
i

i@

GLR O 8

EEE- - -

© HOL

Finally, click the Fill in button.

Calendar
Month: |Januar~_.r' v|: Year: 2009 % @
MO J TU |WE ‘ TH ‘ FR ‘ SA ‘ sU ‘ S
HEENE . -
7 @ 10
&3 511
4 12
© 5 D13
©6 © 14
e7 © HOL

The list of calendar days is adjustable for changes in the working schedules caused by holidays or other
reasons.

Example 3:

The arming/disarming operations shall follow the 3 working days, 3 days-off, 3 working nights, 3 days-off
schedule where operations may happen from 8:00 till 20:00 three days running with no operations for the
next three days, then next three days, the operations are allowed from 20:00 till 8:00, and then no
operation is allowed for the next three days: with no provisions for holidays.

The schedule uses 12 schedule days
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Start End | Ent| Ex [Mo| Tu|we|Th| Fr|safsu| 8| a[10]11]12] 13] 14 |Hal
g00 | 2000 [[CI[CI[BMIMIMIOOIOOOO[OIO]0 O[O
mes | 3w OO LTI e EE O

o0 | omoeo ||| 0[O0 O[OOO[FM ™I

A specific value is set for the first day of the schedule. If it is deemed that in 2009, the working days, after
the New Year holiday season, start on January 3 (that corresponds to the 1% day of the schedule), the
schedule for January, 2009 has the following configuration:

> The 11™ and 12" day is set for the dates of the 1% and the 2™ of the month, respectively

> The 1% day is set for 3" of January, the 2" day for the 4" of January, the 3 day for the 5" of
January, the 4™ of 6" of January, and the 5" day for 7" of January, the 6" day for 8" of January,
the 7" day for 9" of January, and the 8" day for 10" of January, and the 9" day for 11" of
January, and the 10" day for 12" of January, the 10™ day for 12" of January, the 11" day for 13"
of January, the 12" day for 14" of January

Thus, we set values for the first days of the schedule cycle with 3 working days, 3 days-off, 3 working
nights, 3 days-off (12 days) starting from the first day of the schedule.

Calendar

Month: |Januar’f v|~ Year: 2009 % @
Mo | u [ we | m | R | sa | su @ RGLR © 8
CICIEIET -0 oo
CICIEEE 2 o
2 |15 | 5 | 17 - :3 '5'11
- 7 | |24 - I:I4 -:-12
B> » o 2 ii

7 © HOL

Then, define the following parameters in calendar operations area:
from: —‘3.01.2009’, (The first day of the schedule)
till: —'31.12.2009’, (The end of the year)
Period: ‘12’. (The length of one schedule cycle)

from: tilll:
mA07409 15| 1243109 15|

Period: 4 % ' [TIII]E fone: ]

Fill |l Copy |

The days to be copied are highlighted green.
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Calendar

Month: |_]anuaru_,.r

MO Tu

Finally, click the Fill in button.

Calendar

©1
EOOOSEE -
B ]=]- - Il ©°
EEE- - - . °
EEE- - = | .,

©7

Month: |_]anuarl|_..r

MO Tu WE

19

——
—
20

-
-
-

-
-
-

: @
Year: 2009 =

: [ G
Year: 2009 =

* | ®RGR ®

11
& 2

[~ = 1 B

WE ‘ ™ | R | sa | sU O RGLR O 8
COEIEE] 0 o
© 10
© 11
© 12
© 13
© 14
© HOL

=

8

©9
10

® 11

® 12

® 13

® 14

S HOL

The list of calendar days is adjustable for changes in the working schedules caused by holidays or other

reasoris.

6.9.2 Time Zone for Access Control System (ACS)

This chapter focuses on differences between ACS time zones and IFS time zones. The major information
on configuring a time zone is provided in chapter 6.9.1 Time Zone for Intrusion and Fire Systems (IFS).

ACS time zones are configured following the same way as for IFS time zones. But for the two fields of

time period: E and _E* |

Unlike IFS time zone, these fields are usable in ACS time zone:

Field Possible Values Description
Ert Attribute of time period activity for entry.
Default value:
v
| (checkea), | (unchecked) Attribute of time period activity for exit.
Default value:

It is worth clarifying some points of ACS time zone logic:
e Centralized access control (networked):
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o If centralized access control is used with one-way access point, it is hecessary to define
the attributes of entry or exit activity in accordance with the operating mode of that access
point.

In other words, if one-way access door is used in the Entry mode, you should use a time
zone with the Entry attribute of time zone activity. And vice versa, if one-way access door
is used in the Exit mode, you should use a time zone with the EXxit attribute of time zone
activity.
(See, example 1 to this chapter.)

e Local access control (standalone):

o When local access control is provided using the S2000-2 controller, you cannot configure
individual time zones for entry and exit. One access zone should be configured in
accordance with a required logic.

(See examples 3 and 4 to this chapter.)

o When local access control is provided using the S2000-4 controller, you should keep in

mind that no l Ent | and _E*_ fields are available for this device. Therefore, if local
access control is provided using two S2000-4 controllers, and time for exit and entry are
not the same, you must create two time zones: one for entry and another for exit.

(See example 5 to this chapter)

Please keep in mind, that if you use a time zone to lock down access or open free access via an S2000-2
controller in the local access control mode (i.e. at access level for Open or Lockdown codes (credentials),
the Ent and Ex parameters define whether it is possible to open or lock down the access using Reader 1
(Ent) or Reader 2 (Ex).

The four examples below are helpful for the better understanding of the process of configuring access
control time zones

Example 1

The task is to configure a time zone for the centralized access control at a one-way access point with the
Exit operating mode. Access is allowed from 7:30 till 17:30 from Monday till Thursday, and from 7:30 till
16:30 on Friday.

The time zones will be as follows:

Stat | End | Ent| Ex|[Mo|Tu|we| Th| Fr [Safsu] 8| 9|10 11[12]13] 14 ]Hol]
07:30 17:30 v v v v v
07:30 16:30 v : v

Example 2

The task is to configure a time zone for the centralized access control mode at a two-way access point.
Access is allowed from 7:30 till 17:30 from Monday till Thursday, and from 7:30 till 16:30 on Friday.

The time zones will be as follows:

Start End | Ent| Ex|Mo| Tufwe|[Th| Fr|salsu| 8| 31011 ]12]13]14]Hal
07:30 17:30 e [P [ [ T2
07:30 16:30 il v

Example 3

The task is to configure a time zone for the S2000-2-based local access control at a two-way access
point. An entry is allowed from 7:30 till 8:00 with an exit from 17:00 till 17:30 from Monday till Friday.

The time periods will be as follows:



Start End | Ent| Ex|Mo| Tufwe|Th| Fr[sa|su| 8] 9|10 11]12]13]14]Ha]

07:30 17:30 v R RGEREC
07:30 16:30 (MM ][] [ [
Example 4

The task is to configure a time zone for a S2000-2-based local access control at two (2) one-way access
points. The first access point allows an entry from 7:00 till 17:00 on Monday, Wednesday, and Friday but
the second access point allows an entry from 7:00 till 17:00 on Tuesday, Thursday, and Saturday.

The S2000-2 controls the first one-way door with Reader1 (and Relay Output 1), i.e. as the Entry
direction, and the second one-way door with Reader 2 (and Relay Output 2), i.e. as the Exit direction.
Since it is impossible to have one time zone for Entry and another for Exit, a single time zone is created.

The time periods of such a time zone will be as follows:

Start End | Ent| Ex Mo Tufwe|Th| F[safsu| 8] 9]10]11]12]13]14]Ha]
0700 17:00 v v v v
07:00 17:00 Jich v v v

These two time periods cannot be merged into a single period, for an access would be gained via both
one-way access doors from Monday till Saturday.

Example 5

The task is to configure a time zone for a local access door at one two-way access point controlled by two
S2000-4 devices. The entry access is allowed from 7:30 till 8:00 and the exit access is allowed from
17:00 till 17:00 from Monday through Friday.

Since that access control is based on two S2000-4 controllers, two time zones have to be configured.

The time slots of the first time zone will be as follows:

Start End | Ent| Ex|Mo| Tu|we| Th| Fr [5a]su] 8] 9 [10]11]12]13]14]Hal
07:00 17:00 o v | v ||

The time slots of the second time zone will be as follows:

Start End | Ent| Ex Mo Tufwe|Th| F[safsu| 8] 9]10]11]12]13]14]Ha]
0700 17:00 v v v v v v

6.9.3 Time Zones for Time and Attendance (T&A)

This chapter focuses on differences between T&A and IFS time zones. The key information on
configuring time zones is provided in Chapter 6.9.1 Time Zone for Intrusion and Fire Systems (IFS).

T&A time zones are configured in the same way as IFS time zones, but a user has to apply a different
logic with T&A time zones.

T&A time zone defines strict timelines of employees’ working schedule.

The following two examples helpful for the better understanding of the process of T&A time zone
configuration.

Example 1

An employee’s working schedule is from 8:00 to 17:00 (with lunch from 12:00 -13:00) from Monday till
Friday. The T&A time zone will have the following time periods:
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Start End Ent| Ex | Mo | Tu|We| Th| Fr | Sa | Su| &8 9111112 13| 14 | Hal
08:00 12:00 Ol O] 19 00 T 0 A
13:00 17:00 Ol 0] 1 1 e o 0

The employee may come to work earlier and leave it later, as well as he/she may have some breaks
during the day. Therefore, the ACS time zone will allow entry and exits in a wider range than a standard

working schedule.

For example, an employee is allowed to access from 7:30 till 17:30 from Monday till Friday. The ACS

time zone will be as follows:

Stark

End

Ent

Ex

Mo

Tu

We

Th

Fr

Sa

Su

g8

3

10

12

13

14

Hal

| 738

17:00

Ll

Ll

L]

[l

M|

Ll

L]

Ll

L]

Or, in case of a strict access rule where an employee is allowed an entry access from 7:30 till 8:00 and an

exit access from 17:00 till 17:300 from Monday till Friday:
Start End Ent| Ex | Mo | Tu |we| Th| Fr | Sa | 5u| 8 9 1001112 13| 14 | Hal
7:30 08:00 MIO[MIFIMIMIFIOOOOO000 00
17:00 17:30 OlxMFHIFEIFIFkIFHIOONONONNOOOOnln
Example 2

A guard has the following working schedule: two days from 8:00 till 20:00 (no lunch), two days-off, two
days from 20:00 till 8:00 (no lunch), and two days-off. The T&A time zone will have strict timelines:

Stark End Ent| Ex | Mo | Tu |"We| Th| Fr | Sa | 5u | & 9 1) 11 12) 13| 14 | Hal
7:30 20:00 L0 Hijiniiniiniiniiniiniiniiniiniiniiniin
20:00 23:59 DL L L LA T i O OO OO0 a0
0:00 08:00 B RO LR P B LR e L LB LB B LT 1) B

The employee may come to work earlier and leave it later than the scheduled time, as well as he/she may
have some breaks during the day. Therefore, the ACS time zone will allow entry and exits in a wider

range than a working schedule.

For example, guard is allowed to access from 7:30 till 20:30 for two days running, then two days-off, then
two working days from 19:00 to 8:00, and then two days-off.

The ACS time zone will be as follows:

Stark End Ent| Ex | Mo | Tu |We| Th| Fr | Sa | Su | & 31101112 13| 14 | Hal
7:30 20:30 [v] 111 0 0 o 1 L
19:30 73:59 mERmE | Hiiniiniiniiniiniiniiniin
0:00 08:30 B LELEE BT LELED LESEE LV LD LR 1 E

An employee can control (arm/disarm) IFS entities during the working time only. Therefore, the IFS time
zone will have the following time slots:

Start End Ent| Ex | Mo | Tu|We| Th| Fr | Sa | Su| &8 9111112 13| 14 | Hal
08:00 20:00 A Eiiniinliniiniinliniiniiniiniiniiniin
20:00 23:59 00 0 o o M 1070w 0 0 O e T
0:00 08:00 B ELE LELEE BT FELED LESE RLED LD R LU ET

Thus, the T&A time zone is identical to the IFS time zone in this case.
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6.9.4 Time Zones for Scenarios

This chapter focuses on differences between time zones for scenarios and IFS time zones. The key
information on configuring time zones is provided in Chapter 6.9.1 Time Zone for Intrusion and Fire
Systems (IFS).

Configuration of a time zone to launch management scenarios follows the same logic as IFS time zones,
but there are some differences in configuring a time zone for scenarios:
1. The Type property has to be set as Time Zone for Scenarios

2. Time periods do not include the following fields: Start , End | Ent |ang E# |,
3. Thereis the Szl Al field instead of those
Field Possible Values Description

Scenario start time.

Start ak: ’0:00'...'23:59’

Default Value: ‘0:00°

Thus, time zone includes launch times of management scenarios instead of time periods.
The following two examples describe the process of time zone setting to launch management scenarios.
Example 1

If an access lockdown scenario has to be launched every weekday (from Monday till Friday) at 18:00, the
time zone for scenario launch would be as follows:

End | Mo | Tu|we| Th| Fr|Safsuf 8] a|10]1f12]12]14]Ha

13:00 v | v | v | ¥ | [+

Example 2

The requirement is to launch a room ventilation scenario every weekday (from Monday till Friday) at 7:00
and on weekends (Saturday and Sunday) at 12:30 (PM).

The launch times of time zone will be as follows:

Erd I Mo | Tulwe|Th] Frlsalsul 8] al1o0]11]12]13]14]Ho
07:00 AV (M F[F
12:30 v v v e v'.v‘ v
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6.10 The Access Levels Tab. Creating Access Levels and Working Schedules

-EI Crion Pro: Database Administrator

Options  Service Help

'@fJ%%L&-mQ@J

Access - Local Contral 2.4 KDL10

_|Prohibited
... Maxirnum Description
_|Turnstile

__|52000M PIN Code Manage
|_|PIN Code Management - A

m

M anagement | Accessz Control I Wi | k. eybox -:_Irllinu:lers|

P|Local Contral 2,4,KDL, 10

_|20M Local Control - Al Partition Mode
20M Local Control |I=I @] [SecurityHead. 7]: Devices C20004KDL  View
j 52000M Contral || BB [securityHead.8]: Security C20004DL  View

Scanning Core Control I:I 0]  [SecurityHead.5]: Terminal S2000-KDL  View

5 Configuring 52000M

[SecurityHead. 10]: Smake 52000-KDL

Operataor of 5200M 4 | m | 3

- m Groups of pa
[T Partitions

=1

_| Configuring 20M =
:- 20M Operator Element type | Partition
Camera Contral Element [SecurityHead
_|ACS of Department 3 tode Armn
- Time zone | Always
1| 1 3 [
Edi Add Delete X i
D ate Time D ezcription i
02.10.2014 12:01:56 SecuntyHead [ 192.168.20.3 |: RefreshT ablesD ata i= camed out -
' i | F

| Femotely Changed Tables | Network exchanges

The Access Level tab displays the following:
1. The list of access levels

2. The properties of a selected access level.

3. The buttons to toggle between tabs:

| Management _ Tog9les the Management tab (operation)
migeessGontiol l— Toggles the Access Control tab
Wi

Toggles the View tab,

| Ketieindcs |— Toggles the Keybox cylinders.

4. The view area of the current tab of a selected access level.




The Access Levels tab is used to configure access levels to control IFS and ACS entities, as well as
working schedules, and access levels (privileges) of System Monitor operators (SM operators):
e The IFS Access Level define when and what component of intrusion and fire system entities can
be operated (armed/disarmed or activated) by an employee and what IFS entity’s details an
employee is eligible to receive

e The ACS Access Level defines when and what access zones (an access point) can be accessed
by an employee.

e The Work Schedule defines when and what access zones can be attended by an employee

e SM Operator Access Level defines an operator’s privileges - when and what IFS or ACS
component is permitted to be controlled by an operator, and what system entity can be accessible
for an operator in the System Monitor (SM Operator).

Attention!
e An IFS access level can be assigned (in the Credentials tab) to a PIN code, Touch Memory token,

and Proximity card.

e An ACS access level is assigned (in the Credentials tab) to Touch Memory button, or Proximity
card.

e A working schedule is assigned (in the Employees tab) to an individual or a team

An SM Operator access level is assigned (in the Credentials) to software passwords

An employee can have two access levels, as a rule:
» A combined access level to operate with Intrusion & Fire Detection and Access Control system

(or an access level to operate with ACS system)
» A work schedule

It is not efficient to create an individual access level for each employee. Access levels are generated for
groups of employees with common features (e.g., originating from the same department)

L3

Access Levels

Prohibited
Maximum
Turnstile
52000M PIM Code Managemen .
_|PIN Code Management - All 1
MLocal Control 2,4,KDL, 10
20M Local Contral - Al
20M Local Control
S2000M Control
_|Scanning Core Control
L Configuring S2000M
Operator of S200M
: Configuring 20M
=] 20M Operator
Camera Control
_|ACS of Department 3 A

The list of access levels shows the following information:
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e The name of an access level

1F‘ruhil:uited

The bottom part of the list contains a search field to find an access level by a name:
M ar]

When you start entering the name (case sensitive), it will move to the first item containing the characters
being entered:

1
Access Levels - |

_|Prohibited
| Maximum
_|Turnstile
S2000M PIM Code Managemen
_|PIN Code Management - All
Local Control 2,4,KDL, 10
_|20M Local Control - Al
__|20M Local Control =1
__|52000M Contral
__|5canning Core Control
1] Configuring 52000M
_|Operator of 5200M
IH Configuring 20M

20M Operator
: Camera Control
_|ACS of Department 3

m

1

Max
The access levels are arranged following the order they were added to the database of the Orion Pro
software (i.e. in accordance with the ID identifier)
You can arrange the access levels by ID or by name

To change the order, please click the Access Levels column heading

Every next click will change the order

_ Access Levels - Access Levels -
4 Prohibited |4 20M Local Control

__|Maximum __|20M Local Control - All

_Turnsﬁle __|20M Operator

__|S2000M PIN Code Managemen _|ACs of Department 3

_|PIN Code Management - Al __|Camera Control

B Local Contral 2,4,KDL, 10 5 Configuring 20M

_|20M Local Control - All | Configuring 52000M

_|20M Local Control =i Local Control 2,4,KDL, 10 = |
_|52000M Control _|Maximum

_|Scanning Core Control _|Operator of 5200M

| Configuring 52000M _|PIN Code Management - all

_|Operator of 5200M =||_|prohibited £
l4 Configuring 20M _|52000M Control

_ 20M Operator = S2000M PIM Code Managemen

_|Camera Control _|Scanning Core Control

_|ACS of Department 3 = _|Turnstile 7



Further, the Guide will discuss how to configure IFS and ACE access levels, combined access levels,
working schedules, and privileges for System Monitor operators, as well as access levels for handling
partitions when keyboxes cylinders are removed / inserted.

This chapter focuses on the properties of access levels.

Properties of the Access Level entity:

Hame Prohibited

Description Pazzage through doors and partition control are probibited

Property Possible Values Description

A length of 1 to 25 Access level name

Name characters .
Default value: empty field
Comments
D . A length of 0 to 200 | T7his field is optional.
escription
characters

Default value: empty field

Attention! If necessary, you can create a copy of an access level. To do that, please right-click on a
required access level and choose the Create a copy of this access level item in the contextual menu:

Create a copy of this access level

The copy of the access level will be created with ‘Copy of added to the name of the copied access level:
Operator
Copy of Operator

By default, there are two access levels in the Orion Pro Suite: Prohibited (Banned) and Maximum. These
default levels cannot be modified and deleted.

The Prohibited (Banned) level prevents any operations with IFS and ACS entities.

The Maximum level gives rights to control and operate all IFS entities and access all access points at any
time. (%¥)

) The Maximum level cannot be used for local combined tokens/cards stored in the S2000-2 and S2000-
4 controllers. To achieve this purpose, you have to create a new access level.

To add a new access level, please:
e Click the Add button.
e Enter values in the Name and Description fields of the new Access Level entity.
e Configure an access level to perform one of the following tasks:
o Operate the Intrusion and Fire System
o Manage the Access Control System
o Monitor the Intrusion and Fire System, and the Access Control Systems
o Use Working Schedules
o Manage and use Operator Privileges
e Click the Save button

To modify the Access Level entity, please select a required access level in the list of access levels and
click the Edit button. Then, make necessary changes and click the Save button.

To delete the Access Level entity, please select a required access level in the list of access levels, and
click the Delete button. Then, click Yes to confirm the action.



6.10.1 Configuring Access Levels of Intrusion and Fire System

This chapter describes how to configure access levels related to the entities of intrusion and fire
protection system: partitions and partition groups.

Please be advised, that access levels include permission and rules to control (arm, disarm or activate)
IFS entities. But you also have to define a reader and IFS entities to be controlled by this reader (in other
words, link IFS entities to the readers of system controllers)

How to link partitions and partition groups is described in Chapter 6.4.3.Associating Control Elements to
System Readers.

Other points to consider are as follows:

A PIN code may be used to control multiple IFS entities

Only one IFS entity - one partition or partition group - can be controlled using a Touch Memory
token or Proximity card as applied to one reader of S2000-2, S2000-4, Signal-20P, Signal 10,
S$2000 KDL, S2000-KDL-2I, S2000-KDLS, S2000-BI, or UO-4S

If you have to operate multiple IFS entities using a Touch Memory token or Proximity card you
can control such entities using multiple different readers - one reader is for each entity (partition
or partition group).

The following logic is used to control IFS entities in the Orion Security System:

When the Orion Pro software is used as a network controller to provide the centralized control of
IFS entities, each entity can have an associated time zone during which the operations with the
entity will be allowed. In Orion Pro, this logic is used for the Orion protocol.

When the S2000M device is used as a network controller to provide the centralized control of IFS
entities, it is impossible to make that each entity has an associated time zone during which the
operations with this entity will be allowed. In the Orion Pro software, this logic is used for the
Orion Pro protocol.

When system devices are controlled locally (Stand-alone mode):

The S2000-2 and S2000-4 controllers can have associated time zones to allow a user to operate
entities (arming/disarming, activating, gaining access) within this time zone.

The Signal-10, Signal-20M, S2000-KDL, S2000-KDL-2l, S2000-KDLS and UO-4S cannot have
associated time zones to permit user actions with entities.

The Orion Pro system supports the storing credentials in the S2000-2, S2000-4, and Signal-10. If
you need a local control for Signal-20M, S2000-KDL, S2000KDL-2/, S2000-KDLS, and UO-4S,
you have to use the Uprog utility.

Attention! To add the zone operation rights to the S2000-2, S2000-4, or Signal-10, please create
a partition with device zones only and add this partition to the access level.

All permissions to operate (access) IFS entities are set in Management tab of the Access Tab.
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M anagement |.-’-‘-.n::n:ess Coantral | i I K.epbioy n::_l,llinu:lers|

......... [B&l [mEsT-1.2) 2
--------- Iﬂ'_ [SecurityHead 4]: Fire
--------- [B & [SecuiyHead 5] Adem

[SecurityHead.6]: General  ArmjDisarm  Intrusion and Fire Time

4| 1]

F

Partition Mode TimeZone || e ||:| o [SecurityHead 1] 52002 De »
[SecurityHead. 4]: Fire Arm/Disarm  Intrusion and Fire Time || © Iﬂ-‘ [eenbHpeel Fomeias

--------- [ & [SecuiyHead B} General  —

Element type | Partitions group

E lement

Mode | durnDisarm

Time zone | Intruzion and Fire Time

This tab shows the following information:
e The list of IFS entities added to the access level:

Partition Mode Time Zone

|I:I &[] [securityHead. 2]: Fire Arm,/Disarm IFS Time Zone
|=I E] [SecurityHead.6]: General  Arm/Disarm IFS Time Zone

e The tree of partitions and partition groups:

------- Eﬂ Fartition groupz
g ....... B Partitions
--------- U_ [SecurtyHead 1] Smoke S2000-K0L
--------- Iﬂ'_ [SecurityHead.2]: Fire
--------- [B &8 [SecuityHead. 2] Adem
--------- Iﬂ'_ [SecuntyHead. 4] Camerasz
--------- Iﬂ'_ [SecuntyHead. 5] Intruzion S2000-£DL
--------- Iﬂ'_ [SecuntyHead 6] General
--------- Iﬂ'_ [SecuntyHead. 8] Devices S2000-£DL
--------- Iﬂ'_ [SecurityHead. 9] Heat S2000-kDL
--------- IE_I-I[_ [SecurtyHead. 10]: Devices S2002

e Permissions to operate an entity selected on the list of IFS entities:

Element type : Fartition

Element [SecurtyHead B]: General
Mode Arm/Dizarm

Time zone Intrugion and Fire Time

The list of IFS entities of the access level shows the following information:
e Element type:

o B partition




o Chi Partition group (Groups of partitions),

o
e Number
¢ Name
e Mode
e Time Zone
i IEI_IT [SecurityHead. 4]: Fire ArmDisarm  Intrusion and Fire Time

The tree of partitions and partition groups shows the following information:
e Number

¢ Name

-||:| @] [101]: Room 101

To add a new entity to an IFS access level, please do the following:
o click the Edit button and select an entity you want to add

e double click or drag it to the list of the access level’s IFS entities
e define privileges to handle and the entity

You can add all partitions or all partition groups to the IFS access level. To do that, please double click
the Partitions node or Partition Group node, or drag a required node to the list of the access level’s IFS
entities.

To change the entity handling privileges, please enter the editing mode (Edit):
e Select a required entity on the list of the access level’s IFS entities

e Make necessary changes into the privileges to operate the entity

To delete entity from the list, please go into the Editing mode (Edit), then:
Select a required entity from the access level’s list of entities
Press the Del key on the keyboard, and then confirm the action in the dialog box:

See below the attributes of an entity privileges:
Element type | Parhtion

Element [SecuntyHead B]: General
Mode Sum/Dizarm

Time zone Intnuzion and Fire Time

Property Possible Values Description
Partition Element type.
Element type Partition group
/t is not recommended modifying this attribute.
All partitions,
One of the system | One of the IFS entities: partition, partition group, all
Element pa_/?‘/'l/ons pa_rtitions or all partition groups .
All partition groups | /t /s not recommended modifying this property
One of the partition
groups
Permissions and rules applicable to an entity
View e View (one can only view an entity )
Arming e Arming (one can only arm an entity with no
Mode Disarming permission to disarm
Arming/Disarming e Disarming (one can only disarm an entity with
no permissions to arm)




¢ Arming/Disarming (one can arm and disarm an
entity)
. A time zone within the selected entity that can be
. One of the time : .
Time zone subjected to the above control operations (or accessed
Zones by a user)

Attention! Since an access level can include control rights (permissions and rules) applicable both to
partitions and partition groups, the following rule takes place: the Partition entity added to an access level
has priority over the All partitions entity added to the same access level. But the Partition group entity
added to an access level has priority over the All partition groups entity of the same access level.

Let’'s consider some examples.
Example 1

The task is to establish configurations to control five partitions using a PIN-code for S2000-K keypad
within the Orion Pro protocol.

All five partitions are added to an access level:

Partition Maode Time Zone

IEI_E[ [ecurityHead, 7]: Devices C2000KDL  ArmDisarm  Always
IEI_IT [SecurityHead.8]: Security C2000-KDL  Arm/Disarm  Always
IEI_IT [SecurityHead. 9]: Terminal S2000#DL  Arm/Disarm  Always
IEI_E[ [SecurityHead, 10]: Smoke S2000KDL  Arm/Disarm  Always
IEI_IT [SecurityHead.a]: General ArmDisarm  Always

These five partitions are associated with the reader of an S2000-K device:
- [dddress 4. S2000-K]: 52000 (4]
[ EI [Reader 1] Reader 1, Device 4
.......... [B & [E] General
f e 8] [7} Devices C2000-KDL
e J@ E] [8] Security C2000-KDL
@ @[ [9} Teminal $2000-KDL
e J@ @] 10 Smoke 52000-K0L

Example 2:

The task is to configure control of two partitions using a touch memory button (i-button) and a S2000-BKI
device under the Orion protocol with arming operations allowed at one time and disarming at another
time.

Each partitio on can be added twice to an access level with proper settings of permissions and time zones:

Management .-’-'-.-:u:ess Control I i i- Keybox cylinders |

Partition Mode Time Zone
|=I B[ [SecurityHead. 1]: 52002 Devices  Arm Time Zone to Operate 1
|I:I ] [securityHead. 1]: S2002 Devices  Dizarm Time Zone to Operate 2
|I=I 0] [SecurityHead.2]: Cameras Arm Time Zone to Operate 1
|=I 0]  [SecurityHead.2]: Cameras Disarm Time Zone to Operate 2

Partitions will be associated to the reader of a S2000-BKI device:
m [ddress 17, 52000-BEI]: S2000-BK] [17)

& D [Feader 1] Reader 1. Device 17
e Iﬂ'_ [1]: 52002 Devices
i f@ @] [2]) Cameras

It is quite clear that such logic cannot be implemented under the Orion Pro protocol, when control function
belongs to S2000M panel that does not support time zones.
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Example 3

The task is to configure control of two partitions using a Touch Memory button and two S2000-4 devices
where each partition is controlled (armed/disarmed) with its dedicated device

Two partitions will be added to the access level:
Management | Access Contral | Wiew i Kepbox cylinders |

Partition Mode Time Zone

|=I E] [SecurityHead.11]: 52004 1 Arm/Disarm  Always
|I=I m] [SecurityHead.12]: 52004 2 Arm/Disarm  Always

Further, the partitions will be associated with the readers of the S2000-4 devices:
E] [Address 15, S2000-4] 52000-4 [15)

=-- El [Reader 1]: Reader 1. Device 15
e [E @] [11] 520041

--------- B B [Loop 1} Loop 1, Device 15

......... T & [Loop 2% Loop 2, Device 15

......... T & [Loop 3} Loop 3, Device 15

......... T & [Loop 4] Loop 4, Device 15

-------- (&) [Relay 1] Relay 1, Device 15

-------- (&) [Relay 2] Relay 2, Device 15

EI [Address 16, S2000-4]: 52000-4 [18]

e El [Reader 1]: Reader 1. Device 16

iEan IE'_‘-]L [12]; 52004 2

--------- B B [Loop 11 Loop 1, Device 16

--------- B B [Loop 2% Loop 2, Device 16

--------- B B [Loop 3] Loop 3, Device 16

--------- B B [Loop 4] Loop 4, Device 16

-------- (== [Relay 1] Relay 1. Device 16

-------- (=" [Relap 2] Relay 2. Device 16

Example 4

The task is to make a configuration where a Pin-code will be used for an S2000-K keypad to control all
partitions except one that can be viewed only.

The access level will include the All partitions entity and a required partition:

Partition Mode Time Zone

|I:I @] all Partitions Arm,Disarm Always
|I:I O] [SecurityHead.5]: Adem  ArmDisarm Always

All partitions will be associated with a S2000-K keypad, where the keypad is configured as a reader:
[address 3, 52000-]: S2000-K [3)

ey D [The input reader 1]: Reader 1, Device 3

o ||:| m]  all Partitions

Finally, if you have to export database data to the S2000M panel, please be advised that:

e This panel does not support time zone - operations with an entity can be always banned or
allowed.

e The panel limits the number of access levels as well as the number of access levels that can be
included in one specific partition:

Panel The maximum of access levels U3 access CEERRE
partition
S2000 ver 1.20-1.24 252 8
S2000M ver 2.01-2.05 252 8




6.10.2 Configuring Access Levels for Access Control System
This para discusses how to configure an access level for an access control system (ACS).

The access level is used to set permissions and rules to control access entities (Access Points). In
addition, one also has to define an access point to control and what readers to be use for that (i.e. to
associate an access point with the readers of the system devices).

When an access point is created, it is automatically associated to appropriate readers.

The Orion Integrated Security System uses the following logic for access control system:
The access control can be local (credentials data are stored in devices), or centralized (credentials data
are stored in the database)

Attention! Biometric readers support local control only.

The centralized control can be organized only if the Orion Pro Suite is used as a network. The
S2000/S2000M panel cannot be used as a network controller.

The centralized control may be enabled in the Orion and Orion Pro protocols.

Attention! The S2000M ( ver 2.04 or higher) has to be used to ensure the centralized access control under
the Orion Pro protocol.

The S2000 panel (all versions), and the S2000M panel (versions of 2.01 to 2.03) cannot be used for
centralized access control under the Orion Pro protocol.

Permissions for the access control systems are set in the Access Control tab.

Rules and permissions for access control implementation are defined in the Access Control tab:

Access Point/Zone  Mode Time Zone i T8 Acoess Zones
I TE§ (0] Outside world
™ ¥ [0]: Outside World  Passage  Always E RS Ty {1 } F'IL.;.r?tI Teerritunrr
™ ¥ [2]: canteen Passage  Always . i [2]: Canteen ]
X [5]: Doors Passage  Always _ ....... - Access Paoints

--------- L 1] Entry turnstile

--------- L [E] Exit tumstile

--------- EL [3] CanteendSmoking Room Door
--------- E1 [4] Canteen/Smoking Room Door

......... H1 [5] DoorS

Element type Access Zone -
Element [0): Outzide *world
tode Pazzage

Time zone Blwways

Antipazzhack Mone E

Two-perzon e confirmation | None

Three-pergon rule confirmation | Mone

Confirming Mone

Confirm by button MHone

This tab shows the following information:
e Thelist of ACS entities added to the access level:
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Access Point/Zone  Mode Time Zone

II'_ [0]: Outside World  Passage  Always
II'_ [2]: Canteen Passage Always
I-L [5]: Doors Passage  Always

e The tree of access zones and access points:

[ BH Acces: Zones
--------- T § [0 Outside World
--------- " § [1]: Plant Teritory
P L " [2]: Canteen
= [l Access Poirts
......... KL (1] Entry tumstile
......... L [2] Exit tumstile
--------- . [3]: Canteen/Smaking Room Doar
--------- . [4]: Canteen/Smaking Room Doar
......... n [8]: Droor &

o Permissions and rules for the ACS entity selected in the access level:

Element type Aocess Zone
Element [0F Dutside *world
kMode Paszage

Time zone Alwayps
Antipazzback MHone

Two-perzon rule confirmation | Mone

Three-perzon rule confirmation | Mone

Confirmirng Mone

Confirm by button Maone

The list of ACS entities added to the access level includes the following information:
e Operating mode as graphically represented (only for access points):

o Passage —no icons
o Entry -1
o Exit—«
o Entry/Exit-"¢
o Type:

o IIl—Access Zone

o fL—Access Point
e Number (ID)
e Name
e Mode
e Time Zone

:’ﬁ'I-_L [1]: Entry turnstile Enter Exit Always
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The tree of access zones and access points shows the following information for each entity:
e Number

¢ Name

™ [0]: outside Waorld

To add a new entity to the access level, please go into the editing mode, then:
e Select a required entity in the tree of access zones and access points

e Double click the entity or drag it to the list of ACS entities of the access level
e Define permissions and rules for the entity functioning.

You can add all access zones (tﬂ_ All Access Zones ) or all access points to the access level’s list of ACS
entities. To do that, please double click the Access Zones node or Access Points node or drag it to a
required entity in the list of ACS entities.

To change permissions and rules of access control entity, please enter the editing mode and:
e Select a required element in the list of ACS entities of the access level, and

¢ Make changes you want.

To delete an entity from the access level, please enter the editing mode, then:
e Select a required entity in the tree of access zones and access points

e Press the <Del> key on the keyboard, and confirm the deletion by clicking Yes in the emerging

dialog box:

Let’s discuss the permissions and rules for the entity operations;

Element lype Access zone
Element [0]: Dutside " orld
hode Fazzage

Time zone Alvayz
Antipazzback MHaone
Two-perzon rule confirmation | Mone
Three-perzon ule confirmation | Mone

Confirming Mone

Confirm by buttan Mone

Properties Possible Values Description
Element type
Element type :g: ::sssslfgi?:s
It is not recommended modifying this property
All Access Zones
One oégzigccess One of the A(_)S entities: an access point, access zone,
One of the access ying this property.
points
Rules applicable to the operation of an access control
Passage entity including Access Point:
Entry e Passage
Mode Exit (allows access through the following:
Entry/Exit o One-way access point
o Two way access point (in both
direction)




e Entry
(allows access through the following access
points):
o One-way access points working in the
Entry operating mode
o Two-way access points working in the
Entry operating mode),
o Exit
(allows access through the following access
points:
o One-way access points working in the
Exit operating mode
o Two-way access points working in the
Exit operating mode),
e  Entry/Exit
(allows access through two way access points
in both directions).
The Access Zone entity may have the following value
only:
o Passage

(used to allow access through all access points
in both directions).

Time Zone

One of the time zone
of the system

Time zone allowing access through an access point in
accordance with a defined mode.

Define whether the anti-passback will be used to control

None access to an access zone
. Hard (See comments 2 to the table )
Anti-passback Timed
Soft This attribute is not accessible for the access points
operating in the Passage mode
Timed anti-passback lockout time
(See comments 2 to the table)

Anti-Passback '0:00’...723:59’

Lockout Period e This parameter is accessible only for those access
points and zones where the Anti-pass-back property is
set as Timed.

Access level to gain access in accordance with a 7wo-
None person rule confirmation (in other words, access is

Two-person rule
confirmation

One of the access
levels used your

granted as response to two different credentials with
appropriate access levels)

Three-person rule

system

(See Note 4 to this table)

Access level to gain access in accordance with 7hree-
None, person rule confirmation (in other words, the access is

One of the access

granted as response to two different credentials with

confirmation levels used in your | appropriate access levels)
system
(See Note 4 to this table)
Defines whether the access level is confirming for
Confirming Yes /No access in accordance with Two (three)-person rule
(See Note 4 to this table)
Defines whether the zonal anti-passback parameter is
to be used to control access to this access zone or not.
Zonal anti-passback Yes/No (See Note 3 to this table)

This parameter is accessible for an access zone and
access points that have any value expect for None for
the Anti-passback parameter

Note 1




Attention! Since an access level can include permissions and rules applicable both to access zones and
access points, the following rule shall apply: the Access Point entity added to an access level has the
priority over the All Access Points entity added to the same access level. The Access Zones entity added
to an access level has priority over the All Access Zones entity of the same access level.

The Access Point of the access level has priority over the Access Zone added to the same access level.

The prioritized list of entities as per their access level is as follows:
e Access Point (the highest priority)
e All Access Points
e Access Zone
e All Access Zones (the lowest priority)

Note 2
Let’s consider the anti-passback rule.

If access is controlled locally, antipassback applies to access points controlled by a S2000-2 controller.
If access control is centralized, anti-passback is implemented for access points controlled by S2000-2 and
S2000-4 controllers.

An antipassback rule is regarded as violated if an entry to access zone X was not followed by an entry to
another access zone while a re-entry to zone X is attempted

Anti-passback can be implemented as follows:
o None (anti-passback rule is ignored)
o Hard Anti-Passback
o Soft Anti-Passback
o Timed Anti-Passback.

Hard anti-passback prevents a re-entry to the same access zone until an exit from this zone is recorded.
When an antipassback rule is breached, no access is granted, and the Access Denied message is
generated.

Soft anti-passback allows re-entry but generates the Access Granted and Passage messages
accompanied by the anti-passback breach tag.

Timed anti-passback uses an additional parameter - Anti-Passback Lockout Period. During this period
after an entry to an access zone, a timed anti-passback rule applies in the same manner as hard anti-
passback does (if a re-entry is attempted, a controller denies access and generates the Access Denied
message accompanied by the anti-passback breach tag). When this period expires, timed anti-passback
is identical to soft antipassback (a re-entry is allowed but the Access Granted and Passage messages are
generated with the anti-passback breach tag.

If anti-passback applies to a locally controlled device, the anti-passback is called local anti-passback.

In the system, network anti-passback is implemented. If a controlling unit is available (S2000/S2000M or
Scanning Core), access messages will be re-transmitted to all access controllers in the system. Thus, the
anti-passback rule is verified taking into account entries to the access zone, as registered by all
controllers of the system (within one workstation)

Therefore, if an access zone has several access points (for example, several checkpoints, or lanes of
turnstiles), after one enters this access zone via one access point, the re-entry to this zone will be banned
(locked) at this access point and all other access points as well, but the exit will be allowed; and vice
versa, if a person exits from this area via one access point, the attempts to exit from this area will be
banned (locked) at all other access points as well, but the entry will be allowed (if an anti-passback rule
applies to the access credentials).

Note 3

The anti-passback rule will be tighter, if the zonal anti-passback parameter is applied (Tracking). In this
case, the system analyzes entries to any access zone, and if access is attempted via one of the readers
of an access point, anti-passback requires that the last registered access will be associated with the
access zone where the reader is located, i.e. with the zone controlled by a second reader of this access
point.



For example, we have a two-reader access point located on the boundary between Access Zone 1 and
Access Zone 2. First, access to Zone 2 is registered, and then access to Access Zone 3 (controlled by a
different access point) is registered, the further attempt to go through the access point between Access
Zone 1 and Access Zone 2 will result in the following:

- If zonal ant-passback mode is enabled, the anti-passback rule would be breached regardless of
an access (passage) direction, as the last-recorded access (passage) happened at another zone
rather than at Access Zone 1 and Access Zone 2, and the user’s actual stay in one of these zones
is regarded as a breach;

- If no zonal anti-passback is used, the anti-passback rule would not be breached if an access is
attempted to Access Zone 1, but it would be breached if an access is attempted to Access Zone
2, since, with respect to this access point, the user is still in Access Zone 2 (the user’s entry to
Access Zone 3 is ignored by the access point).

The Zonal anti-passback parameter is effective, only if any one of the Hard, Soft, or Timed anti-passback
modes is enabled. If the anti-passback is disabled, the Zonal anti-passback parameter does not apply.
Zonal anti-passback applies to two-way access points only.

Zonal antipassback applies to two-way access points.

If a centralized access control mode is used along with anti-passback, two-way access points always use
the zonal anti-passback features.

Note 4
Let’s consider two (three)-person rule confirmation.

In this mode, the system functions in the following manner:

If the access level of a presented credential includes an access mode based on a two/three-person rule,
the User Authentication event (USER'S CODE ENTRY) is generated, a green LED starts 5-Hz flashing
and a controller waits for 30 sec till another credential(s) is authenticated with an access level confirming
the first produced credential. If a second credential has a an appropriate access level but access granting
requirements have not been met yet (a three-person rule access), the User Authentication event is
generated again and the controller waits for a third credential to be submitted within 30 seconds.

If the second and third credentials meet granting access requirements for one of the submitted credentials
at least, the access will be granted.

Attention!

The two/three person rule is applicable to the main credentials only. The two/three person rule does not
work with credentials used to enable Free Access or Locked Access modes.

Two/three person rule for local access control is supported by S2000-2 devices

Please see some examples below

Note 5
In this mode the system works in the following way:

If the access level of a presented credential includes Confirm by button mode, the User Authentication

event will be generated, generated, a green LED starts 5-Hz flashing and a controller waits for 20 sec till
access button is pressed confirming access of the presented credential to a requested zone

Let us discuss some examples
Example 1

The task is to provide access through two passage-type access points at any time.



See some properties of the two access points:

Murnber 3 MNurnber 5

Hame CanteenSmoking Boom Door - Mame Doork

Dezcription Dezcrption

Type Turnztile Type Two-way access door

Operating mode Entry O perating mode E ity /E wit

Access zone to enter [£]: Canteen Access zone to enter [Ma]

Entry relay Entry relay [SecuntyHead. 1.6.1]: Relay 1, Device B
Entry relay action (¢

Entry relay action time 5

The access points will run without route tracking features (Passage mode) and have the following access
control settings:

e First, add the access points to the list of ACS entities of the access level.

e Next, please define the following for the properties of the access points:

o Set the Passage value for the Mode property

o Define a time zone (Time Zone’s field) allowing access via the selected access points

The access level for the considered example will be as follows:

i Access PointfZone Maode Time Zone
J-:L [3]: Canteen/Smoking Room Door  Passage Always
X [5]: Door5 Passage Always
Element type Access Point Elernent type Access Point
E lement [3]: Canteen/Smoking Room Doar | Elament [5}: DoorG
hode Passage Mode Paszage
Time zone Time Zone for Managers TS e Time Zone for Managers
Antipasshack None Antipasshack MHaone

Two-person rile canfims None Two-person rule confirma Mone

Three-person rule confim None Three-perzon rule confim Mone

Confirming MNare Confirming MNane
Canfirn by buttan Mone Confirn by buttan MNone
Example 2

The task is to provide access through two access points within the period defined in Time Zone for
Managers and an anti-passback rule applied.

See some properties of the above access points:



M urnber 1 M urnber 2

M ame Turnstile 1 M armne Turnstile 2

Type Turnztile Type Turnztile
Dperating mode E ity /E =it O perating mode Entry/E wit
Arccess 2one ko enter [1]: Plant Territary Access zane o enter [1]: Plant T erritany
Arocezsed zone to exit | [0]: Outzide World Accezzed zone to exit | [0]: Outzide World

When configuring an access level for access points with route direction tracking, it makes sense to
include access zones (instead of access points) into access level description where access is provided
through assigned access points

In other words, the access level for such access points will have the following configuration:
o Existing access zones ( where access points provide access) will be added to the access level

e The properties of the added access zones will have the following settings:
o Mode is set as Passage by default and cannot be modified

o Time Zone includes the time zone that allows access through the selected access points.

The access level for the considered example will be as follows:

| Management | Access Control | Wiew | Kepbow cylinders|

| Access Point/Zone  Mode Time Zone

m [0]: Outside World  Passage  Time Zone for Managers
m [1]: Plant Territory  Passage  Time Zone for Managers

Element type Aocess Sone Element type Aooess Sone

Element [0): Outside *world Element [1]: Flant Temitorys

tode Fazzage bode Fazzage

Time Zone Time Zone for Managers Time ZLone Time Zone far bManagers
Antipazsback Hard Antipazzhack, Hard

Twa-Perzson Bule Canfir Mane

Two-Perzon Bule Canfirn Maone

Three-Perzon Rule Confil Mane

Three-Perzon Rule Confil Mane

Confirming MHone Confirming Mone
Zonal Anti-Paszback, MHone Zonal Anti-Paszback, Maone
Confirm by button Maone Confirm by button Maone

If you want to allow access through the points described in Example 1 and within the Time Zone for

Managers time zone, the access level will be as follows:

Access Point/Zone Mode Time Zone
E!_ [0]: Outside World Passage Time Zone for Managers
II'_ [1]: Plant Territory Passage Time Zone for Managers
1. [3]: Canteen/Smoking Room Door  Passage Time Zone for Managers
X [5]: Doors Passage Time Zone for Managers

Example 3

It is worth mentioning that sometimes it is a specific access point with tracking mode that you have to add

to an access level, rather than access zones.



For example:
e When you want to provide and access through a two-way access point operating in a route
direction tracking mode and controlled by two S2000-4 controllers with different time settings for

entry and exit.

e When you need to provide access to the same zone but through different access points at a
different time.

Let's consider an example. The access is required through access points controlled by S2000-2 devices:
e Through two access points (Turnstile 1 and Turnstile 2) at a time specified in the Time Zone for

Managers with a hard anti-passback option

Stat | End | Ent| Ex | Mo | Tu|we| Th| Fr | 5a | 5u|
0730 17:30 v v v v v v
07:30 16:30 v v : v

e Through the Turnstile 3 access point at the time defined in Time Zone Hard a hard anti-passback

Start End | Ent| Ex |Mo| Tu |We| Th| Fr | Sa | Su
7130 17:30 v o R R

7.30 16:30 i I

16:00 16:30 v v

See some properties of the above access points providing entry to access zones:

Murnber 1 Murnber 2

M arme Turrstile 1 M arne Turnstile 2

Type Turnztile Type Turnztile
Operating mode E ity /E it Operating mode Entry/E st
Aroceszs 2one o enter [1]: Plant Territary Access zone o enter [1]: Plant T ermitany
Aocezsed zone to exit | [0]: Outzide World Accezzed zone to exit | [0]: Outzide World
Mumber K]

Mame Turnistile 3

Type Turnstile

Operating mode E rikry/E it

Access zone to enter [1]: Plant Territary

Arcceszed zone o exit [0): Dutzide “World

The access level for this example will be as follows:

tanagement | Access Caontral |"v’iew | Kevbox Cylinders

Access Point/Zone Mode Time Zone
[0]: Cutside World Passage Time Zone for Managers
II'_ [1]: Plant Territory Passage Time Zone for Managers
"ﬁ'I-L [3]: Turnstile 3 Entry/Exit Time Zone Hard
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Element type Access Zone Element type Access Zone

Element [0]: Outzide warld Element [11: Plant Territarny
Mode Pazsage Mode Pazzage

Time Zone Time Zone for Managers Time Zone Time Zone for M anagers
Antipazsback. Hard Antipazzback, Hard
Two-Perzon Rule Confirmation | Mone Two-Perzon Rule Confirmation | Mone
Three-Person Fule Confimation | None Three-Perzon Rule Confirmation | Mone

Confirming Mone Confirming MNane
Zonhal Anti-Pazshack Mone Zonal Anti-Pazsback Mone

Coanfirm by buthan Haone Confirmn b button Maone

Element type Accesz Paint

Element [3]: Turnstile 3

Mode Enter/Exit

Tirme Zone Time Zone Hard

Antipazsback, Hard

Two-Person Rule Confirmation | Maone

Three-Perzon Rule Confirmation | Maone

Confirming MHone

Zonal Anti-Paszback MHaone

Confirm by buttan MHone
Example 4

The task is to configure access at the time described in the Time Zone for Accounts Department. Entry is
to be acknowledged by an entrance post guard (two-person rule) and Exit is a conventional access mode.

See some properties of the above access point:

Mumnber 4]

M ame Paying Office Door

Type Two-way access door
Operating mode E ritrp/E it

Aoceszs 2one ho enter [B]: Paping Office
Accessed zone to exit [4] Accounts Departments

The guard’s access level (ACS for Guards) will include the following entity:
tanagement | Access Contral | View | Kewbox Cylinders

Arccess Point/Zone Mode Time Zone

'.)J-'L [5]: Paying Office Door  Entry Accounts Department



Element type Aocezs Paoint

E lement [8]: Paying Office Door
tode Entry

Time Zone Accounts Department
Antipaszback, MHone

Two-Person Rule Confirmation | Mone

Three-Perzon Bule Confirmation | Mone

Coanfirring Yer e—

Confirmn by button MHone

The access level of a Paying Office employee will have the following entities:
Management | Acces: Contral |Yiew | Kewbos Cylinders

Access PointfZone Mode Time Zone

LrI:L [5]: Paying Office Door  Entry Accounts Department

4'M]. [5]: Paying Office Door  Exit Accounts Department
Element type Accesz Paoint Element lype Accesz Point
Element [5]: Pawing Office Daor Elerment [B]: Paving Office Daor
b ode Entry ki ode E xit
Time Zone Accounts Departrment Time Zone Accounts Departrment
Antipazzback Maone Antipazsback Mone

Two-Perzon Bule Confirmation | ACS for Guards = | Two-Perzon Rule Confirmation | Naone

Three-Perzon Rule Confirmation | Mone Three-Perzon Rule Confirmation | None
Confirmirg MHaone Confirming Mone
Confirm by button Maone Confirm by button Mone

The access levels of a guard and paying office employee described above may include access zones
rather than access points, depending on a system configuration.

6.10.3 Combined Access Levels

The above chapters discuss how to configure access levels of IFS and ACS systems. It is clear that
individual access levels for IFS or ACS are used rarely (usually if either IFS or ACS system is used at a
site
Witr)1 IFS and ACS applications, an individual may be provided with the following:
Deferent access levels for IFS and ACS, if
o operations with ACS and IFS entities are performed using multiple tokens or/and pin-
codes
e One access level for both ACS and IFS entities is used:
o If operations with IFS entities are performed using PIN-codes, and tokens are used to
work with ACS entities.
o If operations with IFS and ACS are performed using one token (ibutton or card)

Since, an employee most likely has one token (Touch Memory button or Proximity card), and
one PIN code, if necessary, only one access level is created for such an employee to perform
actions with IFS and ACS entities.

An access level that includes permissions and rules to operate both IFS entities and ACS entities are
called Combined.

Let’s discuss the following case as an example of a combined access level.



B T T

Example of an access level:

There is a protected site with the following structure:

[ ] Access Zone — 0 Outside World
- Access fone — 1 Hall

[ Access Zone - 4 Office 3
[ ] Access Zone — 11 Canteen

The protected area includes:
e Partitions:

o (1)Hall

o (4) Office 3,

o (11) Canteen

BT Partitions
e fE @] [1] Hall
- [@ ] [4] Office 3
f[@ @[ [11] Canteen

e Access Zones:
o [0] Outside World

o [1]Hall

o [4] Office 3

o [11] Canteen
II'_ Aocess Zu:unes




e Access Points:

o (1) Entry Turnstile

MNumber 1

Mame Entry Turnztile
Type Turnztile
Operating maode E nitry/E wit
Arccess zone o enter [ Hall

E ntry relay

[SUPPORT-11-57.9.45.1]: Relay 1. Device 1

Arccessed zone to exit

[0] Dutside “world

E st relay [SUPPORT-11-57.9.45 2] Relay 2. Device 1
o (4) Office 3 Door ,

MNurnber 4

M arne Office 3 Daar

Type Two-way access door

O perating mode E it /E it

Arccess zone o enter [4]: Office 3

E nkry relay [SUPPORT-11-57.9.44.1] Relay 1. Device 4

Acceszed zone to ext [1]: Hall

E st relay [SUPPORT-11-57.9.44.1] Relay 1. Device 4
o (11) Canteen Door

MHurnber 11

M ame Canteen Door

Type Twio-way access door

Operating mode

Ertry/E =it

Access 2one ho enker

[11]: Canteen

Entry relay

[SUPPORT-11-57.9.45.1]: Relay 1. Device .

Accezzed zone to exit

[1]: Hall

Exit relay

[SUPPORT-11-67.9.451]: Relay 1. Device .

- Access Points

(— ')‘qj-L [1 ]: Er'ltr_l,l Tumzhle
P E1 [4] Office 3 Door

FH— L’ﬁ-j-'L [11]: Canteen Door

Let's create an access level for an employee of Office 3 who works weekdays from 8:00 till 17:00 (lunch
from 12:00 till 13:00). The employee is allowed to do the following:
e Enter and exit through the entry turnstile (from 7:30 till 17:30) with antipassback enabled.

e Enter and exit through the Office 3 door (from 7:30 till 17:30) with antipassback enabled.

e Entry and exit through the Canteen door (from 12:00 till 13:00) with antipassback enabled.

e Arm and disarm the partition [4]: Office 3 from 7:30 till 17:30 using Reader 1 of S2000-2 with
address (44) which controls the Office 3 Door access point

The centralized control is enabled here.



Then, associate Office 3 partition to the 1% reader of the S2000-2 (address 4)

] laddiess 4, 52000-2) 52000-2 (4]
[=E D [FReader 1] Reader 1. Device 4
- e[ 4] Office 3
--------- D [Feader 2] Reader 2. Device 4
o B B [Loop 11 Loop 1, Device 4
o B B [Loop 21 Loop 2, Device 4
&= [Relay 1] Relay 1. Device 4
&= [Relay 21 Relay 2. Device 4

Let us create the Office3 Time Zone times zone for access through Entry Turnstile and Office 3 Door
and for arming/disarming Office 3 partition

Start End  [Ent| Ex | Mo| Tu[we| Th| Fr | 52| 5u|
07:30 17:30 I I | |

A time zone for access through the Canteen door will be Office3 Time Zone (lunch):
Start Erd | Ent| Ex | Mo | Tu |Wwe| Th | Fr | 5a | Su |
12:00 13:00 v v v v v v v

The access level for an employee from the Office 3 will be as follows:
Management |.-'1‘-.|:|:ess Control I M | Feybos I:_I,llinu:lers|

Partition Mode Time Zone
IEI_IT_ [4]: Office 3 Arm/Disarm Office3 Time Zone
Element type Partitian
Elerment [4] Office 3
Mode ArmdDizarmn
Time Zone Officed Time Zone
tanagement | Access Caontral | Yigw | K.evbaw Cylinders
Access PointfZone Mode Time Zone
II'_ [0]: Cutside World Passage Office3 Time Zone
II'_ [1]: Hall Passage Office3 Time Zone
II'_ [4]: Office 3 Passage Office3 Time Zone
'Jﬁ'ﬂ [11]: Canteen Door Entry/Exit Office3 Time Zone {(Junch)
Element type Arccezs Sone
Elemett [OF Dutzide World
tMode Pazzage
Tirme Lone Office3 Time Zone
Antipazzhack, Hard

Two-Perzon Rule Confirmation | Hone

Three-Perzon Bule Confirmation | Hone

Confirminig MHone

Zonal Anti-Pazshack Maone

Confirm by button Mone




Element type Accesz Zone
Element [1]: Hall

tode Pazzage

Time Zone Office3 Time Zone
Antipazzback Hard

Two-Perzon Bule Confirmation | Mane
Three-Perzon Rule Confimnation | None

Canfirmirg MHone

Zonal Anti-Pazshack MNone

Confirmn by button Mone

Element type Accezs Sone
Element [4]: Office 3

b ode FPazzage

Time Zone Office3 Time Lone
Antipazzhack, Hard

Two-Person Rule Confirmation | None
Three-Ferzon Rule Confirmation | Mone

Confirming Mone

Zonal Anti-Pazsback Nane

Coanfirm by buttan MHone

Element type Aocezs Paoint
Element [11]: Canteen Droor
b ode Ertry/E =it

Time Zohe Officed Time Zone [lunch]
Antipazzhack, Hard

Two-Perzon Rule Confirmation | Mone
Three-Ferzon Rule Confirmation | Mone

Canfirming Haone

Zonal Anti-Pazsback Mone

Coanfirm by buttan MHone

6.10.4 Configuring Working Schedules

In Orion Pro 1.12, working schedules also serve as access levels.

In other words, a working schedule is

defined by an access level specifically created to maintain time and attendance using access control
capabilities.

For time and attendance purposes, two access levels are usually created for each employee:
The first one is an access level used for an access control (as well as for IFS system, if
necessary) with a time zone created for access control ( IFS system, if necessary)

The second one is a working schedule that defines access zones covering an employee’s working
place, and a time zone for time and attendance.
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In some cases, there may be more than one access levels for ACS and IFS, but time and attendance can
have only one access level.

An access level for ACS entities (or combined access level for ACS and IFS) is assigned (on Credentials
tab) to a card (a combined access level can be assigned to PIN code, if necessary).
A working schedule is assigned (on Employees tab) to an individual employee or entire department.

The system utilizes working schedules to obtain information on when and what access zone an employee
has to attend.

A working schedule (i.e. an access level for T&A) is created in the same manner as an access level for
the access control system. They differ in the added entities and the logic of their utilization.

The Access level for Time and Attendance (T&A access level) includes an additional access zone which if
attended by employees, it will report the attendance at work.

Itis clear, that it is not needed to add an access zone identified as ‘0 - Outside World’ to an access level.

Please be advised of the following in respect to the T&A access levels:
Only access zones are analyzed
The Access Point entity (as well as Partition, and Partition Groups, etc.) is not analyzed
The Access Zone entity s analyzed by a time zone only
All other permissions and rules for the Access Zone entity are not analyzed.

Procedures of how to configure ACS access levels are described in Chapter in 6.10.2 Configuring Access
Levels. This chapter describes how to create and configure an access level (working schedule) for Time
and Attendance (working schedule)

Example!

A protected site has the following structure:

11 Canteen

[ ] Access Zone - 0 Outside World
- Access Zone — 1 Hall

[_] Access Zone - 4 Office 3
[] Access Zone — 11 Canteen

Let's create a working schedule (T&A access level) for an employee from Office 3, who works weekdays
from 8:00 till 17:00 (lunch 12:00 - 13:00). The employee is regarded as attending work when he/she is in
access zone 1-Hall and 4-Office 3.

The previous chapter discusses how to configure an employee’s combined access levels applicable for
access control and intrusion detection and fire protection systems. The employee’s access to the site
(permissions to operate partitions) is allowed in a wider time range than his/her work schedule,
specifically at any time from 7:30 to 17:00.

An access level for time and attendance requires specific times for the employee’s working schedule.
The time zone for a working schedule (T&A access level) of an employee from Office 3 will be called T&A
of Office 3:




Start End  [Ert| Ex | Mo | Tu[we| Th| Fr | 5a | 5u|
03:00 12:00 v ]|
13:00 17:00 W[ | [ ] D] v

The T&A access level for the employee from Office 3 will be as follows:

Management | Access Contral | Wiew | Kepbox Cylinders

Access Point/Zone Mode Time Zone
"8 [1g:Hal Passage T&A of Office 3
™ ¥ [4]: Office 3 Passage T&A of Office 3

The 1-Hall and 4-Office 3 access zones have been added to the T&A access level, and the employee’s
attendance in the zones is regarded as his/her working time.

However, the 0 - Outside World and 11 - Canteen are not added to the access level, thus his/her
attendance at this zone is not regarded as his/her working time.

The configured T&A access level can be associated with an employee (or the entire department of the
employee) in the Employee tab.

The combined access level described in the above chapter will be associated with a token (ibutton or
card) in the Credentials tab.

6.10.5 Configuring Access Levels for System Monitor Operators

In Orion Pro 1.12, the rights of the System Monitor operator are defined by a special access level created
to include the following:
e Entities of the system that the operator can control (partitions, partition groups, device zones
(inputs), access points, and readers)
e Events of entities that the operator can view (partitions, partition groups, device zones (inputs),
access points, and readers)

As mentioned above, the access level for an SM operator is assigned (on the Credentials tab) to a
software password of an employee or several software passwords.

If an operator is allowed to control (operate) a system entity (partition group, partition, device’s zones
(inputs), access point, or reader), the operator can view events of this entity by default.

If an operator is not allowed to control (operate) a system entity, he/she cannot see status or events
unless specially authorized to do so.

Attention!

An SM operator can see entities on maps and tab of the System Monitor, if the rules to operate the
entities and to view the entity status and events are included in the access level associated with the
operator’s software password.

Please, keep in mind the following:
e If an access level includes permission to operate any of the partition groups, the partitions from
that partition group and the loops of the partition are accessible as well.
e If an access level includes permissions and rules to perform actions in respect of a certain
partition, the partition’s loops and cameras can be controlled too.
e If an access level includes permissions and rules to perform actions to control a certain access
point, the reader or readers associated with that access point are also accessible.

Note:
e You can disable zone(loop) and camera control using the Management of Individual Zone option
in the software password menu
e You can disable management of fire extinguishing using the Fire Extinguishing option in the
software password menu.

(The description of how to create software passwords are provided in Chapter 6.12.1 Creating
Software Passwords (Software Logon Rights)



The Access Level for the System Monitor operator includes the following:

Intrusion and Fire System Operation Rights (the Management tab in the Access Levels tab)
Access Control System Management Rights (the Access Control tab in the Access Levels tab)
Status and Events View Rights (the View tab)

Keybox Management Rights (Keybox Cylinders tab)

Operations rights for the Intrusion and Fire System are defined in the same manner as for creating IFS
access levels. The differences between them are the priority of entities and the number of analyzed

entities.

1. Attention! Since an access level can include management rights permissions and rules applicable
both to partitions and partition groups, SM operator rights for entities are prioritized as follows:

Partition (the highest priority)

Partition Group
All groups
All partitions (

the lowest priority)

The IFS entities added to the SM Operator’'s access level will have the following properties to be
analyzed:

Property Possible Values Description
Partition Element type.
Element type Partition group /t is not recommended modifying this attribute.
All partitions ,
One of the system One of the IFS entities: partition, partition group, all
Element partitions partitions or all partition groups
All partition groups /t is not recommended modifying this property
One of the partition
groups
Mode View Operations and actions performable with an entity:
Arming e View (The Operator can only view an entity )
Disarming e Arm (The Operator can only arm an entity
Arming/Disarming with no permission to disarm
e Disarm (The Operator can disarm an entity
with no permissions to arm)
e Arm/Disarm (The Operator can arm and
disarm an entity)

The rights and rules for the access control systems are defined following the same method as for creating
access level for an access control system. The difference is the number of entity’s analyzed properties.

2. The ACS entities added to the SM Operator’s access level will have the following properties to be
analyzed:

Properties Possible Values Description

Access Zone Element type

Element type Access Points

We do not recommend modifying this property.

All access zones
One of the access

One of the ACS entities: an access point, access
zones

Element . zone, all access points and all access zones
All access points We do not recommend modifying this property
One of the access ’
points
Rules applicable to the operation of an access
control entity including Access Point:
Passage e Passage
Mode E“‘.'y (allows access through the following:
Exit . o One-way access point
Entry/Exit

o Two way access point (in both
direction)




e Entry
(allows access through the following
access points:
o One-way access points working in

the Entry operating mode
o Two-way access points working in
the Entry operating mode),
o Exit
(allows access through the following

access points:
o One-way access points working in
the Exit operating mode
o Two-way access points working in
the EXxit operating mode),
e  Entry/Exit
(allows access through two way access
points in both directions).
The Access Zone entity may have the following
value only:
e Passage

(used to allow access through all access
points in both direction).

If an operator has rights to operate a certain entity, he/she can view the status and events of this entity as
well.

If an operator may not operate an entity, but has to view it only, he must have view rights assigned in
order do that.
The rights are assigned in the Management tab.

| {anagement | Aooess Eu:untn:ul| Wigw | K.epbor Cylinders

Reader [Fy All... -
! [SUPPORT-11-57.9.0.4, 52000-2]: 52000-2 (4) S ....... = ﬁ;ﬁ::j-'gpmnts
:l EI 1
(] [SUPPORT-11-57.9.0.29, S2000]: 52000 (29) &[T Partition gioups
[ Kevboxes
= M SUPPORT-11-57

------- b LAN[1592.168.20.3)
S
I - - [29] 52000-K, [29)

=] [4]52000-2 4]
[26] BBFS-12-24 RS [26)
7] [35]52000-4 [33]
S [49] 52000-45PT [49)
] (11520002 (1)
[7] [40]52000-4 [40)
; [41] Signal-20 ser. 02 [41]
....... ny‘ CO 1
------- M| video

This tab page shows the following:
e The list of system entities added to the access level:
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Reader
EI [SecurityHead. 1.0, 1, 52000]: Main Panel
EI [SecurityHead. 1.0,13, 52000-4]: 52000 (13)
e The view tree of the system:

Al

Access: Points

----m Partitions
----m Fartition groups
k.eyboxes
SecurityHead
AcceszzChl
FireProtection
Server
HRDept

PR ¢

The view list of the system entities and the access level list of system entities display the following
information:

1. For entities such as Access Point (fL), Partition (IE'_‘-]L) and Camera (-):

a. Number
b. Name
jL [1]: Entry turnstile

2. For entities such as Device (=), Reader (D), Loop (ﬁ) and Relay Output (@):

a. Address
b. Name
[ [securityHead. 1.0.5, $2000-4]: 52000-4 (5)

P.S. The list of system entities added to the access level shows a full address of the entities:

BE [SecurityHead. 16.1]: Loop 1, Deviee 6 . And the Device entity includes the type
To add a new entity to the list of entities, please enter the editing mode, then:
e Select an entity you want to be viewed.

e Double click the entity
You can add all access points (B 4l 4ccess Paints ) all partitions( BT e 4ll Partions ), all devices (

[ aiDevices 4y readers (5] AlResders ) BB Alloons 4 relay outputs &2 All Relays
and all cameras M Al Cameras {5 an access level.

To do that, please double click a node you need. All entities as the above are included in the El Al...
node

To delete an entity from the view of an access level, please enter the editing mode:
e Select an entity you want to delete

e Press the <Del> key, and click Yes button in the dialogue box to confirm the delete action:

Finally, note that:
e If any partition is added to a view access level, the status and events of the partition’s loops and
outputs can be viewed as well.
e If any access point is added to a view access level, the status of events of a reader(s) controlling
the access point can be viewed as well.
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6.11 The Employees Tab. Creating the List of Employees

-
_E Orion Pro: Database Administrator

= =)
Options  Service Help
t oIkl & (@a g o
‘ s 4 L4
EmployeeID &5
[ [&ll departments] - l P
| Employees (5] ’ it Last Name |waroy
L4 First Hame Peter
_|Jakzan .
_|MeReanD. Middle Name
_| F'et.ersnn F. Status User -
_| Smith J. K.
_|3mith K. L
TumaE. r Work Phone:
_|EEEE Home Phone:
L )| 8 | [ [
-
|| | Contact-id number i
Company [EDLID Company "]
Department [Enecutive b anagement "]
Job Title [Manager "]
Schedule [Department Wwhiork Schedule v] =
exible Schedule ay Caryover Ban
"] Flexible Schedul V] Day C. B
cor =
Home Address
Search by Last Mame -
Date of Birth | R
[Date Time Dezcnphion
25032015 16:30:09 . Database restart in Scanning Core completed, computer SUPPORT-11-67 [192.163.11.57]

| Fiemotely Changed Table&| Mebwiork exchanges |

o Edt | add | Deme | Fin

| ¥

L

The Employees tab displays the following information:
1. The list of employees

2. The attributes of a selected employee.

The Employees tab allows:
1. Editing a list of employees

2. Editing lists of companies, departments, and job titles.
3. Printing badges (cards) of employees.




List of E_mployees:
¢ |8 |&

[ [&)l departments] = ]

Employees [7] = |
4

il Jakzon . =
_|MckeanD. 1
_|Peterson F.

_|SmithJ. K.

Smith K.

‘_uTuma B.

Search by Employes (D -

The list of employees includes Names of each employee:

The lower part of the list contains a search field to find an employee in the list by his/her ID, name, car, or
company:

Search by Emplopes 1D -

The method of search is selectable in the dropdown list:
[_S garch by Employee |D vj

Search by Car
Search by Emplopes (D

IH Search by Lazt Mame
|| Search by Campany

When entering (case sensitive) an employee ID, hame, vehicle, or company in the search field, it moves
to the item of the list starting with the characters being entered:

Employees [7] 1
Il ["eanow P,

[l

‘_I.Jaksnn.].

Mckeon D

B Potersone |
_|SmithJ. K.

_|Smith K.

| Tuma B.

m

Search by Lazt Mame -
Fe

The upper part C(_)ntains fields for arranging the list of employees:
e |9 |[& | |

[[.-ﬁ-.ll departments] ']

To arrange employees in the list, please click the corresponding button:
e Byname,
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e By status,

« By Employee ID (EMPLID).

g | & @

This list can be filtered to display employees from a required department. To do that, please select a
required department:

[All departmentz] -

&l departments]

E wecutive bManagement
Salez Department
Software Developments
Software Testing
Technical Suppart
“Warehouse

6.11.1 The Employee Entity

To add a new Employee entity, please:
e Click the Add button.

o Enter values for the properties of the new Employee entity.
e Click the Save button.

To modify the attributes of the Employee entity, please select a required employee in the list and click the
Edit button. Then enter necessary changes and click the Save button.

To delete the Employee entity, please select an employee you want to delete from the list of employees
and click the Delete button. Then click Yes in the appeared dialog box to confirm the deletion.

Orion Pro Suite supports import of employees list from the *.csv file using the Employee Import Wizard
utility included in the Orion Pro Suite (Refer to Chapter 16 Employee Import Wizard)

(Continued Next Page)
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The attributes of the Employee entity:

Employee ID 7

Last Name Tuma

First Hame Bonnie
Middle Name
| status Employes -
Work Phone:
Home Phone:
ERFRE-NEN
Contact-id number
Company IBEILID Comparny v]
Department [Sthware Testing v]
Job Title IS::-ftwater Tester V]
Schedule [Department Wwhork Schedule v]
[ Flexible Schedule [¥] D ay Carmyover Ban
Cor =
Home Address
Date of Birth 0740341331 |
Attribute Possible Values Description
Employee ID (EMPLID) is the employee ID in a
company sheets.
A length of 0 to 50
Employee 1D characters This field may be empty (not recommended).
Default value: empty field
A length of 0 to 25 The last name of an employee
Last Name cﬁaracters
Default value: empty field
A length of 1 to 25 The first name of an employee
First Name
characters Default value: empty field
An employee’s middle name
Middle Name A Iegﬁ:;aftgrtso 25 This field may be empty.
Default value: empty field
Owner . .
Administrator An employee’s authority level.
Status Duty Officer (Refer to Chapter 6.11.1.1 the Status of an Employee )

Duty Operator
User ( or Credential
Holder)

Default value: User




Employee
Badge Office
Operator (BO

Operator)

A string length of 0 to

An employee’s work phone.

Work Phone 25 characters This field is optional;

Default : empty field

An employee’s home phone number.
Home Phone A string length of 0 to This property is optional.

25 characters

Default value: Empty field

Contact-id number

0..2147483647

An employee’s contact-id number used to transmit
events to S2000-IT, YO-4S, and S2000-PGE devices.

Default value: 0

Company

One of the in-
system- companies
or empty field

A company where an employee works

This property may have no values in its field (Not
recommended).

If the Company field of an employee has no values
entered, the employee will not be visible in the Time
and Attendance software module.

(Refer to Chapter 6.11.1.2. The Company Property

Default value: Empty field

Departments

One of the in-system
departments or
emply field

The department of an employee.

This property may have no values in its field (Not
recommended).

If this property of an employee is not set, this employee
will not be visible in the Time and Attendance module.

(Refer to Chapter 6.11.1.3. The Department Property.

Default value: Empty field

Job Title

One of the system
Job tittle or empty
field

An employee’s job title
This property’s field may be emply.
(Refer to Chapter 6.11.1.4 Job Title )

Default value: empty field

Work Schedule

Department Work
Schedule or one of
the access levels

Employee’s working schedule

Work schedule are selectable items in the dropdown
list:

D epartment YWork Schedule -

Department *iork Schedule

200 Local Contral

20M Lacal Contral - All

200 Operatar

ACS of Department 3

Local Contral 2,400,710

b ainnam

The following can be used as a work schedule:

e A specific employee work schedule (T&A

access level). In this case, an employee’s time
attendance will be accounted in accordance




with a defined work schedule.

e Department Work Schedule, an employee’s
time and attendance will be accounted in
accordance with the schedule of a department
where an employee works.

(Refer Chapter 6.11.1.3 The Department
Property)
Default value: Department Work Schedule

This property enables or disables a flexible schedule:

e |¥/(Yes) — A flexible schedule is enabled - the
time and attendance accounts only hours
worked regardless of late punch-ins, absences,
and early punch-outs of an employee.

Flexible Schedule ¥l (Yes), | (No) . (NMo) — A flexible schedule is disabled. All
employee schedule breaches are accounted).
For the most part, a flexible schedule does not apply.
Default value: (No)
This property defines whether to allow the day carryover
option on not :
e (Yes)— The day carryover is not allowed. The
employee is not allowed to work night shifts
. (No)— The day carryover is allowed. The
employee may work night shifts:
If you select the ‘Day Carryover Ban option, hours
worked will be counted as it set in the Time and
Day Carryover Ban ¥ (Yes) (No) Attendance client: through the end of a day, through
the end of a working day or till an employee’s last
recorded ‘Passage’ event in the system. The option is
used against access control procedure violations when
the system has not registered the exit from a site.
The Day Carryover Ban option is selected for
employees in most cases.
Default value: || (No)
An employee’s car
A string length of . . ,
Car 0to 200 characters This property is optional.
Default value: empty field
An employee’s home address
Home Address A string length of This property is optional
0 to 200 characters property is op
Default value: empty field
The birth date of an employee.
. ’01.01.1900'...’31.12. . . .
Date of Birth 2099’ or empty field This property field is optional
Default value: empty field
The photo of an employee.
Photo Photo or empty field | This property field is filled in optionally

Default value: empty field

6.11.1.1 Status

The status of an employee is selected from the dropdown list:




(\)

(O8]

Employes

-]

Dwrer
Adrministrator
Druty Officer
Dty Operator
|dzer

|

B adge Office Operator

The status of the user (employee) defines his rights in the system:

User rights to run software

Status Rights in Database Administrator
modules
The highest status. The Owner | The Owner has rights to perform any
Owner has rights to run all modules and | functions including the assignment

perform all functions.

owners and administrator accounts

Administrator

The Administrator has rights to run
all software modules

The Administrator has rights to
generate and edit report in the
Report Generator Module.

The Administrator has rights to perform
any functions except for the assignment of
owners and administrators.

This user have rights to run the
Operative Task, Report Generator,

D?Jltgyoc;))zlr(:;r and Time and Attendance modules | -
The user may close System Shell
This user have rights to start
Report Generator and Time and
User Attendance
Employee )
Most employees have this status (
User/Employee).
An employee with this status has | The user have rights to use Employees
rights to run the Database | and Credentials tab of Database
Administrator, Report Generator | Administrator tabs related to the issue of
and Time and Attendance badges (ibuttons and cards)
Badge Office
Operator Also, such an employee has rights | This status gives no rights to assign

to close System Shell.

Owners and Administrators

A user with this status has no rights to
define PIN codes and software passwords

Attention! There must be at least one user with the Owner status in the system.

In addition to Status, an employee rights depends on the properties of software passwords assigned to
such an employee (Refer to Chapter 6.12.1 Creating Software Passwords).

6.11.1.2 The Company Item

This property is selected from the dropdown list:

BOLID Comparmy

ALMAS Inc.
BOLID Cormpary

True Steel Carparation
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The list of companies is edited in the Companies dialog box. To open this dialog box, click the - button
(located to the right of the Company item):

E Companies @ )

Companies

Hame
ALMAL Inc.
BOLID Company
True Steel Corporation

I
|
[= Adress
‘ 13, Green Road, Moscow

Phone

Bit | add || Delete

The left pane of the window contains the list of companies.
The right pane shows the details of a selected company

L5

To add a new company:
e Click the Add button.

¢ Enter details for the new company.
e Click the Save button.

To modify company details, please select a required company in the list and click the Edit button. Then
make necessary changes and click the Save button.

To delete a company, please select a required company from the list of companies and click the Delete
button. Then click Yes in the appeared dialog box to confirm the deletion:

-

=




The details of the Company:

Name
ALMAL Inc.

Adress
13, Green Road, Moscow

Phone
Attribute Possible Values Description
A string length of 1 to The name of a company.
Name 100 characters )
Default value: empty field
The address of a company
Address A string length of 0 to This attribute may have no values.
150 characters
Default value: empty field
The phone of a company
Phone A string length of 0 to This attribute may have no values.
30 characters ’
Default value: empty field

6.11.1.3 The Department ltem

This department is selected from the dropdown list:

Software T esting :

Ewecutive Management
Sales Department
Software Developments

Software Testing
Technical Suppart
Warehouze

The list of departments is edited in the Departments dialog box. To open this dialog box, click the
button (located to the right of the Department interface item:
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E Edit Departments

Sales Department

Software Testing
Technical Support
Warehouse

Departments -

Software Developments

m

Work Schedule

Name
Executive M anagement

Description

’Tumstile V]

Edit H

Add

[

Close

The left pane of the window contains the list of departments.

The right pane shows the details of the department you selected

To add a new department, please:
¢ Click the Add button.

o Enter details for the new department.
e Click the Save button.

To modify the attributes of a department entity, please select a required company in the list and click the
Edit button. Then make necessary changes and click the Save button.

To delete a department, please select a required department from the list of departments and click the
Delete button. The click Yes in the appeared dialog box to confirm the deletion:

The Department item has the following attributes:

Name
edCamparyt ame

Description

mmCompanypdddress

Port
Edit1
Attribute Possible Values Description
A string length of 1 to The name of a department
Name 80 characters
Default value: Empty field
Comments
A string length of 1 to
Description 100 characters This attribute may have no values
Default value: Empty field
. The work schedule of a department.
Work Schedule Not Specified or one

of the access levels

The schedule is selected from the dropdown list




iDepartment Wiork Schedule -

Department Ywork Schedule

20k Local Contral

200 Local Contral - &l
20 Operatar

ACS of Department 3
Local Contral 2,400,710
b ainnam

Default value: Not specified

6.11.1.4 The Job Title ltem

A job title is selected from the dropdown list:
Lﬁnftwater T ezter vJ

kM anager
Programmer
Sale Clerk.

Softwater T ester
Suppart Azzistant
W arehouseman

The list of job titles is edited in the Job Titles dialog box opened by clicking the ' = button (located to the
right of the Job Title item):
h

W, Job Titles e

Job Titles

| »

Name
edCompanyt ame
Programmer
Sale Clerk L ——
= Description

Softwater Tester

- mmCompanpdddress
Support Assistant

Warehouseman

Port
Edit1

[ mit | ad | ekt Close

The left pane of the window contains the list of job titles.
The right pane shows the details of a selected job title

L

To add a new job title, please:
e Click the Add button.

e Enter values for the properties of the new job title.
¢ Click the Save button.

To modify the attributes of the job title, please select a required job title from the list and click the Edit
button. Then make necessary changes and click the Save button.

To delete a job title, please select a required job title from the list.
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9 Delete this job title?

| Yes | | Mo

The attributes of the job title item:

Hame
Dreputy chief
Attributes Possible Values Description
A string length of 1 to The name of a job title
Name 80 characters
Default Value: empty field

6.11.1.5 The Photo Item
The Photo contains a photographic image of an employee.

An employee’s photo can be loaded from the bmp or jpg file or captured from a USB camera connected to
the workstation.
)

To load an employee’s photo, please go to the editing mode, the click the | |button, and select an

employee image file in the standard dialog box.

To take an employee photo using a USB camera, please go to the editing mode, then:
e Click |—“"ij |
e The Video Frame window will appear:

Yideo Frame @

To capture an image, press the Freeze button

Freeze |

| Settings |

| Exit |




o Click the Freeze button to take a picture.
o Click the Save button. Select a format to save an employee’s picture (a jpg format is
recommended):

-

Systern Request EX

Iel Convert the BMP format image to JPEG?

ves || No

If you select to save as JPEG format, you will have to set the compression quality

Quality of JPEG Image: 90 o

oMo | M cancel |

Note, that maximum size of employee photo stored in the database is defined by the Maximum
size of Employee Photo parameter of the Database Administrator module (Refer to Chapter
6.74. 1 Database Administrator Settings)

Please connect only one USB camera to a computer to ensure proper image capturing.
To edit an employee’s photo, go to the editing mode of the Employee entity:

e C(Click the button

e Edit a photo in the appeared Photo Editor window.

W

e (Click the button to accept changes



The Editor Photo window offers the following functions:

g
[&] Photo Editor

lad

281 x 210 100%

fars

[ ]

e —Load animage form a file.
= |

e — Save photo as a file

e —Zoomin.

e —Zoom out

=
4Qr
S

e — Asoriginal

r==-==-n
' 1
1
¥ WA
' 1
_____ 4
[ S —

20 |




e — Select an area in the photo.

-

If you click the button, the menu will appear where you can choose proportion of a
selected area: custom, 2/3, 3/4.

2

EF-E;;“E Ratio 2.3}

-raz;1- Ratio3:4 »

If you select 2/3 or 3/4 ratio, please specify what side you want to lock as original and
what side is to be resized to match required ratio.

v  Lock Width
Lock Height
L
e — Crop a picture in accordance with boundaries of a selected area.
4 l 3
° o
e — Change resolution of photo in the pop-up dialog box.
] (|
fidth [p] 403 =
Height [px] 297 =
Apply ] I Cancel
You cannot change the ratio of a photo
o — Accept all changes and close the Photo Editor dialog box.
[ — Close the Phot Editor dialog box with no changes accepted.

To delete an employee photo, please go to the editing mode and click the button

N
(\)
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6.11.2 Employee Card. Printing a Badge

The Database Administrator module supports printing badges on Proximity cards using special printers.

To print an employee badge, please do the following:

1.

Create a badge template using the Options/Configure Card Layout menu. (Refer to 6.11.2.1
Configuring a Card Layout

Navigate to Options/Settings menu to open the Settings tabbed window. Then go to the
Employees tab and specify a file path in the Badge template path field.

( Settings lﬁw

i—EeneraI | Emplopees |.T’-'-.|:|:ess |

Badge template path:
C:\BOLID'BOLID Company.cf

1

=

Show dialog to select template before printing

W

Maximum size of employee photo (kB) 100

Employee ID format

Print card using print image settings [—|

1
2]

,__
|

Chedk for Empl ID unigueness

[k ” Cancel

If you use a printer based on a magnetic unit, please select the Print card via print image settings
parameter in the checkbox.

Please, select a required employee from the list of employees and click the Print button.

If the Show dialog to select template before printing parameter is selected in the Database
Administrator settings, you will have to choose a template every time you print a badge.



E Cpen M
Lookin: |, BOLID - @F 2 E
i Mame : Date medified Type
oo, St . ARM_ORION_PRO1 12 2 ENG 9/3/2014 327 PM  File folder
RecentBlaces ) [ 5pjng 4/3/20149:49 AM  File folder
! | | BOLD Company.cf 9/18/201412:26 PM  CFFile
Desktop
Libraries
-
=
Computer
h 1 | 1 | F
Metwork — :
File name: - Open
Files of type: [q:'annm c walnoHann {~.cf} "] [ Cancel ]
LS A

1

In this case, there no sense of specifying a path to a specific template, and the Badge template path field
may be left empty.

6.11.2.1 Creating Badge Layout

The Card Layout Editor dialog box is used to create and edit an employee badge template. To do that
please choose Options/Configure Badge Layout/Standard Badge.
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=
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=

You can perform the following functions using this window:

Save to and load a template from a file.

Use the following buttons to perform that:
o

= — Save as afile
O

=_ Load from a file

Preview and preprint a new.

Use the following buttons to do that:

O

-~

y
=% _ Preview a created template

Preview

S| o
Teut 2

(@]

= Print a test template

Set a photo’s orientation.
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Please, use the following buttons:

o =- Toggle landscape

o J_ Toggle portrait
e Add a photo or any other graphics to an employee template:

o Click the = button.

o Position the image by dragging it to a required place or using field alignment:

X (E741 [ . , : :
1. *ll— align the upper left corner of the image against the left side of a
layout.
v |33 & , , ,
2. — align the upper left corner of the image against the upper side of
a layout.

o Set an image size using field adjustments

[l
1 B0 B neignt

|
2. B0 5l idih

o Type an image name

Ao Photo

Additional details may be needed only to facilitate template configuration.
o Define whether it will display an employee photo or other picture.

1. To display an employee photo, please select the Photo item in this field

dropdown list. | Phota v
An employee’s photo will be printed to a badge.

2. To display a photo in this area, please leave this field empty

-

And click the = button to load an image
e Add any text or an employee’s details from the database.

o Clickthe = button,
o Position the text place on a layout by clicking and dragging it to the place you need or
using the field alignment:

x |B741 & L. , .
1. /- Align the upper left corner of your text against the left side of
layout.
yo |33 AL . ,
2. — Align upper left corner of the text relative to the upper side of the
layout.
o Set atext’s field size:
[l
1. B30 Bl Feid height
(ry]
2. B30 = Fieid width.

o Provide text font settings in the Font window. To open this window, please click the 4
button

\S]
\S]
()]



Fegular

fiios
Bold
Hold {Gfigue

Effects Sample

[] Strikeout

[ Underine

Calar:

[ ICustom - Script:
Cyrillic 2
L% A

o Align a text using the following buttons:

—
[l

— Align to the left

N
I

— Center text

3. — Align to the right

o Entry a text name

Employee D
Last Mame
First Mame
Middle Mame
Company
Department
Job Tittle
Statutes
Waork Schedule
Address

Birth Date
Vehicle

Work Fhone
Home Phone
Contact|D

When database details are to be displayed, the text is entered only to facilitate the
process of configuring a layout

When entered information is to be displayed on a badge, it is the text entered in this filed
will be displayed.
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o Define what text or an employee’s details are to be displayed in a badge,

1. To display employee details on a badge, please select one of the items from the
dropdown list:
| Employee 1D -

The available items are as follows:
1. Employee ID

2. Last Name

3. First Name

4. Middle Name
5. Last and first names
6. Company

7. Department

8. Job Tittle

9. Statutes

10. Work Schedule
11. Address

12. Birth Date

13. Vehicle

14. Work Phone
15. Home Phone
16. Contact ID

In this case, when an employee badge is printed, the corresponding information
will be taken from the database.

In addition, you can select from the
Employee 1D

™ Jdropdown list the Card

Code item.
In this case, when an employee badge is printed, the card code information of the
badge will be taken from the dalabase.

Using this field Y lF”"—'Jone can select how a card code will be
displayed:

e Full

e Wiegand16

e Wiegand24

2. If you want the text to be printed on a card, please leave the following field empty:

| -

In this case, the printed badge will contain text entered in the field

e Add a print date to a card layout.

To do that, please proceed with the following actions:
o Pressthe j. Button

o Position the date position on a layout by clicking and dragging it where you want or
using the field adjustment:

x: (5741 A . :
1. - Align the upper left corner of the data text against the left side of

the template.

\®]
(\O]
~
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y- 338 @l Align the upper left corner of the data text against the upper side

of the template.

2.

o Set atext’s field size:

[l
1. B30 Bl Feid height

E= | 15.00

ral
2. [~I_ Field width

o Provide select font settings in the Font window. To open this window, please click the
4 button

o Align a text using the following buttons:

—
I

— Align to the left

N
[l

— Center text

3. — Align to the right

o Entry the name of date in the field

= Empl |O

The text entered in this field is used only to facilitate layout configuration processes.
When printed, the badge will contain a print date

6.11.3 Saving an Employee Photo as a File

The Database Administrator module offers a capability of saving an employee’s database-stored photo as
a file.

To save an employee photo as a file, please select a required employee from the list of employees, then
go Service/Save Employee Photo as File , the standard Windows’ dialog box will appear, than locate
and name a file you want to save, and click the Save button.

You can save an employee photo using the Edit Photo dialog box as well. (Refer to Chapter 6.11.1.5
Attributes of Photo Item

6.11.4 Exporting Employee Details and Credentials to CSV File

The Database Administrator module provides capability of exporting a list of employees and credentials
from the database to a CSV file using the Employee Import Wizard utility.

To launch the Employee Import Wizard follow Service/Export Employees to CSV File
When launching this way, the wizard will skip the following windows:

e Welcome to Import and Export Wizard.
e Database Parameters.
e Select Operational Mode



The Data Files dialog box will be displayed immediately, where you have to enter name of files for
the list of employees and the list of credentials.

Logic of Import and Export Wizard and the structure of files containing lists of employees and credentials
are described in Section 16 Employee Import Wizard of this Guide.

P.S. Note that in addition to the Database Administrator, the above functions require the Employee
Import Wizard utility.
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6.12 The Credentials Tab. Creating the List of System Credentials

-
.E Crion Pro: Database Administrator E

Options  Service Help

DO I HEB G S e
(¢ [|[®T| Employee |Jakson .

[.-’-‘-.II Departmentz - ]

= Code type [TDuchM emory Button v] Code F200001588CCDEOT
[¥| Pazzword far programs -~

i PIM |—|

[ Touchk Bt E "

% F'rDDL:-:Ii:mit ot Eeen | [T Additional code

il Fi - || Codetype Code

] T okens with insalid data

[71 Expired pazswords ‘

Walid
[.-“-‘-.II Access Levels '] &

From 26.05.2013 0000 -3 & Tilk 26062015 2355 =

Credentials of Employees (1 l]ll -
| Ivanov P.
|| Ivanov P. ----E.ﬁ.ccess LE".I'E|§ 20M Operataor
4 Jakson J. .. Store token code in devices Off

Mckeon D.
-t .. Store token code in 52000M OFF
| Mckeon D,
|petersone. - Suspended token Off

Smith 1, K. .. Tokent type Main
_|smith 1. k. =l|| .- stoplst Off
| Tura B.
_|Tuma B. —'1 Infarmation

Data are not available Detal
Lazt Mame -
D ate Time Description

Fiemotely Changed Tables | Metwork exchanges |

Edt || Add || Delete |

I—

L

The Credentials tab shows the following:
1. List of credentials

2. Properties of a selected credential
3. Information showing compliance between database settings and device configurations for
selected credentials (tokens or fingerprints)

The Credentials tab allows user to:
1. Modify the list of credentials for the Orion Pro software modules, as well as IFS and ACS
systems:

- Software passwords (used to run software modules)
- PIN codes

- Touch Memory buttons

- Proximity cards

- Fingerprints.
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2. Synchronize the list of database-stored credentials with the system device configurations

Let’s consider the list of credentials (Credentials of Employees):
Al Departrments v]

| Software Password

| PIM

| Touch Meman Button
of | Prosimity Card

| Fingerprint [Bl10Access)

[ | »

1

Expired pazswords
Tokens with invalid data

[.-i‘-.ll Access Levels v]

Credentialz of Employees [6]

Mckean D,
Peterson P,
Smith 1. K.
Smith 1, K.
Tuma B,

m

[Last Mame -

I:nlthe list of Employee credentials, credentials are represented as the names of credential holders:
Smith J. K.

PIN codes, Touch Memory buttorns, Proximity cards, and fingerprints are shown in black color,
Passwords are shown in blue color. Expired passwords (credentials) of any type are shown in red font
color.

The lower part of the list contains the search field to search credentials by a code, short code, or
employee last name (credential holder).

[Last M ame v]|

The method of search is selected in the dropdown list:

[ Last Mame - ]

.5 hart code

When you start entering a code, short code, or an employee’s hame (case sensitive), it moves to the first
item that begins with the characters being entered:

Credentialz of Employees [10] (| =
|1 Jakson 1.

Mckeon D,
Mckeaon D,
Peterson P,
Smith 1. K.
Smith 1. K.
Tuma B,

m

Tuma B. -

Last Mame - |ja

The upper part contains fields to search and filter credentials:



2 | D

[.i'-.ll Departments - ]

| Software Pazsward

| PIM

| Touch Memomn Button
| Prosirnity Card

| Fingerprint [BIDACcess]

[t | »

1

Expired pazswords
Tokens with invalid data

Al Aocess Levels -

Pressing buttons toggles the corresponding search methods:
e By a credential holder’s last name

e By a credential type
g | S
L |

by mame ]

by type

You can filter the list of credentials to display credentials related to one specific department only. To do
that, please select a required department in the dropdown list:

All Departments -

All Departrnents

E secutive bManagement
Salez Department
Software Developments
Software Testing
Technical Suppart
YWarehouse

The list of credentials can be also filtered to display only credentials with an assigned access levels. To
do that, please select a required access level from the dropdown list:
Al Access Levels -

Simple input

200 Local Contral

200 Lozal Contral - All
200 O perator

ALCS of Department 3
Carmera Cantral
Configuring 20k
Configuring 520000
Local Contral 2.4.KDL,10
[ BB

Credentials can be filtered by:
e type:

+| Software Password

| PIN

of | Touch Memaon Button
| Prowamity Card

| Fingerprint [BI0ACoess] -

[am | »

e by additional parameters:

[7] Expired passwords
| Takens with invalid data
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6.12.1 Creating Passwords for Software Modules
The passwords authorize users to lunch software modules of the system.

To add a new Password for Programs, please:
e Click the Add button

e Select an employee from the dropdown list to whom you want to assign a password.

Employee |Jakson . =

e Select the Software Password item in the Code Type dropdown list:

Code Type | Sofbware Passwaord *]

o Enter a code to be used as a software password ( for Orion Pro software modules).

cud.e EREE

¢ Define a validity period for the password using the From and Till fields.

alid
From 26.06.2013 1447 2| 3 Tilk 31082005 1447 2 §

e Setrights to access software modules.

Central Server Manager On *‘
|_:_| Database Administrator On
- Access to Intrusion and Fire Alarm On

- Access Control - Off

m

- Scenarios Off

- Management Tree  Off
- Schedule  Off

- Time Zones Off

- Access Levels  Off
--Employees On

- Vehides On

- Credentials  Off

= Operative Task On -

e Click the Save button.

To modify a software password, please select a required password in the list of passwords and click the
Edit button. Then make required changes and click the Save button.

To delete a password, please select a required password in the list of passwords and click the Delete
button. Then click Yes to confirm the delete action in the appeared dialog box.
Complete changes you want and click the Save button.



N

Systemn Request £

| Delete the password?

| Yes | | Mo

Settings of the Software Password item:

Employee [SmithJ. K.

Code Type [Su:uftware Pazzword *| Code *

Additional code

ContactID 0

Yalid
From 26062013 1447 -5 3

Rights to start programs

Till: 31102016

1447 -3 @

Central Server Manager COn

l_—__| Database Administrator On

- Access to Intrusion and Fire Alarm On
- Access Control On

- GCenarios  On

- Management Tree On

-.Schedule  On

- Time Zones  On

- Access Levels  On

-.Employees  On

- Wehicles On

- Credentials  ©n

[=)- Operative Task On

m

Properties Possible values Description
An employee that holds this password.
One of the employees
Employee in the system Default value: an employee selected in the list of
employees on the Employees tab
Software Password Code type.
PIN Codes .
Code type Touch Memory Bution The Software Password item must be selected
::ir:X'eT'?i’n?ard Default value: The same type code as for the
gerp credential selected from the list of credentials




A string length of 6 to

A password code

This code can include alphanumeric Cyrillic and
Latin characters.

To enter a password code, click the Code fields
to open the Password Change dialog box:

-

Password Change

Code 19 characters

0Old password

Mew password e

Confirm password b

I VDK || anncel |
befault Value: Empty Field

< The_ date when a pasword validity period
=) begins.
= From '01.01.1900'...’31.

12.2099’ Default value: the same date as for the
credential entry selected from the list of
credential entries
The date when password expires.

Till 01011213889 31. Default value: the same date as for the
) credential entry selected from the list of
credential entries
Authorization to run the Server Manager
Server Manager On/Off module.
Default value: Off
o Authorization to run the Database Administrator
= Database module.
2’-}- Administrator On/Off
@ Default value: Off
‘l_> > Authorization to access the following tabs of the
;:r" g— Database Administrator module:
= 5 . e Device Addresses
= % | Access to Intrusion On/Off e Maps
o | g and Fire System P
3 g e System Structure
— =
[\V)
S Default value: Off
= Authorization to access the Access Control tab
g) Access Control On/Off of the Database Administrator module
g Default value: Off
® Authorization to access the Management
§ Management Scenarios tab of the Database Administrator
% Scenarios On/Off module
e Default value: Off
Authorization to access the Management Tree
Management Tree On/Off tab of the Database Administrator module
Default value: Off
Authorization to access the Schedule tab of the
Schedule On/Off Database Administrator module

Default value: Off




Time and Attendance

On/Off Authorization to access the Time Zones tab of
Time Zones the Database Administrator module
Default value: Off
On/Off Authorization to access the Access Levels tab of
Access Levels the Database Administrator module
Default value: Off
On/Off Authorization to access the Employees tab of
Employees the Database Administrator module
Default value: Off
On/Off Authorization to access the Credentials tab of
Credentials the Database Administrator module
Default value: Off
o On/Off Authorization to run the System Monitor module
= Operative Task
) Default value: Off
g' On/Off Authorization to control individua_ls zones using
= M t of maps and relevant tabs/panes in the System
o anagement o Monitor module.
= Individual Zones
Default value: Off
Management of On/Off Au_thorization to disarm _High Security Partitions
High Security using the System Monitor module (maps and
Partitions relevant tabs/panes).
Default value: Off
On/Off Authorization  to  enable/disable  AUTO
Management of Fire (ex.tingL.Jisr_]ing) mode and to activate/abort fire
Extinguishing ext|_ngwsh|ng for S2000-ASPT and Potok-3N
System devices.
Default value: Off
Privileges defined by an access level to control
system entities, and view states and events of
the entities in the System Monitor.
. One of the access | The Process of creating access levels for the
Operator Privileges levels System Monitor operator is described in Chapter
6.10.5 Creating Access Levels for System
Monitor Operator
Default value: no access levels selected
Authorization to handle alarms in the System
Monitor module (mark alarms as Handled, move
Handle Alarms On, Off alarms to archive, and modify alarm attributes).
Default value: Off
On, Off Authorization to run the Time and Attendance

module

If it's toggled, the user will have all authorities to
run Time and Attendance: generate reports on
all employees of the company, provide advance
settings of the client, mark an absence as
Authorized

If this toggle is off, the user can still launch Time
and Attendance but generate only his own
reports with no access to the client settings; the
user can add absence reasons but cannot mark
them as Authorized ones




Default value: Off

On, Off Authorization to run the Report Generator

Report Generator module.

Default value: Off

On, Off Authorization to run the Personal Card module
Personal Card
Default value: Off

(*) Attention! An employee’s system status also affects the privileges to launch programs (Refer to
Chapter 6.11.1.1 Status)

Attention! By default, the database includes software password for Smith J. K. with the Maximum access
level and full set of privileges to run the software modules.

6.12.2 Creating PIN Codes

PIN Codes are used by user to get authorized access to perform the following:

Arm and disarm partitions and partition groups via S200M panel, S2000-K and S2000-KS
keyboards, and S2000-BKI indication and control panel

Enable/disable Auto Mode, and initiate/cancel fire extinguishing process via S2000/S2000M
panels and S2000-PT indication and control panel

To add a new PIN code, please:

Click the Add button.

In the Employee dropdown list, select an employee to whom you want to assign a PIN code:

Employee |Jakson.. -

Select the PIN code item in the Code type dropdown list:

Code type |PIN P

Enter PIN code you want in the Code field.

CﬂdE RRXHAR

Define a pin code validity period in the From and Till fields.

Valid
From 26052013 [Z] 0000 3 3 mlk 26062015 (@) 2359 3 @

In the Access Level field, set an access level defining PIN code rights to operate partitions and
partition groups, and control fire extinguishing

...............................

Specify the location where a pin code will be stored.



Store token code in S2000M On
Store token code in devices Off
e Click the Save button.

To modify a PIN code, please select a required PIN Code from the list of credentials and click the Add
button. Then make necessary changes and click the Save button.

To delete a PIN code, please select a PIN code you want to delete and click the Delete button. Then
confirm the delete action by clicking Yes in the appeared window.

Systern Request EX
[0] Delete the password?
| Yes | | MNo

The attributes of PIN Code as a system entity:

Employee I.Jaksu:un J. TI

Code Type IF'IN » | Code **

Additional code

ContactID 0

Walid
From 26062013 (@] 00:00 -3 & Tk 30052006 (] 2359 -3 &

Access Level Maximum
Store token code in S2000M On
Store token code in devices Off

Infarmation
Not Available
Properties Possible values Description
One of the An employee that holds this credential.
Employee employees in the Default value: an employee selected in the list of
system
employees on the Employees tab
Software Password Code type.
PIN Code
Code Type gﬁﬂiﬁ Memory The PIN Code item must be selected
Proximity Card Default value: The same code type as of a credential
Fingerprint selected from the list of credentials.

N
(O8]
o0



Code

0000...99999999

The Number of PIN Code. "’
A PIN code contains from 4 to 8 digits

Four digits is the most commonly used length for a PIN
code.

A PIN code is entered in the Password Change dialog
box opened by clicking the Code field:

-

Password Change

0ld password

PRI

Mew password

Confirm password B

I JDK ” XEancel ‘

befault value: empty field

From

'01.01.1900'...’31.12.

2099’

The date when the PIN code validity begins.

The validity dates are effective only when system
devices are controlled by the Scanning Core module.
When the devices are controlled by the S2000M, validity
dates are not used. '

Default value: the same date as for the credential entry
highlighted in the list of credentials

pouad Aupiiea

Till

’01.01.1900'...’31.12.

2099’

The date when the PIN code validity expires.

The Period of validity is used only when system devices
are controlled by the Scanning Core module.

When the devices are controlled by S2000 and S2000M
validity dates are not effective. )

Default value: the same date as for the credential entry
highlighted in the list of credentials

Access Level

One of the access
levels in the system

The access level defining rights of the PIN code to
operate partitions and fire extinguishing control systems.

Default value:

e The access level of the PIN code selected from
the list of credential entries (credentials of
employees), If a selected credential is a PIN
code

e If any other type of credential is selected
(highlighted), an access level is not defined.

Store token code in

This parameter defines whether the PIN code is
exported when the database is exported to the S2000M

S2000M On, Off
Default value: Off
This parameter defines whether to store a PIN code in
devices.
Store token code in Attentior_ﬂ Now, one can use PIN code§ for local control
On, Off in the Signal-20M device only. The Orion Pro Software

devices

does not support the synchronization of its credentials
with this device. Thus, this parameter is not used so far.

Default value: Off
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O The acceptability of PIN code values depends on the Disable duress code check parameter. By
default, this option is not enabled, thus, the PIN codes different by one digit only cannot be entered to the
database (for example 1111 and 1112).

(Description of the database parameters is provided in Chapter 6.14.1 Settings of Database
Administrator.)

6.12.3 Creating the List of Touch Memory Buttons, Proximity Cards and Fingerprints

Touch Memory buttons and Proximity cards are used for Access Control, Intrusion and Fire systems.
Fingerprints are used for Access Control only.

To add new credentials such as Touch Memory button, Proximity card or Fingerprint, please:
o Click the Add button.

¢ Inthe Employee dropdown list, select a person with whom you want to assign a credential.
Employee  [Hickeon B, -

e Select Touch Memory button, Proximity card, or Fingerprint in the Code type dropdown list.
Code type [TnuchMemnry Buttan - |

e Enter the code of Touch Memory button, Proximity card or Fingerprint in the Code field:
Code 5300001626376D 01

27959 "Wiegandlb

The codes of Touch Memory buttons and Proximity cards can be entered manually or taken from
a reader of a relevant device.
Please note that:

o The Database Administrator verifies checksum of the entered code (credential). If the

code is invalid it won’t be saved.

o The Database Administrator does not interact with devices directly. All code reads are
performed by Scanning Cores as instructed from the Database Administrator. Therefore,
to obtain a credential code, the Scanning Core has to be launched on a workstation
where the device is connected to.

o Type and model of readers (connected to the devices to be scanned (read) by the
Scanning Core, and those connected to devices that will be used to control ACS and IFS
components) must match (or the readers must send the same token code).

To read a token code with a reader, please:

Click the button to open the Reading Touch Memory dialog box.
Select a device in the Source field, and a reader in the Reader field which will be used to
read the code of a Touch Memory button or Proximity card.

rE Reading Touch Memory &11

Source [EAASILIEY. 307, S2000-K] S200C
Reader 1 =

Wait....

L
o Present a button/card to a reader



W, Reading Touch Memory @
Source I[.-'i".-"v".-'l'l.SlLlE"\-".'l.'l.S'l, S2000-2]: Build *I
Reader 1 =

9C000015FBAE3A01
Repeat “ K ] ’ Cloze

L%
o Click the OK button.

If the token code already exists in the database, the following will appear.

( ,El Reading Touch Memory @

Source [A-4ASILIEY.1.1.31, 52000-2]: Build v]
Reader 1 =
8300001626376D01
Thiz kep code iz already enrolled to the databaze
Tuma B.
e ]

li this case, you can initiate a token read again by clicking the Repeat button.

Code 48122

Fingerprints are enrolled to the database using a biometrics reader

Please be mindful of the following:

The Database Administrator module does not work with devices directly. All code reads
are performed by Scanning Cores as instructed by the Database Administrator.
Therefore, to obtain a credential code, Scanning Core has to be launched on a

workstation where the device is connected.

o

To scan a fingerprint, please:

Finguemriﬂt | button

o Click the |

Su:an fingerprint ‘ ] )
button in the appeared dialog box.

o Click the
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-

-
FingerprintEnrolment

Select device to scan fingerprint

[192.168.20.103]) 2.01

‘ Scanfingerprint‘ Completed Remaining
Checksum

ECaE TN

L

o Place a finger on a reader three times

P

-
Fingerprint Enralment

Select a reader to scan the fingerprint

Entrance Biometric Feader 18)

Fingerprint Scanned
‘ Sn:an fingerprint ‘

Checksum
47054

[ W ok ][ 2 Orrvena ]

4

Attention! When presenting a fingerprint to a reader please consult the information
displayed in the Database Administrator module rather the messages on the device
display. Thatis, when you present a finger to a reader the second/third time, please wait

till relevant information appears in the Scanning Fingerprint dialog box.
o Click the OK button.

If a Scanning Core responsible for a token/fingerprint read device is not launched, the
Database Administrator log will show a relevant message:

D ate Time

30032009 132003 Sacket Error # 100687 NIConnection refuzed i
1 | 1]

Description

If readers function as two-factor authentication facilities where the user shall present two types of
credentials, additional verification code shall be provided. To do that, please select the



(\)

(O8]

Additional code checkbox, and choose TM/Proximity and PIN code (for keypad readers) in the
Code type field, then enter PIN code or token/code in the Code field.

Additional code

Code Type [FIN v| Code

e Select the validity period for tokens in the fields From and Till.

alid
From 26.08.2013 0000 -3 & Tilk 11102014 2359 = H

e Set parameters for the credential you create.

- Access Level Arming Room 1

.. 5tore token code in devices On
- Store token code in console  Off
- Suspended token Off

.. Tokent type Main

.. Stop list Off

e Click the Save button.

To edit a Touch Memory button, Proximity card or Fingerprint, please select a required credential and
click the Edit button. Make necessary changes and click the Save button.

To delete a Touch Memory button, Proximity card, or Fingerprint, please select a required Touch Memory
button, Proximity card, or Fingerprint and click Delete, and then click Yes in the appeared dialog box to
confirm the action.

Let's consider parameters of tokens (Touch Memory button, Proximity card) and Fingerprint:

Employee [JaksanJ. ']
Code Type | Touch Mermory Buttor ~| Code 2BUODDDBCEICEDI

45334 Wiegand1B

[] Additional code

ContactID [

Y alid
From 2606 2013 0000 5| & Tilk 27.06.2016 23583 5| @

- Access Level Department Wark Schedule
- Store token code in devices Off

- Store token code in 52000M Off

- Suspended token Off

.. Tokent type Main

.. 5top List Off

Information



Parameter Possible values Description
One of the An employee that holds this credential.
Employee emp/g}}j:te;’;n the Default value: an employee selected in the list of
employees on the Employees tab
Software Password Code Type.
PIN Code o . .
Touch Memory ne of z‘he_ PIN C_ode, Touch' Memory Button, Proximity
Code Type Button Card, or Fingerprint credentials must be selected
E{:g;T;{nfard Default value: The same type code as for a credential
entry selected from the list of credential entry.
Cod A number of code or A token code or fingerprint checksum.
ode
checksum Default value: empty field
> . This defines whether an additional code is to be used.
a Additional d
=3 Code (no), ¥l (yes)
= Default value: [ (n0)
2 TM/Proximity Type of additional code.
Q | CodeType PIN Code
8 Default value: empty
® A PIN code, token, or finger print used as additional
Code Coa’g ofa Io/_(en or credential.
finger print A PIN code contains from 1 to 8 digits
Default value: empty field
Date when the token/fingerprint, PIN code validity period
begins
Validity period is used in the following cases:

» When access control, arming/ disarming
partitions and partitions groups, extinguishing
control are performed using the Scanning Core

, . modlule (centralized control)

From 01.01 13889 31.12. » When access control functions and arming and
disarming of loops are provided locally using
standalone devices (local control).

When arming/disarming and control of fire extinguishing
system are performed using S2000 or S2000M Panels,
the dates of validity is not used.
<
% Default value: The same date as for credential selected
=3 in the list of credential entries
e Date when the validity period of a token/fingerprint
2 expires:
o
Validity period is used in the following cases:

» When access control, arming/ disarming
partitions and partitions groups, extinguishing
control are performed using the Scanning Core

, . module (centralized control)

Till 01.01 13889 31.12. » When access control functions and arming and
disarming are provided locally using standalone
devices (local control).

When arming/disarming and control of fire extinguishing
system are performed using S2000 or S2000M Panels,
the dates of validily is not used.

Default value: The same date as for credential selected
in the list of credential entries.

Access Level

One of the access
levels in the system

The access level defines rights of a token holder to




operate the components of access control, intrusion
detection and fire protection systems.

Alttention! If Simple input is selected as an access level,
a token or fingerprint is considered an operative
credential (and rights for such a token shall be defined in
the field appeared underneath (Refer to Chapter
6.12.3.1 Use of Touch Memory Button, Proximity Card
or Finger Print as an Operative Credential)

Default value:

e When a pin code credential is selected from the
list of credentials, an access level will be the
same as for the PIN code selected from the list
of credentials entries;

e Otherwise, an access code is not defined

Store token code in
device

On, Off

This option defines whether to store a token code in
devices or not.

If a token’s access level includes access control rights,
this option defines whether this token code will be
written to a device (S2000-2 or S2000-4) in case of
synchronization. In other words, this parameter defines
the type of access control: local or centralized.

If a token’s access level includes IFS control rights:

» When they include privileges to arm and disarm
loops of a specific devise only (S2000-2
(version 1.05) or S2004), this options defines
where the code token will be written to a device
in case of synchronization.

» When the rights include privileges to
arm/disarm partitions that include loops of other
devices (S2000-KDL and Signal, etc) or loops
of several devices, this option is ignored,
tokens are not written to devices; and if
databases is to be exported to the S2000M
panel, token export depends on the Store token
code in the S2000M option.

Attention! This feature is not accessible for fingerprints.
A fingerprint is always stored in devices.

If a token’s access level include rights to operate both
ACS and IPS elements, the combination of the above
rules determines how a token code is stored in devices,
including the situations, when a token code with access
control rights is stored in ACS devices, but will not be
stored in IFS devices.

Default value: Off

Store token code in
S2000M/Console

On,Off

This parameter defines whether a token code is to be
exported while the database is exported to the S2000M
panel.

Attention! This feature is not available for fingerprint
credentials.

Default value: Off

Suspended token

On,Off

This parameter defines whether to suspend a token
ffingerprint or not.




Suspension of a token is quite a rare situation.

Default value: Off
Type of token.

The Basic type is the most common type of tokens

Free Access token is used to switch a controller
(S2000-2 or S2000-4 version 2 or higher) to the Open
Access mode (free access through an operated access

MBaassE:r point). Lockdown token locks down the readers of a
Token type Free Access controller.
Lockdown

The MASTER token is used to configure tokens locally
in a device itself

Attention! This feature is not available for the fingerprint
credentials.

Default value: Basic
This parameter defines whether a token is enrolled a
stop-list or not

A user with a token enrolled in a stop list will be granted
Stop-List On, Off an access in accordance with an access level but an
alert message will be generated to this effect.

Attention! This feature is not available for fingerprints.

Default value: Off

Synchronization of credentials (Touch Memory buttons, Proximity cards and fingerprints) and device
configurations are described in Chapter 6.12.4 Synchronizing Credentials of the Database and Access
Controllers)

6.12.3.1 Use of Touch Memory Buttons, Proximity Cards, and Fingerprints as an Operative Credentials

The Orion Pro software supports creation of operative tokens and fingerprints by selecting Simple Input
as an access level.

In this case, the rights are defined in the credential itself (in the appeared field) rather than by an access
level:

- Access Level Simple Input

- Store token code in devices Off
- Store token code in 52000M Off
.. Suspended token Off

.. Tokent type Main

.. Stop list Off

Access PointfZone  Time Zone & _ .ﬁ.c_cess Pointz .
= " ) b 1 [1]: Entry turnstile
I-L [1: EnF’y tl.IFI'IIStI|E --------- I-L [€]: Exit turniztile
£l e - [ [3] Canteen/Smaking Room Door
Xl [5]: Door 5 s KL [4]: Canteen/Smoking Roam Daar

A I-L [5]: Door &
Time zore:
4 I [ -
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Please, note the rights assigned to operative credentials are not shown in the list of access levels. These
rights will be deleted when a credential entry is deleted (or when any access level is associated to the
credential). The credential-related rights can be edited in the same mode as of credentials).

Please keep in mind, that the list of rights is defined by the list of access points accessible for an
employee as well as by the period of validity.

The relevant area (displayed when the Simple Input option is selected as an access level) will include the
following:

o The list of access points added to the list of credential-assigned rights:

Access Point/Zone
[1]: Entry turnstile
[2]: Exit turnstile
[5]: Dioor 5

b e

e The tree of a system’s access points:

& Access Points
— KL (1] Entry tumstile
L. KL [2] Exit tumnstile
--------- . [3] Canteen/Smaking Room Doar
--------- . [4] Canteen/Smaking Room Doar

[E n [8] Droor &

The list of access points added to the credential rights will show the following information for each system

entity:
e Number
e Name

I-L [1]: Entry turnstile
KL [2]: Exit turnstile

To add a new entity to the list of credential rights, please do the following:
e Select a required entity in the tree of access points.

¢ Double click or drag it to the list of credential-assigned rights.

You can add all access points to the list of credential-assigned rights (XL Access Points) by dragging , the
Access Points node to the list.

To delete an entity from the list of credential rights, please do the following:
e Select a required entity in the list of credential rights.

e Click the <Del> key on the keyboard, then confirm the deletion by clicking Yes in the appeared
dialog box:

6.12.4 Synchronizing the Credentials of the Orion Pro Database and Access Controllers

To synchronize credentials (Touch Memory buttons, Proximity cards, and fingerprints) of the database
and devices configurations, the following should be completed:



» Make sure that you have launched the Scanning Cores that control devices you want to
synchronize with;

» Configurations have to be read from devices you want to synchronize;

» The status has to be obtained for database credentials you want to synchronize.
All these actions, as well as the processes of synchronization, search of token duplicates in the database
and devices, and search of extra tokens in devices are described in Chapter 6.12.4.1- 6.12.4.6.

6.12.4.1 Reading Configurations from Devices. Obtaining the Status of Credentials

As said above, to synchronize the list of credentials, the device configuration has to be read from devices
and the status of database credentials has to be obtained.

This chapter focuses on these actions.
To read configuration from devices, first you have to launch Scanning Cores that control the devices.
Attention! The Database Administrator does not interact with devices directly. The Scanning Cores are

responsible for work with devices following the instructions of the Database Administrator. Configuration
read results are stored in relevant Scanning Cores.



IMPORTANT!

To expedite the process of configuration reading, all read configuration data and credentials are saved as
files in Defconf folder located in the root folder with installed Orion Pro on a corresponding workstation.

When Scanning Core is launched, configurations (and the list of credentials) are loaded automatically
from the files. When the Database Administrator initiates a command to read configurations,
configurations will be read from a device followed by the immediate replacement of configuration files.
Thus, in most cases to read configuration is necessary for the first system startup as wells as for device
reconfiguration using Uprog.

Please proceed with the following actions to read device configurations:
¢ Go to Service / Read Device Configuration to open the Read Device Configuration window

E Read Device Configuration Iﬁ
Tokens: Read,

| |En:-nfiguratin:nns Read. % Murnber of Tokens | -
= SecurityHead [

=] COoM2
[25]: 52000 (29)
[30]: Signal-20mM (30)
[31]: 52000-BI/BKI (31)
[32]: 52000-BI/BKI (32)
[34]: 52000-4KDL (34)
[35]: 52000-4 (35)
[36]: 52000-4 (36)
[37]: Potok-3M (37)
[35]: 52000-4 (38)
[35]: 52000-BI rev. 01 (39)
[40]: 52000-4 (40)
[41]: Signal-20 ser. 02 (41)
[42]: 52000-BI/BKI (42)
[43]: Signal-20 ser. 02 (43)
[44]: 52000-2 (44)
[45]: 52000-2 (45) -

T

L A

Before opening this widow, the Database Administrator will attempt to connect to all Scanning
Cores. If any of Scanning Core is not running or failed to start, the Database Administrator Log
will show a relevant message:

D ate Time Deszcription
10.02.2015 16:10:08 bethod GetD eviceConfigurationStatuz computer Suppaort-11-57 [192.168.11.57] ...
10.02.2015 16:10:17 bethod GetD eviceConfigurationStatuz computer Support-11-57 [192.168.11.57]: ...

m

e Select required devices in the following list:




[ 250 |

-
E Read Device Configuration

=

|Eu:unfiguratiu:uns Read, % | Tokensz Read, & | Mumber of Takens | -

=l SecurityHead
comM2
[29]: 52000 (29)
[30]: Signal-20M (30)
[31]: 52000-BI/BKI (31)
[32]: 52000-BI/BKI (32)
[34]: 52000-DL (34)
[35]: 52000-4 (35)
[36]: 52000-4 (36)
[37]: Potok-3M (37)
[38]: 52000-4 (38)
[39]: 52000-BI rev. 01 (39)
[40]: 52000-4 (40)
[41]: Signal-20 ser, 02 (41)
[42]: 52000-BI/BKI (42)
[43]: Signal-20 ser, 02 (43)
[44]: 52000-2 (44)
[45]: 52000-2 (45)
| [46]: 52000-4 (46)
[ com3

B

DDDDDDHDHHDDDDDDD

m

l Read |

Cloze

L
e Click the Save button.

e  Wait until configurations and credentials have been read:

-
H Read Device Configuration

|"|

| =

|Eu:unfiguratiu:uns Read, % | Tokensz Read, & | Mumber of Takens | -

=l SecurityHead
comM2
[29]: 52000 (29)
[30]: Signal-20M (30)
[31]: 52000-BI/BKI (31)
[32]: 52000-BI/BKI (32)
[34]: 52000-DL (34)
[35]: 52000-4 (35)
[36]: 52000-4 (36)
[37]: Potok-3M (37)
[38]: 52000-4 (38)
[39]: 52000-BI rev. 01 (39)
[40]: 52000-4 (40)
[41]: Signal-20 ser, 02 (41)
[42]: 52000-BI/BKI (42)
[43]: Signal-20 ser, 02 (43)
[44]: 52000-2 (44)
[45]: 52000-2 (45)
| [46]: 52000-4 (46)
[ com3

B

DDDDDDHDHHDDDDDDD

m

100
100

100 ]
100 ]

100 100 ]

100 100 2

l Read |

Cloze

e Click the Close button.

Attention!




Since the configuration read results (and list of credentials) is stored in Scanning Core, the procedures to
read configuration shall be performed after Scanning Core has been launched.

In other words, if Scanning Core is running permanently and a configuration (and the credentials list) has
been read, there is no need to read the configuration once more when the Database Administrator starts.

Please be mindful that the Credentials can be synchronized only with the following devices: S2000-2,
S2000-4, Signal-10, S2000-BIOAccess, and keyboxes. Therefore, there is no sense of reading
configurations from other devices.

Please, be advised for proper analysis display of the compliance between credentials stored in the
database and credentials stored in devices, the status of credentials must be obtained from Scanning
Core.

To do that, please toggle the Credentials tab, and then select Service/ Read Status of Tokens (press the
<F9>key)

The relevant information on actions taken will be displayed in the Database Administrator Log:

Drate Time Dezcription

13092014 155330 SecuntvHead [ 192.168.20.3 1 Compare data in databaze and devices iz caried out
19092014 155330 SecuntvHead [ 192.168.20.3 1 Compare data in databaze and devices completed ‘

The Database Administrator can be configured to request the status of credentials automatically when
one toggles the Credentials tab. To achieve that, please select the Check the status of credentials when
switching to the Credentials tab item of the Database Administrator settings (Refer to 6.14.1 Settings of
the Database Administrator)

All expired Touch Memory and Proximity tokens and fingerprints are displayed red in the list of
credentials.

Until the status of credentials is obtained, all other tokens are displayed black along with related
information for each token or fingerprint:

Infarmatian

Data are not available Dretailz

To read a token or fingerprint status, please do the following:
o |If the credential data stored in the database match those stored in devices the following
message will be displayed:

Infarmatiar

Data written to devices are correct Dretailz |

and the relevant credentials will be displayed in black font color in the list of credentials entries;
o |If the information of credentials stored in the database does not comply with data of those
stored in devices, the following will be displayed:

[nformation

Incorrect data in devices | Dietails

and the credentials entries will be displayed in brown font color in the list of credentials entries.

6.12.4.2 Configuring Time Zones and Access Levels in Controllers



Matching of data base settings with the info stored on devices requires controllers to store up-to-date info
on appropriate access levels in addition to user credentials (for S2000-2, S2000-BIOAccess devices and
keyboxes) and on time zones( for S2000-2, S2000-4, S2000-BIOAccess devices and keyboxes).

Access levels and time zones are saved to devices automatically.

Also, access levels and time zones can be saved manually in S2000-2 and S2000-4 devices.

This chapter focuses how to save/write access levels and time zone in devices manually in the Database
Administrator module.

Attention!

In order to add access levels and time zone to devices properly, please make sure that your Scanning
Cores have the latest database changes loaded.

If access levels and times zones have been edited, no preparatory actions are needed to start configuring
time zone and access levels in devices.

If the changes have been made for access points or association of access points with readers, the data in
Scanning Cores have to be updated.

Attention!
First, time zones have to be added fo a device before you proceed with adding access levels.

To write times zone to a device, please
Select a required S2000-2 or S2000-4 device

Click the Edit button to enable the editing mode, then select the Time Zones item, and click the [:] button.

( Inspector |
| ¢ | &
Address 4]
Device type S2000-4
Index E
t armne S2000-4 [5)
Deszcription
Friority Drefault
Tire Zones &)
ContactD Zone 1]

e The Add Device Time Zones dialog box will appear:



E Add Time Zones to the Device Iﬁ

Time Zones in the Database Time Zones in the Device
TIme and Attendance [T B [
IFS Time Zone IF5 Time Zone '
Time Zone for Managers 2 =
Time Zone for Managers 2 3.
D -
5.
6.
7.
| | 5.
el o,
10.
11.
12,
<< 13,
14
15,
15.
L 17. -
[ VDK ” XEanceI ]

The left pane of the dialog box includes the time zones stored in the database, and the right pane
included the time zones stored in the device.
o To add a time zone, please select a required time zone in the list of time zones stored in

the database, and click the button, or
o Double click a required time zone in the list of time zones
o Click a required time zone and hold the mouse button to drag the time zone to the list of

time zones stored in a device.

To remove a time zone from a device, please select a required time zone in the list of time zones

stored in the device and click the button.
o Select a required time zone in the list of time zones stored in the device, and then press

the <Del> key on the keyboard.
e Click the OK button.

e Then click the Save button to save all changes and quit the editing mode.

If there are two or more identical time zones, but a device includes one of these time zones, the list of
time zones will show all these identical time zones if it includes one of them.

Time Zones in the Device

TIme and Attendance

IF5 Time Zone
Time Zone for Managers

£ oL

To add an access level to a device, please:

o
N
(O8]



Select a required S2000-2 device in the tree of devices in the Device Addresses tab (or System Structure)
If necessary, add time zone first.

e Click the Edit button to enable the editing mode; select the Access Levels item and click the (]

button.
( Inspector |
| | ¥ | &
Address AN
Device type S52000-2
Index 2
Hame Building Entrance
Descriptian
Priciity Drefauilt
Time Zanes
Sccess Levels | =
ContactD Zone 1]

e add an access level to the device in the appeared dialog box.

' B
E Add Access Levels to the Device @
Access Levels Access Levels in the Device
Arcess opening 1. -
ACS of Department 3 Arcess opening
Department Work Schedule 2, =
3. L
D
5.
B.
7.
| .
[t g
10.
11.
12,
(( 13,
14,
15.
15.
L 17, -
[ VDK ” XEancel ]
O M 4

The left part of the appeared dialog box shows the list of access levels stored in the database (to
be added to the device as required in accordance with the database settings), the right part
contains the access levels stored in the device.

If the list of access levels does not show any of the access levels, this access level is not the
subject of inclusion to a device in accordance with the database settings related to the access
levels and access points

To add an access level to a device, please do the following:



o Select a required access level in the list of access levels stored in the database and click

the button.

or
o Double click a required access level in the list of access levels stored the database
settings
o Click a required access level and hold the mouse button to drag the access level to the
list of access levels stored in devices.
To delete an access levels from a device, please select a required access level in the list of

access levels stored in the device and click the button.

o Select a required access levels in the list of access levels in the device, then press the
<Del> key on the keyboard.

e Click the OK button.

e Then click the Save button to save all changes and close the window.

Attention!
Please be mindful that the deletion of an access level or time zone may lead to the need of synchronizing
tokens.

It also must be understood, that two or more access levels (different on their appearance) may be
identical with respect to one specific device.
For example, the database includes the following entries:

e Two two-way access point AP1 and AP2, where each is controlled by S2000-2 device.

e Two access levels:

o The first access levels allows entry and exit through both access points in time defined by
time zone TZ1

o The second access level allows entry and exit through AP1 in time periods defined by time
zone TZ 1

Both access levels are identical for the S2000-2 device controlling the AP1 access point, as they include
the same access rights for the AP1 access point.

When two or more access levels are treated by the same S2000-2 device as identical, and this device
includes one of these access levels, the list of device-added access levels will show those identical
access levels (as apply to the device) along with the name of this level.

Access Levels in the Device

1.
Department Work Schedule

AcCcess opening
ACS of Department 3

HoLa

6.12.4.3 Synchronizing the List of Credentials in the Database and Devices

To synchronize the credentials of the database and the device configurations



To synchronize credentials (Touch Memory buttons, Proximity cards, and fingerprints) of the database
and devices configurations, the following prerequisites should be completed:

» Make sure that you have launch Scanning Cores controlling the devices you want to synchronize
with;

» Device configurations have to be read from the devices you want to synchronize (from the
devices itself or from the catch);

» The status of the database-stored credentials has to be obtained.

Attention!
The synchronization of the database-stored credentials can be done only with connected devices
provided their configurations have been read.

Attention!

In order to have configurations saved to devices properly, all Scanning Cores have to get all recent
databased changes loaded.

If any changes have been made with access levels, times zones, credentials or employees before
synchronization, no preparatory actions are needed to start synchronization of credentials.

If the changes have been made with other items (access points or association of access points to
readers), the data in Scanning Cores have to be updated.

Next, we will discuss the possible options of synchronization of credentials, employees, time zones, or
access levels:

Option 1:
» Device configuration has been read.

In this case, no additional efforts are required to add/edit/delete tokens and fingerprints or add/edit/delete
employees, time zone and access levels. Synchronization will be done automatically.

Option 2:
» Device configuration has not been read.

When keys/cards/fingerprints/employees/time zones/access levels are added/edited/deleted, such
configuration device reads must be followed by individual synchronization of specific
keys/cards/fingerprints or system-wide synchronization of credentials.

Attention! In this case, the deletion of a token/fingerprint is not recommended.

More details for both options:
The database is updated automatically in the Scanning Core, if changes were applied to the following:

The list of credentials
The list of employees
The list of time zones
The contents of access levels

o O O O

When changes are made for any other database entities, the total update of database information in
Scanning Cores is required before any actions with the above lists.

Attention!!! The information of this chapter is applicable only to the local control. In case of centralized
control, synchronization is not required. The database update is provided following the same logic (as
describe in the previous para).

6.12.4.3.1 Synchronization of One Credential with Devices

This chapter discusses the synchronization of a single credential. Actions preceding synchronization are
described in Chapter 6. 12.4.3 Synchronization of the List of Credentials in the Database and Devices.

To synchronize codes and rights of a credential, the following prerequisites have to be completed:



» Make sure that you have launched Scanning Cores controlling devices you want to synchronize
with;

» Configurations have to be read from the devices you want to synchronize (from the devices itself
or from the cache) ;

> The status of the database credentials has to be obtained.

Attention!

The synchronization of the database-stored credentials can be done only with connected devices
provided their configurations have been read.

This chapter assumes that at least one device’s configuration has been read beforehand.

The Database Administrator can be configured to request status of credentials automatically when one
toggles the Credentials tab. To achieve that, please select the Check the status of credentials when
switching to the Credentials tab item of the Database Administrator settings (Refer to 6.14.1 Settings of
the Database Administrator)

Till status obtained, all credential entries (except of expired ones) are displayed in black font color along

with relevant information for each token (credential):
Infarmation

Mot Available Details...

In this case, the synchronization is impossible.

To read the status of a credential, please do the following:
e |If the information of credentials stored in the database complies with that stored in devices, the
following will be displayed for such credentials:

[nfarmation

Data written to devices are correct D etailz |

And the credentials entries will be displayed black in the list of credentials entries;

o |If the information of credentials stored in the database does not comply with data of those
stored in devices, the following information will be displayed:

[nfarmation

Incorrect data in devices | D etailz

and the credentials entries will be displayed brown in the list of credentials entries.
In this case, the synchronization is required.

Attention! The synchronization of one token or fingerprint is performed in the Information dialog box
opened by clicking the Details button.

To synchronize a token/fingerprint, please select a required token/finger print from the list of credential
entries and click the Details button to open the Information dialog box. (The Details button is not active
when the mode of editing is enabled)



(\)

( E Information I&ﬁ
| | |

[l iSecurityHead { 192.1
[2.0.45 - 52000-2 Mismatched [2]: Turnstile 2 Must not be stored in device Stored in device

When opened, the Information dialog will display information of the following activity

[rate Time D escription

3204205 BO05ANPM SecuntyHead [ 192.168.20.103 ). Obtaining hst of tme zones from device iz in progress
3204205 BO05APM SecuntyHead [ 192.168.20.103 ). Obtaining hst of tme zones from device completed

Attention!
The information window contains only those devices that must store tokens or fingerprints in accordance
with the database settings.

Exceptions are devices that store code of tokes or fingerprints, but in accordance with the database
settings shouldn’t do that.
If no device of a workstation has to store credentials, this workstation will not be displayed.

Hence, if the Information window displays no device after a device configuration read, this is because of
the settings of the database. If this is not as expected, one should check the database settings for the
following:

e Access points

e Associations of access points to the readers of system devices
e Access levels

e The Store token codes in devices parameter

The Information window displays the following information on the Workstation component:
SecurtyHead [ 192.168.20103 )1

e Name,

e |P Address.
The Information window displays the following information for the Device entity:
[2.0.45 - 52000-2]: 52000-2 (45) Matched [2]: Turnstile 2

e Address

e Type

e Name

e Conformity of between database settings and the credential details stored in devices
e The name of access point(s) controlled by the device

Also for each device:
e The list of configuration parameters store in the devise is displayed underneath the name of an
access point

e The Must be stored in device column displays parameters that must be stored in the device in
accordance with the database settings

e The Stored in device column display parameters actually stored in the device
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,E Information

=)

E SecurityHead { 192, 168.20.3 )

= [1.0.44 - 52000-2]: S2000-2 Matched

= [1.0.45 - 52000-2]: S2000-2 Matched

[3]: Exit Turnstile
Key type
Suspended token
Access Control
Access Control Time Zone
Anti-passback
EMTRY access point
EXIT access point
Zonal anti-passback
Loop control

Safe Mode
Effective date
Expiration date

[2]: Entry Turnstile
Key type
Suspended token
Access Control
Access Control Time Zone
Anti-passback
EMTRY access point
EXIT access point
Zonal anti-passback
Loop control

Safe Mode
Effective date
Expiration date

Must be stored in device
Main

Mo

Yes

Always

Mo

Simple
Simple

Mo

Mo

Mo
26.08.2013
26.06.2015
Must be stored in device
Main

Mo

Yes

Always

Mo

Simple
Simple

Mo

Mo

Mo
25.06.2013
26.06.2015

Mot stored in device

Mo

Stored in device
Main

Mo

Yes

Always

Mo

Simple
Simple

Mo

Mo

Mo
25.06.2013
26.06.2015

There are several versions of conformity between the credential settings stored in the Database and those

in a specific device.

Version 1:

If a device configuration have been read and the credential settings in the database match those stored in

the device, all parameters will be shown black:

Key type Main
Suspended token Mo

Access Control Time Zone Always
Anti-passhack Mo

EMTRY access point Simple

EXIT access point Simple
Effective date 26.06.2013

Expiration date

No actions are required in this case.

Version 2:

If a device configuration has been read, but the database settings the token/fingerprint mismatch those
stored in the device, the mismatched items will be shown red:

26.06.2015




3 [1.0.45 - 52000-2]: 52000-2 Mismatched

[2]: Entry Turnstile

Must be stored in device

Mot stored in device

Key type Open Open
Suspended token Mo Mo

Access Control Yes Yes

Access Control Time Zone Time Zone to Operate 1 Always
Anti-passhack Mo Mo

EMTRY access point Simple Simple

EXIT access point Simple Simple
Zonal anti-passback Mo Mo

Loop control Mo Mo

Safe Mode Mo Mo
Effective date 26.06.2014 26.06.2014
Expiration date 13.06.2015 18.06.2015

In this case the synchronization is required.

Version 3:
If the configuration has been read, but the token/credential must not be stored in the device in accordance
with the database settings, the device will be shown red, the relevant column will be called Must not be

stored in device:

B [1.0.45 - 52000-2]: 52000-2 Mismatched [2]: Entry Turnstile Must be stored in device Mot stored in device

Key type Open Open
Suspended token Mo Mo

Access Control Yes Yes

Access Control Time Zone Time Zone to Operate 1 Time Zone to Operate 1
Anti-passback Mo Mo

ENTRY access point Simple Simple

EXIT access point Simple Simple
Zonal anti-passback Mo Mo

Loop control Mo Mo

Safe Mode Mo Mo
Effective date 26.06,2014 26.06,2014
Expiration date 18.06.2015 18.06.2015

In the case, the synchronization is required.

Version 4:
If device configuration has not been read, the device will be shown black with no data in a relevant column

having the Configuration is not read heading:

[1.0.45 - 52000-2 Matched [2]: Entry Turnstile Keys codes list is not read

Must be stored in device

Key type Open

Suspended token Mo

Access Control fes

Access Control Time Zone Time Zone to Operate 1
Anti-passback Mo

ENTRY access point Simple

EXIT access paint Simple

Zonal anti-passback Mo

Loop control Mo

It is clear that each type and version of device requires their own set of parameters for token and
fingerprint.
For example:

e S2000-2, version 1.02 :

Key type Main
Suspended token Mo

Access Contral Time Zone Always
Anti-passback Mo

ENTRY access paint Simple

EXIT access paint Simple
Effective date 26.06.2013
Expiration date 26.06.2015
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S2000-2», version of higher1.05 or higher

S2000-2» version 1.10 or higher
S2000-2» version 1.15 or higher

Key type
Suspended token
Access Control
Access Control Time Zone
Anti-passback
EMTRY access point
EXIT access point
Zonal anti-passback
Loop control

Safe Mode
Effective date
Expiration date

S2000-4 versions 1.10-1.12:

Suspended token

Access Control

Access Control Time Zone
Loop control

Loop 1

Loop 2

Loop 3

Main

Mo

Yes

Always

Mo

Simple
Simple

Mo

Mo

Mo
26.06.2013
26.06.2015

Mo

Yes

Always

Yes

Arm, Disarrm
Arm, Disarrm
Arm, Disarrm
Arm, Disarrm

S2000-4 version 2.00 or higher

S2000-4 version 2.10 or higher
S2000-4 version 3.00 or higher

Key type

Suspended token

Access Control

Access Control Time Zone
Loop control

Time Zone to Operate
Loop 1

Loop 2

Loop 3

Safe Mode
Effective date
Expiration date

S2000-BIOAccess:

Suspended token

Access Control Time Zone
Access Control

Effective date

Expiration date

Main

Mo

Yes

Always

Yes

Time Zone to Operate 1
Arm, Disarm
Arm, Disarm
Arm, Disarm
Arm, Disarm
Mo
26.06,2013
26.06.2015

Mo

Always

Yes
26.06.2013
26.06.2015

Signal -10 version 1.00 or higher:



Key type Main
Suspended token Mo
Loop 1 Arm, Disarm

Please note that parameters responsible for arming/activation specific loops are shown only when this
actions are allowed for this credential.

To synchronize the settings of the database of the current credential, please click the Synchronize button
in the Information window. The synchronization process details will be displayed in the log of the
Database Administrator module

If the log shows a message notifying that a credential synchronization error occurred because of missing
a relevant access level or time zone in the device, first, time zone and access levels will be added
automatically, then the credential will be added.

Please note that the Socket Error.. occurring while reading a credential code, device configuration or
polling devices means that Administrator cannot connect to a relevant Scanning Core. This may happen
because of the following:

e The Scanning Core is not running

e The Scanning Core is running but there is no connection between the workstation with the
Database Administrator and workstation with the Scanning Core

e The connectivity between the workstations is good, but a workstation with the Scanning Core
has a wrong IP address set in the Database Administrator

e The connectivity between the workstations is good; but the workstation with the Scanning Core
has two network adapters, and the second adapter’s IP address is specified for this workstation
in the Database Administrator.

6.12.4.3.2 Synchronizing All Credentials with Devices

This chapter discusses the synchronization of the entire list of tokens and fingerprints. The actions
preceding synchronization are discussed in Chapter 6.12.4.3 Synchronizing the List of Credentials in the
Database and Devices.

To synchronize codes and rights of all credentials (Touch Memory, Proximity cards, and fingerprints) of
the database with device configurations, the following prerequisites should be completed:

» Make sure that you have launched Scanning Cores controlling devices you want to synchronize
with;

» Device configurations have to be read from devices you want to synchronize (from the devices
itself or from the catch) ;

» The status of the database credentials has to be obtained.

Attention!
The synchronization of the database-stored credentials can be done only with connected devices
provided their configurations have been read.

To synchronize all database-stored tokens and fingerprints will all devices, please select
Service/Synchronize All Touch Memory (Proximity).
The process of synchronization will be reported in the Database Administrator Log.

If the log displays a credential synchronization error due to a missing access level or time zone, required
access levels and time zones will be added automatically, then a credential will be added.



If after synchronization, any credential does not function as intended, please check the credential
parameters of devices in the Information window (refer to Chapter 6.12.4.3. 7 Synchronization of Individual
Credential with Devices)

6.12.4.3.3 Overwriting Credentials in Devices

The list of tokens/fingerprints can be synchronized with selected devices overwriting all prior
tokens/fingerprints in these devices.

To synchronize credentials (Touch Memory buttons, Proximity cards, and fingerprints) of the database
and devices configurations, the following prerequisites should be completed:

» Make sure that you have launched Scanning Cores controlling devices you want to synchronize
with;

» Configurations have to be read from the devices you want to synchronize (from the devices itself
or from the catch) ;

» The status of the database credentials has to be obtained.

.
E Crwerwrite Tokens to Devices

=

Configurations Read, &

Tokens Read, %

MHumber of Tokens |

= SecurityHead
= COM1
= [1]: Panel
[1]: Warehouse
[2]: 52000+PE (2)
[3]: 52000-2 (3)
[4]: S2000-ASPT (4)
[2]: Panel 2
[4]: 52000 (4)

[ ¥ ]msl:s2000-2(30 100 100 4

[6]: S2000-4 (6)

[+ ComM2
[+ COM3
[+ COoM4

Overwrite Tokens

-

Cloze
Attention!

The synchronization of the database-stored credentials can be done only with connected devices
provided their configurations have been read.

All necessary actions are performed in the Overwriting Tokens in Devices window; you can open by
selecting Service/Overwrite Tokens to Devices:

To synchronize all Touch Memory buttons and Proximity cards with some devices, please select required
devices in the Overwrite Tokens to Devices dialog box and click the Overwrite Tokens button, then click
Yes to confirm synchronization in the appeared window.

l . Areyou sure you want to overwrite tokens?

B[ ke




Attention!!!  Performing this type of synchronization you will delete all stored credentials in the devices
before adding the credentials to devices.

6.12.4.4 Searching Credential Duplicates in the Database

The Orion Pro Database Administrator module allows searching the duplicates of Touch Memory and
Proximity tokens added to the database.

To search the duplicates of tokens in the database, please select Service/Check Database for Token
Duplicates. It will search token duplicates in the database, and if any duplicates found, the Error tab will
appear in the Database Administrator Log.

: Dezcription

Cuplicate Group 1: Holder: Srmith «J. Code: 2710000104671 EG01
Duplicate Group 1: Holder: Tuma B. Gode: 2100001045 1EG01
: Rermately Changed T ables _ Metwork Exchanges | Errors |

This tab will show all duplicates of tokens existing in the database.
When needed, any token can be deleted selecting a required token in the list of credentials and click the
Delete button. Then click Yes to confirm the deletion.

6.12.4.5 Searching for Token Duplicates in Devices

The Database Administrator module offer functions to search for token duplicates in devices.
Attention!!! Please read device configuration first (from devices or from catch) before searching token
duplicates in the devices:

E Search for Duplicates in Devices I. =] =] |ﬂh

Welcome to the wizard to
search for duplicate tokens in
devices

Thiz wizard will guide you through the search process breaking it
into simple steps.

Click Mest to Continue

| Help < Back M et = | | Cancel

Clicking the Next button will display the further wizard window, where a workstation is to be selected to
search them for token duplicates:



i !
M Search for Duplicates in Devices E@g

Select a Workstation to Search for Token Duplicates

Help ] ’ ¢ Back ” M et = ] ’ Cancel

&

L

Click the Next button to start searching for duplicates in the workstation-connected devices whose
configurations have been read.

If no token duplicates have been found, the following wizard window will be displayed:

i Y
B Search for Duplicates in Devices E@g

Deleting Token Duplicates

Token duplicates have not been found, click Finish to continue

If any token duplicates have been found, the third wizard window will appear to display the devices that
have token duplicates:

L -
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M Search for Duplicates in Devices E@ﬂ

Devices with Token Duplicates

Ll 1] [k

[] Ovenarite Tokens in Devices

Help ] ’ ¢ Back ” M et = ] ’ Cancel

To delete tokens from the devices, please select checkboxes near required devices and click the Next
button All tokens will be deleted from the selected devices, and the last wizard window will be displayed:

E Search for Duplicates in Devices E@g

Deleting Token Duplicates

To complete the wizard work, please click the Finish button. If Overwrite Tokens function in the preceding
window has been checked, after deleting duplicates, new credentials will be written (added) to the devices
in accordance with the database settings.

6.12.4.6 Searching for Extra Tokens in Devices

The Database Administrator module offer functions to search for extra token in devices.
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This method is recommended if the tokens are stored in a device while being missing in the database.

Attention!!! Please first read device configuration (from devices or from cache) before searching extra
tokens in the devices:

To search extra tokens in the devices, please select Service/Check Devices for Extra Tokens. It will start
the search wizard to search extra tokens beyond the database:
.

E Search for Tokens Unstored in the Databasze I. — | =] |ﬂh

Welcome to the wizard to
search for extra tokens in
devices

Thiz wizard will guide you through the search process breaking it
into simple steps.

Click Mest to Continue

| Help < Back M et = | | Cancel

Clicking the Next button will display the further wizard window, where workstation is to be selected to
search workstation-connected devices for extra tokens/fingerprints:

E Search for Tokens Unstored in the Databasze I. — | =] |ﬂh

Select a Workstation to Search for Extra Tokens

Support-11-57 [192.168.11.57)

Help | | < Back || M et = | | Cancel

L™ A

Click the Next button to start searching for extra tokens in the workstation-connected devices whose
configurations have been read.



If no extra tokens have been found, the last window of the wizard will be displayed:
E Search for Tokens Unstored in the Database l — | (=] |_ih]

Deleting Tokens

Hep | | <Back [[ Fish || Cancel |

LS A

If any extra tokens have been found, the third wizard window will appear to display the devices with extra
tokens:

E Search for Tokens Unstored in the Database [ =R ih]

Devices with Extra Tokens

I

=" ; COmM2
E| ¥ Device [2.1.10] Signal-10 [10]
: L W] [2]6100001247372001
El v Device [2.1.22] 520004 [22)
5---[1 ] 6100001 247373001
= Device [2.1.31] 52000-2 [31)
e ] [216100001 247378001

Help ] ’ < Back ” Mext > ] ’ Cancel

L™ A

To delete tokens from the devices, please select checkboxes near required devices and click the Next
button. All tokens will be deleted from the selected devices, and the last wizard window will be displayed:
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E Search for Tokens Unstored in the Database I. = | (5] Lﬂh

Deleting Tokens

Hep | | <Back || Finsh | | Cancel

L ~

To complete the wizard work, pleas click the Finish button.

6.13 Synchronizing the Orion Pro Database with S2000M Panel

The Database Administrator of the Orion Pro suite allows exporting structure of intrusion detection and
fire protection system (IFS) to the S2000M Panel

Importing IFS configuration from the S2000M to the database is also supported.

6.13.1 Importing Configuration from the S2000M

Database Administrator allows (using Scanning Cores) importing created configurations from the S2000M
Panel

Usually, this is used at sites where Orion System’ devices (hardware platform) had been used before the
decision to use the software platform (the Orion Pro Suite) - in other words, at the initial stage of database
development.

To import the configuration from the S2000M to the database of the Orion Pro Suite, please go fo the
Device Address tab (System Structure) to do the following:

e Add and configure a workstation with Scanning Core where a S2000M panel is connected.
Add COM Port to the workstation, and then associate the S2000M to the COM Port via RS-
485 interface.

Syztem
f ------ _EJ Workstation: 5 ecurityHead E}u;{lﬂ@ j,_.-;lr_h'_ﬁl
e M Video
e 0 [} COM1 (ORION/ORION-PRO]
© Ee [ [Address 1, 52000] Main Panel

Attention! If the devices connected to this COM Port are functioning in the Orion Pro protocol
(and S2000M in the Computer mode) the address of the S2000M in the database settings must



be set as its address for RS-232 interface when the process of importing the configuration has
been completed.

Therefore, it s strongly recommended using the same address for RS-232 and RS-485
interfaces. In this case, this address will not require attention.

If you plan to use the Orion protocol, the S2000M panel has to be switched over to the PI\Reserve
mode. If the Orion Pro protocol is to be used, the S2000M has to be set as Computer ant it will be
switched in the Programming Mode.

e If the Scanning Core with connected panel has been already running, it is recommended that
you should update the database of the Scanning Core (Service/Update Database in
Operative Task). Otherwise the Scanning Core has to be started (from Shell)

e Further, open the Import S2000M Configuration to Database wizard. (Choose Service/Import
S2000M Configuration).

Import 52000M Configuration to Database I,ﬂhj

Welcome to the S200M
Configuration Import
Wizard

Thiz wizard will guide you through the configuration
import process breaking it into simple steps

Click Mest to read the configuration from the conzole

Help < Back I et > | [ Canicel

To proceed further, click the Next button.

e Inthe appeared (second) window, please define the way of configuration reading:
o If it is the first time you start the system, you should choose reading a configuration from
S2000M.

If the Save S2000M configuration to file item is checked and the file location path is specified,
the read configuration will be saved as a file.

o Subsequently, one can choose to load a configuration from a file (if its location is specified in
advance)



Import 520000 Configuration to Database I&

Selecting $2000 Configuration File

@ Read configuration [ 5ave 52000M configuration ta file [recommended)

1 Load caonfiguration fram file

Inztaller Pazsword
123456

Select the 520000 Configuration File

(]

Click Mest ta continue reading the confiquration file

Hep | | <Back || Mews> || Cancel |

L &

After choosing how configuration will be read, please click the Next button to proceed further.

¢ The next window will show the process of reading the configuration from the S2000M device
or from a configuration file.

Import 52000M Configuration to Database I&

Reading Configuration

Click Mest o continue reading the configuration file

Help < Back MHest = Cancel

The configuration read process will not start immediately, please wait for 1 or 2 minutes.
When process has completed, please click the Next button to proceed further

e The next window will show the recognized IFS system taken from the S2000M panel. It will
also include conversion errors (for example, if a S2000M’s configuration includes a partition



_ o |

with the same index as used in the database of the current workstation. These data will not
be imported.

Impaort 52000M Configuration to Database | 2 |

Reading Configuration

[0~
mE

Partitions
-I:l @] [2]: Partition 52002 2.01

B & [3]: Partition 52004 35
@ & [4]: Office 3

B & _[5]: Partition 52004 38
[@ & _[E]: Partition 52004 46
[@ & _[7]: Intrusion Signal 20
{2 8 [13] Partition A5PT
{2 & [14] kDL

: -I:l @] [31]: Partition 52004 36 -
- .

Chek Mest to continue

- 6

| Hep | | <Back |[ New> || cancel |

In S2000M configuration includes the custom types of devices, each custom type (assigned to
one device at least) wild be reported in the Converting Custom Devices into Actual Devices dialog
box:
-

Converting Custom Devices to Actual Devices g

Cornverting custom device 32

[13 loops, Orelayz] to actual device [SEDDD-'&'S FAREFEAL v]

- -

In the dialog box, you will have to select an actual device type for the device that is specified as a
custom one, and click the Ok button. Please click the Next button to proceed further.




The next (fifth) windows will show the process of writing S2000M configuration-read data to
the Orion Pro database

Import 52000M Configuration to Database I,ig-,l

Importing to the Database

P Importing devices
Imparting partitions
|mporting azsociations of loopz and partitions

|mporting access levels and credentials

m
Status: Wwiiting data to the Databaze

| Help < Back Finizh | Cancel

Wait till the writing process is completed and click the Finish button to close the wizard.

If you plan to use the Orion Pro protocol, please switch the S2000M panel from the
programming mode to the standby mode.

If COM Port-connected devices will function in Orion Pro protocol (when S2000M functions as
a Computer), and RS-323 and RS-485 addresses of the S2000M are different, please set the
RS-232 address for the S2000M in the database

Update the database-related information in the Scanning Core (Service/Update Database in
Operative Task. Alternatively (as recommended), you can restart the System Shell
(therefore, Scanning Core) on your workstation.

6.13.2 Exporting Database to S2000M

Attention! This chapter assumes that a database-receiving S2000M panel will have the same addresses
for RS-232 and RS-485 interfaces.

Attention! The PProg utility has to be installed and launched at least once on the relevant computer.

To export settings of the IFS system please follow instruction as described further:

If the Orion protocol is used, please transfer devices from a COM port to the S2000M panel in
the database before exporting the database to the panel (refer to Chapter 6.2.6.1.3
Transferring Devices). Completing export, please transfer devices to a COM port.)

If any database changes have been made after starting a relevant Scanning Core, please
update the database data in the Scanning Core (Service/Update Database in Operative Task)
If the Scanning Core has not been started yet, please launch the Scanning Core (from the
System Shell)



e  Switch the S2000M panel to the programming mode.
e Go to the Device Address tab
e Select the S2000M in the tree of system entities, where the configuration is to be exported.

ﬂ System )
e !J Wwiorkstation: SecuriyHead oy i BT 3 5y W
+ ....... ! Yideao

s ry I I:EIM1 [EIFHIEINJEIFIIEIN F'HEI]

[.-i'-.ddress 5 SEEIEIEI 4] SEEIEIIJ 4 [5]
[Address B, 52000-A5PT] S2000-45PT (B
[Address ¥, Signal-20]: Signal-20 [7]
[Address 8, Signal-10]: Signal-10 8]
[Addresz 9, Signal-20M]: Signal-208 [9]
[&ddress 10, 52000-K0LY S2000-KOL [10)
[Address 11, 52000-2]: 52000-2 [11]

e Start the database export wizard by choosing the Service/Export Database to S2000M

Database Datz Export to 52000M Configuration @

Welcome to the wizard of
database export to S2000M
configuration

Thiz wizard will guide you through the
process of databaze export breaking it into
zimple steps

To continue click et

Help ¢ Back M et = | | Cancel

To proceed further, click the Next button.

e The next (second) window of the wizard will show the list of S2000M-accosiated devices
included in the settings of event transmission (sharing).

Also, it will show the list of partitions or partition groups the events of which will be transmitted to
this device.



Datakase Data Export to 52000M Configuration @
Configure Events Transmission
Devices and Partitions Tranzmitted Events
— j W | Firez
------- ] [4] 52000 (4] j ﬁ'a{{“s ;
= alfunctions
& | [51U0-45 (5] o Partitions
e fE @] [1] 52002 Devices 7| Loops
----||:| @] [2]} Careraz o S_I,Ist_n_am
E ....IE._.‘]L [5]: Adem j iu:-clllar_u
b [@ @] [B] coess
i@ @] [B] General 7| Relay
Help ¢ Back ] ’ M et > ] ’ Cancel l

In the right pane of the wizard window, please select the event categories to be transmitted to this
device by the S2000M.

For the S2000M, please select event categories to be displayed on the S2000M’s screen (as well
as transmitted to the Orion Pro Scanning Core, if the Orion Pro protocol is used)

Attention! If the Orion Pro protocol is used, only categories selected to display on S2000M panel
will be transmitted to the Orion Pro Scanning Core.

To proceed further, click the Next button

On the next (third) window, please specify the following for the S2000M:
o Installer password — Main password
o Password with maximum operation privileges (panel access level “255”) - Control of

loops.
Database Data Export to 52000M Configuration @
Passwords
b ain pazsward: 123456
Contral of loops: 1234
Help < Back ] ’ M ent > ] ’ Cancel




To proceed further, please click the Next button.

e The last window displays the process of writing data to the S2000M.

Database Data Export to Conscle Configuration @

Writting Configuration

Help ¢ Back Finizh Cancel |

Wait till the process is completed, then click the Finish button to close the wizard

e If the Orion protocol is used, please move the devices back to the COM Port from the
S2000M. Update the database data in the Scanning Core (Service/Update Database in
Operative Task)

o Switch the S2000M from the programming mode to the standby mode.

After completing the database export to the S2000M panel, you can review the panel
configuration by saving it to a computer using the PProg utility.
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6.14 Settings

6.14.1 Settings of Database Administrator

Settings

The Database Administrator parameters are configured in the Settin;s dialog box (Options/Settings):

General | Employees I .-’-'-.u:u:ess|

Show software event log
Show a scenario text in the template entering mode
Log SOL queries

The extent list of icons in the Map Editor

I R i

’ Cancel

L

The Settings dialog box includes three tabs:

1. General
2. Employees
3. Access

1. The General tab:

Settings

]
General | Employees I Access |

Show software event log
Show a scenario text in the template entering mode
Log SOL queries

The extent list of icons in the Map Editor

Parameters Ii;)aslﬂglse Description
This parameter is responsible for the display of the
Database Administrator Events:
Show software event log (No), o [ (No): The log will not be shown
(Yes) o [ZI(Yes): The log will be shown.
Default value: ¥1 (Yes)
. . This parameter defines whether to display a
tSer:T?;az:esce:ﬁ?:rril:gte;tolgethe ((sgg) scenario  text _ based on the _ Orion_Sc)r/ipts
macrolanguage in the template entering mode:




o [ (No): A text will not be shown
. (Yes): A text will be shown.
Default value: [ ] (No)

This parameter defines whether to log actions
made in the Database Administrator:

e [I(No): The log is enabled

. (Yes): The log is disabled.
When this parameter is enabled, an operator’s
database changes are reported in the Query Log
table.
The information saved for each action are as

. [1(No) follows:
Log SQL queries (Yes) e Time of a database changes
e The Database Administrator's computer IP
address where a database change has
been initiated.
e The ID or name of an operator who made
changes in the database
e Detailed description of actions related to
the changes in the database.
Default value: [] (No)
This parameter is responsible for the set of possible
icons toIr:elpresent system entities on a map
. . o No): Only relevant icons can be
The extent list of icons on a map Ll (No) seleéted) fora s)|l3ecific entity on a map,
(Yes)

o (Yes): All icons can be selected (i.e. all
icons for all types (not recommended)
Default value: [] (No)

2. The Employees tab

Settings

(o

General | Emplopees | Aocess |

Locate an employee badge template:

Show the dialog to select a template before printing

Maimum size of an employes photo (kB)

Employee ID format

Print & card using print image settings

Chedk: for Empl ID uniqueness

E)
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M

Parameter Possible Values

Description

Locate an employee badge
template:

A full path to a file
or an empty field

This locates a file containing the template of an
employee card to be used for printing a badge.

If this field is empty, no badge will be printed.

Default value: empty field

Show a dialog to select a
template before printing

[ (No),
(Yes)

This parameter defines whether to request the
selection of a template before printing:
(Yes): A dialog will be shown to select
a template for printing.
. [ (No) — The selection dialog will not be
requested. But the template defined by




Locate an employee badge template
parameter will be used for printing

Default value: [1(No)

Maximum size of an employee
photo (kB)

1..2147483647

This parameter defines the maximum size of an
employee photo to store in the database.

If an image being loaded for an employee badge
photo exceeds the size defined by the Maximum
size of an employee photo parameter, the photo
loading will fail and the following message box will

gppear: .
3|

The photo size exceeds %d kE.
Use a photo of a smaller size,

Default value: 100kB

This parameter defines a format of Employee 1D
(EMPL ID)

A string Formatting is used for printing badges with an
describing an ID | Employee ID containing alphanumeric numbers.
Employee ID format format
or empty field The formatting rules are described in Note 1 to
this table.
In most cases, the formatting is not required;
therefore this parameter field is left empty.
Default format: empty field
This parameter defines whether to use a
supplementary image for card printing:
. (Yes) — Uses a supplementary image
Print card using print image o (No) for printing. This feature is useful for
settings ’ using printers with magnetic functions.
(supplementary image) (Yes) . [ (No) —A supplementary image is not
used. (Applicable for other most common
printers)
Default value: |:|(No)
This parameter defines whether to add
employees with the same Empl ID to the
database:
Check for Empl ID uniqueness (NO)’ o (Yes) —Employees with the same ID
(Yes) cannot be added to the database.

o [ (No) — Employees with the same ID
can be added to the database
Default value: |:|(No)

Note 1:

A format string (mask) consists of three fields separated by a semicolon (;). The first part is the mask
itself. The second is a character defining whether mask characters must be compared with the characters
of a masked string or replace the characters of a masked string. The third part is a character used to
replace characters missing in a masked string.
The characters used in the first mask field are as follows:




Characters

Value in Mask

If character ‘I’ is used, the optional characters of a masked string are replaced with leading
blanks. If this character is not used, optional characters will be replaced with trailing blanks

If the >’ character is used in the mask, all further characters (till the end of the mask or till
the ‘<’ character) must be upper-case characters

If the ‘<’ character is used in a mask, all further characters (till the end of the mask or till the
‘>’ character) must be lower-case characters

If booth characters ‘<>’ are used, the case is not checked.

—

The character following the \' character is a literal. Please use this character for using
special mask characters as literals

The ‘L’ character requires an alphabetic character in the specified position.

The ‘I’ character allows (but not require) an alphabet character in the specified position.

The ‘A’ character requires an alphabet or numeric character in specified position.

o »>|—|r

The ‘a’ character allows (but not require) an alphabet or numeric character in the specified
position.

The 'C’ character requires any character in the specified position.

The ‘¢’ character allows (but not require) any character in the specified position.

The '0’ character requires a numeric character in the specified position.

The ‘9’ character allows (but not require) a numeric character in the specified positon.

#|olo|o |0

The ‘# character allows (but not require) a numeric character, the ‘+’ sign or ‘- sign

The ‘" character is used to separate hours, minutes, and seconds the sting indicating time.

~-

The ‘' character is used to separate a month, day, and year in the string representing a
date.

The ‘;’ character is used to separate three fields in a mask.

Any other symbol or character not specified in the above list can be used as a literal in the first part of the
mask. Literals are placed automatically in a mask text if the ‘1’ character is used in the second part of the
mask; or they are compared with the characters of a masked string, if the ‘0’ character is used as the
second part of a mask.

Let us consider the following mask of phone number as an example: (000) 000-0000;1;*
‘1’of the second field means that if the mask line does not include 10 digits, it will look like “(***) ***-*****(if
‘0’ is used, the “’character replaces only missing characters of a masked string).

The third field of this mask includes the character which replaces missing characters of a masked string

3. The Access tab:
General | Emplopess | Access

Reguest the status of credentials when switching to the Credentials tab Vv

IUse the current date for the credential validity period

Type of short code Full -
Possible .
Parameter values Description

Requests the status of [ (No)

credentials

Credentials tab

This parameter defines whether to request status of
credentials each time when a user toggles the
Credentials tab :

. (Yes) — the status of credentials will be
requested automatically when one toggles

(Yes) the Credentials tab,

. [ (No) — The status of credentials will not
be requested when one toggles the
Credentials tab.

Please be mindful that a credential status will not

when switching to the




be obtained automatically until one device
configuration has been read at least. In other words
this function will not work until a configuration from
one device at least is available.

Default value: [](No)

This parameter defines whether to fill in the From
field (a validity period start point) with the current
date when adding any credentials:

Use the current date for the [1(No) o (Yes) — Enable filling in the Form field
credential validity period (Yes) with the current date
o [ (No) — Disable filling in the Form field
with the current date
Default valued: |:|(No)
This parameter defines how to display additional
information on the code of the Proximity card.
The Code field displays a card code converted to
the Touch Memory format.
Full The additional field displays a card code in the
Type of Short Code Wiegand16 Wiegand format as defined by the Type of short
Wiegand24 code parameter.
Code C100001587A7ECO1 |
27815 Wiegandig

Default value: Wiegand16

6.14.2 Setting User Events

User events are used to rename the system events of some system entities (Refer 6.4.5.Renaming

System Events).

This chapter focuses on the editing of custom events list in the Setting User Events dialog box

(Options/User-Defined Events):

rH Setting User Events |,ih,|1
| Event + | MNew Event Baze Event
| 52000-A5PT ver 3.00 10002 = Backup zerver key 1000 - |
_ 33 0pen Event Category Display Format
P 33 Nomal - B - | | Loop Mame - |
Mame
33 Mormal
| Save | | Cancel Delete
Fl

L

-

The left pane of the Setting User Events dialog box shows the list of user events (arranged by index
number); the right pane shows the properties of a selected user event.

To add a new user-defined (custom) event, please click the Add button. Then enter values for all
properties of new user events and click the Save button.

To edit any user-defined events, please select a required event in the list of user events and click the Edit
button. Then make necessary changes and click the Save button.




To delete a user-defined event, please select and a user event you want to delete, ant click the Delete
button. Then confirm the deletion by clicking Yes in the appeared dialog box

The user event properties:

Hew Event Baze Event

10001 = |Pump0n -|

E vent Category Dizplay Format

Auxiliany "I IStandart "J

Hame

33 Qpen

Properties Possible Values Description
The unique index of a user-defined event.
New Event 10000..10999 Default value: minimum value from the range (10000..10999)
available in the system
A standard event will be represented by the user-defined
event.
This parameter defines the manner and color of event display
in the System Monitor module
In addition, this parameter /s used when the database is
exported to the S2000M (corresponds fo the settings of
renaming panel scenarios)
The parameter value is selected from the dropdown list:
[Motion detector iz Off ~A|
tain server connecting -
b air workstation missed
b ainz failure
Base Event One of the system b aing restored

events t anagement scenario iz run
tanual on valve

b anual on valve

b anuial best

teszage transmitted
tizged channel

b onitar iz cloging

tation D etection Alarm
Mation detectar iz OFf

totion detectar is On

ultiplex addressable loop is broken
tultiplex addresszable loop iz repaired
tew vehicle detectad

m

Attention! When the database is exported to the S2000M
panel, only the changed names of loops will be exported.

Default value: empty field

(\)
(\)
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Event Category

Fires
Alarms
Malfunctions
Arm/Disarm Loop
Arm/Loop Disarm
Miscellaneous
Auxiliary
Access Control
Relay

The category of event.

This parameter is used when the database is exported to the
S2000M (it corresponds to the settings of renaming panel
scenarios) and defines whether an event will be stored in the
S2000M buffer, displayed on an LCD, sent to a print , S21000
keypads and S2000-IN information panels

A value is selected from the dropdown list:

‘FiIES -

Alarms
 alfunchions
ArmdDizarm
Loop Armn/Dizarm
Mizcelaneous
Ausihary

Access

Relay

Default value: empty field

Display Format

Standard
Partition Name
Loop Name

The event display format

This parameter is used when the database is exported to the
S2000M (it corresponds to renaming scenarios settings for
the S2000M) and impact the view of event on LCD.

The value is selected from the dropdown list:
Standart -

Partition name
Loop Mame

Default value: No display format is selected

Text (Name)

A string length of 1
to 100 characters

Name of event

A name typed in this field will be entered to the log of
Database Administrator and buffer of the S2000M’s event
buffer.

Please, note that if the database is exported to the S2000M, a
name will be reduced to 16 characters!

Default value: empty field

6.14.3 Setting Event Groups

Most system entities have their own events that form event groups

For example, the event group for the Partition Group entity includes Arming Partition Group and
Disarming Partition Group. There is no other event for the Partition Group entity.

The nature of entity events affects what entity events can trigger a management scenario and what entity
events can be renamed (refer to Chapter 6.4.4 Configuring System Responses fo the Entily Events.
Assigning Management Scenarios and to Chapter 6.4.5 Renaming System Events). The event groups
affect how events are filtered for transmission purposes. (Refer Chapter 6.4.2.Configuring Transmission
of Events and States of Logical Entities.)

By default, there are partition groups created for all types of system entities in the Orion Pro Software, and
these partition groups already include all necessary events. In some specific cases (the release of a
device version requiring new events), the configuration of event groups can be modified.

To edit the event groups, go to Options/Set Event Groups to open the Set Event Groups dialog box:



-
E Set Event Groups

=)

Ewentz

Event Groups

[1]: Mainz restored

[2]: Mainz failure

[3]: Intrugiaon alarm

[B]: Operatar resporize

[7]: Manual on valve

[B]: Manual on valve

[14] Code hacking attempt
[15] Door open

[16] Empty event

[177] Arming failed

[19]: Detector test

[20]: Fire test

[21]: Fire test termination
[22] Supervizing restored
[23] Arrning delay

[24] Intrugion zone iz armed

L {1

L3

Ewvent Group for Transmizzion - Fires
Ewent Group for Transmission - Alarms |
Ewvent Group for Transmizzion - Trouble K
Ewent Group faor Transmizssion - Arming,
Ewent Group for Transmisgion - Arming,
Ewent Group for Tranzmizzion - Service
Ewent Group for Tranzmizzion - Ausilian
Ewent Group for Tranzmizzion - Access
Ewvent Group for Tranzmizsion - Relays
Event Group for Tranzmizzion - Custom
Ewent Group for Transmizzion - Custom
Ewvent Group for Transmizzion - Custom
Ewent Group for work.station

Wideo Syster Event Group

Camera Ewvent Graup

Partition Event Group -

I 2

N/ oK

|| xcancel |

The left pane of the Set Event Groups dialog box displays the list of all system events (arranged by event
index, the right pane includes the list of event groups.

To add a new event to any event group, please select a required event in the list of events, and drag it to
the event group you want.

To delete an event from an event group, please select a required event of the event group you want to
edit, and press the <Del> button on the keyboard.

6.14.3.1 Configuring Event Groups for Voice Alarms

Three are event groups related to Voice Alarm Module:
e Voiced Events

¢ Events Voiced till Operator Response
e Prioritized Voiced Events

The events, intended to trigger voice alarms, have to be included in the Voiced Events group. If the event
is NOT included into the Voiced Events group, this event will not be accompanied by a voice alarm
regardless of other settings and event groups. If an event is included to the Voiced Events group only, a
voice notification will replay as many times as set for the Voice notification replays parameter in the
workstation settings.

It an event is included in the Voiced till Operator Response group, voice notification will replays as much
as 999 times. This is a practically equivalent to an infinite loop. The voice alarm (notification) for such an
event can be interrupted by an operator only. Or this notification can be stopped in the voice alarm
module, or in case of alarm (i.e. the voice notification (alarm) play can be stopped (interfered) by a more
prioritized voice alarm.

If the event is included in Prioritized Voiced Events, the event voice notification will replayed, if occurs,
between replays of a notification beyond the Prioritized Voiced Events. If a voiced event occurs at a time
when prioritizes voiced event is playing, this event will be put in the prioritized waiting list to be played
right after the current voice notification. All other events beyond the Prioritized Events group will not be
played until any prioritized events are active in the system.

The effects of each group are summed up.
canceled only by an operator.

If an event is included in all groups, this event may be



6.14.4 Configuring Network Ports

The Orion Pro Suite can run more than 10 software modules with each of them taking its own TCP port
address. When many software module run on the same workstation, it may be often necessary to change
ports for the applications launched. This may be caused by the conflicts when two applications use the
same “popular” address of three ports.

In addition, the setting selected ports can be useful when the TCP/IP ports are controlled by a fire wall
and the narrow range of free ports (controlled or uncontrolled) have to be distributed among the

applications (software modules).

The Orion Pro Software supports changing ports for individual software modules:

Software module Settings in the Change Manual configuration in the Default
Network Ports menu in DBA orion.ini file port index
Database Server (CSO.exe) M?g:tzl :}[/;i:?eaqﬁﬁlézagon 2001
Database Administrator Yes,tﬁ;f%c;l\;iiteeirnu&deatlng 8081
(Abd.exe) Operative Task
Scanning Core Yes, effective after updating
9 the database in the 8080
(CoreOrion.exe) Operative Task
Yes, effective after updating
System Shell (Shell.exe) the database in the 8082
Operative Task
. Yes, effective after updating
System_ Monitor the database in the 8083
(omonitor.exe) Operative Task
Site Occupants Yes, effective after manual
P reconnection to the 8084
(LockDown.exe) database
Yes, effective after updating
Control Module the database in the 8085
(CoreOrion.exe) Operative Task
. Yes, effective after updating
\(ldeo System the database in the 8086
(Videodriver.exe) Operative Task
. Yes, effective after manual
Time ar!d Attendance reconnection to the 8094
(NWTimePro.exe) database
Voice Announcement Module Ilzsa:gebz[g’:iﬁfzﬁgwdatmg 8095
(SoundServer.exe) Operative Task
Biometric Controller Driver ;isa:gicglsveeiif:ﬁ;updatmg 8096
(badriver.exe) Operative Task
. . Yes, effective after updating
Sta(“sstg‘t’z fe")e”t the database in the 8099
) Operative Task
Yes, effective after updating
Personal Card the database in the 8882
(PersonCard.exe) Operative Task
Yes, effective after updating
OPC Server the database in the 7070
Operative Task
I . Yes, effective after updatin
Dot-Matrix Display Driver the database in the P 9 7071
(HelioRGM_Service.exe) Operative Task
OrionPro 2 Protocol Driver Yes, effective after updating 8100
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the database in the
Operative Task
. Yes, effective after updating
(Kg/?:)?éer?/gzrxe) the database in the 8181
' Operative Task
Port for Scanning Core to be | Yes, effective after updating
linked with the Keybox driver | the database in the 8183
(CoreOrion.exe) Operative Task

OPort for the Central Server is configured in the Orion.ini file on all workstations. Please use Notepad to
open the Orion.ini file and change the SrvPort parameter in the SrvLog section. Then save changes and
restart the system.

To configure the allocation of ports for other Orion Pro modules, please select Options/Configure Network

E Changing Metwork Ports &J

Software Modules -

Name
_|Scanning Core Site Dccupants
_|Database Administratar
_|System Shell
System Monitor

— #ML-RPC port of the Site Occupants Server

] Control Module

m

Description

] Video System

_|Time and Attendance

_|Voice Announcement Module Port
Biometric Controller Driver a0ad

Statistics Client

Edit Close

L% 4

The appeared window will show available software modules and a default port used for launching the
applications. To change port a port number, please click the Edit button, then make necessary changes
and click the Save button. To apply settings, please close the window, update the database in the
Scanning Core using the corresponding item in the DBA menu or reconnect software modules
(applications) to the database (Time and Attendance, Site Occupants) (see the table above)

Appendix 6.A Centralized Control Relay Programs

Number |Action Name Description
1 Switch On Switch On in case of Intrusion Alarm or Fire Alarm; otherwise
switch Off
2 Switch Off Switch Off in case of Intrusion Alarm or Fire Alarm; otherwise
switch On
3 Switch On for a Time If ‘Intrusion alarm’ or ‘Fire alarm’ - ON for a time; else OFF
output.
4 Switch Off for a Time If ‘Intrusion alarm’ or ‘Fire alarm’ - OFF for a time; else ON
output.
5 Blink (Off is Initial If ‘Intrusion alarm’ or ‘Fire alarm’ - blink (0,5 s ON, 0,5 s OFF);
Position) Else OFF output.
6 Blink (On is Initial Position)|[f ‘Intrusion alarm’ or ‘Fire alarm’ - blink (0,5 s ON, 0,5 s OFF);
Else ON output.
7 Blink for a Time (Off is If ‘Intrusion alarm’ or ‘Fire alarm’ - blink (0, 5 s ON, 0, 5 s OFF)
Initial Position) during given time; else OFF output.




Switch On for a Time upon

Disarming

8 Blink for a Time (On is If ‘Intrusion alarm’ or ‘Fire alarm’ - blink (0,5 s ON, 0,5 ¢ OFF)
Initial Position) during given time; else ON output

9 Lamp If ‘Fire alarm’, ‘Fire pre-alarm’, ‘Intrusion alarm’, ‘Entry alarm’
or ‘Arm failed’, then blink (0,5 s ON, 0,5 s OFF); if
‘Disconnected alarm loop’, “Relay disconnected”, “Fire trouble”,
“Loop open circuit”, “Configuration error”,

“Open relay output ”, “Relay output short circuit”, “Battery
failed”, “AC power failed”, “Power failed”, “2-wire line short
circuit” or ‘“2-wire line trouble”, then blink (0,25 s ON, 1,75 s
OFF);

If there is at least one armed zone, then ON output; if all zones are
disarmed, then OFF output.

10 Alarm Output 1 If all partitions are armed, then ON (close) outputs; else OFF
(open) output.

11 ASPT ON for a given time, if at least two zones in partition have ‘Fire
alarm’ status and there are no zones having states "Auxiliary
alarm", "Relay disconnected", "Open relay output", "Relay output
short circuit”. When the failure removed the relay output will be
ON

12 Siren If ‘Fire alarm’ then blink given time (1,5 s ON, 0,5 s OFF); if
‘Attention’, then blink given time (0,5 s ON, 1,5 s OFF); if
‘Intrusion alarm’, then ON for a given time; else OFF output.

13 Fire Output If ‘Fire alarm’ or ‘Fire pre-alarm’, then ON (close) outputs; else
OFF (open) output.

14 Fault Output [f there are zones in the states
‘Disconnected alarm loop’, “Relay disconnected”, “Fire trouble”,
“Loop open circuit”, “Configuration error”,

“Open relay output 7, “Relay output short circuit”, “Battery
failed”, “AC power failed”, “Power failed”, “2-wire line short
circuit” or “2-wire line trouble” or “Disarmed”, “Disarmed and
ready” “Disarmed and not ready”,

or “Arming has failed”, then OFF (open) output.; else ON (close)
output.

15 Fire Lamp If ‘Fire alarm’, ‘Fire pre-alarm’, ‘Intrusion alarm’, ‘Entry alarm’
or “Arming has failed”, then blink (0,5 s ON, 0,5 s OFF);
if ‘Disconnected alarm loop’ or ‘Fire alarm’, then blink (0,25 s
ON, 1,75 s OFF);
if state of all relay associated zones is ‘Zone armed’, then
ON;
else OFF output.

16 Alarm Output 2 If all zones are armed or disarmed, then ON; else OFF output.

17 Switch On for a Time If at least one zone is in “Arming delay” state, then ON for a

before Arming given time; else OFF output.

18 Switch Off for a Time If at least one zone is in “Arming delay” state, then OFF for a

before Arming given time; else ON output.
19 Switch On for a Time upon [If at least one zone is armed, then ON for a given time; else OFF
Arming output.

20 Switch Off for a Time upon [If at least one zone is armed, then OFF for a given time; else ON
Arming output.

21 If at least one zone is disarmed, then ON for a given time; else

OFF output.
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Switch Off for a Time upon

If at least one zone is disarmed, then OFF for a given time; else

Disarming ON output.

23 Switch On for a Time if If at least one zone is in the state ‘Arm has failed’, then ON for a
Arming Failed given time; else OFF output.

24 Switch Off for a Time if  |If at least one zone is in the state ‘Arm has failed’, then OFF for
Arming Failed a given time; else ON output.

25 Switch On for a Time upon |[If at least one zone is in the state ‘Auxiliary alarm’, then ON for
Auxiliary Alarm a given time; else OFF output.

26 Switch Off for a Time upon [If at least one zone is in the state ‘Auxiliary alarm’, then OFF for
Auxiliary Alarm a given time; else ON output.

27 Switch On upon Disarming [If at least one zone is disarmed, then ON; else OFF output.

28 Switch Off upon Disarming [If at least one zone is disarmed, then OFF; else ON output.

29 Switch On upon Arming If at least one zone is armed, then ON; else OFF output.

30 Switch Off upon Arming  [If at least one zone is armed, then OFF; else ON output.

31 Switch On upon Auxiliary |If at least one zone is in the state ‘Auxiliary alarm’, then ON;

Alarm else OFF output.
32 Switch Off upon Auxiliary |If at least one zone is in the state ‘Auxiliary alarm’, then OFF;
Alarm else ON output.

33 ASPT-1 ON for a given time, if at least one zone in partition have ‘Fire
alarm’ status and there are no zones having states "Auxiliary
alarm", "Relay disconnected", "Open relay output", "Relay
output short circuit". When the failure removed the relay output
will be ON

34 ASPT-A ON for a given time, if at least two zones in partition have ‘Fire
alarm’ status and there are no zones having states "Auxiliary
alarm”, "Relay disconnected", "Open relay output”, "Relay
output short circuit". When the failure removed the relay output
will not be on

35 ASPT-Al ON for a given time, if at least one zone in partition has ‘Fire
alarm’ status and there are no zones having states "Auxiliary
alarm", "Relay disconnected", "Open relay output”, "Relay
output short circuit". When the failure removed the relay output
will not be on

36 Switch On if Temperature |ON for a given time when the temperature has exceeded

Increased "temperature high" threshold (in “High temperature” status);
else OFF output.

37 Switch On if Temperature |ON for a given time when the temperature has being below

Decreased "temperature low" threshold (in “Low temperature” status); else
OFF output.
38 Switch On if Extinguishing [ON for a given time during launching delay counting before
Initiation Delayed automatic fire extinguishing system starting (in "Launching
delay" state); else OFF.
39 Switch On if Extinguishing |ON for a given time if launching pulse for automatic fire
Initiated extinguishing system has been given ("Launching" state); else
OFF.
40 Switch On if Extinguishing |[ON if launching has been confirmed (in "Extinguishing"
Confirmed state);
else OFF.
41

Switch On if Extinguishing

Failed

ON if launching has been failed (in "Launch fault" state); else

OFF.




42 Switch On if Auto Mode  [ON in "Auto extinguishing" state; else OFF.
Enabled

43 Switch Off if Auto Mode  |OFF in "Auto extinguishing" state; else ON.
Enabled

44 Switch On if Auto Mode  |ON in "Manual extinguishing" state; else OFF.
Disabled

45 Switch Off if Auto Mode  |OFF in "Manual extinguishing" state; else ON.
Disabled

Comments for the executive programs:

1) Devices of the latest versions support controlling their relay outputs with a delay. The delay
time and the activation time can be selected in the range of 0 to 8,191.875 sec in increments of 1/8-sec.

In addition, these devices support various types of ‘blinking’ patterns (sequence) differing in their periods
and pulse ratio. Some devices of earlier versions don’t support delay activation of the outputs with and
support blinking only with frequency 1 Hz and pulse ratio 2, while the activation time can be given in the
range of 0 to 255 seconds in increments of 1 second. The possibilities to control outputs of addressable
executive modules S2000-SP2 are defined by the possibilities of the S2000-KDL described in the
controller’s Manual.

2) Outputs with assigned programs 9, 10, 13, 14, 15, 16 are controlled without delay.

3) Outputs with executive programs with constant action (e.g. Switch On or Alarm Output 1)
are turned on (both for opening and closing) when the relevant activation condition has been met and
retain in such state until the condition avoids. As soon as the condition has been false the relay outputs
return to their initial state. On the contrary, the outputs with time limited programs (that is, with limited
activation time) return to initial state not only when the activation conditions have disappeared but also if
the time has elapsed. All the time limited programs will operate similarly to programs with constant
action if the activation time is set to the maximum value being equal to §,191.875 seconds. When the
console has been powered on and has found a relay module, it switches the relays to the states which
correspond to the current state of the partitions assigned with this relays. If a relay is operated by a time
limited program, the console switches it to its initial state as if it has completed to work after a given time.

4) The programs 11, 33, 34, and 35 are designed to control fire-fighting equipment including
fixed fire extinguishing installations. According to the requirements for fixed fire extinguishing systems,
a fire extinguishing equipment can be activated only after receiving fire alarm messages from two
independent alarm loops which monitor premises. To avoid leakage of an extinguishing agent (gas, dry
chemical), the system can be discharged only when all the doors from the premises are closed. In
addition, the circuits of light and sound alarms must be monitored for failures (open/short circuit failures),
and the system must not be discharged in case a failure of a light or sound alarm. To monitor door
positions, alarm loops of so called Auxiliary type are used. If a door open sensor has been activated (the
relevant door has been open), the Auxiliary alarm loop enters Auxiliary Zone Alarm state. When the door
has been closed, the Auxiliary alarm loop recovers its state within so called Recovery Time. To control
light and sound alarms, one can use outputs of S2000-KPB devices which monitor their load circuits for
open and short circuit failures. Output executive programs are implemented in such a way so that starting
them is blocked up if a linked auxiliary alarm loop has been activated or an output circuit has found to be
failed. As mentioned above, to create automatic fire extinguishing control in the premises there should be
two or more fire alarm loops for these premises, the doors are to be monitored using auxiliary alarm
loops, and alarms should be controlled by means of S2000-KPB outputs. These loops and outputs form a
single fire partition associated with one or more outputs designated to give the start pulse and assigned
with the ASPT executive program. If two or more fire alarm loops in the partition have been in alarm, the
relay output turns on with given time and delay provided all the doors are closed and all sound and light
alarms are operative. If at least one door is open or at least one alarm circuit is failed, the relay does not



start. If two latter conditions disappear with fire alarm being retain then outputs with the program 11
(ASPT) and the program 33 (ASPT-1) will be turned on with given delay while outputs with the program
34 (ASPT-A) and the program 35 (ASPT-A1) will not be turned on (but they will be turns on if there are
no time limitations for control). There are other distinctions between the programs. Activation of relay
outputs with the program 34 or the program 35 is blocked up if there are blocking conditions in any
associated partition. On the contrary, an output with the program 11 or the program 33 will be turned on
if there is at least one partition met the discharge conditions (there are fire alarms and there are no broken
auxiliary alarm loop and failed outputs) without regard to another concerning partition states.
5) The executive programs 11 (ASPT) and 34 (ASPT-A) provide switching the output on both
in case of activation of two smoke or heat detectors within a partition and in case of a signal from a
manual call point if the zone of the manual call point is programmed with the type ‘Manual Release’ in
the console configuration.
6) A Fault Output is used to monitor operative conditions of fire partitions. The output is
opened when one of the following failures has been occurred:
e A fault of a fire alarm loop (short circuit, open circuit, or fault of the fire detector),
e A fault of a monitored circuit of an output (a short circuit failure or an open circuit failure of the
relay output),
e A loss of connection between monitored alarm loops or outputs (loss of communication between
the console and the control and indicating equipment or executive module connected via the RS-
485 interface or disconnection of an addressable device or addressable executive module from the
polling loop of an S2000-KDL controller),
e A fault of a device (a short circuit or an open circuit of the polling loop),
e A power failure of a device (power failure, battery failure, 220 V power failure),
Also, this output is to be open if the partition status is Disarmed and Arming Failed because these
states are considered as inoperable conditions for fire partitions.
As this output is normally closed and opens to operate, powering off the relay modules and an open
circuit failure of the wires conducting signals from relay outputs to a monitoring station are considered to

be fault signals.

7) An output operated by the Fire Lamp program differs from an output operated by the Lamp
program by being switched on only when all the partitions assigned with this output are armed.
8) The program 17 (Switch On for a Time before Arming) can be used to automatically reset

responded four-wire detectors for arming. To do this, the detectors are powered through the normally
closed contact of the relay output of an S2000-SP1 device. This output is to be assigned with the
executive program 17, and the activation time should be selected to be sufficient to reset detectors. For
the alarm loops which four-wire detectors are brought to an arming delay should be given. The arming
delay must be more than the sum of the resetting time and the maximum restore time of detectors after
power reset. As a result, when an arming command is given the relay will turn on for the given time
switching off the power of the four-wire detectors and thus resetting the activated ones.

9) The programs 38 to 45 can be used when the S2000M console operates a fixed fire-fighting
system (gas, dry chemical, or aerosol fire-fighting system) based on S2000-ASPT devices. These
programs allow switching device outputs on or off either for a given time or without limitation, until the
relevant condition is in effect. In order to operate outputs without time limitations, the activation time
should be set to the maximum possible value (8,191.875 seconds).

The program 38, Switch On if Extinguishing Initiation Delayed can be used for activating audible alarms
and light boxes “ESCAPE” and “KEEP OUT” when the discharge delay is being counted.

The Program 39 also can be used in a gas extinguishing system for several discharge areas with the
common extinguishing installation, with each discharge area being protected by a separate S2000-ASPT.
Each S2000-ASPT monitors states of fire detectors in its discharge area, and in case of a fire it generates
a message about a discharge pulse and issues the control pulse which opens the gaseous discharge valve
from the gas pipe to the area it protects. If extinguishing has been initiated in any discharge area, the
console can issue a pulse to supply the gas into the shared pipe. The program 39, Switch On if



Extinguishing Initiated can be used for this purpose. The program 41, Switch On if Extinguishing Failed
can be used for initiating a standby fire extinguishing installation.

1.2.23 The console provides organizing up to 32 Entrance Zones. An Entrance Zone is an intrusion
alarm loop with alarm delay ability. The alarm delay (the entrance delay) permits entering to the protected
area via the Entrance Zone without an immediate alarm and provides disarming the premises. The delay
can be given as 0 to 254 s. When the entrance alarm loop has been activated, the console generates an
ENTRY ALARM message.

If the delay has been elapsed but the Entrance Zone has been retaining in alarm, that is it has not yet been
armed or disarmed, the console generates an INTRUSION ALARM message. The states Intrusion Alarm
and Entry Alarm are differently processed by the relay executive programs (see Table 7). For example, if
an output is assigned to the Siren executive program, then this output will not be switched in case of an
Entry Alarm, but an output with the assigned Alarm Output 1 program will be opened.

The Entrance Zones given for the console are effective only for the device outputs which are controlled
by the console and does not effect on outputs controlled by their intrusion and fire alarm panels.

Appendix 6.5.Scenarios of Relay Output Centralized Control

Program Program Name Program Description
No Parameters
Switch On Switch on in case of Intrusion Alarm or Computer
Fire Alarm; OtherWise SWitCh off ...............................................
Fielay
1 Action Delay
Switch Off Switch off in case of Intrusion Alarm or
9 Fire Alarm; otherwise switch on
Switch On for a Time | Switch on for a set time in case of
Intrusion Alarm or Fire Alarm, otherwise
3 switch off.
Switch Off for a Time’ | Switch off for a set time in case of
Intrusion Alarm or Fire Alarm, otherwise
4 switch on
Action Delay
P
Blink (Off is Initial |If ‘Intrusion alarm’ or ‘Fire alarm’ - blink Computer
Position) (0,5s ON, 0,5 s OFF);
5 Relay
Action Delay
Blirking Pattern Mumber
6 Blink (On is Initial If ‘Intrusion alarm’ or ‘Fire alarm’ - blink Computer
Position) (0,5s ON, 0,5 s OFF);
Relay
otherwise ON output. Action Delay
Blinking P attern Murnber




Blinks In case of Intrusion Alarm’ or

Blink for a Time Computer
(Off is Initial Fire Alarm’ - blink (0.5 s ON, 0.5 s OFF) -
.. P : elay
Position) for a set time; otherwise OFF. :
7 &ction Delay
Blinking Pattern Humber
Blink for a Time Blinks (0,5 s ON, 0,5 c OFF) in case of Computer
(On is Initial ‘Intrusion Alarm’ or ‘Fire Alarm’ for a set P
.. ; ; il
Position) time, otherwise ON :
8 Action Delay
Action Time
Blinking Pattern Mumber
Lamp Blinks (0,5 s ON, 0,5 s OFF in case of
‘Fire alarm’, ‘Fire Pre-alarm’, ‘Intrusion
alarm’, ‘Entry alarm’ or ‘Arm failed’;
Blinks (0,25 s ON, 1,75 s OFF) in case of
‘Disconnected alarm loop’, “Relay
disconnected”, “Fire trouble”, “Loop open
C e« . . . Computer
circuit”, “Configuration error”,
9 “Open relay output ”, “Relay output short Felay
circuit”, “Battery failed”, “AC power
failed”, “Power failed”, “2-wire line short
circuit” or “2-wire line trouble”; switch On
in case of one zone armed at lease;
switches Off is On if one zone is armed
at least; the output if Off if all zones are
disarmed
If all partitions are armed, then ON Computer
10 Alarm Output 1 (close) outputs; otherwise OFF (open)
output. Fielay
ASPT ON for a given time, if at least two zones
in a partition have Fire Alarm status and
. Compiiker
there are no zones having states
11 "Auxiliary alarm", "Relay disconnected",
"Open relay output", "Relay output short
circuit". When the failure removed the
relay output will be ON
Siren Pulsing for a set time (1.5s ON, 0,5s
OFF) , in case of ‘Fire Alarm’ if
‘Attention’, then blink given time (0,5 s
12 ON, 1,5 s OFF); if ‘Intrusion alarm’, then
ON for a given time; otherwise OFF
output.
Fire Output If ‘Fire alarm’ or ‘Fire pre-alarm’, then ON
13 (close) outputs; otherwise OFF (open) Lomputer
output. Fielay
If there are zones in the states
14 Fault Output ‘I?isconnected ala.rm loop’, “Relay Computer
disconnected”, “Fire trouble”, “Loop open Fielay

circuit”, “Configuration error”,




“Open relay output ”, “Relay output short
circuit”, “Battery failed”, “AC power
failed”, “Power failed”, “2-wire line short
circuit” or “2-wire line trouble” or
“Disarmed”, “Disarmed and ready”

“Disarmed and not ready”,
or “Arming has failed”, then OFF (open)
output.; otherwise ON (close) output.

In case of Fire, blink (0.25 s On, 0.25 Off)
In case of Fire Pre-alarm, blink (0.25 s
On, 0,75 s Off);

In case of Intrusion Alarm, Entrance Zone
Alarm or Failed Arming, blink (0.5 s On,
0.5 s Off);

In case of the followings (Zone
Disconnected, Relay Disconnected,
Failure", Zone Failure, Zone Short
Circuit, Zone Parameter Error, Output

) ey Nt Computer
15 Fire Lamp Circuit Opened, Output Short Circuit,
Battery Failure, Mains Failure, Power Fielay
Supply Failure, Enclosure Tampering,
Two-wire line short circuit, Two-wire line
failure, Addressable Device Unstable
Response, Addressable Device Wrong
Response or Attention is Required, blink
(0.25 s On, 1.75 s Off);
If case of all relay-associated Zones
armed, On;
IN case of All loops disarmed, Off.
If all zones of output-repated partitions c
i i ornputer
16 Alarm Output 2 functions nqrmally (armed or disarmed),
Om, otherwise Off Relay
Switch On for a If at least one zone is in “Arming delay” Compuiter
Time before Arming state, then ON for a given time; otherwise | [
OFF Relay
17 e A £t VL3 e e e L M R
Action Delay
Action Time
Switch Off for a If at least one zone is in “Arming delay” Computer
Tlme before Armlng State, then OFF for a g|Ven t|me, ...............................................
18 otherwise ON output. Ef.l.‘?r'f ................................
Action Delay
Action Time
Switch On for a If at least one zone is armed, then ON for Computer
Tlme up()n Armlng a given t|me, Otherwise OFF Output. ...............................................
Relay
19 ...............................................
Action Delay
Action Time
Switch Off for a If at least one zone is armed, then OFF Computer
Tlme upon AI‘Inlng for a given tlme, otherwise ON Output. ...............................................
Felay
20 ...............................................
Action Delay
Action Time




Switch On for a

If at least one zone is disarmed, then ON

Computer
Time upon for a given time; otherwise OFF output.
21 Disarming
Switch Off for a If at least one zone is disarmed, then
Time upon OFF for a given time; otherwise ON.
22 Disarming
Switch On for a If at least one zone is in the state ‘Arm
Time if Arming has failed’, then ON for a given time;
23 Failed otherwise OFF.
Switch Off for a If at least one zone is in the state ‘Arm
Time if Arming has failed’, then OFF for a given time;
24 Failed otherwise ON.
If any auxiliary zones is alarmed,
switched On for a set of time; otherwise
o5 Switch On for a Time | Off
upon Auxiliary Alarm
If any auxiliary zones is alarmed,
switched On for a set of time; otherwise
26 Switch Off for a Time |Off
upon Auxiliary Alarm
Switch On upon If at least one zone is disarmed, then ON; Computer
27 Disarming otherwise OFF.
Switch Off upon If at least one zone is disarmed, then
i i OFF; otherwise ON.
28 Disarming ;
Switch On upon If at least one zone is armed, then ON;
i otherwise OFF output.
29 Arming P
Switch Off upon If at least one zone is armed, then OFF;
30 Arming otherwise ON output.

31

Switch On upon
Auxiliary Alarm

If at least one zone is in the state
‘Auxiliary alarm’, then ON;




Switch Off upon If at least one zone is in the state Computer
1 ‘AUXI|IaI’ alarm” then OFF’ ...............................................
32 Auxiliary Alarm y Felay
Action Delay
ASPT-1 ON for a given time, if at least one zone
in partition have ‘Fire alarm’ status and F——
there are no zones having states | | s N
33 "Auxiliary alarm”, "Relay disconnected", L
"Open relay output", "Relay output short Action Delay
circuit". When the failure removed the p——
relay output will be ON
‘ASPT-A’ ON for a given time, if at least two zones
in partition have ‘Fire alarm’ status and
there are no zones having states
34 "Auxiliary alarm", "Relay disconnected",
"Open relay output", "Relay output short Action Delay
circuit". When the failure removed the |
relay output willnotbeon [ D,
‘ASPT1-A’ ON for a given time, if at least two zones
in partition have ‘Fire alarm’ status and Computed
there are no zones having states | |
35 "Auxiliary alarm", "Relay disconnected", i M
"Open relay output", "Relay output short Action Delay
circuit". When.the failure removed the PR
re|ay output willnotbeon = | e
Switch On if ON for a given time when the
" Cormputer
Temperature temperature has exceeded "temperature | | T ..
36 Increased high" threshold (in “High temperature” Relay
status); Action Delay
Switch On if ON for a given time when the
" Cormpiiter
Temperature temperature has exceeded "temperature | | TTTTT
37 Decreased high" threshold (in “High temperature” Relay
status); Action Delay
Switch On if ON for a given time during launching
. .. : C Compiiter
Extinguishing delay counting before automatic fire | | TN
38 Initiation Delayed extinguishing system starting (in Relay
"Launching delay" state); otherwise OFF. Action Dielay
Switch On if ON for a given time if launching pulse for
Extinguishing automatic fire extinguishing system has
39 Initiated been given ("Launching" state); otherwise
OFF.
Switch On if ON if launching has been confirmed (in
40 Extinguishing Extinguishing
Confirmed
Switch On if ON if Discharge failed (in "Discharge
41 Ex'tinguishing Failed" state); otherwise OFF.
Failed

Action Delay




Switch On if Auto |ON in "Auto Mode" state; otherwise OFF. Copiitat
42 Mode Enabled HEIa—IrI ................................
Action Delay
Switch Off if Auto |OFF in "Auto Mode" state; otherwise ON. Computer
43 Mode Enabled HEIa—I’I ................................
Action Delay
Switch On if Auto ON in Auto Mode Disabled status; Computer
Mode Disabled OtherWISe OFF ...............................................
44 Felay
Action Delay
Switch Off if Auto |OFF in Auto Mode Disabled status; Computer
Mode Disabled otherwise ON. .
elay
45
Action Delay
Action Time
Switch On for a set time, if two zones at
least go into the Fire Alarm with no hold
conditions in place such as: Auxiliary
Alarm, Output Disconnected, Output
Circuit Open, and Relay Output Short Camputer
_ Circuit). This condition prevents the Aol
46 ASP-l(:)W'th Release | activation, but the output will be activated B
Hold as soon as the condition is terminated. Action Delay
Action Time
Unlike the ASPT relay program, this
action, the zone/loop status is analyzed
in any relay-associated partition
Switch on for a set time, if a partition’s
fire zone goes into the fire alarm with no
hold conditions in place such as:
Auxiliary Alarm, Relay Disconnected,
O_pen_ Relay Output, Relay Output Short Computer
Circuit.
47 ASPT-1 with Hold © g
-1 with Ro This condition holds activation, but if a Action Delay
holding condition is terminated, the i
. . Action Time
output will be activated.
Unlike the ASPT relay program, for this
action, the loop status is analyzed in any
relay-associated partition.
Switches On for a set time, if two or more
fire zones of a partition go into Fire Alarm
with no holding condition in place such
as: Auxiliary Alarm, Relay Disconnected,
Open Relay Output, and Relay Output Computer
ASPT-Awith Hold | Snort Cireuit Relay
48 (Activation Hold)" :
If is a holding condition is terminated, the Action Delay
output still stays Off. &ction Time

Unlike the ASPT relay program, for this
tactic, the loop status is analyzed in any
relay-associated partition.




49

ASPT-A1 with
Emergency Hold
(Activation Hold)()

Switch On for a set time, when a
partition’s fire zone go into Fire Alarm
with no release hold conditions in place
such as :

Auxiliary Alarm, Relay Disconnected,
Open Relay Output, Relay Output Short
Circuit.

If the hold condition is terminated, the
output will remain Switched Off

Unlike the ASPT relay (action) program,
for this tactic, the loop status is analyzed
in any relay-associated partition

Computer

Felay

Action Delay

Action Time

O please note the S2000M does not include tactics (relay programs) from 46 to 49.

Appendix 6.B. Standard Scenario Steps

Group of Scenario Step
Scenario Description Parameters
Steps
Device Send Text Message Send a text message to a device (only Computer
for S2000-K)
Device
Text
Activate Playback Playback a voice alarm/notification.
Computer
It provides voice alarm device with a Cevice
playback scenario number, the time i el
and delay for the playback that is clon oA
initiated by an individual command for Playing Time
(Start/Stop Voice Alarm/Notification) Plavback Mumber
for all devices shared one COM Port. ,
Deactivate Playback Deactivates voice
alarm/announcement . Computer
This commands instructs a device that _
the Start/Stop voice alarm command Device
means canceling voice alarm
A command that starts or stops a voice
Start/Stop Voice Alarm | alarm function.
The actual action imitated by this
command depends on preceding Computer
commands - ‘Activate Playback’ or Device

‘Deactivate Playback’

This instruction is sent to all devices
sharing the COM port where this
scenario step ‘Device’ is connected.




Generate Audible Generates an audible indication
Indication (signal) on a device.
Types of audible indications:
Sound off C t
Single Beep SmpLts
Double beep Cevice
Triple beep
Long beep Sound Type
Intermittent beep
This function is supported by the
following devices: S2000M, S2000-K,
S2000-KS, S2000-2,and S2000-4.
Transmission Mode Control a transmitting mode of
Control S2000-IT device
Corpliker

Transmission Control Types:
Suspend transmission over
specified routes

Resume transmission over
specified routes

Clear specified routes

Device

Tranzmizzion Mode

Reader

Lock Access

Locks access requested via a
selected reader

(In case of the S2000-2 device
operating in the One Door for
Entry/Exit, Vehicle Barrier, or
Mantrap modes the lock down will
be effective for both readers

Computer

Reader

Open Access

Opens free access for entry or exit
via a access point controlled by a
defined reader

(In case of the S2000-2 device
operating in the One Door for
Entry/Exit, Vehicle Barrier, or
Mantrap modes, it opens free
access via both readers

Computer

Reader

Restore Normal
Access Control

Restore normal credential-based
access control procedures for a
selected reader.

In case of the S2000-2 device
operating in the One Door for
Entry/Exit, Vehicle Barrier, or
Mantrap modes, it restores normal
access control procedures for both
readers).

Computer

Reader

Grant Access

Grants access via an access point
to direction controlled by a defined
reader

Cornmpliker

Reader
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Lock Exit Button

Locks access requested with an
Exit button.

(In case of the S2000-2 device, it Computer
locks an Exit button controlling
access in the same direction as the Reader
defined reader does
In case of the S2000-4 device, its
single Exit button will be locked
Unlock Exit Button Restore an access granting
function of an Exit button.
In case of the S2000-2 device, it Camputer
unlocks an exit button controlling Beader
an access in the same direction as
a defined reader.
In case of the S2000-4 device, its
single Exit button will be unlocked.
Zone/Loop | Arm Zone Arms a selected loop Computer
Zone
Disarm Zone Disarms a selected loop / zone Computer
Zone
Arm Zone with Delay | Delayed loop/zone arming Computer
Zone
Delay Time
Enable Auto Mode Enables the automatic of fire
extinguishing Computer
A corresponding device loop has to Fane
be selected.
Disable the automatic mode of fire
Disable Auto Mode extinguishing Computer
The corresponding device zone £one
has to be selected.
Reset Alarm Silence a zone/loop alarm. Computer
Zone
Arm Camera Arm a selected camera Computer
Camera
Disarm Camera Disarm a selected camera Computer
Camera
Start Recording Starts recording from a selected Computer
camera
Camera
Stop Recording Stops recording from a selected Camputer
camera
Camera
Motion Detection On Turns on video motion detection Computer
Camera
Motion detection On Turns off video motion detection Computer
Camera




Display Image Display a camera image Computer
Camera
Hide Image Hides a camera image Computer
Camera
Rotate Rotates camera to a preset Computer
position
Camera
Pozition
Restore to original Restores a relay output to original Computer
position status
Relay
Switch On Initiates the Switch On relay action Computer
(program) for the selected output | e
with a delay in sec as set in the L N
Action Delay parameter. Action Delay
Switch Off Initiates the Switch Off relay action El:nmputer .......................
(program) for a selected output | e
with a delay in sec as set in the L N
Action Delay parameter. Action Delay
Switch On for a Time Initiates the Switch On for a Time I:l:umputer """"""""""""""""""""""
relay action (program) for a
selected output with a delay in Felay
seconds as set in Action Delay and Action Delay
Action Time parameters. i
Action Time
Switch Off for a Time Initiates the Switch Off for a Time Compuiter
relay action (program) for a
selected output with a delay in sec Relay
as set in Action Delay and Action Action Delay
Time parameters.
Action Time
Blink (OFF is Initial Initiates the Blink (OFF is Initial Computer
Position ) Position)relay action with a delay in
seconds as set for the Action delay Felay
parameter Action Delay

Blirking Pattern Mumber

Blink (ON is Initial
Position )

Initiates the Blink (ON is Initial
Position )relay action for a
selected relay with delay initiation
as set in the Action delay
parameters, as well as with a
selected Blinking Pattern

Computer

Relay

Action Delay

Blinking Pattern Mumber

Blink for a Time (OFF
is Initial Position )

Initiates the Blink for a Time (OFF
is Initial Position) relay action with
initiation delay and time (in
seconds) as set in the Action
Delay and Action Time
parameters, as well as with
selected Blinking Pattern

Computer

Relay

Action Delay

Action Time

Blinking Pattern Mumber




Blink for a time (ON is
Initial Position )

Initiates the Blink for a Time (ON is
Initial Position )relay action with
initiation delay and time (in
seconds) as set in the Action delay
and Action time parameters, as
well as with a selected Blinking
Pattern

Computer

Relay

Action Delay

Action Time

Blinking Pattern Mumber

Arm Partition Group

Arms a selected partition group.

Computer

Partition Group

Disarm Partition Group | Disarms a partition group. Computer
Fartition Group

Arm a partition group if | Arms a partition group if the last Computer

the last person leaves | person leaves a selected zone. -

a selected zone Partition Group
Access Sone

Disarm a partition Disarms a partition group when a Computer

group when a first
person enters a
selected zone

first person comes in a selected
zone

Partition Group

Aocezs Sone

Arm a partition group
after a last person with
an access level leaves
a selected zone

Arming a partition group after a last
person with a defined access level
leaves a selected access zone

Cormputer

Partition Group

Aocess Sone

Access Level

Disarm a partition
group after a first
person with an access
level enters selected
access zone

Disarming a partition group of a
first person with a defined access
level enters a selected access
zone

Corpiter

Partition Group

Access Sone

Aocezs Level

Arm a partition group
when the last person
of a department leaves

Arms a selected partition group if
the last person of the selected
department has left the selected

Compiker

Fartition Group

an access zone access zone. Aocess Fone
Department
Disarms a partition group when the
Disarm a partition first person from a selected Camputer
group when the first department enters a selected -
person from a access zone Patition Group
department enters a Aoz Fone
access zone
Department
Activate ASPT Activated fire extinguishing system
- o Computer
A partition group containing all :
loops of a required S2000-ASPT or Partition

Potok-3N is set in the Partition
parameter




Enable Auto Mode

Enables automatic fire
extinguishing mode of the S2000-

ASPT or Potok-3H devices. Computer
A partition containing all loops of a G
required device is to be select in Partition
the Partition parameter
Disable Auto Mode Disables the automatic fire
extinguishing mode of the S2000-
ASPT or Potok-3H devices. Computer
A partition containing all loops of a Partition
required device is to be select in
the Partition parameter
Reset Alarm Slleppes analarmina selgcted . Camputer
partition, and then rearms it again
Fartition
Arm partition Arms a selected partition. Campuiter
Fartition
Disarm partition Disarms a selected partition Camputer
Fartition
Arm workstation- Arms all partitions associated to a C
. . . arpuber
associated partitions selected workstation/computer.
Disarm workstation- Disarms all partitions associated to
associated partitions a selected workstation. Computer
Arm a partition when Arms a selected partition if the last Computer
the last person leaves | employee leaves a selected access .
a selected zone. zone. Fartition
Accezs Zone
Disarm a partition Disalrms a selected partiti_on, when Computer
when the first person the first employee enters in a -
enters a selected zone | selected access zone. Partition
Arcces: Zone
Disarm workstation- Disarms all partitions of a selected Camputer
associated partitions workstation, if the first person :
when the first person enters a selected access zone. Supervized Zone

enters a selected zone

Arm all workstation-
associated partitions
when the last person
leaves a selected zone

Arms all partitions of a
selected workstation, if the
last employee left a selected
access zone.

Compiker

Supervized Zone

Arm a partition when
the last person with an
access level leaves an
access zone

Arms a partition if the last
person with a selected
access level leaves a
selected access zone.

Corpiiker

Partition

Access Jane

Arocess Level

Disarm a partition
when the first person
with an access level
enters an access zone

Disarms a partition if the first
person with an access level
enters an access zone

Computer

Partitian

Arccess Sone

Arocess Level




Arm a partition when Arms a selected partition Computer
the last person of a when the last person of a -
department leaves a selected department leaves Partitian
zone a selected zone. Aress Fone
Department
Disarm a partition Disarms a.selected partition Camputer
when the first person when the first person of a -
of a department enter | selected department enter a Fartition
a zone selected access zone Arness Zone
Department
Core Display Message in a Displays a text message in a
Pop-Up Window pop-up window. Computer
Text
Send Text Message Sends a text message to a
to theScanning Core core (the Scenarios tab).
This scenario step will run in Teut
all Scanning Cores If the
scenario is not launched by
an event.
Delay Delays the initiation of a
scenario as set in seconds
. , . . P
This scenario step will run in e
all Scanning Cores if the
scenario s not launched by
an event.
Delay with Countdown | Suspend the initiation of a
Window scenario as set in seconds, Delay
with acountdown window
popped up.
Request to Operator Displays a window with a
request to Operator. It Computer
shows message and action Teut
time-out. It also shows a o
scenario to be started if an Guem Time

operator chose Yes, and
another scenario, it he
chose No, otherwise it times
out

Ewxecute Scrpt, if YES'

Ewxecute Scrpt, if ‘WO’

Play sound

Plays a .wav file.

Computer
File
Start External Program | Starts an external program Computer
(.exe file).
Pragram
Compose and Send Sends e-mail but first Camputer
Email requests Operator for the
details: email recipient Server Fort
address, email subject and SMTE Host
body. :
Login

Pazzword of Sender's Mailbox

Sender Address




Send Email

Send e-mail using presets

Computer

Server Part

SMTPF Hosgt

Login

Pazzword of Sender's Mailbox

Sender Address

Recipient Address

Subject
Send Email on Event Sends an e-mail with detailed Camputer
description of event triggered
the scenario. Server Port
SMTP Host
Login

FPazsword of Sender's Mailbox

Sender Address

Recipient Address

Subject
Play a Custom Voice Plays a voice message on a
Message selected workstation
Computer
A played message is entered Message
as a written text
Repeat
Fauze
Play Interface Event Plays a voice message, on a
Corpiiker
Message selected computer, about
event triggered the scenario. Repeat
Pauze
Save Event to Log Saves a user event to the Computer
Event Log
Disable Voice Disables voice
Announcement announcement in the
message synthesizer (the
Sound-Off mode of message
synthesizer).
The voice announcement Computer
enabled can be by the
Enable voice announcement
scenario or by instruction
from the System Monitor, in
the synthesizer or by
restarting the synthesizer
Enable voice announcement
Enable Voice in the message synthesizer Computer

Announcement

on a selected computer.




Execute Script

Execute a selected scenario
(script) with a delay as set in
seconds

Scenario
This scenario step will run in Delay 0
all Scanning Cores, if the
scenario Is not triggered by
an event.
Monitor Request to Operator Displays a window with a Computer 0~
request to Operator. It
shows message and action Text
time-out. It also shows a ;
Cluery Time 10

scenario to be started if an
operator chose Yes, and
another scenario, it he chose
No, otherwise it times out.

Ewxecute sorpt, if Yes

Ewecute script, if Mo

Send Text Message to | Display a text message in a Computer
Monitor pop-up window.
Meszage
Compose and Send Sends e-mail preliminary Camputer
Email requesting Operator for the
details: email recipient Server Port
address, subject, and text of EMTP Host
an email message.
Login

Pazzwaord of Sender's Mailbos

Sender Address

Recipient Address

Subject

Email Body

Sound Tvpe

Send Email

Send e-mail using presets

Computer

Server Part

SMTP Host

Login

FPaszwiard of Sender's b ailbox

Sender Address

Recipient Address

Subject

Ermail Body

Sound Type

Play Custom Voice
Message

Play a custom voice
message on a selected
computer

A voice message is entered
as atext

Cornpiker

Mezzage

Fepeat

Pauze
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Play Interface Event Plays a voice message, on a Computer
Message selected computer, about
event triggered the scenario. tMeszage
Repeat
Pause
Start Screen Saver Starts the screensaver on a C
. armputer
selected workstation
Open the Switch Opens the Switch Operator C
. h ampuber
Operator window window
Generate a shift Generates the shift reports C
. anmputer
report on a selected workstation
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