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HacTtoslwee pykoBOACTBO MO aKchnyatauum (ganee no Tekcty — PJ)
COOEPXUT CBEAEHUA O KOHCTPYKUMW, MpuHUMNEe paboTbl, TEeXHUYECKUX
XapakTepuctukax ynpasnsiemoro certesoro kommytatopa «BOLID SW-204»
AUOP.203729.005 (ganee no TeKCTy — KOMMyTaTop WX u3genue) n ykasaHus,
HeobOxoanMble ANA NpaBuUibHOW 1 6e3onacHom aKcnyaTaunu.

N3penue npegHasHayeHO TOMNbKO AN NPodeCCUOHanbHOro NCnofb3oBaHNs

N pacCYMTaHO Ha HEMPEPbLIBHYO KPYrMOCYTOYHYO paboTy.

NMPUMEYAHNE!
- TexHnyeckne  XapakTepucTukn,  yHKUMoOHan Un  NHTepdenc
KOMMYyTaTopa Bepcun 2 oTnuyaeTcs ot Bepcun 1.
- PykoBogcTtBo no  aKcnnyartauum onucbiBaeT NHTEepdenc
N PYHKUMOHASTbHbIE BO3MOXHOCTU BHYTPEHHEro rno -
1.001.0000000.29.R (cbopka oT 24.07.2026).
L1 PykoBoacTBO MO 3KcrnslyaTauuMm COAOEPXUT TONbKO CrpaBOYHYHO
MHdOPMaLNIO, HEODXOOANMYIO ASIS1 UCMONb30BaHMUSA €ro TEXHUYECKNX
BO3MOXHOCTEMN.
- OnsanH un3genua, TexXHUYecKne xapakTepuctuku, a Ttak-xe [10,
YNOMsIHyTble B [AaHHOM pPYKOBOACTBE, noafiexaT Wn3MeHeHuo 06es
obs3aTenbHOro NpeaBapuUTeSibHOro NMMCbMEHHOIO YBE4OMITEHNS.
B cnyyae HaxoxgeHusa HeTOYHOCTEM WM HECOOTBETCTBUN,
obpaLwanTechb B Criy>k0y noaaepKku.
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1 OBLUME CBEOEHUA

1. CeTeBOM KOMMYyTaATOp npefHasHadeH Ons coeAuHeHUA MNOLKMHYEHHbIX
K KOMMYTaTOpy YCTPOMCTB UM HECKOSIbKNX CErMEHTOB CEeTU C MMBKON HaCTPOMKON
KOMMYyTaLMn NakeToB AaHHbIX.

2. MNoppepxka TexHonormm PoE nosBonseTr nepegasatb nNuUTaHue
Ha pasnuyHble ycTpoucTBa W nepudpeputo. Magenuve TaKke UCNONb3yeTCH
AN151 NOOKIMIOYEHUsT BUOEOPErNCTPaTOPOB N CETEBLIX BUAEOKAMepP MO TEXHOMOM M
PoE, a Takke nepegayn gaHHbIX Mexay ceTeBbiMn yctponctesamm COT.

3. MNpn coBMECTHOM MCMNoOSb3oBaHUM € npeobpasoBaTensMn UHTepKEncos
«C2000-Ethernet» nossonseTr KOMMYTUPOBATb CUrHasibl OXPaHHO-NOXaPHbIX
npndopos MCO «OpuoH», a Takke NPUOOPOB APYrMx CUCTEM.

4. Obnactb nNPMMEHEHUS KOMMYyTaTopa:. CUCTEMbl BuOEOHabNAEHUS,
OXpaHHO-NoXapHas curHanusauus, CKYy[, CUCTEMBbI KOHTpONS
n gucnetyepmnsaunm obbEKTOB.

5. Kommytatop npegHasHadyeH ans paboTbl B XKUMbIX, KOMMEPYECKMX
N NPON3BOACTBEHHbIX 30HAX.

6. KOHCTpyKUMa KoMMyTaTopa He npegycMmaTpmBaeT €ero Ucnosib3oBaHue
B YCITOBUSIX BO34EeNCTBUSA arpeccmBHbIX cpea, Nbinn, a Takxke
BO B3PbIBOMNOXapOoonacHbIX NMNOMELLEHNSAX.

7. OTnn4nTenbHbiMM 0COBEHHOCTAMK Bepcumn 2 OT Bepcumn 1 aBnsaroTcs:

— [NosiBneHne gByx gononHutenbHbix noptos SFP 1000 M6uTt/c (7 — 8);

— MopTbl nutanHna PWR1 n PWR2;

— Onuma yeenuyeHuss ganeHoctn nepegaydm co 100 m go npegensHo 250 m
AN NOAKIMOYEHHbIX B nopTel 1 —4 PoE ycTpoucTB, Npu YCNOBUU CHUXEHUS
ckopocTtn nepegayn go 10 Méut/c (co 100 M6ut/c). BkntoveHne gaHHOW onummu

npon3BoanTCcsa B BEG-UHTEpPpdENce yCTPOUCTBA;
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— PeanusoBaHO WHTeNMeKTyanbHoOe YynpasfieHne aHepronoTpebrneHnem
PoE. [laHHas pyHKUMA NO3BOSISET OTKIOYaTb YCTPOUCTBA, NOAKNKYEeHHble B POE
NopTbl C HAaNBONbLWNM HOMEPOM, 3aTeM CrieylLmin Mo BeSIM4MHE HOMep, MOoKa
notpebnsemass MOLHOCTb HE CHU3UTCS HWxXe obwen [onyCTUMOM MOLLHOCTU
PoE;

— [lobaBneHo  obHapyxeHne  cboeB—-  «PoE watchdog», koTopoe
aBTOMaTM4YeCKM onpeaensieT cbon ceTeBoro nopra un nepesanyckaeTt nogady PoE
NMTaHMAa Ha nopT. OTa OYHKUMS No3BOnseT usbexaTb pyvyHOro obcnyxuBaHud
N nepesanycka ceTun, 3KOHOMSA BPEMS U CHUXas 3aTparbl.

8. Bo3amMoXXHOE npuMeHeHune:

PoE kommyTaTop
L2+ ynpaBnsieMmbln KOMMyTaTop

4

PucyHok 1.1 — KackagHoe coegmHeHune

L2+ ynpaanAgMbii KOMMYTATOR

/-.'=======.-___.;:

w —FoE- PoE—

PoE kommyTaTop

PoE PoE

HD HOD

- -

PucyHok 1.2 — KonbLeBoe coeguHeHune
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2 TEXHUWMECKUE XAPAKTEPUCTUKH
OCHOBHbIE TEXHUYECKME XapaKTEePUCTUKM M3fenus npusedeHsl B Tabnuue

Hwke (Tabnuua 2.1).

Tabnuua 2.1 — TexHnyeckme xapakrepucTukm®

HaumeHoBaHue napameTpa | 3Ha4yeHue napameTpa

CeTeBble nHTepdeucobl

Obuiee KoNMYecTBo 8 nHTepdencon

RJ-45 MopT Ne 1 — 4: RJ-45 10/100 M6uT/c (PoE)
SFP MopT Ne 5 — 8: SFP 1000 MowuT/c
SFP+ Het

O6opynoBaHue

MopTbl RJ-45 4 nopta

MopTbl SFP 4 nopta

MopTbl SFP+ HeTt

AnektponuTtaHue 6e3 bl (NOCTOSAHHbIN TOK)

HanpsxxeHne nutaHus 48 — 57 B nOCTOAHHOrO TOKa
[MoTpebnsembin TOK 2,5 A (Makc.)

6 BT B eXypHOM pexnme

[MoTpebnsiemas MOLHOCTb -
P = 96 BT npu nosiHOM Harpyske

AneKTponuTaHne ¢ KoOMMnekTHbIM Bl (nepemMeHHbIN ToK)

HanpsipkeHne nutaHus 110 — 220 B nepemeHHOro Toka

[MoTpebnsemblin TOK 0,9 A (Makc.)

12 BT B gexypHoOM pexunme

[MoTpebnaemasi MOLLHOCTb -
P = 150 BT npu nonHon Harpyske

MpounsBoanTenbHOCTb

YpoBeHb L2

Tun YnpaBnsemsiv
Bpems TexHunyeckon rotToBHOCTH

npubopa Kk pabote S0¢c
KommyTaumoHHas matpuua 8,8 Gbps
MapLpyTnsaumnsa naketos 6,5472 Mpps
Bydep nakeTtos 4,1 Méut
Tabnuua MAC-agpecos 8K

Uncno VLAN 4094
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HanmeHoBaHue napameTtpa

3Ha4vyeHue napameTpa

NuTepdenc VLAN

10

MapwpyTs! IPv4

1

MopaepxvBaemble cTaHaapThI

IEEE802.3, |IEEE802.3u,
IEEE802.3ab, IEEE802.3az

IEEE802.3x,

PoE

Crangaptbl PoE

MopT 1: IEEE802.3af, IEEE802.3at,
Hi-PoE, IEEE802.3bt

MopT 2 — 4: IEEE802.3af, IEEE802.3at

MowwHocTbe PoE noptoB

MopT Ne 1: He 6onee 90 BT (Ha nopT)
MopT Ne 2 — 4: He 6onee 30 BT (Ha nopT)

Obwasa mowHocTb PoE

He 6onee 96 BT

PacnnHoBka nogaBaemMoro
nntaHua PoE

1,2,4,5(V+) 3,6,7, 8 (V-)

PyHKUMOHanN

HacTtpovkn PoE

Long PoE, Green PoE,
PoE npuHygutensHo, PoE watchdog

Tabnuua MAC-agpecos

Mopaepxka ctatndeckoro MAC-agpeca

Spanning Tree Protocol

STP/RSTP/ERPS

Multicast IGMP Snooping

DHCP-cepBep, DHCP-knuneHT,
DHCP DHCP Snooping
BesonacHocTb IEEE802.1x, 3awmTa oT netenb

ArpernpoBaHne KaHanos

LACP, ctatuyeckoe arpernposaHue

QoS Ha ocHoBe CoS, QoS Ha ocHoBe

QoS DSCP, 8 oyepeneun Ha nopT,
LennupoBaHue Ha nopTy
3epkanuposaHue 1:1 (OguH k ogHomy), N:1 (MHoro k ogHoMYy)

YnpaBneHue yCTpOMCTBOM

Beb-nHtepdeinc, SNMP V1/V2C/V3, Telnet

CuctemHoe obcnyxuBaHue

3arpy3ka W BbIrpy3ka panna HacTpoek,
obHoBNEHNE MNPOLUNBKY, CUCTEMHbIN
XypHan

Oobwume cBegeHun

[nana3oH pabounx TemnepaTyp

O1-30°C go +65 °C

OTHoOcUTENbHas BNAaXXHOCTb

OT1 10 % A0 90 %

BO34yxa
3awmTa oT cTaTtu4eckoro HaBegeHnHasn:8 KB
aneKkTpu4yecTBa KoHTakTHbIN pa3pag: 6 KB
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HaumeHoBaHue napameTpa 3HauyeHue napameTpa

B obwem cnyyae: 4 KB

['po3o3aluTa OvddepeHumnansHas: 2 KB

CreneHb 3awwmTbl 060NOYKM NO

FOCT 14254-2015 IP40

YCTOMYMBOCTb K MeXaHW4YeCKUM
BO34ENCTBUAM MO KaTteropus pasmelleHus 3
FOCT 25 1099-83

ananasoH
1-35T
BubpaunoHHble | HacToT H
Harpysku MakcumansHoe | o
ycKopeHue 9 9
[[@abapuTHble pa3mMepbl 152,9%110,4%42,0 Mmm
Macca Bec HeTTO: 0,622 Kr
Bec 6pyTTO: 1,378 KI
Bpemsa HenpepbiBHOW paboThI
KOMMYTaTOpa Kpyrnocyto4Ho
CpeaHsis HapaboTka npmnbopa Ha
OTKas B JEeXYPHOM pexunme 80000 4
paboThl
BeposaTHOCTb 6€30TKa3HOM 0 98758

paboTbl 3a 1000 4

155M 20km 1310/1550nm, LC,
Single-mode 155M 20km 1550/1310nm,
LC, Single-mode 1.25G 20km
MNopaepxvBaemble MOOYMM 1310/1550nm, LC, Single-mode 1.25G
20km 1550/1310nm, LC, Single-mode
155M 2KM 850nm, LC, Multi-mode

1.25G 500m 850nm, LC, Multi-mode

*TexHnyeckne xapakTepucTtuku MoryT ObiTb M3MeHeHbl 6e3 npenBapuTenbHOro
yBeJOMSEHUS.

Mo  yCcTOMYMBOCTM K  3MEKTPOMarHUTHbIM  MOMexaMm  KOMMyTaTop
coOTBETCTBYET TpeboBaHUAM TpeTben CTENEeHN XKECTKOCTU, C KpuTepuem
KayecTBa YHKLUNOHUPOBAHNSA A, COOTBETCTBYHIOLLMX CTaH4apToB,
nepeyncneHHoix B MNpunoxeHnn b FOCT P 53325-2012.

Kommytatop  yaoBneTBopsieT  HOpMaM  MHAYCTPUanbHbIX  MOMEX,

yCTaHoBIEeHHbIM N5 obopynoBaHus knacca b no FOCT 30805.22.
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YposeHb pagunounsnyveHna mnsgenuna B cootreetcteum ¢ NOCT 12.1.006-84
JornyckaeT KpyrrnocyToyHoe rnpoBefeHue obcnyxuBarwwmm nepcoHanom pabor,
NpeayCMOTPEHHbIX HacTosAwmnm P3.

Mo cnocoby 3awmTbl OT MOPaXKEHUs JNEKTPUYECKMM TOKOM usgenve
oTHocuTcs K knaccy 3 no NOCT 12.2.007.0-75.

[MUTaHMe KOMMyTaTopa MOXET OCYLEeCTBASATLCA OT pe3epBMPOBAHHOMO
nctovHunka nutaHmsa PUM-48, kotopbin NnepegaeT curHanbl HEUCNPaBHOCTU NNHUN
anektponutavna Ha LWC [MKOIM (Hanpumep, «CurHan-10», «CurHan-20My,
«Curnan-20M»), nuoo nynbT «C2000M», APM «OpwuoH Mpox», MIKYT «Cupnycy.
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3 KOMIMNEKTHOCTDb
CoctaB wu3genusa npu noctaBke (KOMMSIEKT MOCTaBKM KOMMYyTaTopa)
npeacraeBneH Huxe (cMm. Tabnuua 3.1).

Tabnuya 3.1 — Komnnekt noctaBku®

Ob6o3HauyeHue HanmeHoBaHue KonunuyecTtBO
ALP.203729.005 KommyTatop «BOLID SW-204» 1 WwrT.
AUOP.203729.005 PykoBoacTtBo no akcnsiyataumm usgenus 1 aKa
P3 «BOLID SW-204» .

Brnok nutaHua, 53 B nocTtoaHHOro TOKa, 1 Wt
1,81 A '
Kabenb nutaHus, 220 B nepemeHHOro 1wt
TOKa )
BuHTOBOWM KNemmHbIn 6nok 2P 1 wr.
Pa3bém nutanua 2P 1 wr.
SFP mogynb** —

*KoMnnekt noctaBkm MOXeT OblTb UM3MEeHEH 6e3 npeaBapuUTENbHOrO
yBeOMSIEHUS.
** — [NocTaBnawTcsa No otaenbHOMY 3akasdy. CnnMcok COBMECTUMbIX KOMMNEKTHbIX

SFP-moaynen ykasaH B «[lpunoxeHue Ax.
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4 KOHCTPYKUUA

4.1 BEPXHAA NAHENb
KOHCTPYKTMBHO ~KOMMYTaTop BbINOMHEH B  METan/M4eckoM Kopryce

c kpenneHunem nog DIN-penky.
3aszemneHne

PWR1&PWR2:DC IN

PWR1/PWR2

PucyHok 4.1 — BepxHasa naHenb
Tabnuuya 4.1 — BepxHasa naHenb nagenus

MapameTp PyHKLUUM

— [Ay6nvpoBaHHbIe pa3bEeEMbl NUTAHNS;

— Pasbém nutaHus ¢ nogaepxkon 48 — 57 B nocTosiHHOro
PWR1/PWR2 TOKa.

MoopobHee cmoTpute B pasgene «4.1.2 [MopTel nutaHusa

PWR1/PWR2».
BUWHT 3awimMTHOro 3a3emMmneHus.
3asemnexune [MogpobHee cmoTpuTe B pasgene — «4.1.1 3asemneHuve
(GND)».
4.1.1 3azemneHue (GND)
BHMMAHWE!

MpaBuna opraHMsauun 3alUUTHOIO 3a3eMIeHUs pernameHTUMpyrTCs

o nokymeHtamun «[lpaBuna ycTponctea anekTpoyctaHoBok (MYJ).
maBa 1.7 «3asemneHne u 3aliUTHblE Mepbl 3r1eKTpobe3onacHOCTNY

OCT 12.2.007.0-75.
Bce paboTtbl C 3asemMneHvemM nNpou3BOASATCA MNPU  OTKIHOYEHHOM
NMUTaHUN.
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[ns obecneyeHnsa 6e3onacHon 1 HagéXxHom paboTbl CETEBOro KOMMYyTaTopa
cnefyeT npaBUITbHO BbLINOSHUTE €ro  3asemrneHuve. 3asemMriieHne nomoraet
3alUUTUTL YCTPOMCTBO OT MOJSIHUN, 3NEKTPOCTaTUYECKUX paspagdoB U Opyrux
3MEKTPUYECKMX NMOMEX, YTO cnocobeTByeT cTabunbHom paboTte BCen ceTu.

3aszemnsowmn BuHT (GND) pacnonoxeH Ha BepxHeW naHesnuM ycTpoucTsa

(PucyHok 4.2).

PWR1&PWR2:DC IN

-+ :.c.:_"‘

PucyHok 4.2 — BepxHaa naHenb

[1na noaknoyeHus:

1. Y6eantecb, YTO KOMMYTATOP OTKITHOYEH OT NUTAHUS.

2. C NoOMOLLb KPecToBOW OTBEPTKM OTCOEAMHUTE 3a3eMMsAoWMAn BUHT
(GND) oT BepxHen naHenun ycTpomncTaa.

3. CoegmHnTe 3as3eMnAwWMA BUHT M KNemMmMmy 3asemnsawouero kabens
n 3akpenute B pe3bboBomM otBepcTun (GND) Ha BepxHen naHenu ycTpomncTea.

) CeyeHne MegHoro kabensi: He meHee 0,75 MM U He Gonee 2,5 MM?,

CONPOTUBIEHMNE OTHOCUTENBHO 3eMnn: He 6onee 4 Owm.

4.1.2 NopTbl nutaHna PWR1/PWR2

o Bce paboTbl BbIMNOMHAKTCA TOMNbKO MOCIE MOAKMIOYEHUST 3a3eMITEHUS
(GND).

o Bce paboTbl npon3BogaTcs Npy OTKMIOYEHHOM NMUTAHUMK.

MopTbl nutaHna PWR1 n PWR2 ucnonb3ytoTcs Ons nogknioyeHns K AByM
MCTOYHUKAM MNUTaHUSA, NoadepXuBaloLMM MOCTOAHHOE HanpshkeHne oT 48 B
no 57 B. 310 no3BonsdeT obecneuntb aBTOMaTUYECKOE NepeknoveHne npu cboe
OCHOBHOrO UCTOYHMKa Ha pe3epBHbIn. PacnonoxeHsl PWR1 n PWR2 Ha BepxHen

naHesnu ycTtpomucrtsea.
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PWR1&PWR2:DC IN

+

PucyHok 4.3 — BepxHasa naHenb
Tabnuua 4.2 — NopTtbl nutaHns PWR1/PWR2

MapameTp PyHKLUUM

PWR1 BuHTOBOM KnemmHbi 6nok 2P ¢ nopaepxkon 48 — 57 B
NOCTOSAHHOrO TOKA.

Pa3sbeémM nutaHma c nogaepxkonm 48 — 57 B NOCTOAHHOro
TOKa.

PWR2

MNoakntoyenne kK PWR1:

1. NMoacoeanHuTe 3a3eMrneHne K yCTpOUCTBY.

2.C nomowbi WAMUEBOM OTBEPTKM ocnabbTe BEPXHWE  BUHTLI
Ha KNeMMHOM OJIoKe.

3. Mogknounte «pasbeém nutaHma 2P» kK knemmam «PWR1  muHyc»

n «PWR1 nntocy». MNMogkntounte 6nok nutaHmnsa 48 — 57 B noCTOSAHHOro ToKa.

MNoakntoyenmne kK PWR2:
1. NogcoeanHnTe 3a3emMneHne K yCTponucTBy.
2. Mogknounte Kk PWR2 6nok nutanusa (53 B noctosiHHoro Toka, 1,81 A)

M3 KOMIMJ1eKTa NoCTaBKW.
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4.2 NMEPEOHASA NAHENb

Pacwudpposka nepegHenm naHenu nokasaHa B Tabnuue  Hwxe

(cm. Tabnuua 4.3).

PucyHok 4.2 — lNepenHasa naHenb

Tabnuuya 4.3 — [NopTbl N NHOMKATOPLI NepeaHen naHenu

Ne MapameTp PyHKUMMU
4 PoE nopta RJ-45.
MopT 1 (KpacHbIn nopT): nogaepXxmeaet
cTaHaapTbl I[EEE802.3af, IEEE802.3at,

1 10/100 Base-T+PoE

IEEE802.3bt n Hi-PoE. MowHocTb PoOE nopta
90 Bt. TlMogxoaut AnNs  NUTaHUA  MOLLUHbIX
YCTPOMCTB.

MopT 2—-4: noggepXxmearoT cTaHgapTbl
I[EEE 802.3af n IEEE 802.3at. MowHocTb PoE
noptoB 30 BT (Ha nopT).

2 Nuoukatop PoE NHonkaTop cocTosiHUA UCTOYHUKA nuTaHnsa PoE.
3 | NHaukaTop cetn NHoukaTtop coctosiHus nopta Ethernet.

4 | 1000 Base-X MopTbl SFP 1000 M6uT/C.

5 | Link/Act NHankaTopbl cocTosHua SFP nopTos.

6 | PWR NHoukaTop nutaHus.
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Ne MapameTp PyHKLUMU

KHonka cbpoca Ha 3aBOACKME  HACTPOWKW.
[MogpobHee cmoTpute B pasgene — 15.2 Cépoc Ha
3aBOCKME HACTPOMKM C  MNOMOLLUBbIO  KHOIKMK
«RESET».

7 Reset

Ona nogkntoveHna k noptam Ethernet cnegyet wucnonb3oBath Kabenb
«BuUTas napa» kateropum 5 nnu 5e (CATS unun CATSe).

HonyckaeTcs ncnonb3oBaHne Kak 9KpaHUPOBaHHOTO,
Tak U He3KpaHMpoBaHHOro kabens. Kabenb nogcoeanHsieTcss K pasbémam R-J45

KOMMYyTaTopa C NOMOLLbI CTaHaapTHoro wrekepa 8P8C.

4.2.1 RJ-45

Ona nogkntoveHna k noptam Ethernet cnegyet ucnonb3oBath Kabenb
«BuTasa napa» kateropum 5 nnu 5e (CAT5 nnn CATSe).

HonyckaeTcs Ncrnonb3oBaHme Kak 9KpaHMpPOBAHHOTO, Tak n
HeaKpaHMpoBaHHOro kabensa. Kabenb noacoeavHsieTca K pasbéMam RJ-45
KOMMYyTaTopa C NOMOLLbI CTaHaapTHoro wrekepa 8P8C.

PacnuHoBKa kabens
111111 1,2,4,5(V+),3,6,7, 8 (V-)

1 — beno-opaHxeBbIn
2 — OpaHxeBblIi

| , 3 — beno-3enéHbin

| | 4 — CuHnin

5 — beno-cuHuin

6 — 3enéHbin

PucyHok 4.4 — LLiTekep 7 — beno-kKopu4HeBbIN
8P8C 8 — Kopu4yHeBbIn
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4.2.2 YctaHoBKa SFP

BHMAHNE!
— He cHumante nbinesawuTtHyo 3arnywky ¢ SFP-mogyns, Takke
He CHMMaNTe 3alUUTHbLIA KONMavyoK C ONTOBONOKOHHOroO kabena go ero
nogcoeAnHeHnsa.  3awuMTHas  3arnylika W Kommnadok — 3awumwiaroT
onTU4eckme pasbEMbl U Kabernb OT 3arpsA3HEHNN U OKPYXKatoLLEro CBETAa;
— He yctanaBnueainte SFP-moaynb C NOAKITHOYEHHbBIM
OMTOBOJSIOKOHHbIM Kabenem B cnoT. [lpexge 4Yem YCTaHOBUTL
SFP-moaynb n3Bnekute onToBOSIOKOHHLIN Kaberb;
— MHorokpatHas ycTtaHoBKka W u3BnedyeHne SFP-moaoyna Moxer
COKpaTUTb ero CpoK akcnnyarauumm;
—[pn  NOOKMOYEHUM K KOMMYTaTopy W OpyrMM  yCTpPOMCTBaMm
cobnoganTte cTaHAapTHbLIN NopsiAoK paboT
C nnatamMu W SNIEKTPOHHBIMU KOMMOHEHTaMn, 4Tobbl NpeaoTBpaTUTb
NoBpeEXAeHNA U3-3a ANIEKTPOCTAaTUYECKNX Pa3paoB.

1. 3akpenute Ha pyke aHTUCTaTUYecknin Opacnetr W noacoeauHuTe
€ro K To4YKe 3a3eMseHnsa Unn MmeTannyeckon NoBEPXHOCTH.

2. \3BnekuTte Moaynb U3 ynakoBKW.

3. MNogkntounte SFP-moaoyne B pasbéM KoMMmyTaTopa [0 NOSABMEHUS
XapaKTepHOro Len4yka goukcaumm Mmoaynsi.

4. 3Bneknte nNbinesalmnTHyO  3arnywky wun3  moayns. Yb6egurtecs,
YTO (puKcaToOp C LBETOBOM MapPKUPOBKOW HAaXoOUTCA B 3aLLESNTKHYTOM COCTOSHUN.

5. B cooTBeTCcTBUM C YyKasaTenaMmu nepegartyuvka v (TX) n npuvémHuka

A (RX), BcTaBbTe ONTOBOSIOKOHHLIN Kaberib B pa3beéM MOAYMA.

PucyHok 4.5 — lNoakntoveHnsa kabens
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5 MOHTAX U AEMOHTAX
5.1 MEPbI BE3OINACHOCTHU

BHUMAHWE!
MoHTax Npon3BoAUTL TOSbKO NPWU OTKITIOYEHHOM HanpsXeHU NUTaHus.

BHUMAHUE!
Bce Buabl paboT ¢ u3aenvem BO BpeMs rpo3bl 3anpeLLarTcs.

1. K paboTte c usgenvem [JonyckaeTca KBanupuUUpOBaHHLIM NepcoHarnt,
N3Y4YUBLLNIA HACTOSLLIEE PYKOBOLCTBO.

2. Bce paboTbl MO MOHTaxXy W Hanagke Npou3BoAUTbL C COONAeHuEM
TpeboBaHUN  OEUCTBYIOLUMX  HOPMATMBHbIX  OOKYMEHTOB MO  TEXHWKe
BGesonacHocTw.

3. MoHTaX U1 TexHudeckoe obcnyxmBaHne KoMMmyTatopa  LOSMKHbI
NPON3BOAUTLCS NUUAMWN, UMEKLLNMU KBANMPUKALMOHHYIO Tpynny no TeXHUKe
6e30nacHOCTN HE HUXE BTOPOM.

4. KOHCTpyKUus KommyTaTtopa yaoBneteBopsieT TpeboBaHUAM MOXapHOM
N anekTpobe3onacHoCTH, B  TOM yucne B aBapurHOM pexume
no NOCT 12.2.007.0-75, TOCT P 50571.3.

5.0na MOHTaxHbIx paboT HeobxooMMO MCNOMb30BaTb WCMNPaBHbLIN,
B6e3onacHbIn U YOOOHBLIN MOHTaXHbIW MHCTPYMEHT.

6. MOHTaX npouM3BOAUTbL TOJSIbKO Ha YUCTOW, CYXOW YCTaHOBOYHOM
MOBEPXHOCTU MpPU OTCYTCTBMM aTMOCHEPHbBIX OCALKOB, MOBbLILEHHOW BITAXHOCTU
N UHBIX HEGNAronpusITHbIX YCIOBUMA.

7. He yctaHaBnuBanTe KOMMYTaTtop B MecCTax: TemnepaTypa B KOTOpPbIX
onyckaetca Hwxke MuHyc 30 °C  wn/unu nogHumaeTca Bblwe nioc 65 °C;
C BNaXXHOCTbO Bblwe 95 %; NOBLIWEHHOrO MCNapeHus 1M napoobpasoBaHuS;
ycuneHHon subpaumn.

8. MoHTax npom3BoanTb ©e3 NOBPEXAEHUS KOHCTPYKUMW. BbINOMHEHHbIN
MOHTaX pformkeH obecneymBaTb rePMETUYHOCTb BHYTPEHHEN KOHCTPYKUUM

N ANEKTPpN4eCKoro nogknroveHuA.
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9. Mpu MoOHTaxe npoBoda 3MEKTPONUTaHUA U BbIXOOOB crnegyeT OCTaBUTb
AOCTaTOMHOE MPOCTPAHCTBO And  NErkoro  goctyna npu  ganbHenwem
obcnyxxneaHum nsgenus.

10. Heobxoanmo wucknounte obpasoBaHue, nonagaHue Wnn BO3OENCTBUE
KOHOEeHcaTa, anekTpopaspsiga, CTaTUYECKOro 3feKkTpuvecTBa, rpsaAsun, XXUOKOCTH,
OMacHbIX BELLECTB U Mycopa Ha MOBEPXHOCTU, HA ANEKTPOHHbIX, KOHCTPYKTUBHbIX
N ANEKTPUYECKMX ANIEMEHTAX U3LENNA.

11. He ponyckanTe yCTaHOBKY W3genua nog BO3LENCTBUEM  MNPAMbIX
COJSTHEYHbIX fy4en n B6rIn3n UCTOYHUKOB, U3MyYatoWwmx Tenmo.

12. B cooTtBeTCTBMM C npaBuriamu YCTPOMUCTBA anekTpoyctaHoBoK ([MYJ)
aKkcnnyarauums kommyTtatopa 6e3 3asemreHust He JonycKaeTcs.

13. B cnyyae ecnn oOT wu3genua uvAOET AbIM UMW HEMOHATHbLIE 3anaxw,
HEMEOJSIEHHO BbIKINIOYMUTE NMUTAHUE U CBSXKUTECH C aBTOPU3OBAHHbIM CEPBUCHbLIM
LEHTPOM (BaLLUMM MOCTaBLLMKOM).

14. Ecnn, Ha Baw B3rnsag, u3genve pabotaeT HEKOPPEKTHO, HU B KOEM
Cnydae He nNblTanTecb pasobpaTtb ero camocTosTenbHo. CBshXuUTECh

C aBTOPM30BaHHbLIM CEPBUCHBLIM LLEHTPOM (BaLLMM MOCTaBLLMKOM).

5.2 MOHTAX

1. PaameweHne un MOHTaX [OOMMKHbl MNPOBOAUTLCSA B COOTBETCTBUM
C NPOEKTOM, pa3paboTaHHbIM ANs gaHHoro obbekta. [lpy 3TOM B npoekTe
AOIKHbI BbITb YYTEHDI:

— YcnoBua aKkcnnyaTaunum n3genum,

— TpeboBaHua K nnHE N KOHGUrypaumm fIMHUK CBA3MN.

2. TexHonorn4yeckas nocrnegoBaTeribHOCTb MOHTaXHbIX onepauumn
onpegendeTca ncxoada nua ygobcraea nx npoBeaeHms.

3. 3anpeluaeTca yctaHaBnueaTb 6nmxe 1 M OT 3IEMEHTOB OTOMSEHUS.

4.0na Bbibopa TMNa kKabena W ceyeHUda nNpPoBOAOB HeobxoaMmo
PYKOBOLCTBOBATLCA HOPMAaTUBHOW OOKYMEHTaLnen.

5. YcTaHOBKa M3genus OormkHa oTBedaTtb cneayowmm TpeboBaHNsaM:
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— HoukaTopbl COCTOSIHUA Ha nepegHen naHenu MoryT ObiTb  ferko
NPOYUTaHbI;

— [ocTyn K nopTam gocTaTtoyeH anga ceobogHon noaBoaku kabernen;

— Pasbém NnUTaHus HaxoguTcs B npegenax [0CAraemMocTm
AN NOAKMIOYEHNSA K UCTOYHUKY MUTAHUS;

— N3penne 3asemneHo cornacHo [MY3-7 n.1.7.126 (cevyeHne MeOHOro
kabens: He Gonee 2,5 MM?, COMPOTUBREHVWE OTHOCWUTENLHO 3eMnu: He Bonee
4 Om);

— ObecneyeHo [OCTAaTOMHOE MNPOCTPAHCTBO AN CBOGOAHOW LMPKYynsaUuu
Bo3gyxa. Crnenyet nsberatb neperpesa, BMaXXHbIX U MblfbHbIX MECT;

— Ana nosbiweHus oTkasoyctonumsoctn COT, npu opraHuMsauumn cetu
NUTaHKUS KOMMYyTaTopa pekoMeHayeTcs ncnonb3oBaTtb NCTOYHUKN
6ecnepebonHOro NUTaHmS.

6. Pacnakyute wusgenue v nposBeanTe BHELWHWA OCMOTP Ha npeamer
HanMuns NOBPEXAEHUN, KOTOpble MOryT BO3HUKHYTb MPWU TPaHCMNOPTMPOBKE.
[Mpn X HanuuuM cocTaBbTE€ aKT B COOTBETCTBMM C AOrMOBOPOM O MOCTaBKeE,

n3BecTtmuTe nocraBLKa U HanpaBbTe OANH 3K3EMMIAP akTa B aapec NoCTaBLLUMKA.
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5.2.1 NMNoarotoBKa Usgenua K MOHTaxy
KommyTaTop npeaHasHayeH onga yctaHoBku Ha DIN-penky, nonky mnu cTor.

[[@abapuTHbIE pa3mMepbl KOMMyTaTopa NpuBeaeHbl Ha PUCYHKe HUXe (PucyHok 5.1).

152,9 MM
150,0 mm
z o | B
O
] OO0
= %% oo0°©° ° d
N j\
Il
>
2 2
o 2
—| ©
—| 2
v

PucyHok 5.1 — NabapuTHble pasmepsbl

5.2.2 KpenneHue Ha DIN-peunky

[lna gaHHOro ceTteBOro KoMmyTatopa BO3MOXeH MOHTax Ha DIN-peinky

LUNPUHOM 35 MM.

Ona kpenneHunsa Ha DIN-penky 3aBegmnte BepxXHUA Kpaw KoOMMyTaTtopa
C MPY>XMHOW 3a BepXxHIK YacTb nnactuHbl DIN-peinkn, 4tobbl npyxuHa nonana
3a Kpan nnactuHbl. Haxmute Ha kopnyc KommyTaTopa OO LWenyka u dukcauyum

HWXHEro Kpasi penkun B 3aLLéErike.
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3auen
[MpyxnHa
DIN-peika
F B @®
@® @®
@®

PucyHok 5.2 — HcTannsumsa

5.3 JIEMOHTAX

[leMmoHTax npon3BognTCA B 06paTHOM nopdaake npun  OTKIMHOYEHHOM

Hanps>XXeHnn nnTaHung.
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6 NEPBOE BKNOYEHUE. UHULIMATIU3ALINA
YCTPOUCTBA

Mpy Hanuuum HanpsXXeHUs Ha BBOAE MNUTAHUA Ha nepefgHen naHenu
KOMMyTatopa AOorfbkeH BKountbea uHgukatop «PWR». Tlpn  Hanmnumm
coeanHeHuss no noptam Ethernet AOomkHbI BKIHOYNTLCA COOTBETCTBYHOLLNE
nuamkatopbl PoE/Uplink. MNpwn 3anycke obmeHa gaHHbiMy nHamnkaTopbl POE/Uplink

AOOJPKHbl HA4aTb MUIFAaTb, YacToTa MUraHNA 3aBUCUT OT MHTEHCUBHOCTN obmeHa.

6.1 AHUUMANU3ALUUA YCTPOUCTBA

Lar 1. Y6egutecb, 4TO ceTeBasl kKapTa KOMMbOTEPA HaXoAUTCHA B TOWN Xe
nogceTu, 4To M KoMMyTaTtop. 3anyctute Beb-Opay3ep U B agpecHOM CTPOKe

BBeguTe IP-agpec kommyTtatopa, no ymondanuio (192.168.1.110).

[To ymonyaHuio npu nNepBOM BKMIOYEHUM KOMMYTATOp WMeEeT cTaTUyecKuin
ceTeBou agpec IPv4:

IP-agpec 192.168.1.110

Macka nogcetn | 255.255.255.0

Lar 2. N3 Bbinagatowlero cnucka Bblbepute s3blk UHTEpdenca. Haxmure

KHOMNKY «CneayoLwwminy Ans NPOaOIKEHUS.

Azbik
Azkbik Pycckwid

Crepyrowwmia
PucyHok 6.1 — IHuunanusauyms
Lar 3. BeibepuTe 13 BbiNagarowero cnmucka 4acoBon nosic. Haxkmmre KHonky

«Crnegyowmimn» ona NpoaoIHKeHus.

HacTtpoiika uacosoro noaca

Yacoeol NosAc (UTC+03:00) Mockea, CaHk...

Hazan CnenyroLmi

PucyHok 6.2 — MHnynanusaums
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LWar 4. lNpn 3aBOACKMX HACTpoMKax Maposib MO yMOSTYaHUKO OTCYTCTBYET,
NOSTOMY YCTaAHOBUTE Mapoflb Y4YETHOW 3anucu «adminy». B cTpokax «HoBbIN
naposnb» U «loareepXxaeHve napona» BBeAUTe Naposib YCTpoucTea. BBoanmbin
naposib JOMMKeH npeacTaBnsaTb cobon KOMOMHaAUMIO NaTUHCKUX OyKB BepxHero
N HWXHEero perncrtpa, gfnMHon He MmeHee 8, HO He bonee 32 cMMBOSOB (CMMBOJIbI:

«"y», «:»

«'», , «;», «:», «&» HegonycTuMbl ans Beoga). [locne BBoga naposs

HaXXmMuTe KHOMKy «OK».

Hactpo#iku naponn

Wma none3ce..  admin

Hoewlid napone ssssssBssssOsRsEES
I S

MoaTeepxasH... CEEBELEESENENEBBENES

PucyHok 6.3 — VIHuunanusaums
War 5. B nosiBMBlIEMCA OKHe BBeOUTE WMMSA MOSfib30BaTeENs U Maposib

YYETHOM 3anucn. Haxmurte KHonky «Bxongy.

A admin

a ...l.l.#

PucyHok 6.4 — Bxop,
6.2 CUCTEMHOE BPEMH
Lar 6. HacTtponTte Bpems Ha yCTponCTBe MO KHOMke «CUMHXpPOHU3MpOBAaTb
cNK» wvnn c¢ nomowpbo BBoga napametpom NTP-cepsepa. HenpaBunbHO

BbICTABIEHHOE BPEMSI MOXET NPUBECTU K HEKOPPEKTHOMY OTOBpaXkeHMIo XXypHana

CcoObITUK, BbI3BaTb NPobNembl Npu pabote cepTudmkaTa OTKPLITOro Krtoya u T.4.
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B D L D /l_,-\ ObcnyxmBaHue cucTeMbl
CuctemHoe Bpems
g ‘ Cucremioe BRe... 5000-01-01 00:00:02 [} CnHxponuzmnpoears ¢ K

Hacosoi nosc: | (UTC) BcemupHoe koopamHu... v

Hopuanueckas nHbopmauma

Mzmenuts napones

OBcnyupatme CWHXpoHW3aLl,.. NTP (8 He cunxponmamposaTs

" 3
MnopT/3KcnopT OBHOEUTS

CuctemHas MHbopMauma
KypHan

CocTosHKe ycTpoidcTBa
Aunarsoctuka

3epkanvpoearue

PucyHok 6.5 — HacTtponka/cMHxpoHM3aumnsa BpemMeHu
6.3 JIOKANbHbIA AOPEC

War 7. WM3aMeHuTe ceTeBble HACTPOMKM KOMMYyTaTOpa B COOTBETCTBUM
C napameTpamMu Bawen ceTtun. [Ona artoro nepenante «lnNaBHoe MeHW —
HacTtpoinkn — bbicTpass HacTponka — O6bwme» (PucyHok 6.6). BeBeante HoBble
napamMeTpbl ceTu U HaxmuTe « CoXpaHUTb.

YCTpOMNCTBO nepesarpy3snTcad aBTOMAaTUYEeCKU MNOCfe COXPaHEHUs CeTeBbIX
HacCTpOeK. Ecnu He npounsoLuna aBTOMaTMyeckas nepesarpyska,
TO Nepesarpy3ute YCTPOMCTBO CaMOCTOATENBHO, 4SS 9TOro nepenaute «l naBHoe
MeHlo — O6cnyxuBaHne cuctembl — O6CNyXMBaHME» W HaXMUTE KHOMKY

«[lMepesarpyskan.

B D I_I D /|;|\ boicTpas HacTpoiika

Obupe |

VLAN ynpagn... ‘)

ID VLAN 1

UHdopmauma o noprax

CrvcoK YCTPORCTe
DHCP

MmMA yCTpoRrcT... SW 204 v2
[P-agpec 192 168 1 110

Macka noacetu 255 255 255 0

O6HOBUTH

PucyHok 6.6 — CeTeBble HaCTPONKK
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Tabnuua 6.1 — NapameTpbl CETEBbLIX HACTPOEK KOMMYyTaTopa

MapameTp PyHKLMNA
Mocne aktuBaumm nepeknovatens «DHCP» IP-agpec bygert
nonyyeH aBTOMaTU4YeCKMN oT DHCP-cepBepa,
DHCP nonb3oBaTerbckoe 3agaHue |P/mackn — HEBO3MOXKHO.
Ecnu nepekmnoyarernb «DHCP» AeaKTMBUPOBaH,

TO AN Py4HOro BBOAA CTAHOBATCA [OCTYMHbI MONs BBOAA
«IP-agpec» n «Macka nogcetny.

[lone BBOOa MMeHW ycTpowucTBa. BBOoOMMbLIM Maporib MOXeT
Nms COCTOATb TOMbKO M3: UUPP, NATUHCKUX OYKB HWKHErO

yCcTpouncTea N BEPXHEro pernuctpa W HWKHEro MNOAYEPKMBAHUA « _ ».

[Mpobenbl 1 BBOA NHBIX 3HAKOB, KPOME « _ » 3anpeLleHbl.

TekcToBoe Mone CRyXUT Ans OToOpaXeHusi U M3MEHEHUS

IP-agpec §
Tekyuero IP-agpeca yctpovicTtea.

Macka TekcTtoBOe mnorne Cnyxut Ans OoTobpaXeHus U U3MEHEHUs

noaceTy TEKyLle Macku MOACETU, COOTBETCTBYIOLLEN CErMEeHTYy CeTw,

B KOTOPOM HaxoamuTCs KOMMyTaTop.

Lar 8. Tllocne wu3MeHeHUs1 HacTpoek Beb-UHTepdenc [oMmkeH ObiTb
AocTyneH no-HosoMy |P-agpecy. KoppekTHbin BXo4 B CUCTEMY MPOM3BOAUTCA

C HOBbIMW YYETHbBIMM OaHHbIMM admin.
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BOLID S
BbicTpas HacTpoiika
YnpasneHnue PoE

BOL'D a

7 TMABHOE MEHIO

@C X

O6cny>XxmBaHue cUcTeMbl CeTeBble HacTPOWKMN

[ I )
= =T g
- C wy
LleHTp 6e3onacHocTn Hactpoiiku QoS
~|

@C

PucyHok 7.1 — naBHOE MeHI0

Tabnuuya 7.1 — CTpyKTypa MeHI

©

BeicTpas HacTpoiika

Pasgen rmaBHOro MeHto
«bbICTpasa HacTponka»

Moapasgen «O0Lwue»

Mogpasnen «MHopmauusa o noptax»

Mogpasgen «Cnncok yCTponcTB»

e« ]
X
Pasgen rmaBHOro MeHto
«ObcnyxuBaHue
CUCTEMbI»

Mogpasgen «CucteMHoe Bpemsi»

Moopasgen «A3MeHUTb naponb»

Mogpasgen «O6cnyxmBaHmne»

Mogpasgen «MmnopT/3kcnopT»

Mogpasgen «CucrtemHas nHpopmaumsa»

Moopasgen «XXKypHan»

Mopgpasgoen «CocTosiHne ycTponcTear

Moapasgen «dnarHocTuka»

Moopasgen «3epkanmpoBaHue»
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\ ~
D
&2

CeTeBble HACTPONKUN

Pasgen rmaBHOro MeHto
«CeTeBble HAaCTPOMKN»

MNogpasgen «llopT»

Mogpasgen «QHeproadpdekTnBHbln Ethernet (EEE
(Energy Efficient Ethernet))»

Moppasnen MyHkT «[Job6aBntb VLANY

«VLAN» MyHKT «VLAN»

Mogpasnen «MHTepdenc VLAN (VLANIF)»

Moapasgen «HacTponku MapwpyTtusaummy»

[Mogpasnen «Tabnuua mapLipytTmnsaummy

Moapasgen «ARP-tabnunua»

beicTpasa HacTponka ERPS

Moppasnen PacwupeHHble | [yHKT «kERPS»

«ERPS»

HaCTPOWNKM [MyHkT «<MEP»

Mopgpasgen «IGMP Snooping»

Moapasnen MMyHKT «STP»

«STP» MyHKT «3Qk3emMnnsap nopTa»

Moopasgen «Arperaums KaHanoB»

Mogpasgen «SNMP»

MyHkT « Tabnvua MAC-agpecoB»

Moopasgen

«MAC-agpec» MyHkT «dunbTpaums MAC-

aJpecoB»

Moopasgen «LLDP»

Moapasgen «O6HapyxeHne neTenb»

MyHkT « DHCP-cepBep»

Moopasgen

MyHKT «CTaTnyeckas npuBaska»
«DHCP-cepBep» y P

MyHkT «Cnncok agpecos

Moapasnen [MyHKT «[NobanbHble HaCTPOKK
«DHCP [MyHKT «KoHUr-a nopta
Snooping» MyHKT «KoHdurypaums onumm 82

Mogpasgen «TecTupoBaHne BUPTYanbHOro kabens»

¥npaenenue PoE

Pa3nen rmaBHOro MeHto
«YnpasneHue PoE»

Moapasnen «HacTtporkn PoE»

Mogpasnen «beccpoyHbin POE»

Moapasnen «Long PoE»

Moapasgen «CtatucTtuka cobbitnin PoE»

Moopasgen «Green PoE»

Moapasnen «PoE npuHyantensHo»

Moapasnen «PoE watchdog»
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0

LlenTp 6e3onacHocTn

Pa3nen rmaBHOro MeHto
«UeHTp 6e3onacHoCTU»

Moppasnen «Oon. | [YHKT «[lon. cepBurCbI»

cepsucChbI» MyHkT «<HTTPS»

Mopgpasoen «Telnet»

[MyHkT «CepTudukar
Moapasoen YyCTPOUCTBaA»

«Ceptudpmkatr CA» | MNMyHKT «[JoBEPEHHbIE
ceptndukatol CA»

[NMyHKT «IP donnbT
Mogpasoen y P e P>

«CeTeBoM 3KpaH» | MyHkT «3awmTa oT atak DoS»

Mogpasnen «M3onuposaHue NopToB»

MNoppasoen
Apasa [TyHKT « ArIropuT™M NPOBEPKMU
«besonacHas
NOANMMHHOCTNY
ayTeHTUguKauma»

Hactpoiikm QoS

Pasgen rmaBHOro MeHto
«Hactponkn QoS»

Mogpasoen «llpuoputeT NopTOB»

Moapasgen «Knaccudukaumsa nopTos»

Moopasgen «lnaHMpoBLUKMK ovepean»

Mogpasnen «lWewnnep Tpadgukar»

Moapasgen «KoHTposb WTopMa»

802.1X
Pa3nen rmaBHOro MeHto
«802.1X»

Mopgpasgen «Hactpownka 802.1X (NSA)»

Moapasaen «RADIUS-cepBep»

Tabnuua 7.2 — @yHKUMOHA rnaBHOro MEH0

Bosspar kK rmaBHOMY MeHI0.

[Mepexntodatens | KHOMKM nepeksitoyeHnsa cTpaHunLl.

MepekntovyeHne pexnma npocmMoTpa B NONHOIKPAHHbIN.

E D,J'Iﬂ BbIXo4da U3 NOJIHO3KPAHHOIO peXxXnma HaxXMnUTe KriaBuily

«Esc» Ha knaBmatype.

m Bbibop s3bika.

KHonka BbIxoga u3 y4ETHOM 3anuncu.
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8 PA3OEN NMABHOIO MEHIO «BbICTPAA HACTPOUKA»
8.1 NogPA3OEN «OBLUME»

B nogpasgene 3agatotca ceTeBble NapamMeTpbl YCTPOMUCTBA.

Obwme

/|;|\ bbicTpas HacTpoiika

| VLAN ynpagn... (:)

ID VLAN 1

MHudopmauna o noprax

CrvcoK YCTPORCTe

DHCP
MmMA yCTpoRrcT... SW 204 v2

[P-agpec 192 168 1 110

Macka noacetu 255 255 255 0

m OBHOBUTH

PucyHok 8.1 — CeTeBble napamMeTpbl YCTPOUCTBA

Tabnuua 8.1 — NapameTpbl CETEBbLIX HACTPOEK KOMMYyTaTOpa

MapameTp PyHKUMA
VLAN Mocne BKIMKOYEHUS «VLAN ynpaBneHnsa» AocCTyn
K Beb-CTpaHuue BO3MOXEH TOmnbKo no IP-agpecy, 3agaHHOMY
yrnpasrieHus
ansa VLAN ynpaBneHus.
ID VLAN Bei6op ID VLAN ynpasneHus.
Mocne aktuBaumm nepeknovatens «DHCP» IP-agpec 6yget
nonyyeH aBTOMaTUYECKN oT DHCP-cepBepa,
DHCP nonb3oBaTenbckoe 3agaHue |P/mackm — HEBO3MOXHO.
Ecnu nepeknioyatens «DHCP» peaktuBmpoBaH, TO And
PYYHOro BBOAA CTAaHOBATCA AOCTYMNHLI nonsa Beoda «IP-agpec»
n «Macka nogcetTu».
NMone BBOOa uWMeHM ycTpoucTBa. BBogumoe wma  MoxeTt
Nms COCTOATb TOMbKO M3: UNPP, NATUHCKUX OYKB HWXKHErO
yCTpouncTBa N BEPXHEro pernctpa n « _ ». lNpobenbl 1 BBOA WHbLIX 3HAKOB,
KpoMe « _ » 3anpeLleHbl.
IP-appec TekcToBoe rMone CryXuT ansg oToOpaXeHus U M3MEHEHUS
P Tekywiero |IP-agpeca yctpouncrtaa.
Macka TekcToBoe none CryXuT Onsg OoToOpaXeHus U MU3MEHEHUS
noaceT TEKyLLen Mackm noaceTu, COOTBETCTBYIOLWEN CErMEHTY CeTw,
B KOTOPOM Haxo4uUTCsl KOMMYTaTop.
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8.2 NMNopgPA3OEN «MH®OPMALMA O MOPTAX»

Mogpasgen Bknw4vaeT B cebs rpadpnyeckyto U TEKCTOBYHO WMHAOpPMaLNIO

O COCTOSIHUW NOPTOB.

Copper

100M_Full 12w 1 0 0 Copper

100M_Full 1w 1 0 0 Copper

coen
L]
[ ]
[ ]

n @

PucyHok 8.2 — HpopmaumoHHasa naHenb

padbmnyeckass naHenb npeactaBngeTr cobon u3obpaxeHne nepeaHen
naHenn kommyTtaTtopa. OTobpaxkaeT COCTOAHME MOAKIMIOYEHUSA K KaXOoMy MOpTY

B peasibHoM BpemeHu (PucyHok 8.3).

PucyHok 8.3 — N'padnyeckasn naHenb
Mocne aktmBauun nepeknodatena «ONVIF ycTtponctea» rpadudeckas

naHenb 6ygeT otobpaxaTb He TONbKO MHOPMaLMIO O COCTOSIHUN NOAKMHOYEHUN,
HO W MNOSAABUTCA pasBeTBIIEHME C OOMOJSIHUTENbHON TEKCTOBOM UWHJOpMaumnen
O MOAKITIOYEHHOM YCTPOMCTBE Ha BblOpaHHOM MopTy. TekcTtoBas WHdOpMauus

BKntoyaeT B ceba: Homep nopTta, VLAN n nugpopmaumio o PoE (PucyHok 8.4).

0BHoBHTL AstoobHoene... VLAN:1

| POELIW

onviF yerpoir.. @D

=
PucyHok 8.4 — ['padpuyeckasa naHenb
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[MapameTpbl  TEKCTOBOW  nNaHenu onucaHbl B Tabnvue - HWxe
(cm. Tabnuua 8.2).
Mopr Onmcanne Tvn nopra CocrosHue coe... Ynpags. notokom CkopocTe/ayna... PoE VLAN BxoaAwwmii
1 Access Uup @ BoiknioueH 100M_Full ow 1 0
2 Access Uup @ BoiknioueH 100M_Full 1.2W 1 0
3 Access Uup @ BeiknioueH 100M_Full 17W 1 0
4 Access Down @ BIkAtOUEH Down ow 1 0

PucyHok 8.5 — TekcToBas MHpopmaLMOHHas naHesb

Tabnuuya 8.2 — TekcToBasg MHpopMauma o nopTe

MapameTp OnucaHue
MopT Homep nopta. CooTBETCTBYET YNCNY HA NepeaHen naHenu.
TekcToBoe nosie oTobpaxaeT BBEAEHHYK MHGOPMALMIO.
OnucaHnuve OTtobpaxaemas uHpOpMauMs BBOAUTCHA MNpU HaCTpomnKax
nopta (nogpobHee cmotpute — 10.1 MNMoapasgen «lopT»).
Ctonbel oTobpaxaeT Tun nopta u ux pyHkumn. JocTynHbl
Twvn nopTta Tpn Buga: Access, Hybrid n Trunk. NogpobHee o HacTonkax
cmotpute — MNMyHKT « VLANY.
— Up — nopT nogkntoyeH;
Cocrosime Down — nopT OTKMNIOYEH;
coeMHeHus P ’

— Disabled — nopT BbIkMto4eH.

Ynpass. NOTOKOM

CocTtosiHMe ynpasneHus NMOTOKOM. MogpobHee
0 BKIIloMeHMe noToka cmoTpute — MNogpasgen «MopTty.

OTobpaXkaeT TeKyLlyldo CKOPOCTb M B KakOM pexumme
nepegayn napannensHom (Full) nnu nocnegoBaTenbHOM

CkopocTtb/gynnekc
Haxogutcsa nopT. [logpobHee 0 BKAOYEHME NOTOKA
cmoTpute — Nogpasaen «llopTty».
PoE MoTpebnsiemasi MOLLHOCTb.
VLAN NoeHtndomkatop VLAN.
BXoasLLMii Harpyska B npoueHTax OT MaKCUManbHOM MNPOMyCKHOM
CNOCOBHOCTU NPMHNUMAEMbIX MOPTOM MAKETOB.
o Harpyska B npoueHTax OT MaKCUManbHOM MNPOMYyCKHOM
Ncxopawmin Py poul porty

cnocobHoCTH nepegaBaemMbliX NMNOPTOM MaKeTOB.

Tun HocuTens

[Noka3biBaeTca TUN NOAKNOYEHHOIO HOCUTENA cUrHana.
— Copper — meaHbIn kKabenb;
— Fiber — BonokoHHO-oNTUYECKUN Kabenb.
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8.3 NoarPA3OEN «CNUCOK YCTPOUCTB»

CtpaHuua pasgena «Cnmcok yCTpOWUCTB» BKMOYaeT B cebsa Tpu cnmcka
oBHapyXeHHbIX KOMMYTaTOPOM YCTPOWCTB B CETH:

— Cnucok «Bugeokamepsbl»;

— Cnncok «Buaeoperncrpatopbl»;

— Cnuncok «lpoyeey.

BOLID {2  bhicipan HacTpoiika 8 G
Obuwe
Ne IP-anpec MAC-aapec Moaens Mopr VLAN PoE
WHbopmaumsa o nopTax
1 192.168.70.27 o} D:a8 IPC-model AGG1 1
Cnmcok ycTpoicTs |
2 192.168.70.55 4 Laa IPC2121SR3-PF36 AGG1 1

Bcero: 2 zanwce#

Braeopervctpatops!

Ne IP-aapec MAC-aapec Moaens Mopr VLAN

Mpoyee

Ne IP-aapec MAC-aapec Moaens Mopr VLAN PoE
1 192.168.68.137 e 8:d2 VCl-222 3 1 17w
2 192.168.69.222 oC 6:bd VCI-830-01 AGG1 1

PucyHok 8.6 — Cnncok HangeHHbIX yCTPONCTB
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9 PA3OEN NMABHOIO MEHKO «OBCITYXNBAHUE
CUCTEMbI»

9.1 NMNogPA3OEN « CUCTEMHOE BPEMSA»

BHUMAHWE!
0 PekomeHayeTtca HacTpouTb NTP-cepBep onsa npeaoTtepalleHns cboes
CUCTEMHOIO BPEMEHN.

Ypennte BHMMaHuWe HacTpoMKaM BpPeMeHU Ha ycTpoucTtee. HenpaBusibHO
BbICTaBIEHHOE BPEMS MOXET MPUBECTU K HEKOPPEKTHOMY OTODPaXXEeHUIO XypHany
cobbITUi, BbI3BaThb NpobnemMbl Npyn paboTte cepTudmKkaTa OTKPLITOro Kr4va u T.4.

[Mpn akTmBauum paguokHONKNM «He CUHXPOHW3MpOBaTby, MNOMb3oBaTeNb
CaMOCTOATESIbHO YCTaHaBMMBaeT BPeMS Ha YCTPOMCTBE.

Mo kHonke «CuHXpoHU3mposatb C [1K» nNpon3onaér CUHXPOHM3aUnd

BpemeHn mexgay yctpouctesom u K.

B D L D f;.\ QObcnyxueaHue CUCTEMBI
CucremHoe epems | CuctemHoe Bpe... 3025-11-13 13:49:13 Curixporuzuposats c MK

MzmeHuTs naposb

YacoeoW noac (UTC+03:00) Mockea, CaHk...

Obcnyxneative CUHXPOHU3ALL... NTP (® He cuHxpoHuanposats

Wmnopt/3kcnopt
m O6HOBUTL

CucremHan WHGopmauma
KypHan

Coctoanue ycTpoicTea
[unarHoctuka

3epkanvpoeaHue

PucyHok 9.1 — HacTtponka/CMHXpoHM3aumnsa BpeMeHu
Onsa cuHxpoHusauum ¢ NTP-cepBepom aktusupyute paguokHOnky «NTP»

n seeante agpec NTP-cepsepa (PucyHok 9.2).
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B D LD a ObcnyXUBaHME CUCTEMBI

CucremHoe BpEMA | CucremHoe Bpe...

Wamermts napone Yacosoi noac (UTC+03:00) Mockea, CaHk...

OBcnyxuearie CuHXpoHMUzaLL... @ NTP He cnHxpoHUsupoeaTh

Wimnopr/3xcnopr * Anpec cepee... ‘ XXX.XXX.XX.X)Od

CuctemHan nHdopmMaLuma
m ObHoeuTs

KypHan

CocToaHwe ycTpoiicTBa
JunarHoctvka

3epkanvMposaHne

PucyHok 9.2 — CnxpoHusaunsa ¢ NTP-cepsepom

9.2 NMNoagPA3QEN «MA3MEHUTbL NMAPOJIb»

[nsa nameHeHns naponsa y4€THOW 3arnmcu:

1. BBeante cTapbii naponb YyCTpoucTBa B TekcToBoe none «CTapbin
naposib» (PucyHok 9.3).

2. Beegute HoBbIM naposib B none «HosbiM nNaposnb». BBoanmblin naponb
OOIMKEH npeactaBnaATb cobon KomOuHauuiwo umdp, NaTUMHCKUX OyKB BEPXHEro
N HWXKHEro perncrtpa anuHom He meHee 8, HO He 6onee 32 CMMBOMOB (CMMBOISIbI:
«"», «"», «;», «y», « & » HEOONYCTUMbI 4SS BBOAA).

3. MNoareBepauTte BBEOEHHbLIN NMaposib B TEKCTOBOM nosnie «lloareepxaeHue
napons».

4. YcTaHOoBUTE Nepuoa AeNCTBUS Napons.

5. Haxxmnte kHonky «OK» onga coxpaHeHus:.
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B D I_I D (;l\ O6Cny>KMBaHWE CUCTEMBI

CucremHoe BpemMmA

Mma nonb3oearena

ameHuTb napo/ib |

Crapblii naponb e0000000000000000000
O6cnyxmBaHue

Hosblli naponb XYY YT YT YYYY Y YY)
MMI‘IOpT/3KCI'IOpT G T

ﬂO,ﬂ,TBep)Kﬂ,eHHe 0000000000000 000000
CucremHan nHopmMauma

CpoK fAeAcTBuUA 1... 30 aHelr

KypHan

CocroaHKe ycTpoicTBa
JwnarHoctuka

3epkanvpoeaHve

PucyHok 9.3 — l3ameHeHue napons

9.3 NMNoarPA3OEN «OBCNYXUBAHUE»

Mogpasgen BkNtoyaeT B ceba HECKONbKO CUCTEMHbIX OYHKLUI YCTPOMCTBA.

BO I_I D 5 O6cayxuBatine cuctembl
CucreMHoe BpeMA
3aBOACKME HacTpokM  3aBojckve HacTpOlikK

M3meHuTb Naponb .
@ /1s Becex napameTpos 6yayT NpUMeHeHbl 3aBOACKME HACTPOIKM MO yMONUaHuio
ObcnyxwvBaHme |
Wmnopt/3kcnopt

Bepcua cuctembl 1.001.100F002.0.R

CucteMHan MHGopMaLma
bopmaL bazoas Bepcua cucte... V2.4

Kyprar WmnopT daiina obH... 0O630p

CocroaHune ycTpoidcTea

[wnarHoctuka "
Mepesarpyska ycTpoic... () Mepesarpyska

3epkanupoBaHue

PucyHok 9.4 — lNogpasgen «ObcnyxusaHue»
1. C6poc Ha 3aBOACKNE HACTPOWKN:

Mpwn HaxkaTum KHOMKM «3aBOACKME HACTPOWMKM» BCE paHee YCTaHOBIEHHbIe
HacTporku ©OyayT CcOpoleHbl M BOCCTAHOBIEHbl 3aBOACKME  HACTPOWKM

(nogpobHee n cbpoce cm. pasgen — 15 C6poc Ha 3aBOACKME HACTPOMKK).
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3aBOACKME HACTPOWKW = 3aeoackue HaCTPOWKK

© [na ecex napameTpo. ByayT NpUMEHEHE! 3aBOACKME HACTPOMKM NO YMONYaHMIO
PucyHok 9.5 — C6poc
2. OBbHOBMNEHNE NPOLUMBKN:

Onsa obHoeneHna [1O HeobxoguMmo uMMNoOPTMPOBaThb pann  MNPOLLMBKM
Ha YCTPOMCTBO C NOMOLLbIO KHOMKKM « OB30p».

N panee HaxaTb KHomMKy « OB6HOBUTL cenyacy» ans Hadyana obHOBMEHUS.

BHAMAHUE!
o B npouecce obHoBneHust MO He oTKMoYanTe nuTaHue.

[MepesarpysnTe yCTPOMUCTBO MNOCre 3aBepLUeHns 0OHOBIEHNS.

Bepcua cuctemsl 1.001.100F000.0.R

bazoean eepcua cucte... V24

Wmnopt daina obH... Obzop

PucyHok 9.6 — OBHoBneHue
3. lNepesarpyska ycTponcTea:
Haxmute «kHOMKy «[lepesarpy3ka» And BbINOMHEHUA  NPOrpamMMHON

nepesarpy3ku yCTpoOucTBa.

Mepezarpyaka ycrpoiic... IO EEELSIEE)

PucyHok 9.7 — lNepesarpyska ycTponcTea

9.4 NogPA3OEN «MAMNOPT/IKCMOPT»
HaHHbIn nogpasgen uvcnonb3yetcsa ANs uMmnopta unmn akcrnopta davna
KOHdourypaumu.

CIPABKA:

dann KOHUrypaumm — COBOKYMHOCTb HaCTpoOeK nporpamMmmel,
3ajaBaeMble nMonb3oBaTeneM, a TakKkKe npouecC WU3MEHEHUA ITUX
HaCTPOEK B COOTBETCTBUM C HY>KAaMuM NOSib30BaTens.
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B D LI D & O6CayXVBaHUE CUCTEMBI

CncreMHoe BpemaA

KoHurypaumsa pesepBHOro KonvpoBaHus
WameHuts naponb

JKCMopT (arna koHdurypaLmm
ObcnyxmBaHue

mnopt/3kcnopt

BocctaHoBAeHMe KoHUTypaumn
CucteMHas MHGopMaLma

© VivnopTrpoBanHan KoHGUIypaLma nepesanuiuer NpeAsiAyLyto KoHUrypaLmio.

KypHan

Bribepute daiin 0630p
CocroaHWe yCTpOUCTBa

[lnarHocTuka MmMnopt ¢aiinoB KoHGUrypauumn

3epkanumpoBaHue

PucyHok 9.8 — OkcnopT

9.4.1 AkcnopTt (KoHpurypaumsa pesepBHOro KOnupoBaHusA)

HaxxmuTe KHOMKY «3JKCNopT dpanna KoHdurypauum» Ona COXpaHeHUs

dharna KoHurypaumm (HacTpoek) kommyTtatopa Ha K.

KoHdurypaumsa pesepBHoro konmposaHusa

JKCnopT ¢aina KoHPUrypaLmm

PucyHok 9.9 — 3kcnopT HaAcCTpoek ¢ yCTponcTBa

9.4.2 UmnopT (BocctaHoBneHue KoHdUrypauumm)

1. Haxkmute kHonky «OG30p» w©  Bblbepute dann Ans  3arpysku
COBOKYMHOCTM paHee CoXpaHEHHbIX HacTpoek (PucyHok 9.10).

2. HaxxmuTte KHONKy «MMnopT pannoB KoHdurypauum» u nepesarpysute
YCTPOMCTBO.

BoccraHoBNeHMe KOHbUTYpaLmn

© VmnopTyposantan koHdMIypauma nepesanueT NpeablAyLLyIo KOHbUMypaLmio.

Bbibepute daiin 0630p

MMnopt dainoe KOHGUrypauum

PucyHok 9.10 — QkcnopT
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9.5 NogrPA3OEN « CUCTEMHASA UHO®OPMALIUA»

Pasgen BknovaeT B cebs Kno4yeBble CUCTEMHblE AaHHble 06 ycTpoucTee
n yctaHosrieHHom [10.

Ob6uwas uHpopmaumss o6 ycTponcTBe BKItoHaeT B ceba Taknme napameTpbl
Kak: Mma ycTtponctBa, Modernb, CEepUMHbIM HOMep YCTPOWUCTBA U BPEMEHHbIe
napameTpbl paboThbl.

Takke oTOOpaxalTca ceTeBble MapamMeTpbl YCTPOUCTBA, a WMEHHO:
IP-agpec n MAC-agpec ycTpoucTBa.

NHdpopmauma o MO BknioyaeT B cedbsa nHdbopmauuto o Bepcun n cbopke

ycTaHosrieHHoro [10.

B D LD {’_,-\ Obcny>knBaHue cucTeMbl

CucreMHoe Bpems
P Cucrema

Hopwanyeckaa nHdopmauma Vima ycrpoiicte...  BEC 12D

"
SMEHWTS napone Moaens ycrpoii... BOLID SW-204

ObcnyxueaHme

P-agpec: 192.168.
Mmnopt/3kcnopt
CucTemMHan UHpopMaLms no
Kypran Bepcua MO : 1.001.0000000.29.R
CocTtosHue ycTpolicTea Beb-sepcun : 5.602.0.260513.11517753
AwarHoctuka .

Chopka oT: 2026-07-24
3epxanpoBaHue

ObopynoBaHue

MAC-aapec: ¢

SN : BE! 92D
Bpema

CwcremHoe epe... 2026-07-28 17:48:18

Bpems paboter 0 greid 1 4. 32 mun. 30 cek.

PucyHok 9.11 — CuctemHasa nHgpopmaumd
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9.6 NMopgPA3OEN «XKYPHAN»

NHTepdenc npepocTtaBnsieT BO3MOXHOCTb MPOCMOTPa W apxmBaumn
MHGOPMaLNK U3 XKypHana yCTPOMUCTBA.

[ns noucka 3anucu HeobGxoauMO 3agaTb HadanbHOe U KOHEYHOE Bpems,
BblGpaTb T1N cobbiTna (Bce, owmnbka, npeaynpexaeHne, coobuieHmne) n HaxaTb
KHOMKY «[Toncky.

B xypHane xpaHutca makcumym 10000 3anucen (oo 10 3anuncen Ha Kaxgomn

N3 cTpaHuL).

BO I_I D £  ObcayxuBaHme cuctem:
CncremHoe BpemAa
Bpewmsa 2025-11-01 00:00 2025-12-3123:59 Tvn |
L

N3meHnTh napons

Bce

OBcnyxuBaHme Ouwwvbia
WnppoBaHue pesepBHOI KOMUU XypHana
MpeaynpexaeHve
Vinmopt/Skenopr Ne Bpema Tun Monk... IP-anpec CoobuieHne Hue

CnctemHas nHpopmauma
XKypHan

CocTosAHue ycTpoiicTea
AnarHoctuka

3epKaavpoBaHue

PucyHok 9.12 — HTepdrenc npocmoTpa XypHana

9.7 NMNoagrpA3OEN « COCTOAHUE YCTPOUCTBA»

OTtobpaxxeHne nHdopmauunm o coctossHum CPU n namsarn.

BDL D {5  OBcnyknBanve cuctembl
CrcTeMHOE BREMR
ABTOOBHOB/E... ()

M3MeHuTE Napone
3arpyska npoueccopa
ObcayxumBaHue
CpegHee ucnonbsoBanne CPU za 5 cexynan 17%

Vimnopt/3kcnopt
CpeaHee ucnonbsoBanne CPU za 1 munyty  100%

CucTemMHas MHGopMauma
bopmau CpeaHee ucnonezoBaHne CPU za 5 muHyT  86%

HKypHan

Mcnonb3oBaHua namaTy
ST LIS L EEE) Menonszosanua namaty 68.09%
[AwarHocTuka
3epkanupoBaHue

PucyHok 9.13 — CocTodHne ycTponcTea
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9.8 NMoaPA30EN «[AMATHOCTUKA»

B noopasgene  BbINOMHAETCA  AMArHOCTMKA  COCTOSIHUSI  CETEBOro
coeaMHeHus1 A0 y3na HasHayeHud. [Jnsa BbINOSHEHUST ANArHOCTUKM:

1. BBegute |IP-agpeca Ha3HayeHus.

2. /3 BbinagatoLLero cnmucka yctaHoBuTe pasMmep oTnpasBisieMoro nakera.

3. BBeguTte KOnNM4eCcTBO 3anpocoB (4MCro NoBTOPOB).

4. Haxkmute KHOoMKy «[JMarHoCcTMpoBaTh.

{:,\ ObcnykuBaHUe CUCTEMBI

CuctenmHoe Bpema
Anpec HasHaude...
Hopuanyeckan nHbopmaumna

Pazmep nakerta : 64 v
M3menuTs napons
ObcayxMBaHMe Bpema nuvra : 1 (1-10000)
Mmnopt/2kecnopt
CucTemHaa MHbopMaLma
KypHan
CoctoaHue ycTpoidcTea

[warHoctuka |

3epKanvpoBaHve

PucyHok 9.14 — [lnarHocTuka
Pesynbtat guarHoctukmn 6yaeTt oTobpakéH B HOBOM OKHeE.

PES)’J'IdeTbI AWArHoCTUKK X
64 bytes from 15 .86: icmp_seq=7 ttl=64 time< 1 ms
64 bytes from 1 .86: icmp_seq=8 ttl=64 time< 1 ms
64 bytes from 15 1.86: icmp_seq=9 ttl=64 time< 1 ms
64 bytes from 1 .86: icmp_seq=10 ttl=64 time< 1 ms
64 bytes from 15 1.86: icmp_seq=11 ttl=64 time< 1 ms
64 bytes from 15 1.86: icmp_seq=12 ttl=64 time< 1 ms
---192 36 ping statistics ---
12 packets transmitted, 12 received, 0.00% packet loss, time 12020.000 ms [}
OTmenunTs “

PucyHok 9.15 — PesynbTar
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9.9 NoarPA3OEN «3EPKAITMPOBAHUE»

[N MOHUTOpUWHra Tpadmka OOHOrO MIIN HECKOSNbKUX MOPTOB BKMOYMTE
pyHKUMIO 3epkanupoBaHus. MNpuHLUMN paboTbl cocToUT B Ay6nupoBaHum Tpaduka

OHOro U3 MOPTOB Ha ApPYron nopT.

& O6CnyXnBaHKe CUCTEMbI @ G
CucremHoe Bpems
P [Jlobasntb Ynanuto

V13mennTb napons
3epKanbHOe oTo6paXkeHne NCXOAHOTOo nopTa

O6CyxmBaHME Howmep rpy... Mopt HasHaue... Ynpasnexue

Wcexopawmii Bxoaswmii Bxoa. n ncxoga.
Mmnopr/3kcnopt
CucremHas UHGOpMaLma
XKypHan
CocToaHue ycTpoiicTea

[AvarHoctuka

3epKanvpoBaxue |

PucyHok 9.16 — 3epkanupoBaHue
[ns BknoYeHMs AaHHOW OYHKUMN HeoBXoaMMo:

1. Haxatb kHonky «[1o6aBuTb».

[ obaBnTe rpynny sepkavpoBaHia X

Homep rpynnel 3epK...
MMopT HasHaueHna
Wcxoaawmia nopr:
Wcxoaswmia
Bxoaawni

Bxoa. v ncxoa.

OTmeHNTL n
PucyHok 9.17 — [lobaBneHne

2. BbibepuTe HOMep rpynnbl 3epKanmpoBaHns U NOPT Ha3HAYEHWS.

L BO3MOXHO 3epkanupoBaTtb TOSIbKO Ha 1 nopr.

3. [lanee yctaHOBUTE peXxuMm nepeaadun Konum nakeTos.

— Nexopawmn (TX  Only) — nakeTbl, ucxogswme ¢ 3Toro noprta Oyayr
oTrnpaBfeHbl Ha Ha3HayeHHbln NopT (NopT-3epkano). [lonydyaemble nakeTobl

3epKarimpoBaTbCAa HE 6y)1yT;
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— Bxogswmn (RX Only) — nakeTbl, nosiydeHHble Ha 9TOT nopT, OyayT
OTnpaBreHbl Ha HasHa4eHHbI MNOpT (MopT-3epkano). Wcxogdawme nakeTbl

3epKanmpoBaTbCAa He 6yp,yT;

— Bxog. v ucxoa. (Both) — n nony4eHHble N cxogdaLLMe NakeTbl NOCHINATCS

Ha Has3Ha4eHHbIW NopT (MOpPT-3epKarno).
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10 PA3SOEN MABHOIO MEHIO «CETEBBIE HACTPOUKW»

10.1 NMopgpPA3OEN «MOPT»

Ha pucyHke (PucyHok 10.1) nokasaH WHTepdenc KoHdurypauum nopToB
KoMMyTaTtopa. HacTtpomka KOHQurypaumm noprta [OOJfMKHa COOTBETCTBOBATb

npakTn4yeckum TpeboBaHMAM YCTPOMCTBA.

BOLID ere
|
v fon P
SHeprospoexTveyi Ethernet
VAN ® (o)
Whtepdeiic VLAN AnvHa kag| (MaKC. A 10240
Hactporikv maj pupyTUsaumm Ormenns
Tabvua MapLpyTUsaumm
ARP-Ta6mua
ERPS
Craty
Cocrosmue Ynpasnenue
IGMP Snooping Mopr Onmcatme Tun HocuTena Cropocts/ CKopocTb/aynnekc Bxoa Vcxon. Derann
coenunenua notokom
Aynnexc
sTP
Copper . UP 100M Full Auto ® Bui 5.00% 00" 2 ®

Arperauus kananoe
NP 2 Copper o uP 100M Full Auto o Buikn 5.00% 0 2 ®
MAC-agpec 3 Copper .U 100M Full Auto o Buikn 8.00% 0 2 ®
LLop 4 Copper . uP 100M Full Auto ® Boikn. 6.00% 15.00¢ 2 ©
OBHapyxenyte ne; Tent 5 Fiber  Down Down Auto o Buika 0 0 ¢ ©
DHCP-cepeep

6 Fit * Dow Dow Aut  Bui 0 0 Z ®
DHCP Snooping

7 Fibs D Dow A o Buikn 0 0 2 ®
TeCTUpOBaHYiE BUPTY2ABHOIO K.

8 TEST Fiber * Down Dow 1000M Full o Ban. 0 0 2 ®

. -

PucyHok 10.1 — Hactponka noptoB
B pononHuTenbHbIX HacTpomMkax AOCTYMHO BKNYeHne QyHkuum «Jumbo

Frame». BknioyeHne @yHKUMM MNO3BONSAET yBennumBaTb pasMep Kagpos
Ao 10 240 6auTt. lNMpun oTkNoyeHUM nodble Kaapbl pasmepoMm 6onee 1522 Gant
OyayT OTOpPOLUEHbI.

L0 MakcumanbHO — gonycTMmast  OnvHa  Kagpa  MOXEeT  oTnn4vaTtbes

B 3aBMCMMOCTM OT MOAENN YCTPOWNCTBA.

v [lon. HAacTpPOHKK

Jumbo Frame @ : ‘:)

[avHa Kagpa (Make. fo.. | 10240 1522-1024C

OTMeHUTE CoxpaHuTb

PucyHok 10.2 — Jumbo Frame
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[ns BHeCeHUs U3MeHeHWn B onpefesi@HHbIN MOPT HaXMWUTE KHOMKY 2
B ctonbue «[etanu». ECAM HYXHO nNPUMEHUTb OAWHAKOBbIE HACTPOMKM
AN HECKONbKMX MOPTOB, TO BblAENUTE WX C MOMOLLLIO (OJIAaXKOB U HaXMuTe
kHonky «Macc. pegakt.». OTKpoeTca OKHO C napameTpaMmn HaCTPOWMKM.
[MoapobHoe onucaHue BCex MapamMeTpoB pefakTUpoBaHWA U OTobpakaemMown
MHGOOpMaLMK O NopTax nNpueeaeHo B Tabnuue Hwxke (Tabnuua 10.1).

PepaxktupoBatb nopt X

naexc Auto M

Ia_\'EHV_b “

PucyHok 10.3 — PegaktuposaHue noptoB
Tabnnuya 10.1 — HacTtporika koHdurypauum noptoB

Ctonbey OnucaHue

Homep nopTa  COOTBETCTBYEeT  4uUcny

MopT .
Ha NMUEeBON NaHenu.

TekcToBoe nosfie ansg BBoda WHOpMauUn.
Beoanmass wuvHdopmaumss MOXEeT COCTOATb
TONbKO K3: undp, NaTUHCKUX OYKB HWMKHErO
OnucaHwne N BEPXHETO PErMCTPa, CUMBOJSIOB: « _ », « — ».
[Mpobenbl N BBOA MHbIX 3HAKOB, KPOME « _ »
Nn«—» - 3anpeLleHsbl. Hdonyctumoe
KONIM4eCcTBO CMMBOJSIOB BBOAA paBHO 16.

[Moka3biBaeTcs T™n NOAKIK4YEeHHOro
HOCUTeNlAa CUrHarna.

Twvn HocuTens . _
— Copper — MeaHbIn kabens;

— Fiber — BONOKOHHO-ONTMYECKUN Kabenb.

— Up — nopT NOAKIOYEH;
CocTtosHMe coeanHeHus — Down — nopT OTKIMtOYEH;
— Disabled — nopT BbIkMo4eH.
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Ctonbey OnucaHue
CraTtyc OTobpaxaeT TeKywee COCTOSIHME CKOPOCTU
ckopocTu/aybnnposaHus nopra.
OTobpaxkaeT TekyLiee COCTOsIHME CKOPOCTH nopTa
MopT CKopocCTb OnuncaHne
ABTOMaTU4ecKas
HacTpouKa CKOpOCTH
N pexnma nepegayn.
ABTO. L1 PekomeHgoBaHoO

Ang KOMOUHUPOBAHHOIO

nopra.
Ckopoctb 10  M©0/c.
10M FULL PaboTa B pexume
Ckopoctb/ | Ethernet nopt NOSIHOro Aynnekca.
Aynnekc Ckopoctb 10  M6/c.
10M HALF PaboTa B pexume
nonyaynnekca.

Ckopoctb 100 M6/c.
100M HALF PaboTa B pexume

nonygynnekca.
Ckopoctb 100 M©6/c.
100M FULL PaboTa B pexume

NOJSIHOro Aynnekca.
Ckopoctb 1000 M6/c.

OnTtnyeckum
nopT 1000M FULL PaboTa B pexume
NOSIHOro aynrekca.
Bi BkntoyeHune YHKLMN
' ynpaBrieHNs MOTOKOM Ha noprTe.
YnpaBrieHne noTokom
BbiKIT BbiknodeHue dyHKLUK

ynpaBneHusi NOTOKOM Ha nopTe.

OTobpaxeHne TeKyLllero COCTOSAHUS MNpUeEma

Bxogawmnn
AL MnakeToB.

OTobpaxeHne TeKyLlero COCTOsIHUSA OTMNpaBKu

Ncxooawmm
AR MnakeToB.

[Onsa oTobpaxeHns bonee nogpobHOM MHGOPMALUN HAXKMUTE KHOMKY ®

B cTon6bue «[etanny.
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MoapobHas UHPOpMaLMa o NopTy X
Oumctutb ABTOOGHOBNE...

Bxoasawwii obbéM Wexoasawmii obbém

BXOAALWMA NakeToE © 2184072 Wcxonawwi naketoe @ 188460

BaiT Bxoaswmii : 1089202140 Wcxonawmiz 6aiT : 37472633

Bxoafwmid ogHoaspe.. 834712 Wcxopawwié ogHoaa.. 165536

Bxogawni MHoroaap.. 425540 Wcxonawmi muoroag... 4040

BxoAAWMA WKpoKoB... 923820 Wecxopawmi wupoko... 18884

Tun Konnuectso naxketos
Konnuecteo 6aiiT owwnbkn (B) 0

PucyHok 10.4 — NMogpobHas nHgpopmaumsa o nopTy

10.2 NoaPA3QEN « QHEPITO3®®EKTUBHbLIW ETHERNET (EEE
(ENERGY EFFICIENT ETHERNET))»

Energy Efficient Ethernet (EEE)— 910 cTanHgapT, paspaboTaHHbIn
ONS CHWXKEHUs  NoTpebrneHna  QHeprm  ceTeBbiMM  YCTPOMUCTBAMWU  MYTEM
aBTOMAaTUYECKOro NepeksitoyeHnst MOPTOB B PEXUM HU3KOro aHepronotTpebneHus,
Korga oHu He mucnonb3ytotcd. NpasunbHaa HacTtpovka EEE nossonaeTr cHu3uTb
3aTpaTbl HA ANEKTPOIHEPTUIO N YBENNYUTL CPOK Cry>Obl 060pyaoBaHUS.

[ns BKNOYEHMS PYHKUUK YCTaHOBUTE (PNaXoK N HaXXMuTe KHornky « OKy.

B D LI D /|:|\ CeTeBble HACTPOUKM S C X

Mopt

KoHdurypaumsa EEE (Energy Efficient Ethernet) gocTynHa TonbKko B TOM Ciyudae, ey ANA NapamMeTpoB CKOPOCTY AW AyMeKca YCTaHOB/IEH aBToMaTuueckuii p
exum

SHeproaddekTnBHbIN Ethernet

VLAN

Mopt SHeproaddekTnBHbIii Ethernet
Wutepderic VLAN
P ;
HacTpoiikn maplpyTusaumm 5
Tabua MaplupyT1saLum
3

ARP-Tabmua
ERPS

IGMP Snooping

STP

PucyHok 10.5 — KoHdpurypaums EEE
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10.3 NMopPA3OEN «VLAN»

VLAN (Virtual Local Area Network) — normyeckasa BupTtyanbHaga fokasnbHas
ceTb, UCMONb3yeTca ANA COo34aHus NOrMYecKon TOMOSIOrMn CeTU, He 3aBUCSLLEN
oT e€ dwmanyeckon Tononormn. bnarogapss VLAN rpynna ycTpomucTs, umeeT
BO3MOXXHOCTb B3aMMOLENCTBOBATbL MeXay cobon Ha KaHanbHOM YpOBHE, XOTH

dm3nyeckn oHn OyayT NOAKMOYEHbI K pa3HbIM KOMMyTaTopaM 1 HaobopoT.

10.3.1 NMyHKT «Jo6aBuTL VLANY

B oaHHOM nyHKTe MeH oTobpaxeHa uHdopmauust 0 co3gaHHbix VLAN
Ha KOMMYyTaTope. Takke MMEHHO C 3TOro MNyHKTa HaduHaetca cosgaHue VLAN
Ha ycTpouctBe. [obaensetca wu npucBamBaetca VLAN umaeHTudgukaTop,
naeHTugukaTtop coctont n3 12 6ut n nokasbiBaeT, B kakom VLAN HaxoguTtbcs

kagp (PucyHok 10.6).

BO LI D a CeTeBble HACTPOUKM @ C X
Mopt
Jo6asuts VLAN VLAN

SHeproagdekTnBHbIi Ethernet
VLAN | [obasutb ‘ Ypanuto ‘
VkTepdeiic VLAN Ne ID VLAN TerpoBaHHble HeTernposaHHbie Onwcatue YnpasneHue
HacTpoiikv MapLipyTvsaLnm 1 1 ) 18 VLANT 20
Tabnnua MappyT1saunm > 10 B B Camera 2 0
ARP-Tabuua

4 3 20 _ . NVR 2 G
ERPS

4 99 _ _ Management 2 0

IGMP Snooping

Bcero: 4 sanwnceit ‘ 1 10/..V

PucyHok 10.6 — CosgaHune VLAN
Onsa cosgaHms VLAN Ha ycTponctBe HaxMuTe KHornky «[obaBuTb»

STP

(PucyHok 10.7). B nosiBuBiemca guanoroBoMm okHe (PucyHok 10.7) 3anonHute
TekctoBble nons «VLAN ID» n «Onucanue» (Tabnuua 10.2), HaXXMUTE KHOMKY
«CoxpaHuTb». Ha nepsom aTane KOHurypaumm VLAN ctonbey,
«HeTternpoBaHHble» Byget nyct, onga aobasneHnsa yyactHukoB VLAN nepengute
B NyHKT «VLANY.

L0 VLAN 1 He MOXeT BbITb yaaneH.
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ID VLAN :

OnucaHve :

Nob6aebte VLAN

10 (1-4094)

Camera

OHo MoxeT cogepkaTb A0 64 CMMBOJIOB W COCTOATb
TONIbKO U3 Ludp, BYKB W 3HAKOB NOAYEPKMBAHMA.

52

PucyHok 10.7 — Cosganune VLAN
Tabnuua 10.2 — JaHHble cnincka VLAN

Cronbel, OnucaHue

ID VLAN YHukanoHbin ngeHtudpukatop VLAN cooteetcTtByeT Tery VLAN,
Hanpumep, BBeauTe 1, 2, ytobbl co3gatb VLAN 1 n VLAN 2.

Onucanne | TekcToBad Nonb3oBaTesibckas MeTka Ans ygobcTBa HaCTPOMKN.

10.3.2 NMyHKT «<VLANDY»

[aHHbIN NYHKT aBnseTcsa BTopbiM warom koHdurypaumm VLAN. [ns HyXHbIX

NOPTOB B TEKCTOBOM rore ctonbua «Pa3pelwwénHble VLAN» fobaBbTe yKa3aHHbIN

B ware oguH «VLAN ID», HacTponTe nNopT B 3aBUCUMOCTM OT HEODOXOAMMOro Bam

pexuma paboTbl nopTa.

NMPUMEYAHNE!
0 OpHoBpemMeHHOe  BKMOYeHUe  yHKuMn  «/3onmpoBaHnMe MNOpPTOB»
n «VLAN» HEBO3MOXHO.
{;,\ CeTeBble HaCTPOIKN S C X

Mopr
SHeproahdexTveHbIii Ethernet
VLAN

WnTepdesic VLAN Mopr
HacTpoiiku MapwpyTvzaLmn 1
Tabanua MappyTusaumm

ARP-Tabanua

ERPS 3
IGMP Snooping

STP

Arperaums kaHanos 5
SNMP

MAC-aapec

LLDP 7
OBHapyxenvie netens

DHCP-cepsep

DHCP Snooping

VLAN VLAN

Access v

Access v

€ BBECT OAMHOUHYIO, MHOXECTBEHHYKO W HenpepsIBHyio paspeluierHyio VLAN, Hanpumep “2°, *3,7", “1-9". 3navenyte HaXOANTCA B AMaNasoHe oT

PVID Tagged VLAN(s)

1

10 4094.

Untagged VLAN(s)

PucyHok 10.8 — KoHourypuposaHue VLAN-nopTa
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Tabnnuya 10.3 — KoHdurypuposaHue VLAN-nopTta

93

Ctonbey OnucaHue
MopT Ctonbeul oTobpaxaeT hm3nyeckum NopT yCTPOMUCTBA.
[Mo3BonseT BblbpaTb pexmm paboTbl nopTa.
— «Access» — [OaHHbI pexuM nepeknioyaeT MopT B PEXUM
co cHaTuem Tera VLAN. Hanbonee npaBunbHO MCNosib3oBaTb
ANs NOpPTOB, K KOTOPbIM OyayT NOAKMOYaTbCA OKOHEYHble
YCTPOUCTBA;
— «Trunk» — B 3TOM pexmme Haunbornee 4acToO HacTpamBalOTCS
Pexunm nopTbl ANA  NOAKMKYEeHUA K  ApyrMM  KOMMYyTaTopam.
[Mpoxogdawmm 4Yepe3 Takom MOPT Tpadpuk npoBepsieTcH
Ha Hann4yue paspeLlénHbIx B norne «Tagged VLAN(s)»;
— «Hybrid» — B oTnnyune ot «Trunk» anga ncxogawero tpaduka,
«hybrid pexum» nossonger cHumate Bce MeTku VLAN
nnn HaobopoT obsizaTenbHO MeTUTb Terom «nopT VLAN»y.
B octanbHOM npuHumn paboTbl coBnagaeT.
PVID NpoeHtndgpukatop nopta VLAN.
Tagged YctaHoBute wugeHtudpukatop VLAN ansg noprta, KOTopomy
VLAN(s) pas3peLLeHo TernpoBaTb NakeTbl NpU UX OTNpaBkKe.
Untagged YctaHoBute wugeHtudukatop VLAN ang noprta, KoOTopomy
VLAN(s) pas3peLLeHo He TermpoBaTth NakeTbl NPU UX OTMPaBKe.
10.4 NopPA3NEN « UHTEP®ENC VLAN (VLANIF)»
[MponsBoanTca HacTporka rnorndeckoro wuHtepdenca VLAN, koTopbin

ncnonb3yeTcda onsa cBa3n mexay pasnnyHbimm VLAN B ceTeBbIX YCTPOUCTBAX.
| &  Ceresbie HacTpoiiku Q@ G X
e [obasutb

VLAN WNHtepdeiic

SHeproapdekTvBHbIi Ethernet

IP-aapec JAnvHa macku Pexxum Ynpasnenue

VLAN

| 1 vlan1 192.168.68.127 22 Cratueckuii [£4

WHtepdeiic VLAN L]
CraTnueckuii [EA |

99 vlan99 192.168.10.1 24

HacTpoiiku MaplwpyTvsaumnm

Tabnuua MapLipyTU3aLum 06HOBUTL

PucyHok 10.9 — VLAN unHTepdenc
Onsa pobaBneHna Haxmute KHoMKy «[ob6aBuTb». B nosiBMBLIEMCA OKHE

BBeaute Homep VLAN, 3atem nubo aktusupynte DHCP pans wHTepdenca
c pexunmom «[OuHamnyeckun IP». Ecnn DHCP-cepsep B VLAN oOTCyTCTBYET,

MOXHO 3agaTb |IP-agpec 1 macky noaceTv BPy4HYHO.
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PucyHok 10.10 — [lo6asneHwue
Tabnunuya 10.4 — HacTtporika mapupyTtmsaunmn Ha yctponcTee. [JobasneHue |IP

MapameTp PyHKUMA
VLAN lMone BBoga Homepa VLAN.
DHCP AktnBaumsa DHCP-cepBepa.
IP-agpec Mone BBoaa IP-agpeca gobasnsiemoro VLAN.
Mpedukc noacetn | lNone BBoOAa Macku noaceTu.

10.5 NopgpPA3OEN «HACTPOUKU MAPLLUPYTU3ALIUUNY»

B aToMm pasgene npeacTtaBneHbl HACTPOMKN MapLLPYTMU3aLmMM KOMMyTaTopa.
[na HacTPOWKN HaXXMUTe KHOMKY «[1oGaBuTb» 1 3anonHUTe Nors.

L1 laHHaga moaenb nogaep>XmBaeT TOJIbKO MapLUPYyT MO YMOJ14aHUIO.

PucyHok 10.11 — HacTtpourku mapLupyTtusauyum
Tabnmuya 10.5 — HacTtponka MapwpyTusaumm Ha yctponctee. [lobaBneHue

MapLpyTta
MapameTp PyHKUMA
CeTb IP-ceTb HasHayeHus Unu agpec xocta ATOro MapLupyTa.

Mpedukc nogcetn | lNone BBOgA MacKu NOACETH.
Cnepyrowun ysen | IP-agpec cnegytoulero nepexoga mapLupyra.
Mcnonb3yetcsa ans Bbibopa Mapwpyta C HauMMeHbLUUM
3HaA4YEHNEM METPUKM.

MeTpuka
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10.6 NMogPA3OEN « TABNUUA MAPLUPYTU3ALUU»

Tabnuua wMapwpyTmMsaumMm — 9TO CTPYKTypa [AdaHHbIX, UWCNofb3yemMas
ceTeBbIMW YCTPOMCTBAMW AN XPaHEHUs  UHopMauMm O  MapLupyTax.
OTa Tabnunua cooepXuT cBefeHns o6 onTUManbHbIX MYTAX K pasfiMyHbIM CETAM
MM  noacetdaM W CNYXUT OCHOBHOM OCHOBOW [OnA  MPUHATUA  peLleHUn
O MepechbInke NakeTos.

Mepenonte «CeTeBble HAcTponkn — Tabnuvua mapLipyTusauum», YToObl
NPOCMOTPETb AEUCTBYIOLLYKD MH(pOpMaUMlO O MapwpyTu3auuu, BKIo4Yas
IP-agpec HasHayeHusi, OfWHY Macku, TWUn NPOTOKoMa, Creaylowun  LWio3

N BbIXOQHOM UHTEpenc.

BO LI D a CeTeBble HaCTPOIiKN S C X

Mopt
Tabauua mappy.

SHeproaddekTuBHbIii Ethernet

N2 AApec HazHaueHua Mpedwkc noacetn Tun npoTokona Cneayrowuii nepexoa Hwucxoasawwmii
VLAN

1 192.168 22 fpsnan 0.0.0.0 lan1
Wutepderic VLAN -100, MaplipyTUzaLa 0.0 vlan

HacTpoiiku MmapwpyTusaumm Mpamas

2 192.168. 32 0.0.0.0 vlan1

MapLpyTU3auma
Tabanua maplupyTvsauum ‘

Bcero: 2 3anucein 1
ARP-Tabnnua

ERPS O6HoBUTL

PucyHok 10.12 — Tabnuua mapipyTtmsaumnm

10.7 NoagrPA3OEN « ARP-TABNULA»

ARP (Address Resolution Protocol) — NPOTOKON ansa onpeaenenus
COOTBETCTBUSA MeXAY NOrMyeckMm agpecom ceteBoro yposHs (IP) n pusndeckum
agpecom yctpounctea (MAC). Cama cBa3b Mexgy OBYMSI YCTPOMCTBAMWU B CETU
NPOXOAUT Ha KaHalbHOM YpPOBHE.

Bcs nHdpopmauusa o conoctasneHnn mexgay IP-agpecammn 1 MAC-agpecamu
3aHocutcsa ARP-Tabnuuy kommyTaTtopa.

B Tabnunue MOXXHO NPOCMOTPETL BCE CYLLECTBYOLLME 3annUcKn, yaanuTb

3anucu nnu nobaBuTb.
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Mopr
Bpewms crape 1200 cex “

3HeprosddexTvsHbiii Ethernet

VLAN RNotas. O8HOB... 1P-azpec MAC-as. Novck
Vkreppeiic VLAN 1P-anpec MAC-aapec

HacTporikv MapuwipyTusaumy 192.168. 08 aficS 1202

Ta6/vua MapwpyTusaumm 192.168. 00; 0ad e

ARP-Ta6va 192,168 10 s3d 1202

ERPS 192.168. 0 239 224

IGMP Snooping

192.168.¢ 28 2ef 1146

STP

192.168.¢ 4 6:f1 1202

192.168.¢ be Ofa 1156
192.168.¢ be 7:b8 931
192.168.¢ 2c a0
192.168.¢ 0 el 337
192.168.¢ b4: b2b 1156

192.168.¢ 38 479 1187

DHCP Snooping

192.168.¢ 4 82 1187

¢ B B B B B B B B B B B B B

PucyHok 10.13 — ARP-Tabnuua
10.8 NMogprPA3OEN «<ERPS»

ERPS (Ethernet Ring Protection Switching)— ceteBo npoTokon,
ncnonb3yLWwunca ansa npeaoTepalleHns obpasoBaHus NeTeslb B TONOMOrMM Tuna
«Konbuo»  mMeTogoM  OTKMOYEeHMs  nopTa.  [lpoTokon  mMcnonb3yeTtcs
TONbKO B KOMbLEBOM  Tonorormm 1 obrnagaeTr  nydwen  CXOAUMOCTLIO
(nopsagka 50 — 200 mc), yem npoTokonbl cemenctea STP y KOTOpbIX Bpems
cxogumocTtn gocturaet 30 — 50 ¢ gna STP n 4 ¢ ana RSTP. [JaHHbIN NPOTOKON
He crnocobeH onpeaensiTb TOMOMOMNI0, OTSAIMYHYIO OT HACTPOEHHON, YTO NO3BOSISET
Tak  ObICTpO  pearMpoBaTb, HO nNpu  3TOM  TpebyeT  BKMOYEHUS
(roe 970 HeoH6X0ANMMO) LOMONHUTENBbHBLIX Mep, TakuMx Kak, Hanpumep, «bopbba

C neTnamMmm».

NMPUMEYAHWE!
Mepen wucnonb3oBaHnem ERPS Heobxogumo oTkntountb STP

0 Ha nopTax, TakK Kak OHU ABIAKTCA B3aMMOUCKITHOHaLWNMNA.

NMPUMEYAHNE!
ERPS n IGMP Snooping He MOryT 6biTb BKITHOYEHbI OAHOBPEMEHHO.
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10.8.1 bbicTpasa HacTpouka ERPS

Mpn BbLIGOpPE M BKNOYeHUs pexmma «bbicTpas HacTtponka ERPS» 6ypet

co3gaH 6asoBbin ak3emnnsap ERPS 6e3 HeobxoanmMocTn geTanbHOM HaCTPOWKU

Ka)xgoro napameTpa. [ns HacTPOWKU:

1. Bbibepute pexum «bbicTpasa HacTponka ERPS».

2. Nanee aktmsupyute nepekntoyatesnis «KonbueBas ceTb» ONs CO34aHUS

ak3emnnspa. [JeaktuBauus nepeknioyatens npuvBedéT K yaaneHuio CO3[aHHOro

IK3eMMndpa.

Mopr

SneprosodexueHsi Ethernet

VLAN

Wkreppeiic VLAN

K CO3A3€T 6a30BbIf 3k3emnasp ERPS.
e ERPS n MEP.

BKIMOUEH2 GYHKUVA "KONbLEBa CETh", NEPBbIE 4B BOCKOARILYX ONTUUECKIX MIOPTA M0 YMOUEHMKO BLIB/DAIOTCA B KAUECTEE MOPTOB YUACTHWKOB KOMbL.
WM OTXEH COBMaAATS C CYLIECTBYOLIM KOO ERPS.

Hacrporikit mapuwpyTusaun
Tabnuua MapuipyTH3ALMN

ARP

CocTosHue nesoro

SnMP D Craryc konbuia VLAN ynpasnesus TNessiii nopr Pon nesoro nopra Mpaseiii nopr Ponk npagoro nopra Ynpasnenue

ERPS
IGMP Snooping
ksemnnsp ERPS XeHU
TP
% MNepexnouaembiii nopt Q O6HoBUTS
Arperauus kawanos
MAC-anpec @ 1 Protected 4001

LLDP.

nopra

1 Normal Block 2 Normal 29

PucyHok 10.14 — BeicTpas HacTponka ERPS

npOCMOTpeTb I/IHd)OpMaLI,VII-O O KakaoM CTonodue MOXHO C NOMOLLbIO KHOMKM

«OnncaHve napameTtpay.

VLAN ynpasnesus

Bpewms WTR (k) 0RONKMTENBHOCTS TaliMepa WTR.

PucyHok 10.15 — IHdhopmaums

[1nsi BHECEHUS U3MEHEHUN B CO34aHHbIN AKIEMMNAP HaXXMUTE KHOIMKY

B cTonbue «YnpaeneHuey.

4
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Pepaktuposats ERPS

W nopT uau po... | Port1 V|| Normal

Mpassifi nopt uaw p... | Port2 v | Normal

4 4001

PucyHok 10.16 — PegaktuposaHne ERPS ak3emnnsgpa
Tabnuuya 10.6 — NMapameTpbl pegakTuposaHus ERPS

MapameTp PyHKLNA

ERPS ID (E);?:?SFJB)KGH MﬂeHTMCbVIKaLI,VIOHHbIM HOMEpP  3K3eMrssdpa

YcTaHaBnmBaeTca neBbin NnopT B konble ERPS n ero pone.
[ocTyneH BbIGOP M3 TPEX ponen:

INeBbIN NopT UMK — Normal — 0bbI4YHbIN y3en,;
pPOJib — Owner — Bnageney RPL (Ring Protection Link);
— Neighbour — vys3en, He gBnalWMACA BnagensuemM,

B cocTtaBe RPL.

YcTaHaBnuBaeTcsa npasbiv NopT B Konbue ERPS n ero poneb.
[ocTyneH BbIGOP U3 TPEX pOnen:

MpaBbIn nopT — Normal — 06bI4HbIN y3en;
unn polib — Owner — Bnagenet, RPL;
— Neighbour — vys3en, He gBnalWMACA BnagensuemM,
B coctaBe RPL.
VLAN YctaHaBnueaetca uaeHtudukatop VLAN ans npoTtokona
ynpasreHus ERPS, utobbl nsbexatb nomex cnyxebHomy Tpaduky.

JononHutenbHble HACTPOUKHU

YcTaHaBnvMBaeTcs  ONUTENbHOCTb  BPEMEHU  OXuOaHus
Bpema WTR BoccTtaHoBneHmss (WTR). bonblwee 3HaveHwe noBbiLaeT

(MuH) CTaburbHOCTb, MeHblLlee — YCKopsieT BOCCTaHOBIEHUE,
HO MOXET BblI3blBaTb konebaHus.

Bpems oxpaHbl

(MC) YcTtaHaBnuBaeT ANNTENbHOCTb 3aLlMUTHOMO BpEMEHMN.
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MapameTp PyHKLUA

Hold (ms) YcTaHaBnMBaeT AnuTenbHOCTb BpemeHu 3agepxku (hold off).

YcTaHaBnuBaeT ypoBeHb obcnyxmsaHna (Maintenance Entity
MEL Level) ana nakeTtoB npoTtokona ERPS. Bonblwee 3HaveHue
o3HavaeT 6onee HU3KUI NpUopuUTET.

— «On» — aBToMaTn4yeckoe BOCCTaHoOBI1EeHUne

BoccraHosrenue 3abnokuposaHHoro RPL nocne c6os;

CBA3N

— «Off» — py4yHOe BoCcCcTaHOBNEHUS.

KHorka «[llepeknodaemMbln NOPT» UCMONb3YETCH AS19 BKAOYEHUS nMutauumm
nepeknoYeHnst Npu cboe onga py4yHoro TectupoBaHus oyHkummn ERPS n nposepku

BOCCTaHOBJI1EHNA CETU.

B D LI D /I;l\ CeTeBble HaCTPOWKK

Mopt
Pexxum koHbUrypauum

SHepro3ddekTreHbliA Ethernet
© 1. ‘buicTpan HacTpoiika ERPS™: ABTOMAaTWUECKM CO3AaeT

VLAN 2. "PaclumpeHHble HacTpoikn™: BpyuHyo HacTpaweaert [
3. Ecnum B "BoicTpbIX HAacTporikax ERPS" BkioueHa OyHKI
Wutepderic VLAN BLIBPaHHLIA pexM KOHOUIYpaLni 0/KeH COBMaaAaTh

HacTpolky MaplwpyTU3aumm
P PPy BbicTpan HacTpolika ERPS v

Tabnuua MapLwpyTM3aLmm

ARP

Konbueean ceTh ‘:)

ERPS

IGMP Snooping

Aksemnnap ERPS

STP
% Mepekntouaemblii nopT O OBHOBNTS

Arperau,m KaHanoe

SNMP ID Cratyc KonbLa VLAN ynpasneHuna

MAC-
aapec 1 Protected 4001

LLDP

PucyHok 10.17 — Tect
10.8.2 PacwumpeHHble HaCTPOMKHU
10.8.2.1 NMyHKT «ERPS»
[na nonb3oBaTenbckoro fgobaesneHus akdemnnapa ERPS Haxmute kHonky

«[JobaButb». B nosBuBLIEMCS OKHe BBeauTe NapameTpbl Ans CO34aBaemMoro
ERPS (Tabnuua 10.7).
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PucyHok 10.18 — [Jo6aeneHne ERPS
Tabnuua 10.7 — NapameTpbl gobaBneHna ERPS

MapameTp PyHKUMA

[Mone BBOAa maeHTMdMKaTOpa ANA CO34aHus rpynnbl 3awmThl,
aonyctMmble 3HadyeHnss BBoga oT 1 go 64. Haxmurte
ERPS ID Ha  MaeHTMdUKaATOpP TrPynnbl  3alWnTbl, 4YTOObI MNEpPenTu
Ha CTpaHuuy KoHdwurypauuu, 6onee nogpobHyto nHgpopmaumto
cmoTpuTe HMxke (PucyHok 10.19).

VLAN Mone gna BeBoga VLAN ID gns npotokona ERPS, 4Tob6bl
ynpaeneHus | nsbexaTb noMex ¢ pabounm Tpadomkom.

NeBbIM NOPT | B nonsa yCTaHaBnMBaKTCA ABa MNOAKIMOYEHHbIX MopTa

MpaBbiit nopT ans konbua ERPS.

Mopt APS MEP (Touyka  OKOHYaHus  obBcnyxmnBaHus
aBTOMaTUYECKOro nepeksritoyeHns 3awmTol) — 3agaét APS MEP
ansa nopta ERPS pgna obHapyxeHua npepbiBaHWA NakeToB
npotokona ERPS.

Mopt SF MEP (Toyka okOHYaHWs OBCRYXMBAHUS CUrHANbLHOMO
JleBbIt nopT | oTKasa): 3agaét SF MEP gns nopta ERPS gns obHapyxeHus
APS MEP CUrHanbHOro oTkasa.

3HaveHne «JleBbin nopt APS MEP» pomkHO coBnagatb
co 3HayeHnem «Jlesbin nopt SF MEP». 3HauyeHune «[llpaBbin
nopt APS MEP» gomkHo coBnagatb co 3HadeHneM «[llpaBbiit
nopt SF MEP». Hanpumep, yctaHosBute «JleBbin nopT SF
MEP» paBHo 1, a «[1pasbin nopT SF MEP» paBeH 2.

HaxmuTte Ha umdpy B ctonbue «ERPS ID» ans nepexona K OKHy HacTpPOWKK

ak3emnnspa ERPS (PucyHok 10.19, Tabnuua 10.8).
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Kondurypauua ERPS X

Wrdopmauma oF ..

Mopr 0 APS Mopt 1 APS Mopr 0 SFM Mopr 1 5F M

ERPSID Control VI Mopr 0 Mopr 1 Ti
ontrol Vian opT opT MEP MEP ep - W KOMbL
6 6 g 10 11 12 13 Major Ring
Kordurypawma ..
Bpema oxpaHsl (M BPEMR BhIMMAZHHR o
Cramyc b= ]p { Bpema WTR £ i ]M'D' Bepcua Bo3EpatHbIH VLAM KoHdwur.
C MC
Kondurypawwa RPL
Pons RPL Mopt RPL Oumcrka RPL
Mone Mone
Komanga 3semn...
Komanga YNPaBARKWMIA NopT
Mone Mone
CraTyc kEemMnaRpa
. i Mopt 0 nonyyeHne Mopr 1 nomyuetne
Protection State Coctoasme nopra 0 CocrosHue nopra 1 Transmit APS APS APS WTR Re
Pending OK oK 0 0 0
OTMEHNTE ﬂ

PucyHok 10.19 — HacTtpouka ak3emnnspa ERPS
Tabnuuya 10.8 — NMapameTpbl KoHGUrypaumm ERPS

MapameTp PyHKUMA

ERPS ID
Control Vlan
Mopt O

MaHenb oTOBpakaeT paHee 3adaHHble
MopT 1 napameTpbl, 6ornee noapobHO Kaxabil
MopT 0 APS MEP | mapameTp orucaH B Tabnuue Bblle

Mopt 1 APS MEP (Tabrnvua 10.7).
Mopt 0 SF MEP
Mopt 1 SF MEP

NHpopmaums
00 aksemnnsape

Tun paboTbl 3aWNTHOrO KOMbLa:
Tun konbua Major ring — OCHOBHO€E KOIbLIO;
Sub-ring — cybkonbLo.

BOLID BOLID SW-204 Bep.2 ALYP.203729.005 P3n uam.10 ot 19.08.2026




BOLID SW-204 Bepcusa 2. PykoBoACTBO NO 3KcnslyaTauum 62

MapameTp PyHKLMNA

CraTtyc CTaTyC COCTOSIHMS.

[Mlone BBOOAA BPEMEHU WFHOPUPOBAHUS
yanom R-APS  coobweHunn  nocne

BOCCTaHOBIEHMUA aBapuNHOro
COeINHEHMUS. Mcnonb3yeTcs ans
npenoTBpaLLeHns noslydeHum

KOJbLIEBbIMU y3namu yCTapeBLInX
Ccoo0OLEHNN R-APS. Korma  ysen
Bpewms oxpaHsbl oBbHapyxuBaerT, 4yTO aBapunHoe

(mc) COedMHEHWe  BOCCTAHOBWIIOCb,  OH
(Guard Time) otcbinaet coobuweHne R-APS PDU ¢ NR
dnarom n 3anyckaeT BpeMsa OXpaHbl
(Guard Timer). YcTaHOBNeHHOe BpeMs
JOJTKHO ObITb oonblue, yem
MakcumarnbHas BO3MOXHad 3agepka
nepegadn, B Te4YeHWe KOTOpPOW OOHO
R-APS coobuieHne obonaeT BCce KOMNbLIO.
Mo ymonyaHutio 3HavyeHune — 500 mc.

3 Bbinagawowlero cnucka Bblibepute
BpemMsi 00 BoccTaHoBneHns R-APS.

KoHpurypauus [MapameTp HyXeH p[na Toro, 4ToObl
aK3emnnsapa npenoTBpaTUTb 4YacToe nepeknioyeHne
Bpema WTR RPL nopTa, ecnv coeauHeHne Ha KakoM-

(Wait to restore) TO y4acCcTKe Kosibua OYeHb 4YaCTO MeHAeT
COCTOSIHUE. Tanmvep ncnonb3yeTcsd
Tonbko y3nom RPL_Owner. [JocTynHbIN
ananasoH 3Ha4YeHUN 1-12 MWH,
No YMOJSTYaHUIO 3HAYeHNE — 1 MUH.

[lone BBOA4a BpeMeHUM Mexay TeM Kak
y3en obOHapyXun asapud Ha OLHOM

Bpewms N3 CBOMX CcoeduHeHUW OO0 OTnpaBKu
BbbkngaHus (Mc) | um coobweHns  Signal  Fail  (SF).
(Hold-Off Time) | OnanasoH 3HayeHunn oT 0 go 10 cekyHg
cwarom B 100 mc. [llo ymonyaHuo
3HayeHne — 0.

3 BbliNnagalrowlero cnucka Bblibepute
Bepcuto npotokona ERPS:
v1 — nogaep>xmBaeT TOMOSIOMMNI0 C O4HUM

Bepcusi KOMbLIOM;
V2 — nogaepxmeaet TOMOSIOrno
C HECKOJTIbKMMM KONbLaMWU/MHOIrO3BEHHOW
CXEeMOMN.
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MapameTp PyHKUMA
[MocTaBbTe nepeknoyartenb
B 3@BMCUMOCTM OT HACTPOEK B COCTOSIHME
. Bkn./Bblkn.
BosepaTtHbIn o
- — peBepcuBHbIn  pexum  ERPS
(peBepCcUBHbLIN) OTKIIONEH:
@) —pesepcuBHbIn  pexum  ERPS
BKIHOYEH.

Haxmute kHonky «VLAN  kOH(ur.»
ana co3ganma R-APS VLAN. Cospaétcs
VLAN ana nepepaun naketoB ERPS,
ANa KOHTPONS KofibLua U NoAaepXKu ero
pabounx pyHKUMNA.

B nosBMBLLUEMCSI OKHE HaXXMUTE KHOIKY
«[1obGaBuUTbY».

B none BeBoaa seBeante Homep VLAN.

Konurypauus ERPS VLAN X

VLAN KOHdur.

Yaannte ERPS VLAN

B S

None — porne RPL gna kommyTaTtopa He
BolbpaHa. YyacTBywowme B KonbLe
KOMMYyTaTopbl, KOTOpble  HaxoasaTcs
psagoM ¢ Bnagernbouem unm cocegom RPL
B KOJSibLue, HasblBalOTCA Yy4yaCTHMKaMu
konbua. OcHoOBHas  (PyHKUMA  3TUX
KOMMYTaTOpPOB — MnepechbiniaTb

Koggr r()ll?piigm NOJSTy4EHHbIN TpaduK.
Protection RPL_Owner — koMmMyTaTtop HasHa4yaeTcs
Link/KaHan Ponb RPL BnagenbLem RPL. OTBevaet
3awmnThl 3a 6noknpoeky  Tpadwmka no RPL
Konbua) B HOPManbHOM pexume paboTbl U Ans

pa3brnokMpoBaHng Tpadvka
Npv pa3pbiBe KonbLa.

RPL_Neighbour — kommyTaTop
Ha3Ha4yaeTcs «cocefoMm (cocenHun ysen
konbua)» RPL ans konbua. OTBevaer
3a 6noknpoBky cBoero koHua RPL
B HOpMarsibHbIX YCNOBUAX.
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MapameTp PyHKUMA

None — nopT He BbIOpaH.

OavH 13 KOonbLEBbIX NOPTOB
Port0 KOMMyTaTopa HasHa4daeTcs
(3anag/ | KaK RPL-nopT (kaHan 3awuThbl
WEST | konbua (Ring Protection Link,
nopr) RPL)). Tpaduk Ha nopTe
BbrnokupyeTtcs npu
HopmanbHon pabote. Ecnu
NpPoOn3ONOET paspbiB  CBA3N
Ha  Konbue, TO  4epes
paboTtatowmn  nopt  6yaet
NOSTy4EeHO cnyxebHoe
MopT RPL coobleHve 06 obpkiBe 1 TEM
cambiMm RPL_Owner 6yget
N3BELWEH, panee  byget
BKIOYEH 3a0f10KMPOBaHHbLIN

Port1 | nopr.

(Boctok/ | Mpwu BOCCTaHOBNEHUN
EAST | curHana Ha nopTy
nopT) B COCTOSAAHUN «Down»

KOMMYyTaTOop 6rokunpyet

eroHa BpeMmsl, YyKasaHHoe
B napameTtpe WTR, 4TObGbI
npn HecTtabunbHOM curHane
C aToro nopta
He NPMXoAnIIoCb  MOCTOSAHHO
nepecTtpanBaTtb TOMOSOINIO.

BkntoyeHune/BbikntoyeHne ounctkn RPL.
Ncnonb3yeTtcsa ans nometkn ERPS gnga

Ouuctka RPL <
yaaneHust Npu cnegyrowen onepaumm

COXpPaHEeHMUs.
None — komaHga He BblbpaHa.
Manual Switch (MS) — komaHaa

NpUHYOUTENbHOM  BNOKMPOBKM  MNopTa
akzemnnsapa BpyyHyt. Mcnonbayetcs
npn cboe coeanHeHnsa N Npu OTCYTCTBUMK
KomaHaa KomaHpa HacTpoek «Forced Switchy.

IKseMnnspa Forced Switch (FS) — komaHaa
NPUHYOMTENbHON  GIIOKMPOBKM  mopTa
ak3emnnsapa. [lopT 6nokupyeTca BHe
3aBMCMMOCTM OT TOrO, MNPOU3OLLEN
N paspblB COEANHEHWS, UM HET.
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MapameTp PyHKUMA
Clear — komaHga yaaneHusi nocneacTaum
nocne npumMmeHeHus komaHga FS n MS.
3anyckaeT peBEPCUBHOE MeEpEKoYeEHne
0o momeHTta nucrtedyeHna WTR timer/WTB
timer B peBepcrMBHOM pexume paboThl;
3anyckaeT peBEpPCUBHOE MepeKtoYeHne
B HEPEBEPCMBHOM pexmme paboThi.
None — nopT He BbIOpaH.
YnpaBnsioLui Port0 | Mopt0 wnn Topt1 rpynnbl
nopT 3alUnTHI, K KOTOpOMY
Portl | npumensietcs komaraa.
CoctossHne ERPS B cooTBeTCcTBUM
CocTtosiHMe o
SaLUTbI c Tabnuuamm nepexoga  COCTOSHWUW
B G.8032.
CocTtosHMe
nopta 0 — OK — HopMarbHOe COCTOSIHUE;
CocTosiHne — SF — cbon.
nopta 1
lNepenaBaemble TOYKMN AocTyna
MepeoaHo APS B COOTBETCTBMMN C Tabnuuamu nepexona
coctosaHmn B G.8032.
[MopT O
nonyueHne APS [MpuHATBIE TOYKM [OCTyNa Ha nopTy
CocTosHMe ovnn 1 B cooTBeTCTBUM C Tabnuuamm
MopT 1 nepexoga coctosiHun B G.8032.
SK3emnrspa nonyyexHmne APS
OcTaBLwmincs TanmayTt WTR
Octanocb WTR y
B MUNINNCEKYHOAX.
RPL Touvkn gocTtyna npuHMMatoTcs B paboyem
pa3bnokMpoBaH | MOTOKeE.

Hu ogHoro APS
He Nosly4yeHo

MopT O cTaTyC

CoctosiHne 6nokuposkn nopta 0 mnn 1
(cocTosiHMe OnOKNPOBKM Kak Tpaduka,
Tak 1 R-APS). KaHan R-APS Hukorga He

ONOKMPOBKU
brnokMpyeTca  Ha  BCMOMOraTesbHbIX
MNopT 1 cTatyc konbuax 6e3 BUpTyanbHOro kaHana.
ONOKMPOBKU
FOP TpeBora Cbon coctosiHna npotokona (FOP).
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10.8.2.2 NMyHKT « MEP»
MEP (Maintenance Entity Point) asnsetca yacteto ERPS. YcTtpounctso

ypoBHs1 2, gobasneHHoe B ERPS, HasbiBaetcs y3nom. [Jobaenante He Gonee

AByx noptoB B ERPS gnsa kaxgoro yana.

Onsa po6asneHns MEP HaxmuTe kHonKy «[Jo6aBuTby». B nosiBMBLLEMCA OKHE

BBeAUTEe napameTpbl ons cosdgasaemoro MEP (Tabnuua 10.9).

PucyHok 10.20 — Jo6asneHne MEP
Tabnuua 10.9 — lNapameTpbl go6asneHne MEP

MapameTp PyHKUMA

[None BBOga Homepa ak3emnndapa MEP. JocTynHbin Anana3oH
oKkemMnisp | 4 o 10%7. i P Hoery :

MNone BBOAa HOMepa nopTa, KOTOPOMY OyaeT npuHaanexaTtb

Mopr MEP. JocTtynHbin ananasoH oT 1 go 36.
YDOBEHb [Mone BBoga ypoBHA o06cnyxmBaHus. [OCTYynHbIN AnanasoH
or0po7.
VLAN Mone BBOAa paHee HacTpoeHHoro npotokona VLAN, Hanpumep,

VLAN 3. JoctynHbinn ananasoH oT 1 ao 4094.

Haxxmute kHonky ¥ B ctonbue «YnpaBneHue» AN nepexoga B OKHO

koHpurypaumm MEP (PucyHok 10.21, Tabnuua 10.10).
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Kougurypauyns MEP

WHOOpPMaLWMA 06 ...

0O6AaCTL MOHUTOP

Mopt MEP

KOHOUIypaLKA 3...

¥poseHs

1 1]

KoH@urypauma Peer MEP

Peer MEP ID

Pesxum MEP

MEP ID

MAC-aapec nopra Craryc paGoTsi

EQ-2E-FE-81-00-A
EXOZALL 1 - - [ ]

VLAN CropocTs

OAHOagpecHEli Peer MAC Ynpaenexwe

O Wb ﬂ
PucyHok 10.21 — KoHdpurypaums MEP
Tabnuuya 10.10 — NMapameTpsbl HacTporkn MEP
MapameTp PyHKLNA
K3emnnsap
O6nacTtb
MOHUTOPWHra
Pexvum MEP | MNaHenb  oTobGpaxaeT paHee  3ajaHHble
NHdopmaumsa 6 6 y
o6 HanpasneHne | 1@PameTpsl, onee nogpobHO  Kaxablu
KIEMNNISIPE napametp onucaH B Tabnuue Bbiwe
MopT (Tabnwuua 10.9).
MAC-agpec
nopta
CTtaTyc paboThbl
BbibepuTe 13 Bbinagatowero Cnmucka ypoBeHb
YpoBeHeb MGP HacTtpanBaemoro MEP.
KoHdurypaLms MEP ID NoeHTtudpumkatop MEP.
aK3emnnapa Homep TermpoBaHHon VLAN. [Ona VLAN
c atum VID 6ynet pobaesneH C-tag vnun Stag
VLAN
(8 3aBncumoctn ot Tuna nopta VLAN). Ecnn
nobaeneHne Tera He TpebyeTcs, sBeanTte 0.
NoeHTudukaTtop O4HOPAaHroBoro MEP
KoHdpurypauums uenesoro MEP. Ucnonb3yetca Tonbko, koraa
Peer MEP ID <
Peer MEP ogHoagpecHbin MAC-agpec 0QHOPAHroBOro

YCTPOMCTBA COCTOUT U3 OOHUX HYIEN.
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MapameTp PyHKLNA

OTtobpaxaetca opgHoagpecHbin MAC-agpec
OAHOPaHroBOro YCTPOMCTBA COCTOUT U3 OOHUX

Hynewn. (MAC-agpec OAHOaApPECHOro
ofHopaHrosoro yctpownctea): OgHoagpecHbIn
MAC-agpec Lilenesoro KOMMyTaTopa

unu yctponctea. Bbl  MOXeTe  BBeECTU
opgHoagpecHbin MAC-agpec B (opmaTte
XXX XX XX XX XX,

roe X — WecTHaguaTepudHas uudpa.

OpHoadpecHbIn | IPUMEYAHWUE: Koraa 3amaHo ComepXuMoe

Peer MAC nona «Peer MEP ID(MaoeHTudukaTop
ogHopaHroBoro MEP)», ycTpoMCcTBO MOXeET
OCYyLLEeCTBNATb aBToOcCoOrnacosaHume
napameTpoB C COCegHMM YCTPOMCTBOM (MO
MAC-agpecy). loaTtomy, nonb3oBaTtesnib MNpwu
Ha4arnbHOM KOHQUIypUpOBaHUM MOXET
3apatb B none «OpHoagpecHbin Peer MAC
(OgHoagpecHbin MAC-agpec O4HOPaHroBOro
YCTPOWCTBA)»  OOHW  HynW, TO  €CTb
«00:00:00:00:00:00».

Haxmute «kHonky «Delete» pna ypaneHus

Yoanutb
A co3gaHHoro «Peer MEP».

10.9 MoaPA30EN «IGMP SNOOPING»

[aHHbIN  NPOTOKON  pEeKOMeHAyeTCcss  MCnonb3oBaTb B Clyyae,
ecnu TpebyeTcsa OAHOBPEMEHHbIN OOCTYMN K BUOEOMOTOKY N3 HECKOSTbKUX TOYEK:

— cnonb3oBaHMe HECKOSIbKMX HECBSA3aHHbIX OyOnupylowmx CcepBepoB
BMOEeoHabnaeHuns;

— OpraHunsauma BugeoHabnogeHna 6e3 UCNONb30OBaHUS LEHTPanbHOro
cepBepa C 0AHOBPEMEHHbBIM LOCTYNOM K KamepaMm M3 MHOXeCTBa MECT.

T.e. nobon cueHapun, TpebyrowmMn MHOXECTBEHHOIO MOBTOPEHUS OAHOMO
(HECKONbKMX) BMOEONOTOKA ANl HECKONbKUX YCTPOMCTB B paMKax OOHOW
noKanbHOM CeTw.

HacTtporika npouecca oTcnexmBaHna ceTteBoro Tpadwmka IGMP,
NO3BONSAIOWMIA CETEBbIM YCTPOWCTBAM BTOPOro YPOBHSA  (KOMMyTaTopam)

otcnexusatb obmMeH IGMP naketamun mexagy notpebutensaMmm u nocTaBLiMKaMU
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(mapwpyTtnsaTtopamun) MHoroagpecHoro (multicast) IP-tpaduka, dopmanbHo
npoucxogawmm Ha 6ornee BbICOKOM (CETEBOM) YPOBHeE.

Mocne BkntoveHus IGMP snooping, KOMMyTaTop Ha4YMHaeT aHanu3npoBaTb
Bce |IGMP-nakeTbl Mexay NOAKMIOYEHHBIMU K HEMYy  KOMMbHOTEpamu —
noTpebutenamm u MapLlipytTmsatopamm — nocTaBlmkamm multicast Tpadomka.
O6HapyxmB IGMP-3anpoc notpebutena Ha nogknodeHne K multicast rpynne,
KOMMYTaTop BKIOYaET MOpT, K KOTOPOMY TOT MOAKITOMEH, B CMUCOK €€ 4YSieHOB
(ons  peTpaHcnaumn rpynnosoro Tpadguka). M HaobopoT: ycnblwas 3anpoc
«IGMP Leave» (NOKMHYTb), yaansieT COOTBETCTBYIOLMIA MOPT U3 CrMUcKa rpynnbl.

Multicast, aBnssicb NPOTOKOSIOM 3-r0 YPOBHSA, CTAHOBUTCHA MONHOCTbLIO
HeynpasisieMbIM NpuU OTKIMOYEHHOM yHKkunmn IGMP snooping. E€ BkntoyeHue
ob4a3aTenbHO NPU HaNMYMM Kaknx-nmbo MHoroagpecHbIX paccblnok nwboro Tuna.

Mpu ncnonesosaHnn Multicast paccbinikm, BO3MOXHO, BKITHOUUTL NOLOEPKKY
«IGMP Fast leave(OTbpacbiBaHne HEW3BECTHbIX MHOrOaApPECHbIX MaKEeTOB)y,
KOTOopas MoO3BONSET KOMMYyTatopy ObIiCTpee wucknw4vatb MOpPT M3 Crimcka
y4aCTHMKOB COOTBETCTByloWen rpynnbl. [Ona uenenm BuaeoHabnogeHus

€€ BKIMHYEeHne He obasaTenbHo.

B D LI D {:,\ CeTeBble HAaCTpOWKn

MopT

Bin. IGMP Snooping : ()

IGMP Fast leave :

WnTepdeiic VLAN “ O6HOBUTB

HacTpolikv MapLpyT1usagn

SHeproaddekTueHbIA Ethernet

Tabanua MapLupyTrsaumm
ARP-Tabnnua
ERPS

IGMP Snooping

PucyHok 10.22 — NnTepdenc IGMP Snooping
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10.10 MopPA3OEN «STP»
10.10.1 MyHKT «STP»

Ha pucyHke Huxe (PucyHok 10.23) mn3obpak€H WHTepdenc unaMeHeHus

HacTpoek STP 1 npoTokosa ero padoThl.

B D LI D /|:,\ CeTenble HAaCTPOHKK

opT

STP SK3emnap nopra

SHeproaddekTneHbIi Ethernet —

VLAN

‘ ERPS 1 STP He MoryT GbiTb BK/FOUEHbBI OAHOBPEMEHHO C OBHapY>XeHWeM NeTeb.

WNHtepdeiic VLAN STP - ()

Hactpolikn MapLupyTusaumm

Tabauua MapLpyTM3aLmm

ARP-Tabnuua
ERPS
IGMP Snooping

STP

Pabouwii pexxum : RSTP v

v [lon. HacTpoliku

MpaBuna BBOAA ! MakcumanbHoe Bpema oXuiaHua = (Talimep npuee
TCcTBUA + 1) X 2
MakcrmanbHoe BpeMa oxXxujanua < (Bpema 3aaep

KKn nepeaapecauun — 1) x 2

Arperauua kaHanoBs

SNMP

MAC-aapec

LLDP

Talimep npupercTBud @ 2 s

Makc. Bpema oxuaaH... 20 s

Bpems 3agepxku ne... 15 s

QO6HapyxeHve netens

DHCP-cepsep

MpropwuTeT MocTa : 32768

“ O6HOBUTL
PucyHok 10.23 — HacTtponka STP

Tabnunuya 10.11 — MNapameTpbl HacTporkn STP

MapameTp

PyHKUUMU

Pabouunin pexum

N3meHeHne pexumma paboTbl Spanning Tree. Bo3aMOXHbI
BapuaHTbl: oTKMounTb, STP, RSTP.

Pexum STP un yHKUMA arpermpoBaHusi  sBMSOTCA
B3auMoucknoyawwmnmn.  locrne BKNOYEHWA  arperauum
pexum STP He MoXeT ObITb BKIIOYEH.

Tanmep
NpUBETCTBUS

3agjaHve uvHTepBana Mexgy nepefaden  KOpHeBbIM
YCTPOMUCTBOM  coobuieHnn o  KoHdurypauum (BPDU
dpenmoB). [NapameTp B none YycTaHaBnMBaeTCs B
AnanasoHe ot 1 o 10 cekyHA, NO yMON4YaHUIO 3HaYeHne 2.

Mack. Bpemsi
oXngaHus

YcTaHoBUTE  BpeMs, KOTOpPOEe  YCTPOMCTBO  MOXeT
npocTtamBaTb, HEe Noslydas KOHPUrypaumoHHOro coodLueHuns,
npexane 4Yem nonbiTaeTcsl nepeHacTpouTbes. [MapameTpsbl
BpeMeHu ycTaHaBnmBatoTca oT 6 4o 40 cekyHz.

BOLID SW-204 Bep.2 ALIP.203729.005 P3n n3m.10 ot 19.08.2026




BOLID SW-204 Bepcus 2. PykoBoAcTBO MO 3KCnsyataumu 71

MapameTp

PyHKUUMU

Bpemsa 3agepxku
nepeagpecauuu

YcTaHOBUTE MaKCuMManbHOE BpeMs OXugaHus nepepg
CMeHoMn cocToaHun (0T npuéma ao nepepayn). CocTosiHue
MeHseTca oT 4 o 30 cekyHS.

MpuoputeT MmocTa

YctaHoBuTte npuoputetr Mocta STP, 4em MeHblue
3HayeHne, TeM Bblle npuoputeT. [lapameTp B none
ycTaHaBnmBaeTcs B gvanasoHe ot 0 oo 61440. 3Ha4yeHue
AOIMKHO  ObITb  kpaTHO 4096. [lpu Hanuuum  OByX
OOMHAKOBbLIX  MPUOPUTETOB,  KOPHEBBLIM  CTAHOBUTCS
YCTPONCTBO C HanmMeHbLnm MAC-agpecom.

10.10.2 MyHKT «JK3eMnnap noprar

NHTepdenc nossonset nameHsTb npuoputeTbl noptoB U RPC. MNMapameTtpsbl

MEHSIOTCA nocrne mnameHeHust pexuma STP/RSTP B meHio «HacTtponku mocta

STP», cuctema aBTomaTnyeckn npuceamBaeT npmnoputeTbl noptoB n RPC.

(BOLID e

Ceresbie HacTpOIKN

Mopr
SHeproahdexTueHbiit Ethernet
VLAN

Wntepdeiic VLAN

HacTpoiiku mMapupymvsaLim
Tabamua MapLipyTUsaumn
ARP-Tabnnua

ERPS

IGMP Snooping

STP

Arperauua KaHanos

SNMP

MAC-aapec

LLDP

O6HapyseHie netens
DHCP-cepsep

DHCP Snooping

Tabnuya 10.12 —

ST Seemmp nopra

HaznauerHbiii
naeHTUOMKaTOp
nopra

1 OTk/ItoUeHHBI nopT Ynanexve 0000-000000000000 0
2 OTk/ItoUeHHBI nopT Ynanexve 0000-000000000000 0

OTk/ItoUeHHBI nopT Ynanexve 0000-000000000000 0
4 OTk/ItoUeHHBI nopT Ynanexve 0000-000000000000 0
5 OTk/ItoUeHHBI nopT Ynanexve 0000-000000000000 0
6 OTk/ItoUeHHBI nopT Ynanexve 0000-000000000000 0
7 OTk/ItoUeHHBI nopT Ynanexve 0000-000000000000 0

8 OTk/ItoUeHHBI nopT Ynanexve 0000-000000000000 0

PucyHok 10.24 — Hactpownka STP
[MapameTpbl HacTpoukn STP

MapameTp

PyHKUUMU

Homep nopTta

Homep nopta. CooTBETCTBYET YNCNY HA NTMLEBOM NAHENN.

MNpuoputet

YcTaHoBUTE  «NpuopuUTET nopTta». 3HayeHne napameTpa
Bapbupyetca ot 0 pgo 240 wn kpatHo 16. [lpuoputer
ncnonb3yeTca Ana onpeaeneHns «kKOPHEBOro NopTa», KOTOPbIN
OyneT BbIOpaH Ons nepefadn AdaHHbIX, Kak caMblil KOPOTKUM
nyTb OO0 KOPHEBOro Mocta B ceTun. Yem HwmxKe 3Ha4deHue
napameTtpa, Tem Bbiwe npuoputeT. [lpyn oOOMHaAKOBOM
«npuopuTeTe nopTta» Ansa  nepegadn  BbldupaeTcs  nopT
c BonbLIEN CKOPOCTLIO.
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MapameTp PyYyHKLUN

Root Path Cost — aTtoT napameTp wucnonbdyetca STP ans
onpefeneHnst Haunydwero nyTu Mexay YCTPOMCTBaMM.
CnepoBaTtenbHo, bonee HU3Kne 3Ha4YeHus JOJTKHbI
[MpoTokon COOTBETCTBOBaTb  MNOpPTaM,  KOTOpble  B3aMMOAEWCTBYHOT

RPC c 60nbLLUMM NOTOKOM MHG OpMaLMK, a bonee BbICOKME 3HAYEHUS
AOIMKHbI  COOTBETCTBOBATb MEHbLUMM noTokam wu  6onee
yaanéHHbiM OT sagpa cuctembl. [lapameTp ycTtaHaBnvBaeTcs
ot 0 go 200000000.

10.11 NMopgPA3OEN « ArPErALIUA KAHAIIOB»

CyTb arperauuu KaHaroB 3akfoyaeTcd B (PpOpMUMPOBaHUN U3 HECKOSbKUX
doM3n4eckMx NOPTOB KOMMYTaTOpPa O4HOrO JIOrMYECKOro nopTa, NPUYEM HECKOSTbKO
KaHanos, npuHagnexawux K OOHOW W TOW Xe Trpynne arperauymmv, MOXHO
paccMaTtpmBatb Kak JorMyeckoe coeAuHeHue C  6ornbwen  nporycKHOM
CMOCOBHOCTLIO.

ArperunposaHue KaHanos MOXeT peanusoBaTtb pasgenexHue
OTBETCTBEHHOCTU 3@ KOMMYHUKALWOHHbBIA NOTOK MeXOy KaXAblM NOpPTOM-YIEHOM
rpynnbl  arpermpoBaHus, YTO AOSDKHO YBENUYUTL MPOMYCKHYHD CMNOCOBHOCTb.
Mexay Tem, B3auMHOe AMHAMUYECKOe pe3epBHOE KOMMpoBaHME MOXeT ObITb
peann3oBaHO MeXay KaablM MOPTOM-YSIEHOM B OAHOM W TOW Xe rpynne
arperaumm, YTo JOIMKHO NOBLICUTbL HAAEXHOCTb COeMHEHNS.

- Arperaumsa ccbifiok HecoBmecTuma ¢ pexumom STP, IGMP Snooping
n pexxumom 802.1x. Korga BkntoyeH pexum STP, HacTponka arperaumm KkaHanoB
HEBO3MOXHAa; HEODOXOANMMO CHa4arna oTKYUTb pexum STP;

- He pekomeHpyeTcs peanusoBbiBaTb KOHUrypauuio nopToB, KOTOpble
NCMonb3yTCA AN18 arperaunmn KaHanoB, C paclUMpPeHHbIMU QOYHKLNAMMY;

- Arperaumss  kaHanoB MOXeT OblTb pa3genieHa Ha CTaTUYecCKyto
arperaumto 1 LACP, «Kak npaBuno, nNpPOTMBOMNOSIOXKHbIMUA  KOHEYHbIMU
yCTpOMCTBaMM arperaumm KaHarnoB KoMMyTatopa SBIIFIOTCA  KOMMYyTaTop
N ceTeBble KapTbl CepBepa;

- Tonbko NOPTbI C OAWMHAKOBOM CKOPOCTbLIO, OYMNSIEKCOM, PaCCTOSIHUEM

n koHpurypaumen VLAN MOrytT HaxoamTbCA B OQHOW rpynne arperaumu.
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Mopr

- MAC-aapec ucrouHmka MAC-aapec HazHaueHws IP-aapeca UCTouHYIKa
SHeproahdexTvHsIi Ethernet IP-anpeca HasHauenva
Wntepdetic VLAN
HacTpoliku MapwpyTvzauum
Tabanua MaplpyTuzaumm
ARP-Tabmmua
cRps Mocne cozaanma rpyNnsI arperaumy, ecam Bel U3MeHWUTe ee NapameTpsl, ee Npeaslaywas KoHdurypauna Gyaet yaanena. Moxanyiicra, npuMmTe K CBEAGHMIO.
—
STP Howmep rpynnbt arperauui. Arperauns rpynnel Vaeruduarop nopra Ynpasnenue
SNMP
MAC-anp
LLDP HeT aanHbIx
OBHapyx:
DHCP-cepeep “ OBroaure

PucyHok 10.25 — Arperaums kaHanos

10.11.1 CtaTn4yeckan arperauus

Cratnyeckun pexumm arperauum no3BondeT emy BpyYHyl AobaBuTb
HECKOMbKO MOPTOB-YSIEHOB B [pynny arperaumm, BCe MOPTbl HaXOAATCS
B COCTOSAHUWN NPSIMON Nepefaym n COBMECTHO UCMNOSb3YIOT NeperpyXeHHbIN NOTOK.
Heobxoaumo cosgatb rpynny arperaumm n ob6aBnTb NOPTbI-YNEHbl Yepes pyyHoe
KOH(purypuposaHme 6e3 ydactua npotokona LACP (link Aggregation Control
Protocol).

L1 Pexum «banaHcupoBka Harpysku».

[ocTynHbl YeTblpe Tuna anroputma 6anaHCUPOBKW Harpysku ANns nopTta,
KOTOpble NoKasaHbl HUXE.

Tabnnuya 10.13 — Tunbl anroputMma 6anaHCMpPOBKN Harpys3Kku

Pexum 6anaHcUpoBKU OnucaHue

BanaHcupoBka Harpysku, ocyllecTersieMasl Ha OCHOBe

MAC-appec uctourmka | oo MAC-agpeca NCTOYHNKA.

MAC-agpec banaHcupoBKa Harpysku, ocyliecTsrgemMasl Ha OCHOBe
Ha3Ha4YeHusd nona MAC-agpeca HasHa4YeHus.

banaHcupoBka Harpy3ku, ocyllecrterdemMmad Ha OCHoOBe

IP-agpec ncroyHuka
IP-agpeca ncroyHuka.

banaHcupoBka Harpys3ku, ocyulecrtBeridemMad Ha OCHOBe

IP-agpec Ha3HayeHus
IP-agpeca HasHaveHus.
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10.11.2 LACP

LACP (Link Aggregation Control Protocol) ncnonesyetcsa ans peanusauuu
AVHaMnyeckon  arperaumm  OocHoBaHHoOM Ha  crtaHgapte |EEE 802.3 ad.
Ob6e cTopOoHbI arpermpyembix YCTPOWNCTB obbeanHsTCA BMeEcCTe
MO COorflacoBaHHbIM KaHanamMm CBSA3WM W MOnyyarwT W OTNpaBnsalT  gaHHble
yepes naket LACPDU, B3aMMOLENCTBYHOLLNN C NHJOpMaLnen
00 arpernpoBaHun. [poTOKON MOXET aBTOMaTM4ecku AobaeBnATb W yoansTb
nopTebl B rpynne arperaumn. OH obnagaeT BbICOKOM rMOKOCTbIO M obecneymBaeT
BO3MOXHOCTb BanaHCMPOBKM Harpys3ku.

Mocne BkmoveHns dyHkumm LACP nopT coolwmT npoTMBOMNOSIOXKHOM
CTOpOHE cucTeMHbI npuoputet, MAC, HOmMep nopTa, NPUOPUTET U KIHOY
ynpaBneHus (910 onpegendeTca (U3MYeCKUMn CBOMCTBaMU, WHGOpPMaLMen
O MPOTOKOSIE BEPXHENO YPOBHS M KINKOYOM yrpaBneHnsa nopra).

CTopoHa C BbICOKAM MpUOpUTETOM YCTpoMCTBa OydeT ynpasBnsaTb
arpernposaHnemM. [lpnoputeTr  ycTpoucTBa  onpefdenseTcd  CUCTEMHbIM
npuoputetom 1 MAC-agpecom, YyCTPOUCTBO C MEHbLUMM 3HAYEHNEM CUCTEMHOIO
npuoputeta umeer 6onee BbICOKMA MPUOPUTET. YCTPOUCTBO C MEHbLUMM
3HayeHuem cuctemHoro MAC nmeet 6onee BbICOKMIA NPUOPUTET, KOraa 3HavyeHmne
CUCTEMHOro npuoputetTa oamHakoBo. CTOopoHa ¢ 6onee BbICOKMM MPUOPUTETOM
ycTponcTtBa BblbepeT MNopT arperaumMm B COOTBETCTBUW C MPUOPUTETOM MOpPTa,
HOMEpOM nopTa M KNYoM onepauuun. [opTbl C TaknMm Xe KIo4oM onepauumu
MoryT ObITb oOaBneHbl B Ty Xe rpynny arperauunn. MNMopT ¢ MEHbLUIMM 3Ha4YEeHNEM
npunoputeTa nopta 6yaeTt BoibpaH No NPUOPUTETY B TOW Xe rpynne KOHBEPreHLmu.

MopT ¢ MeHbWwKM HOoMepom ByaeT BblbpaH, koraa npuoputeT nopta éyaer
oavHakoBbiM. BblbpaHHble nopTbl OyayT norndeckn o6beauHeHbl BMECTe
Ans npMéma 1 OTrnpaBKM AaHHbIX NOCIe TOro, Kak 06e CTOPOHbI B3auMOOENCTBYIOT

C UHdopmauuen ob arperaumn.
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10.11.2.1 HacTpouka
1. Mepenante «CeTteBble HacTponkn — ObbeanHeHne KaHanoB CBA3NY.

2. Haxxmute kHonky «[JobaBuUTby.

3. B nosiBuBLLIEMCH OKHe BbIbepuTe HOMeEp T[pynnbl M PEXUM TPynnbl
arperaumn. Pexxumbl arperauum rpynnbl BktodatoT: ctatudeckun, LACP akTuBHbIN
n LACP naccuBHbIN.

— «CTtaTtnyeckun (Static)» — Takke n3BecTeH Kak py4yHom pexunm. NHTepdenc
Eth-Trunk cosgaétca n 3anonHsetcs Bpy4yHyto, LACP He TpebyeTcs;

— «LACP aktmBHbin (LACP Active)» — wuHTepdenc Eth-Trunk HyxHO
BPYYHYKO cO34aTb W UHTepdenchbl-ydacTHUKM [06aBuTb BpyyHyo. B oTnuuuve
OT cTaTudeckoro, BblGOp MHTEpdenca HacTpamBaeTCcss C MOMOLLbI MpPOTOKOMa
LACP. J3T10T pexum ycTaHaBnMBaeT WHTepenc B akTUBHOE COCTOSIHME
NeperoBopoB, WHULUMPYHA TMEeperoBopbl C ApYrMMn UHTepdencamm nyTem
otnpasku LACPDUs;

— «LACP naccusHbin (LACP Passive)» — wuHTepdencol  Eth-Trunk
CO30al0TCH, U MHTepdENChbl-ydacTHMKM A06aBnsTCA C MOMOLbIO NpOTOKoMa
LACP. OJTOT pexum ycTaHaBnuBaeT WUWHTepdENC B MNACCMBHOE COCTOSIHME
neperoBopoB, rae nHtepgenc orsevaet Ha LACPDUSs, koTopble OH Mnosy4vaer,
HO He nHuummnpyet neperosopsbl No LACPDU.

4. Haxxmute kHonky « OK» ona coxpaHeHus:.

JNobasute

Homep rpynn... | 1

Arperauma rp... | Static

Static

LACP Active “
MEHUTS

LACP Passive

PucyHok 10.26 — [lo6basneHwue

BOLID BOLID SW-204 Bep.2 ALIP.203729.005 P3n uam.10 ot 19.08.2026



BOLID SW-204 Bepcusa 2. PykoBoACTBO NO 3KcnslyaTauum 76

5. Nlanee BbIObepute nopthbl Ans obbeanHeHns (PucyHok 10.27). [Ansa aToro

HaXMUTE KHOMMKY W " BblaennTe nopThbl.

6. Haxxmute kHonky « OK» ans coxpaHeHus.

Mopr

« MAC-aapec ucrouHvka MAC-anpec HazHaueHna IP-aapeca ncroutHMka
SneprosddexTueHsili Ethernet IP-anpeca HasHaueHya

Whtepdeiic VLAN

HacTpoiik MapLpyTvsaum F Y

Tabauua MapwpyTMzaumn w

ARP-Tabnvua

ERPS

IGMP Snooping

STP Howmep rpynnbi arperaum. Arperaunsi rpynmibi Vaertudukarop nopra Ynpasnenve
J— | QD : y ” o
SNMP
MAC-aapec
LLDP

OHapyxerve netens

DHCP-cepsep [ 1
DHCP Snooping

TecTMpOBaHIe BUPTYaNLHOTO K.

PucyHok 10.27 — [JobaBneHune

10.12 NMogPA3QEN «SNMP»
KommyTtatopom nogaepxusatotcds SNMPv1, SNMPv2 n SNMPV3.

— SNMPv1 — ansa aBtopusauuu ucnosnb3yeT community MMA aHanormyHo
naponto. Ecnn community oTnn4aloTcs, YCTPOMCTBA UTHOPUPYIOT Takue NakeTbl;

— SNMPv2 — otnmumn B MeToae aBTopu3auum HeT. PacluuMpeH Cnucok
BO3MOXHbIX ornepaunn, TMNOB AaHHbIX U KOOOB OLUNOOK;

— SNMPv3 — aBTOpM3auusi Ha OCHOBE MONb30BaTENbCKOM MOAOENN.
Bo3mMoxHa HacTporka pasfnuyHbiX MapamMeTpoB asTopu3auum, B TOM 4ucne
wndgposaHna. IATtoT npotokon SNMP  gaBnsietca Haubonee 6e3onacHbIM
N pekoMeHOyeTCs ANs UCNOSb30BaHUS B YCOBUSAX, TPebyroumx MOBbILLEHHON

©e3onacHocCTw.

BHUMAHWE!

[MpoTOKONbI PasnUYHbLIX BEPCUN HE COBMECTUMbI Mexay cobon. OTnuumve
NPOTOKOSIOB, KaK W HeBepHble HaCTPOWKM aBTopu3auun, npusenyT
K UITHOPUpOoBaHMo obMeHa ¢ 06enx CTOPOH.
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Ha pucyHke (PucyHok 10.28) unsobpaxéH wuHTepdenc Hactpoek SNMP
nnNpumMep TakoW HaCTPOMKKW, SABASAOWNMACA B  BOOMbLUMHCTBE  YCTPOWCTB
ycTaHaBnmBaemMmbiM no ymonyaHuto. Ona SNMP npotokonos Bepcun 1 un 2
NHTEepPEeNC HacTpoeKk He OTInYaeTCs.

B D LI D /:,\ CeTeBble HaCTPOWKM

Mopt
V1 V2 V3 (pekomeHayeTca)
SHeproaddekTuBHbINA Ethernet

[pynna To/bKo YTeHve :

VLAN
VHTepdeiic VLAN Ipynna yTeHune/zanuco
Hactpoiiku mappytvsaumnmn Bk, Trap : Q
Tabavua MapLpyTU3aLm
Trap agpec:
ARP-Tabnumua
Trap nopt : 162
ERPS
IGMP Snooping QO6HOBUTL Mo ymonuaHuio
STP

Arperauvm KaHanos

SNMP |

PucyHok 10.28 — Hactporkn SNMP
Ha pwucyHke (PucyHok 10.29) mnsobpaxéH uHTepgenc Hactpoek SNMP

Bepcumn 3.

B D LI D (;,\ CeTeBble HACTPOAKK

Mapt
V3 (pekomeHayeTcs)
SHepros@oekTHBHbIA Ethernet

[pynna ToABKOD UTeHWe ;

VLAN
Whrepdeiic VLAN lpynna uTeHne/3anuch :
HacTpoiiku MapLpyTHaaLmm Bia. Trap © [ @)
Tabnvua MapwpyTM3aLmm
Trap aapec:
ARP-Taganua
Trap nopt: 162
ERPS
MoAb3-Ab TONBKO UTEH. public
IGMP Snooping
STP Tun ayTeHTHdUKaLUK e MD5 SHA
ATperauus kananoe Mapoib ayTEHTUOKKALL.. esesessssssssssssssss
SNMP
Tun wudpoBaHns @ e CBC-DES CFB-AES
MAC-aapec
Mapoib WAGPOEaHKA .  eesesessssesessessss
LLDP
MoAb3-1b TOABKO UTEH. private
OBHapyxXeHne netens
DHCP-cepeep Tun ayTeHTUdKUKaLUK e MD5 SHA
DHCP Snooping Maponb ayTEHTUOVKIL... esessesesescssssssss
TecTvpoBaHute BUPTYaNbHOO K..
Tun wudpoBaHng @ ® CBC-DES CFB-AES
Mapois WAOPOBaHis |  eessesssesssssssssss

PucyHok 10.29 — HacTtpoukun SNMPv3

BOLID BOLID SW-204 Bep.2 ALIP.203729.005 P3n n3m.10 ot 19.08.2026



BOLID SW-204 Bepcusa 2. PykoBoACTBO NO 3KcnslyaTauum 78

Tabnuua 10.14 — Nonga HacTpoek

HasBaHue

OnucaHue

Bepcna SNMP

SNMP v1 — yCTpOMCTBO BbINOMHAET TOSIbKO MPOLECCHI
Bepcum v1 SNMP. (SNMPv1 — nsHayanoHaga peanusauus
npotokona SNMP, paboTaeT ¢ TakmuMmm NPOTOKONIaMu, Kak
UDP, IP, CLNS, DDP u IPX);

SNMP Vv2 — yCTpOMCTBO BbLINOSHAET TOSIbKO MPOLECCHI
Bepcum v2 SNMP. (SNMPv2 nepecmaTpusaeT Bepcuto 1
N BKITOYaeT B cebs ynyyLeHuns B obnactu
NpPOn3BOANTENBHOCTN, ©e3onacHocTy,
KOH(pMOEHUNANbHOCTN U CBA3AX  MexXay CeTeBbiMU
MeHeKepaMmn, CRyxXmt  Ans  nonyvyeHnsa 60nbLoro
KONUYecTBa ynpaBnsoWmMX AaHHbIX Yepe3 OAWH 3anpoc.
Bepcun SNMP v nv2 COBMECTUMBI
ONs1 OAHOBPEMEHHOro NPUMEHEHNS);

SNMP v3 — yCTpPOMCTBO BbLINOSIHAET TOJSILKO MNpOLECCHI
Bepcun v3 SNMP, Heobxogumbl §OMMH ¥ Naposnb
ansa pa6botbel. (Bepcun SNMP v1 nv2 0OHOBpPEMEHHO
c SNMP v3 He npumeHsitotca. SNMP  v3  npuHocut
N3MeHeHnsd B NPOTOKOS nobaBneHnem
KpunTorpaduyeckon 3alintbl, SBAAETCH Yhy4dleHUeM
3a CYET HOBBbIX TEKCTOBbIX COrfalleHun, KOHLUEenuumn
n TepmuHosiornn SNMP).

MopT SNMP

[MopT npocnyLwmMBaHNA NPOKCU — NporpaMmmbl YCTPOUCTBA.
9710 UDP — nopt He gaBnsietca noptom TCP. 3HayeHue
BapbupyeTtca oT 1 o 65535.

3Ha4yeHuMe No ymonyaHuio — 161.

Community Tonbko
AN YTeHus

Hoctyn SNMP TOonbko Ona 4TeHus:: noanep’kKMBaeTcs
ansa Bcex uenen SNMP.

Community ans
YTEHUS 1 3anucu

Hdoctyn SNMP gnsa yTteHunsa un 3anucu: nogaepXuBaeTcs
ansa Bcex uenen SNMP.

Appec Trap cepsepa

Agpec cuctembl  MoHuTOpuHra cetm  wm T1K
C NpefyCTaHOBIIEHHbBIM crneumnanmanpoBaHHbIM
NPOrpamMMHbIM CPeLCTBOM MOHUTOPUHra. Cnyxut ans
CaMOCTOSITENIbHOM  OTNpPaBkM  BUOEOPErUCTPaTopoM
MHdopMauum o cobbliTnax No npotokony SNMP.

MopT Trap cepBepa

MopTt cuctembl  MoHUTOpuHra cetn  wm [1K
C NpeaycTaHOBEHHbLIM cneynann3mpoBaHHbIM
nporpamMMHbIM CPeACTBOM MOHUTOPUHra ANnsl 3axeaTa
naketoB no SNMP npoTtokony. 3HadyeHus napameTpa
B Anana3oHe ot 1 pgo 65535, cwarom 1. 3HadyeHne
no ymon4danuto: 162.
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HasBaHue OnucaHue

MNonb3oBaTenb Beoantca wma nonb3oBatens C npaBamMn TOJIbKO
TOJIbKO ANA YTEeHUA Ha YTeHune.

Monb3oBatens ans | BeBoagutca uma nonb3oBaTens C NpaBaMy Ha YTEHUE
yTeHusa/3anucu M 3anuncb.

Boibepute wmeTog xawwumposaHus MDS  unnm SHA.

Tun aBTOPU3aALUN
Cuctema aBTOMaTUYECKN pacno3HaeT MeToa.

MNaponb Beeaute naponb gna ayteHtTugukauuun. Naponb JomKeH
aBTOpu3auum coaepxaTb HE MEHEE BOCbMU CUMBOJIOB

Bbibepute anropntMm cummeTpudHoro wmngposaHus CBC

Tun wuposaHns v DES.

Kntoy wndposaHmna | Beeante naponb wngpoBaHus.

10.13 NMoarPA3nEN «MAC-AOPEC»
10.13.1 NMyHKT «Tabnuua MAC-agpecoB»

Kommytatop, Ond nepefayn nakeTa, BbINOSHAET MOUCK B NuUCTe
MAC-agpecoB B cootBetcTtBuM Cc MAC-agpecom HasHaveHusi. Ecnvm agpec
HangeH B Tabnuue, UCMNONb3yeTCA COOTBETCTBYIOLWMW MNOPT ANA MNepechbliku
naketa. Ecnu HeT, yCTPOMCTBO MCMNONb3yeT LWUPOKOBELLaTENbHbIN PEXnM
Ansa nepecbinikn - vyepes cooteeTcTBytowmnn VLAN (3a wucknoveHnem nopTa,
C KOTOPOro 3TOT NakeT nocTynun). Ha cnegyrowemM pucyHke npeacrasrieHa Takas

Tabnuua agpecos.

BOL'D | {3 Cerestie Hacrpoiikn

Mopr

neprosddextuarsiii Ethernet

VLAN fobasuro  WRZTITUSM  ObHosuts  ABTOOGHOE:

Whrepoelic VLAN
HacTpoiiki MapuupyTuaauym
Tabnuua MapwpyTvaLn

ARP-Tabnuua 2 38; 39 LvHamuieckii
ERPS 3 2 £S5 LvHamniecknii
IGMP Snooping 4 FC D1 LvHammiecknii

STP 5 co BC

LLDP 9 co B8 Dvramaveckwii
OBHapyxeHe netens 10 co B9 Nuramaveckuii

DHCP-cepaep 1 08: 10D AvHamuieckiii

= 2~ & & &~ > = =&

DHCP Snooping 12 COM L BuBA [vHamuueckuit

Tectupogarie su pTyasHoro.
447 sanmceii 12 3 a4 s e 3 > Nepeim Crpannua

PucyHok 10.30 — MAC nHdopmauma ob agpecax
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10.13.2 NMyHKT «PunbTpauua MAC-agpecoB»

PyHKUMA  Mcnonb3yeTcs AN OrpaHuMYeHus  MOCTynawwWmuX MnakeTos
npy nomoLum HacTporku 6enoro cnucka MAC-agpecoB. [na HAaCTPOMKN (PYHKLMK:

1. Haxmute «[obaButb» M BBeguTe B MosiBUBLIEMCHA rone «besbiny»
MAC-agpec.

3. CoxpaHuTe HacTPOWKY.

Mopr

Sneproaddexensii Ethernet

VLAN m

Whtepoeiic VLAN
Hactpoiiku MapupyTizaunn
Tabnuua wapuipyTvsaLmi
ARP-Tabua

ERPS

IGMP Snooping

3apesepouposant .
* 3apeaepauposarbiii

Arperauns karanos 1 38 14:39 AvHamveckii 1 2 He 2apesepanposan

SNMP 2 24 73F5 Qvramnueckuii 1 2 He 3apesepauposar

PucyHok 10.31 — dunbTpaumsa noptos

10.14 NMoapPA30EN «LLDP»

Link Layer Discovery Protocol (LLDP) — npoTokon KaHanbHOro ypOBHS,
NO3BONSAOLLNN ceteBoMy  00OpyaoBaHuIo onoseLwaTb obopynoBaHue,
paboTatollee B NOKanbHOW CeTU, O CBOEM CyLleCTBOBaHUN U nepefaBaTb emy
CBOV XapaKTepUCTUKN, a TaKxKe rnonyyaTb OT HEro aHanorn4yHble CBeLeHus.

NHTepdenc nokasbiBaeT CNMCOK oBHapyxeHHblx no LLDP ycTponcts

paboTaloLmnx BMECTE C KOMMYTATOPOM B NTIOKaNbHOW CETW.

&

MAC-anpec

PucyHok 10.32 — O6HapyxeHue no LLDP
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10.15 NMogrPA3OEN « OBHAPYXXEHUE NETENb»

PyHKUNA KONbLEBOro Ay6nupoBaHMs UCNONb3yeTcs Ans NpeaoTBpaLLeHus
cboeB, KOTOpble MOryT BO3HWKHYTb Npu pabote obopyaoBaHUs, YTO NpUBEOET
K co3gaHuio netnn B ceTu. 3awmta oT neTenb Mo3BOMAeT NPUHYAUTENbHO
OTKITHOYMTb NIMHWIO, HA KOTOPOW BbINo 0OHapPYXXEHO NeTneBoe CoeaMHEHNE.

1. HacTtponTte apgpecauuto BceM KOMMYyTaTOpaMm, HaxogsWMMCS B OOHOW
noaceTw.

2. Bknitounte sawmry.

B D LI D /|:|\ CeTeBble HACTPOIAKM

Mopt

‘ ERPS 1 STP He MOryT 6bITh BKAKOUYEHbI OAHOBPEMEHHO C OBHapy>KeHWeM neteb.

SHeproaddekTuBHbIii Ethernet

VLAN OBHapyxeHue nete... ‘:)

Wutepdeiic VLAN O6HOBUTBL

HacTpoiikm maplwpytrsaumnm
Tabauua MapLupyTH3aL i
ARP-Tabnuua

ERPS

IGMP Snooping

STP

Arperauma kaHanos

SNMP

MAC-aapec

LLDP

QObHapyXxeHwe neTenb |

PucyHok 10.33 — O6HapyxeHune netenb (Loopback Detection)

10.16 NMopgpPA3OEN «DHCP-CEPBEP»

DHCP (Dynamic Host Configuration Protocol) — npoTtokon guHamu4yeckoro
KOH(purypuposaHms  xocta. OH  obecneuvBaeT nosfydeHne  ceTeBbIMU
ycTponctBamn |P-agpecoB oT cepBepa B fokanbHou cetn. DHCP — umeet
apxutektypy «KnuneHT — CepBep». DHCP-knueHT 3anpawumBaeT ceTeBon agpec
n gpyrmne napametpbl y DHCP-cepBepa, a cepBep npeaocTtaBnsieT cCeTEBON aapec

N napameTpbl KOHpUrypaLun KInmeHTam.
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10.16.1 NMyHkT «DHCP-cepBep»

10.16.1.1 BknroyeHune
[ns BkntoyeHnsa paboTtbl kommyTaTopa B ponin DHCP-cepsepa:

1. AKTBMpynTEe nepekntovatesns B ctpoke « DHCP-cepep».
2. Haxxmute kHonky «OK» onga coxpaHeHus:.
Mocne BkntoyeHusi |P-agpeca DHCP-knueHtam ©Oyayt BblgaBaTbecd

N3 BBEOEHHOIO Crn1cka nynos.

DHCP-cepeep  CraTuueckan npueszca Crmcox an pecos
i Ethernet
VLAN DHCP-cepsep Q
Wnepdeiic VLAN
OBHosuTe
Hactpoiik MapuipyTvsawmn
Tabnuua MapupyTvzauun ‘ KoHurypaLwis BCTynaeT & cuny, TofbKo Koraa ekiover cepaep DHCP,
ARP-Tabua c e aap
ERPS I
IGMP Snooping
w D M en Cpox ap H p K p Ynp:
sTP
Arperauns kaHanos
SNMP
MAC-
eapec Her a
LLDP
OBHapyxenvie netens 3apesepemposaribiii IP-agpec
DHCP-cepeep Nobasnts
DHCP Snooping HauanbHblit agpec KoHeurbiii anpec Ynpasnenme

TecTupoBame BUPTYaNLHOO K.

PucyHok 10.34 — Hactponka DHCP-cepBepa

10.16.1.2 No6aBneHue DHCP POOL
[ns co3ganus nynoB |IP-agpecos, koTopble ByayT pasgaBaTbCsl, HAXXMUTE

«[JobaBuTb», pOanee BBeauTe AaHHble ona pobasneHna (PucyHok  10.35,
Tabnuuya 10.15).

Jlo6asutb X

255 255 255 0
192 168 24 55

192 168 24 130

PucyHok 10.35 — Jo6aBuTb nyn
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Tabnnuya 10.15 — JobaBnaemble napameTpbl Npu gobasneHun nyna

MapameTp PyHKUMA

Mone pgns BBO4a MMeHW nyna agpecos (Npu BBOAE

Nma
ncknoumte npobensl, Hanpumep, vlian2_test).
ID cetu MNone ans BBoga agpeca noaceTu.
Macka nogceTu None anga BBoga Macku nNoaceTu.

HayanbHbI agpec B gnanasoHe, kotopbii DHCP-cepsep

HauanbHbI agpec
MOXET BblAaTb KITMEHTaM.

KoHeuHbIn agpec B amMana3oHe, kotopbin DHCP-cepsep

KoHeuyHbIn agpec
MOXET BblaaTb KITMEHTaM.

Monsa pna BBOAA BpeMeHM apeHabl Ans BblGpaHHOro

Cpok aperel nyna aapecos.

Mone ans BBOAa WMHO3a MO YMOMNYaHWIO Ansa nyna
LLno3 no YMOJI4aHUo A A y A y

agpecos.
Cepsep DNS Appec(a) DNS-cepepos.
KnneHToKMi AoMeH Mone BBOAA [OOMEHHOrO WMEHW, MNepefaBaemoe
KnMeHTam.

10.16.1.1 Jo6aBneHune 3ape3epBupoBaHHoro IP-agpeca
Mocne Haxatma kHonkn «[obaBuTb» B none «3ape3epBUPOBaHHbIN

IP-agpec» oTKpoeTcss OKHO paobaBneHuss 3apesepBupoBaHHbIX |P-agpecos
(PucyHok 10.36). Beeante agmanasoH IP-agpecoB, KoTopble OyayT WCKIOYEHbI

13 obLLero nyna HasHa4yaembix aapecos.

[No6aBuTe

3ape.. 192 168 24 20 - 192

PucyHok 10.36 — [lob6aBneHne 3apesepBupoBaHHbIX IP-agpecos
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10.16.2 NMyHKT «CTaTn4yeckaa npuBA3Ka»

Cratunyeckas npuBsi3ka doukecunpyet COOTBETCTBUE KOHKPETHOro
DHCP-knueHTa onpegenéHHomy IP-agpecy. Koraa knueHT 3anpawumBaeT agpec,
cepBep conocrtasnset ero uaeHtudgukatop (MAC wnu Client ID) ¢ 3anucbto
B CMMCKe M BblAAET 3apaHee HasHadeHHbIN IP. Ncnonb3yeTca gaHHas OyHKUMS,

Hanpumep, Ans BUAeokaMep, BUOEeOPEerMcTpaTopoB 1 CEPBEPOB.

DHCP cepsep ~ Cratuuieckan npuesiska  Cliucok aapecos

SHeprosdekTsHbIii Ethernet
VLAN
1D ke /AnnapaTHelii agpec Mpuesaka IP-aapeca Pexxm npueaski YnpasneHme
Unrepdeiic VLAN
HacTpoiikn MapupyTvzaLmm
ERPS
IGMP Snooping
STP
OBbeavHeHue kaHanoB CBA3N
SNMP
MAC-anpec
LLDP
OBHapyserite netens
DHCP cepsep |

DHCP Snooping

PucyHok 10.37 — CtaTnyeckas npuesska
1. na pobasneHnsa HaxXxmuTe KHoNKY «[Jo6aBuTby.

2. B nosiBuBLLEMCSA OKHe 3anonHuTte nons (Tabnuua 10.16).

JLobaeuTh

MNpueazka IP-a.. = 192 168 24 12

Pexxum npuvea...  MAC

Annapatheii... | 01 : AB : 01 : 03 : 04 : F9

OTMeHUTb m

PucyHok 10.38 — [JobaBneHne B CNnCcokK

Tabnunuya 10.16 — CtaTtndeckas npmBaska

MapameTp

PyHKLNA

MNpussska IP-agpeca

lNone BBOAa 3ape3epBupoBaHHoOro IP-agpeca.

Pexnm npmnBsaskn

HocTtyneH Bbibop: MAC nnn Name_ASCII.
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MapameTp PyHKLNA
[Mone BBoga 3HadYeHUs1 wucxoas U3  BblGpaHHOro
. pexuma.
AnnapaTtHbln agpec/ y
ID knnerTa — AnnapatHbin agpec — BBog MAC-agpeca;
— ID knuenta (DHCP Option 61) - BBOA

naeHTudgurkaTopa KrmeHTa.

10.16.3 NMyHKT «Cnucok agpecoB»

Cnucok Tekywmx DHCP-apeHa: nokasbiBaeT, kakve IP  yxe BbloaHbl

KnueHTam, ¢ kakum MAC 1 ckonbKo OCTanochb BpeMeH 0O OKOHYaHNA apeHbl.

B O I_I D /|:1\ CeTeBble HAacTpPOVikn S G X

Mopt
DHCP-cepsep Cratnueckas npueaska Cnuncok aapecos
SHeproadodekTvBHbIN Ethernet

VLAN Cnucok HasHaueHHbIX IP-agpecos  O6HOBUTL

UHtepdeiic VLAN IP-agpec ID knveHTa/AnnaparHbilii agpec Tun OcTaBLueecs Bpemst apeHAbi(s)
HacTpoiiku MapLipyT1saumum

Tabuua MapLpyTisaumnm

ARP-Tabnunua

ERPS HeT aaHHbIX
IGMP Snooping

STP

Arperaumns kaHanos

SNMP

MAC-aapec

LLDP

O6HapyxeHue netenb

DHCP-cepsep ‘

PucyHok 10.39 — Cnuncok agpecos

10.17 NMoarPA3OEN «DHCP SNOOPING»

DHCP  Snooping—  dyHKkuma  6e3onacHoOCTM  Ha  ynpaBnigeMblX
KOMMyTaTopax, Kotopasi otcnexusaet u dpunbtpyet DHCP-3anpocbl 1 OTBETHI
Ha nopTax YCTpoucTBa, Onokumpysa oTBeTbl OT HegoBepeHHbix DHCP-cepsepoB

N 3alumLLas ceTb OT aTak.

10.18 MYHKT «MOBAJNbHbIE HACTPOUKN»

[MepBbiM 3TanoM HACTPOMKN YHKUUK SBNAETCH BKNOYEHUe yHKUUK

¢ nomoubio nepeknovarens «DHCP Snooping».
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B D LI D {:,\ CeTeBble HACTPOIAKU

VLAN

InobanbHble HaCTpoiikK KoHdur-a nopra Kondurypauusa onuuun 82
WHTepdeiic VLAN

Hactpoiikv mapwpyTusaumm DHCP Snooping :

Tabauvua MapLupyTU3aummn
DHCP Snooping binding :

ARP-Tabavua

VLAN DHCP Snooping
ERPS

IGMP Snooping OtobpaxeHue KOHGUTypaL ...

STP O6HOBWTL

Arperaums KaHanos
SNMP

MAC-aapec

LLDP

O6HapyxeHue netenb
DHCP-cepBep

PucyHok 10.40 — Mo6aneHble HacTponkn DHCP Snooping
Mepekntovatens «DHCP Snooping binding» — BknoyeHne Tabnuupl

C OUHAMWYECKUMN  3anncsaMn, KOTopble  UCMOMb3YKTCA ONA  MexaHU3MOB
BGesonacHocTu.

MepekntoyaTtens «VLAN DHCP Snooping» — Mcnonb3yeTcs, eCnn HyXHO
BKNIOUYMTE  (pyHKUMO anst  KoHkpeTHblXx VLAN(oB). To ecTb aTta QyHKUMSA
oTcnexmBannsa n punbtpaumm DHCP-Tpadmka BbInonHAETCS B npegenax

ykasaHHbIX VLAN, a He rnobarnbHO nNo Bcemy KOMMyTaTopy.

10.18.1 MyHKT «KOHpUr-a nopta»

BTopbiM 3Tanom HacTpomku npounssBoamTcsa BkNoyveHne dyHkumm DHCP
Snooping Ha nopTy, ¢ KoToporo paspewleHsl DHCP-oTBeThl. OTMEYeHHbIEe MOPThI
OyayT onpenenaTbeca Kak goBepeHHble (trusted), octanbHble ByayT onpeaenaTbes
Kak HejoBepeHHble (untrusted).

[ononHuTensHo BKITOYaEeTCs oTCneXxuBaHune HanpaBneHnmn
DHCP-coobwenun: DHCPDECLINE n DHCPRELEASE.
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Wntepdeiic VLAN
HacTpoiikin MapuwipyTvzaLi
Tabavua MapupyTusaumm
ARP-Tabnvua

ERPS

IGMP Snooping

STP

Arperauma kaHanoB

SNMP

MAC-aapec

LLDP

OBHapyxetrte netens
DHCP-cepsep

DHCP Snooping

o o sanpoca (vn

DHCP Decline, DHCP Release)

PucyHok 10.41 — Hactpowka noptos

10.18.2 MNMyHKT «KoH(purypaumsa onunn 82»

[ononHNUTENbHBLIM  LLIAroMm HaCTpOVIKVI ABJIIAETCA BKIKO4YeHUe Ha NnopTy

«Onumn  82» (PucyHok 10.42). Wcnonb3yeTca 3Ta yHKUMA On9 nepenayu

aononHutensHon nHgopmaumm o DHCP-knuneHte Ha DHCP-cepBep (Hanpumep,

nopT, VLAN, Ha3BaHWe ycTponcTea 1 1.4.).

Mopt

SHeprosddekTneHsiit Etheret
VLAN

VnTepdeiic VLAN

HacTpoiikin MappyTuzaumn
Tabmmua MapipyTMsaumn
ARP-tabvua

ERPS

IGMP Snooping

STP

Arperaumsa kaHanoe

SNMP

MAC-aapec

LLDP

ObHapyseHite netens s
DHCP-cepeep

DHCP Snooping

Kondurypauua onumm 82

Moaaepxwsaet onuyio Metopa obpaboTku cyulecTByroweil onunm

Circuit ID Remote ID
82 82
place @
repla
append
drop
keep
replac v
place v
replace v
replace v
replace v

PucyHok 10.42 — KoHurypaums onumm 82

Tabnuua 10.17 — NapameTpbl BKNOYEHNSA «onumnmn 82»

MapameTp

PyHKUMA

MopT

Homep nopTta kommyTaTopa.

MoopepxnBaet
onuwuto 82

BkntodeHne nnu BolknioYeHne OyHKUMM Ha NOpPTY.
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MapameTp PyHKUMA

MeToa 0o6paboTkm «onumm 82x:
— Replace — 3ameHUTb CcyllecTBylOWYO «onuuo  82»

CyLLeCTBYloLLEN
yugnumvi/S? — Append — gobasutb «onuuio 82», Npn OTCYTCTBUM;

— Drop — otbpocutb onumo Npu NepecbInke;
— Keep/Forward — He M3MeHsATb none onuuu.
NoeHTndomkartop NOAKIHOYEHHOro K KOMMyTaTopy

Circuit ID KNWEHTCKOro yctponcrtea \ Homepa knueHtckoro Ethernet
nopta. OH MoOXeT OblTb MCNONb30BaH AS1I1 Ha3HayYeHus
napameTpoB, YHUKasbHbIX 4159 KOHKPETHOro nosfib3oBaTtens.
NoeHTnukatop KomMmyTaTopa, KOTOpbIA MOXET ObiTb

Remote ID MCNonNbL30BaH AN9d Ha3HayeHusl CepBepoOM  CeTeBbIX

HaCTpOeK.

10.19 NMoaPA3OEN « TECTUPOBAHUE BUPTYAJTIbHOIO KABENA»

PyHKUMA  TecTUpoBaHWSA  BUPTyarbHOrO  KaHana  npegHasHadeHa
Anga ObICTPON ANarHOCTUKN COCTOSIHUSA Kabensa n otobpaxeHnsa NpuonmanTensHom

OJIMHbI O HENCNPABHOCTN.

B 0 L D /|:|\ CeteBble HacTpoiikn

Mopt
Mopt YnpaBnenve
SHeproaddexTveHsiid Ethernet
1 Mpoeepka
VLAN

2 Mpoeepka
Wntepdeiic VLAN

3 Mpoeepka
HacTpoiiku MapupyTuzaLmm

Tabnnua MapLIpyTU3aLUm 4 Mposepka
ARP-tabnvua

ERPS

IGMP Snooping

STP

Arperauvm KaHanoe
SNMP

MAC-anpec

LLDP

OBHapy>xeHve netens
DHCP-cepsep

DHCP Snooping

TecTnpogaHMe BUPTyasHOrO K.

PucyHok 10.43 — TectnpoBaHue BUpTyanbHOro kaHana
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¥npasnerue / PeSyLTaTE) WESITaHHH MEMBEAEHE! TOMKD AR CAPIERH, Ha 3TH DEayISTaTS! TAKXE WOKET DOEAHATS 3ATYXAHHE CHTHAM & CETeBoM Kabens. Ecnu 1A KaGEns WeNge 3w SaTyianne

Chana Boe e MOXY NPGMSGTA 3-32 (HASLENGE, 3 He MI-33 A7 KaGers, T OEPIION, 8 Desyrurara WETMTasen Mame HoBAIGTLA CTHOCHTEIG Borulian Nor peamoct

“
1 Mpoeepka
Mopr Bavsa (m ) Peaynstaris

2 Mpesepa ' 2at [ conpana

K Dnvese
3 Nposepka

Kawan T 238
4 Mposepxa Kasian R 290

PucyHok 10.44 — TecTtnpoBaHue BUpTyanbHOro kaHana
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11 PA3OEN NMABHOI'O MEHIO «YINPABJIIEHUE POE»

11.1 NMoaPA3NEN «HACTPOMKKN POE»

HacTponka npegoctaBnseT napameTpbl BKITHOYEHUS/BBIKITIOYEHUA MUTaHUS
PoE pgna kaxgoro oTaenbHoro nopta. A Takke o0OLWy  OOCTYIMHYHO
ANg UCNoNb30BaHUA MOLWHOCTb M MOPOroBoe 3HayeHne neperpysku Ons Bcex
noptoB. [locre HaCTPOMKM W COXpPaHEHUS KOHUrypaumnm Ha naHenu Oyger

oTobpaxaTbCs COCTOSIHME nopTa.

B D LI D /I:I\ Ynpasnenue PoE [, CRR

IRz perten (Xelz | MapameTpbl NUTaHus

BeccpouHblii POE O6Lias MOWHOCT : 96 w
Long PoE

9 3apeseps. MOLUH. 86 w
CraTucTika cobbiTuii POE

CocrosiHue nuTaHns
Green PoE

Motpebnsemas m... 5.3 W
PoE npuHyauTtenbHo

PoE watchdog Ocraswasca mout... 90.7 w

CTaTyc nopta v ynpasieHue um
Mopt YposeHb Motpe6asiemas MOLWHOCTL Ynpasnenve PoE
1 - 0
2 - 0
3 4 53

4 - 0

O6HOBWTL
PucyHok 11.1 — Nutanusa nopta no PoE

Tabnuuya 11.1 — NapameTpbl HACTPONKU

MapameTp PyHKUMA
Ob6wasa MoLWHOCTb lMpeaenbHast MOWHOCTb YCTPONCTBA.
MapameTpsbl
HactpanBaemas OCTYynHas
nnTaHns 3ape3epB.MOLLHOCTb P Aocty
MoLHocTb PoE.
[MoTpebnsemas OtobpaxaeT TEKYLLYHO
CocTosHMe MOLLHOCTb noTpebnsiemyto MOLLHOCTb.
AnTaHnsA OcTaBLUascs OToBpakaeT TeKyLlyld OCTaTOYHYIO
MOLLIHOCTb MOLLIHOCTb.
Mogayva nuTaHMsa Ha YCTPOMUCTBO,
CTaTyc nopTa u y NOAKMIOYEHHOE K MOPTY. YpPOBEHb
yrpasneHne 1m POBEHb noaayn nutaHms konebnetcs ot 0 Ao
8, npu Hi-PoE otobpaxkaeTcs kak 5+.
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MapameTp PyHKUMA
OTobpaxaeT TeKywy MOLHOCTb
MoTpebnsemas PoE, noTpebnsaemyto
MOLLHOCTb COOTBETCTBYHOLLMM OTAESNbHbIM
MOPTOM.

BknoueHne wnu BbiknyeHne PoE

YnpasneHne PoE
Ha BblIGpaHHOM MOpPTY.

11.2 NMoaPA3AEN « BECCPOYHbIN POE»

BkntoueHne aton dyHKUMKM obecnevmBaeT MOCTOSHHYK nogadvy nuTaHus
no POE Ha nopTax KomMyTaTopa He3aBMCMMO OT nepesarpy3ok, OBHOBNEHWUN

MO mnu BpeMeHHo NoTepu yrpaBneHust.

B D LI D /|:|\ Ynpaenenne PoE

Hactpoiikm PoE
Bka. rnobaneH.. ()
beccpouHblii PoE |

Long PoE ObrosuTe

CraTncTmka cobbiTuid PoE
Green PoE
PoE npuHyauTenbHo

PoE watchdog

PucyHok 11.2 — beccpoyHbin PoE

11.3 NMonPA3NEN «LONG POE»

BkrtoyeHne TexHonormm yBenuyeHust ganbHoctu nepegadn co 100 m
0o 250 M gna nogkmoYdeHHbIX B nopTtbl PoE  ycTtponcTts. [lpu  BKAOYEHUU

CHWXaeTcsa ckopocTb nepegayun go 10 Méut/c (co 100 MéuT/c).

B D LI D {:.\ Ynpaenenve PoE S C X

Hactpoiiku PoE
Mocne BkatoueHUs TexHonornm "Long PoE" MakcMmanbHoe pacctoaHme nepeaaun byaet yseanueHo co 100 M 4o 250 M, HO CkOpOCTb Nepeaaumn ByaeT CHKeHa
Beccpounblii POE co 100 M6éut/c go 10 Mbut/c.
Long PoE | Mopt Long PoE
CraTicTika cobbiTuii POE 1
Green PoE P

PoE npuHyantenbHo

PoE watchdog

PucyHok 11.3 — Long PoE
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11.4 NoarPA3OEN « CTATUCTUKA COBbITUA POE»

NHTepdenc crtatuctmkm cobbitmn ans kaxgoro nopta PoE. Bkniodaet
B cebsi Hhopmaumio o:

— [1peBbILLEHNM MOPOroBOro 3Ha4YeHUs1 Neperpyskn KOHKPETHOro NopTa;

— KopoTknx 3amblkaHUSX;

— OTKIIOYEHMAX NOAa4YN NUTaHUS Ha YCTPOMCTBO BO BpeMs ero paboThl;

— KOpOoTKMX 3aMblKaHUSIX NpU 3anycke nogaduv nUTaHna Ha YCTPOUCTBO;

— CpabaTbiBaHMsIX AaTyMKa TENIIOBOW 3aLLUTHI.

B D LI D & Ynpasnetue PoE o

Hactpoiiku PoE
Mopt Meperpyska KopoTkoe 3ambika... OTK/IFOUEHMe NOCT... KopoTkoe 3amblKa... 3awwTa ot neperpesa

beccpouHbiii PoE
1 0 0 0 0 0

Long PoE
2 0 0 0 0 0

Cratnctuka cobbitnii PoE

3 0 0 0 0 0
Green PoE

4 0 0 0 0 0
PoE npuHyanTtenbHo

PoE watchdog O6HoBMUTD

PucyHok 11.4 — Ctatuctuka cobbitnin PoE

11.5 NoagrPA3OEN « GREEN POE»

B OoaHHOM umHTepdence MOXHO HaACTpPOUTb MNEpUos BPEMEHU, B KOTOpPOe
Ha ycTpoucTtBa byaeT nogasatbcs nutaHve PoE. lNpu Bbixoge 3a pamMku 3TOro
nepuoaa, yCTPOMUCTBO OTKMKOYMT Nogadvyy NUTaHUS C OTMEYEHHbIX B 3TOM MEHHO
MOPTOB B LIESIIX SKOHOMUWN IHEPTUN.

HaHHbIN PYHKUMOHAN MOXHO Takke MUCMOSib30BaTb B LiendxX nepesarpysku

C 3aeP>XKON BKIHOYEHUA.

BOLID & ynpasnenne

PucyHok 11.5 — NapameTpbl aHeprocbepexenuns PoE
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Jobaents

Bpewms 3an: ycKa MoHegens... 01:00
Bkn./Buikn. ()
Bpeums 3asepuierus  MOHEne. . 01:00

Bxn./Bbikn.

EXeHeAeNbHBI .. ()

PucyHok 11.6 — NapameTpbl aHeprocbepexeHnsi PoE

11.6 NMonPA30EN «POE NPUHYOUTENBHO»

Mocne BKMHOYEHUS PYHKLUUWU, OTMEYEHHble NOPTbl NMPUHYAUTENbHO noaatoT
nutaHne (PoE), He3aBMCMMO OT TOro, COOTBETCTBYET M MOAKMHYEHHOE

YCTPOMCTBO CTaHAapTy nepegadun nutaHus unn Het (PucyHok 11.7).

B D LI D |/:|\ YnpaeneHve PoE

Hactpoliku PokE
P Mocne BRAOUSHNA GYHKLMM, Ha OTMEUeHHbIe MOPTbl 31eKTponuTaHne POE 6yAeT NoaHO NPUHYAUTENBEHO, HE3aBUCUMO OT TOTO, COOTBETCTBYET A

NOAKNOYEHHOE YCTPOMCTBO CTaHAapTy Nepejaqm MinTaH1A Wam HeT.
beccpoyHbiii PoE

Long PoE Mopt PoE npuHyauTenbHo
Cratnctuka cobbiTuii PoE 1

Green PoE 2

PoE npuHyautensHo |

3

PoE watchdog
4

O6HOBUTD

PucyHok 11.7 — lNopaepxka yctapeBLUMX YCTPOUCTB

11.7 NMopgPA3OEN «POE WATCHDOG»

BHUMAHWE!

BoamoxHO, OOHOBpPeMeHHO BkMuMTb NnMbo «PoE watchdog», nubo
HenpepbiBHYKO nodadvy anektponutaHua (cm. 11.6 lMogpasgen «PoE
NPUHYOUTESTbHOY).

B gaHHOM nogpasgene  BbINOSMHAETCA HaCTpoWMKa aBTOMAaTU4YECKOro
KOHTponsi c6oeB Ha yCTPOWCTBaXx, NOAKIOYEHHbIX K POE noptam kommyTtaTopa.

Mpu obHapyxeHUn cHosa YCTPOCTBO NepesanyckaeT CEeTEBYIO CBSA3b Ha NopTy.
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TexHonorna «PoE watchdog» obnerdaeTr obcnyxvBaHve NOAKMIOYEHHbIX
YCTPOMCTB M MO3BONSIeT coBepwaTb nepesanyck ©6e3 BMmellaTenscTsa
obcnyxuBaroLlero nepcoHana.

[nsa HacTporku BbibepuTe MNOPT M3 CMUCKa, BblgenuTte ero (naxkom

N COXPaHUTE HACTPOWKY.

B D LI D /|:\| YnpaeneHune PoE

Hactporlikun PoE . i
HeBO3MOXHO O/iHOBpeMeHHOe BK/toUeHue GyHKUMIA “PoE npunyautensHo” n "PoE watchdog”.

beccpouHblii PoE
MNopt PoE watchdog

Long PoE

1
Cratuctuka cobbituid PoE

2
Green PoE

PoE npuHyauntenbHo

PoE watchdog |

OBHOBUTHL
PucyHok 11.8 — PoE watchdog
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12 PA3OEN NMABHOIO MEHIO «LUEHTP

BE3OMNACHOCTWU»

12.1 MogPA3OEN «[loN. CEPBUCHI»

12.1.1 NMyHKT «[on. cepBUCbI»

[MepenanTe B pasgen Ans BKAYEHUS/OTKNIYEHNA PYHKUNN yBEOOMEHUS

1 AocTyna no NpPoToKonam.

B D LI D /|:,\ LienTp 6ez0nacHoctu

[on. cepBuchl

| [Jon. cepBuchl HTTPS

Telnet
Ceptngukar CA TLS1.1:
CeTteBoii 3kpaH
P YacTHblid npor... ‘:)

M3onmpoBaHme NopToB

SSH

besonacHasa ayTeHTUdKUKaUmA

PucyHok 12.1 — CuctemHoe obecnyxmnsaHue

Tabnuua 12.1 — NapameTpbl CUCTEMHOro 06CNyXMBaHNA

MapameTp

PyHKUUMU

TLSv1.1

[MpoTokOoN 3aLMLEHHOrO TPaHCMOPTHOro ypoBHS (TLS)
obecneunBaeT KOHMMOEHUMANbHOCTL W  LENIOCTHOCTb
OaHHbIX MexXay ABYMS NPUKNagHbIMU NPUIIOKEHUAMMU.
TLS Bknoyaet agBa ypoBHSA: TLS Record (ypoBeHb
3anucen) n TLS Handshake (npouenypa ycTaHOBMEHMS
coeguHeHus ).

0 TLS 1.1 wucnonb3yeT ycTapeBwme w  cnabble
anropuTMbl LWUNPOBAHUSA; pekoMeHOyeTCa OTKYUTb
nogaepxky TLS 1.1.

YacTHbI NpoTOKON

[NpmBaTHLIM NPOTOKOJT.

2 Mpu wncnonb3oBaHUM PYHKUMN MOTYT BO3HUKHYTb
puckn gna 6esonacHocTn. PekoMeHOyeTcsl OTKMAYUTb
3Ty PYHKLUMIO, ECNU OHA HE UCNONb3YyETCA.
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MapameTp PyHKLUN

BknoyeHne poctyna 4depe3 npotokosn SSH. PyHKums
OTKITHO4EHA MO YMOMNYaHMUIO.
SSH 2 Tpu ucnonb3oBaHUN (YHKLMM MOTYT BO3HUKHYTb

puckn gns 6esonacHocTn. PekomeHOyeTcsl OTKIYUTb
3Ty (PYHKLMIO, €Crv OHa He UCMONb3YyeTCs.

12.1.2 NMyHKT «<HTTPS»

BHMAHWE!
o Mepen BkntoyeHnem HTTPS wn cospaHnem ceptudukata ybeautecs,
4YTO TeKyLlee BPeEMS U YacOBOW NOSIC YCTAHOBIEHbI MPaBUIIbHO.

Mogpasnen HTTPS nogaepxuBaeT NpocMOTP U yrpaBneHne napameTpamu
noBblweHnst 6e3onacHOCTU ceTeBOW paboTbl C  UCMOMNb30BaHWMEM CeTeBbIX
cepTudukaTos.

UTobbl nepenTtn Ha paboTty no https npoTokony, agMUHUCTPATOP OOSMKEH
Nofyy4nTb U YCTAHOBUTb B CUCTEMY CepTUUKAT OTKPLITOrO Krova AN 3Toro
Beb-cepBepa. CepTudumkatr OTKPbITOrO Krova noAarsepxaaeT NpuHaafeXHOCTb
AAaHHOro OTKPbLITOro Krtova Briagenouy. CepTudukat OTKPbLITOro Krva U cam
OTKPbITbIM KIMOY NOCLITATCA KNUEHTY NPU YCTAaHOBIIEHUM COEANHEHNS; 3aKPbITbIN
KINKOY Mcnonb3yeTcsa Ans pacwmndpoBKM COOBLLEHNI OT KINEHTA.

[na co3gaHusa cepTudumkata B JaHHOM nogpasferne cHadvana HyXHO
Bkntounte HTTPS. [na atoro nepengute B nyHKT «HTTPS». Janee nepengute
B NyHKT «CepTudumkatr CA — CeptudmkaTt yctponcrsar». B JaHHOM NyHKTE MOXHO
co3gaTb HOBbIM cepTUdUKAT M Nocrie 3anofiHEHUS COOTBETCTBYHOLUMX MNonen
cKayaTb CreHepupoBaHHbLIN cepTUdmKar.

' Mpn nepsBon Hactponke HTTPS wunu wmsmeHeHun IP-agpeca
KOMMyTaTopa HeobX0AMMO 3aHOBO cO3aaTb cepTudmKaT cepBepa;
- Ecnn Bbl Bnepeble ucnonb3dyete HTTPS nocne 3ameHbl koMnblOTEpPA,

HeobXxoaAnMO 3arpy3uTb KOPHEBOW cepTUdMKAT 3aHOBO.
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B D I_I D /I:l\ LienTp 6ezonacHocTi S C X
Jon. cepBucbl ‘
[on. cepBucbl HTTPS
Telnet _—
Ceptudukar CA Bratountb c
CeTeBoii 3kpaH ‘ HTTPS - 310 cepBMCHaA 3an1ch, OCHOBaHHaA Ha 6@30NacHOCTU TpaHCnopTHOro ypoBHa (TLS). HTTPS npeaocTaBnaeT Be6-cepBuchI.
V30/1poBaHme NopToB
AsToHanpasnenue Ha HTTPS : ()
BesonacHasa ayTeHTUOUKaumna
Bbibepute cepTuduKat ycTpoiictea YnpasneHue ceptudukatamm
Homep .
Ne WNms Cpok aeiictBus Monb3oBarenb BbigaH Wcnonbsyetca
cepTudmkata
6530326566653830
® 1 Eaii e 2049-12-18 192.168.1.110 General Device TS HTTPs
- 19:00:15 B CcA
3834383134

3arpysuTe KOpHeBoii cepTudukat

PucyHok 12.2 - HTTPS
1. Y6eanTecb B akTyanbHOCTU TEKYLLIEN AaTbl.

2. Bkntounte HTTPS ansg nosbilweHnst 6€30nacHOCTU CUCTEMDI.

3. lanee Bknouynte coBmMecTumMocTb TLSv1.1, yTtobbl 0becneunTb
COBMECTUMOCTb NMpoToKonoB ([MyHKT «[on. cepBUCHI»).

4. BolbepuTe nakeT cepTUduUKaToB YyCTPONCTBA.

5. [lna cosgaHusa, MmnopTta WM aKcnopTta cepTudukata HaXXMuUTe KHOTMKY
«YnpasrieHne ceptudumkaTamm».

6. CoxpaHuTe HaCcTPOWKY.

12.2 NMoaPA30OEN « TELNET»

Telnet — 3To 6a30BbIN NPOTOKON yOaneéHHoro yrnpasrieHus,
KOTOpbIN obecneynBaeT [OCTYN K CeTeBbIM YCTPOMCTBAM 4epe3 KOMaHOHYH
CTPOKY AO5151 BbINOMHEHMUs 3a4ay No HACTPOMKE U TEXHUYECKOMY OOCIy>KMBaHMUIO.
MNepenaBaeMble [OaHHble, BKNOYas YYE€THble [aHHble, He wWwudpyeTcs
N nepenaétcsa B OTKPbITOM BuAe. B cBA3M ¢ 9TMM B cUCTEMaX C NOBbILEHHbIMM
TpeboBaHNAMM K 3aWmuTe [aHHbIX peKkoMeHayeTcs ucnofib3oBaTb Oonee

6e3onacHbln npoTokon SSH.
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B D LI D {:\,‘ LleHTp 6ezonacHoctv

[on. cepuchl

Braroyums : ()
Telnet |

Ceptudmkar CA Obrosure

CeTteBoi akpaH

M3onmpoeaHue nopToe

bezonacHas ayTeHTMdMKaL WA

PucyHok 12.3 — Telnet
12.3 MNMogPA3OEN « CEPTUPUKAT CA»

12.3.1 MNyHkT «CepTUdUKat yctponctaa»

Mepenante «MaBHoe meHo — LleHTp 6e3onacHocTn — CepTtudmkatr CA —
CepTtudukaTt yctpomctBa» Ana co3gaHua cepTudumkata wunm gnsa mmnopTa
CTOPOHHEro cepTudumnkaTa Ha yCTPOMCTBO.

CnegynTe MHCTPYKUMAM Ha SKpaHe Ans CO34aHus Ui MMNopTa CTOPOHHErO

cepTudukara.

B D LI D /:,\ Llentp 6e3onacHocTn SC X

[lon. cepBuchbl
CepTudukart ycrpoiictsa [JloBepeHHble cepTudukatbl CA

Telnet

Ceptudukar CA | CepTuduKaT ABNAETCA JOKa3aTe/IbCTBOM JIeralbHOrO CTaTyca yCTpoiicTBa. Hanpumep, cepTudurkat ycTpoiicTBa NpoBepsAeTcs, koraa bpaysep NogkatouaeTcs K

ycTpoiicTBy no npotokosy HTTPS.

CeTeBoii 3kpaH

V130/1poBaHye NopToB YcTaHOBUTL CepTUdUKAT YCTpOiicTBa BoiignTe B pexum peaakTMpoBaHua

BesonacHas ayteHTudmkaums Homep Craryc
Cpok Monb3oBat Wcnonbsye

Ne Wmsa cepTuduka o BobigaH cepTuduka Ckauvatb Yaanute
AeiicTBUs enb Tca

Ta Ta

65303265666

53830666332 2049-12-18 General o
1 192.168.1.110 . HTTPS O6bIUHbIit

33393436363 19:00:15 Device TS CA

834383134

PucyHok 12.4 — CepTudumkat ycTponctea
Cosgate  cepTudukat — CAyXUT  Onst  co3gaHus  caMononucaHHoro

*
Bi

ceptudumkara. Ceptudukat MoxeT OblTb  MUCNOMbL30OBaH,  Hanpumep,

npu nogkrtoveHnn no HTTPS.
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LWar 2: Beegute nHpopmMaumio o ceptudukare. X
Wma:
LUar 1: Boibepute pedxknM ycTaHOBKM. X *IP-anpec: | 192.168.
(®) Cospatb ceprudukar lNoapazaenenu....:
OpraHnzauma:

Moaaua 3adBKM Ha NOJYyUeHWe cepTUdrKaTa LieHTpa cepThdukaLmm v

MMMOPT (PeKOMeHAYeTCA) + Coox aeiicre.. -

+ Peruon:

YcTaHOoBUTE CYLLECTBYIOLIMIA CepTUdUKaT Peryon:

Hazsanue rop... :

anedt (1~5000)

Cneayrouii OTMeHUTb Hazaa Co3zaHme M yCTaHOBKa cepTudukaTa OTMeHNTs

PucyHok 12.5 — CosgaHne camonoanncaHHoro ceptudukara

[Mopaya 3adBKM Ha nMofiydeHue cepTtudukaTta UeHTpa cepTudomkauum

N UMMOPT (PEKOMEHAYETCS) — CNYXUT ANs co3daHust M UMropTa [A0BEpPEHHOro

cepTudmkaTa NyTéM CO3OaHUSA 3anpoca ANs OTNpaBku B LEHTP cepTudmkaumnm

M MUMMOpTa BO3BPALLEHHOIO U3 LieHTpa cepTudmkaumm ceptudukara.

Lar 2: Beeante nHpopmaunio o cepTudmKare. X

+ IP-appec:

Lar 1: Beibepute pexumM ycTaHOBKW. X

Cosparb ceptudukar

Opranvzauma:
(®) TMogaua 3a9BKK Ha NONYUeHWe cepTndurKaTa LIeHTpa cepTUdUKaLIK 1
UMMOPT (pekoMeHayeTcs)
+ PervoH:
Pervon:

YcTraHoBWUTe CyLLLeCTBYHOLLMIA cepTudukar

HazeaHue ropoga:

Cnepyrowwmii OTMeHnTb

I'Io,upaa,aeneHwe 0.

192.168.¢ 7

Hazan Cozpaiite v 3arpysure OTmeHuTs

PucyHok 12.6 — Co3gaHune n nMnopTt JOBEPEHHOro cepTudukaTa
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YCTaHOBUTbL CYLLECTBYIOLWMUA CepTUUKAT — CIIY>XUT OS19 MMNopTa rotoBoro
cepTudukaTa BbinyweHHoro nobbiM cnocobom 6e3 nomoLLm BugeoperucTpaTopa.

Lar 1: BeibepuTte pexxum ycTaHOBKM. X

Coznatk ceptudmkar

Lar 2: Beilbepute cepTudUKaT U 3aKpPbIThINA KAKOU. X
MoAaua 2aABKKM Ha NOYUYeHWe CepTUUKaTa LeHTpa CcepTUdUKaLMn 1
MMMOPT (pexomeHayeTcs)

“MyTb K CEPTUDUK... O6zop

“ 3aKpLITsIA KAHY O6zop

(®) YctaHoBMTE CyLLECTBYIOWWIA cepTudUKaT

Maponb OT 3aKPLITO...

OTMEeHWUTL Hazan WmMnoptupyiite u ycraHoBuTe OtmenuTb

PucyHok 12.7 — IMnopT CTOpOHHEero ceptudukaTa

12.3.2 MNyHKT «[JoBepeHHble cepTucunkatbl CA»

Mepenagnte «IMaBHoe MeHO — LleHTp 6e3onacHocTn — CepTtudukat CA —
HoBepeHHble cepTudukatel CA» [na mMMmnopta [AOBEPEHHOro cepTudukaTa

Ha ycTponcTBo. [lanee ceptudukaT dyaet ncnonb3oBaH npu Hactponke 802.1x.

B o LI D /|:|\ LleHTp 6ezomacHocTyn @ Ccx

[lon. cepsuchbl
CepTudukart ycrpoiictsa [JloBepeHHbie cepTndmkatol CA

Telnet

Ceptudukar CA | [loBepeHHbIli ceptudukat CA ucnosbyetca Ans MPOBEPKW NPaBOBOTO CTaTyca XocTa. Hanpumep, ceptudukat CA JokeH ObiTb yCTaHOBAEH ANA NPOBEPKM N

oAnnHHocTK 802.1X.

CeTeBolf 3kpaH

M3oampoBaHvie nopTos Ycr. posepeH. ceptudukata BoiiauTe B pexum peaakTupoBaHusa

BesonacHas ayTeHTnoMKauma Nm Homep Cpok Wcnonbsyet Cratyc Ckauat  Yaanut
N2 h Monb3oBatenb Bblaan
A ceptudukata AevicTBuA <} cepTuduKara b b

2050-07-08 General Device TS~ General Device Root
09:34:14 CA CA

1 361685e2c06a4df6 O6bIUHbIA L [}

2059-05-23 General Device Root General Device Root .
2 625c21€64320135a O6bIUHbIN |t; m
06:18:27 CA CA

PucyHok 12.8 — YcTaHoBKa [OBEpPEHHOro ceptudumkarta
12.4 NMopaPA3OEN «CETEBON 3KPAH»

12.4.1 NyHKT «IP ounbTp»

[ob6aebTe IP-agpec, MAC-agpec uwnn guanasoH |IP B BblGpaHHbIN CANCOK

Ans GNOKMPOBKM UNW ANS pa3peLleHns AOCTyna K YCTPOWCTBY MO CETU.
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B D LI D /l:.\ LlenTp 6ezonacHocTn [, I
[llon. cepsucbl
IP ¢punbTp 3awura ot atak DoS
Telnet
Ceptndukar CA Bratountb

CeTeBoii 3kpaH | ® Benbiii cnncok Y€pHbIiA cnncok

V30/1poBaHme NopToB

Pa3pewnTb xocTy ¢ IP uam MAC-aapecoMm 13 Cieflytolero Cincka AoCTyn K ykasaHHOMY MOPTy TEKYLLEro YCTpOiicTBa Yepe3 CeTeBOe NOAKAIOUEHMe

Ne

BesonacHas ayteHTUdUKaumMa

MpymennT

IP/MAC xocta Mopt Ynpasnexune
b

HeT AaHHbIX

PucyHok 12.9 — ®dunbTtpaums no IP
1. Bknounte yHKumMo n Bblibepute cnucok pgoctyna (PucyHok 12.10).
[na gaHHOro yCTponcTBa AOCTYMNHbI Cneayowmne BapuaHThbl:

— benbIn cnncok — ceTeBon OOCTYN pa3peLLEH;

— YeépHbIN CNNCOK — ceTeBOW AOCTYN 3arpeLLeH.

B D L D /I_l‘\ LlenTp 6ezonacHoctn

[on. cepeucel

IP punetp 3awwuTa ot atak DoS
Telnet
CepTudmkar CA Bnouuts () @
CeTesoM 3kpaH @ (® Benelid cnucok HépHbIA cnmcok

MzonvpoeaHue noptos

Pazpewwmts xocty ¢ IP man MAC-aapecom uz

o=

Ne MpumeHUTb

besonacHan ayTeHTMdMKaLMA

PucyHok 12.10 — Jo6aBuTb
2. Haxxmute kHonky «[ob6aBuTb», BbIOEpUTE K3 BbiNagatoLero crucka

cnocob gobaeneHnsa (PucyHok 12.10). JocTtynHo:
— [o6aeneHne npu BBegeHun |P-agpeca ycTtponcTtea. [JOMNONHUTENBHO

BBOANTCA AMaANa3oH AOCTYMHbIX CEeTEBbIX NMOPTOB A4 BBEOEHHOrO IP-ap,peca;
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[obasuTs X
Tun P
AobasuTte
IP-anpec
Bce noprel ycr... Tun P
HauaneHsif n.. 1-65535) IP-anpec
KoHeuHsIiA nopt 1-65535) Bce noprb! yer ()

PucyHok 12.11 — [Jo6aeuTb IP-agpec
— [lobaBneHne gnanasoHa IP-agpecoB B cnncok. [JononHUTENbLHO BBOAUTCS

AnanasoH AO0CTYMHbIX CETEBLIX MOPTOB ANsi BBEAEHHOrO Anana3oHa IP-agpecos;

[obaents X

Tun IP-cermeHT Jobaente X

HauansHeik a...

Tun IP-cerment
KoHeuslit ag...

HauaneHelii a...
Bce noprsl ycT...

HauabHeli ... 1-65535) KeHeuHblit aa...
Koreusiii nopr 1-65535) Bce noprel ycT... ()
OTMEHUT m OTmeHuTs ﬂ

PucyHok 12.12 — [lo6aBuTb gnanasoH IP
— [o6aeneHne npu BBegeHnn MAC-agpeca,;

No6asuTte X
Tun MAC-aapec
MAC-aapec

OTMEHWTB m

PucyHok 12.13 — [Jo6asute MAC-agpec
— [NobasneHne gna Bcex |IP-agpecoB amnanasoHa MOPTOB C HavanbHOro

nopTta Ao KOHEe4YHOro.

LNobasuts X

Tun Bce IP-agpeca

HayansHbid n... (1-65535)

KoHeuHblid nopt (1-65535)
OTMeHUTS ﬂ

PucyHok 12.14 — [lo6aBuTb BCe IP-agpeca
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12.4.2 MNMyHKT «3awmTa ot atak DoS»
Boibepute «SYN atakm (3awuta oT atak ¢ nepenosiHeHnem SYN)»
nnm «ICMP atakn (3awmrta oT aTtak ¢ nepenonHeHunem ICMP)» gna 3awmrhbl

ycTponctea oT DoS-artak.

ECAM 3/10yMBILLAHHUK OTNPABHT Ouers BoMbLLOE KonuuecTso nakeTos ICMP Ha yCTPOCTBO, T0 MOXXET MpHBECTH K CEOK0 M3-3a Meperpy3KM BLIMMCIMTENbHBIX Pecypcos. B cryuae ataki ¢
nepenonenvem ICMP ycrpoiicreo 6yaer 5 nyTem o ¥ ICMP.

OBHOBMTL
PucyHok 12.15 — BkntodeHue 3awutbl oT DoS-aTak

12.5 MoaPA3OEN «A30NTMPOBAHUE NOPTOB»

N3onsuma noptoB obecneuvBaeT pasgeneHve Tpaduka Ha KaHanbHOM

ypoBHe (YpOBHE 2).
/l;,\ LlenTp 6e3onacHocTn @G

[llon. cepsucebl
‘ [Lobaeutb ‘ Ypanuto

Telnet

N rpynnb! W3onmpoBaHHbIii nopt Ynpasnenve
Ceptndukar CA

CeTeBoli 3kpaH
Vz0/1mpoBaHme NopTos |

Be3onacHaa ayTeHTUOMKaLmna
HeT AaHHbIX

PucyHok 12.16 — VsonnpoBaHne nopTtoB
UTobbl n3onunpoBatb L2-gaHHble mexay noptamu, HyXXHO 0obGaBuTb MOpThI
B rpynny mnsonsauuu. [ns aTtoro:
1. HaxxmuTe kHonky «1obaBntb».
2. [lanee B nNosiBMBLLEMCHA OKHE YyCTaHOBUTe rpynny (4OCTYNHO 4 rpynnbl)
N yCTaHOBUTE NOPThbI, KOTOpble OyayT BXOAUTb B 3Ty rpynmny.
3. Nocne coxpaHeHus1 kagpbl KaHanNbHOro YpoBHA He ByayT nepegaBaTbCs

Mexay nopTammn 3ToR rpynmbl.
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[06aBuTb M30MpOBaHHYtO rpynny

N rpynnbl

W301mpoBaHHbIif...

PucyHok 12.17 — [lobasneHue rpynnbl

12.6 NMogPA3OEN « BE3OMNACHAA AYTEHTUDUKALIUA»
12.6.1 MyHKT «KAnropmnt™Mm NnpoBepKMN NOANTMHHOCTU»

Bbibop anroputma gangxecrta ans aytTeHTugukaumm.

B D LI D /|;|\ LleHTp 6e30nacHocTi

[lon. cepsuchbl
ANropvTM NPOBEPKK NOANMHHOCTH
Telnet

CepTugukar CA MeToz wndposaHus nonszosarens MD5 || SHA256
CeTeBOll 3KpaH

M3oampoeaHue NopTos

BesonacHas ayteHTudUKaumna |

PucyHok 12.18 — Anroputm npoBepKn NoafIMHHOCTU
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13 PA3OEN NMABHOIMO MEHIO «HACTPOUKN QOS»

QoS (Quality of Service/KayectBo o6CcnyxmBaHus) — 370 0OLlee Ha3BaHue
TEXHOMNOMMN NpuopuTM3aumMn Tpadumka gna ynyyleHns KayectBa TeX MM WHbIX
yCnyr B YCroBUSAX BbICOKOW HarpyXeHHocTu ceTu. [Npu pabote gaHHOM pyHKLUK
NCNOSb3yeTcs anropuTM M3MEeHeHUs nopsaka pacrnonoXeHUs KagpoB B o4epeasax
(NnprnopuTnzaums).

[MpropuTM3aums NPOUCXOOUT C MOMOLLLIO pa3feneHns Tpaduka Ha Knacchbl
N NpefoCTaBfieHMst  KnaccaMm  pasfn4yHbiX MPUOPUTETOB B ODCYXMBaHWUM,
C NOMOLLbIO 3TOro obecneynBaeTcsl CBOEBPEMEHHAA OOCTaBKa YyBCTBUTENBHOMO
K BpEMEHHbIM 3aepXXkam Tpaduka.

T.e. Tpacuk ¢ Bonbwum npuoputeTom, Hanpumep, RTSP notok, 6yaet
nepefaBaTtbCs B MNEpBYHD ovepedb C MWHUMArbHbIMU 3agepxkamu. Tpaduk
C HU3KMM MNpUOPUTETOM, Hanpumep, coaepxmmoe BebO-nHTepdenca, Oyoer
NOMELEH Bo4vepedb C 6onee HU3KUM NPUOPUTETOM, [Ae AonyckakTcs

BPEMEHHbIE 3a4ePXXKN U MOTyT BbITb NP HEOOXOANMOCTN OTOPOLLEHDI.

13.1 NMopgpPA30OEN «[MTPUOPUTET NOPTOB»

Krnacc npuopuTeTHOCTM  BbICTaBTaBnsieTCA B 3arofloBke  MakeTa.
Ans knaccudumkaumm Tpaduka UCnonb3ylTCA CTaHOapTHbIE MOSiA B 3arofoBKax.
YCTPOUCTBO aHanuaupyetT U pacnpefensdetr naket B odepedb B COOTBETCTBUU

C NPUCBOEHHLIM LMPPOBLIM NPUOPUTETOM.

Pexxum nposepus «802.1p»

Onsa obecneyeHna QoS Ha L2 ypoBHe KOMMyTaTOp noagepXueaet
IEEE 802.1p. Cneuundmkaums |IEEE 802.1p nossondeT 3agatb OO0 8 ypoBHeu
npuoputeTos (oT 0 go 7), onpegenatowmx cnocob obpaboTkm kagpa. NpuoputeT
ycTaHasnmBaeTca B none CoS (Class of Service), none coctout n3 3 out B Tere
802.1Q Ethernet-kagpa.
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CtpykTypa Ethernet kagpa. Ter 802.1p BHyTpu Tera 802.1Q:
KoHTpornbHas
Anpec Anpec 002/1Q Ter flnvtal [laHHble nocneonongen:HOCTb
HasHadyeHns | UCToYHUKa (TPID | TCI Twvin xanpa
6 bant 6 6aunt 4 6anTta 2 banta | 46 — 1500 Gant 4 banta
TPID — NHpopmauna o6 ynpasneHnn metkamm (TCI)
naeHtudukartop tera. | Priority — ypoBeHb | CFl — uHgukaTop VID — ngeHtndgukaTtop
Mo ymonyaHuio npuoputeta 802.1p | KaHOHW4YECKOrO VLAN, 3HayeHus ot 0 go
0x8100. (otO0pmo7) dopmara. 4095
16 6ut 3 buta 1 6ut 12 6ut
Tabnuuya 13.1 — Bocemb knaccos npuoputeTta Tpaduka (ctangapt IEEE 802.1p)
YpoBeHb YpoBeHb
Knacc npggg qTeTa npggg qTeTa YpoBeHb 06CnyXuBaHus.
npuopurteTta 1P 1P Twun Tpadumka
(aecaTnyHasn | (ABounYHanA
cucrema) cucrema)
Best Effort. KauectBo nepepaum
0 000 He rapaHTUpoBaHo, HO
nogaepxmnBaeTca Ha nydwem
YPOBHE 13 BO3MOXHOrO.
1 001 Background. ®oHoBbIN Tpaguk.
Ouepenb ¢ 5 010 Standard (spare). CTaHOapTHbIN
HU3KUM TpaduK.
nprMopuTeETOM Excellent Effort (business
critical). MNpuopuTeTHbI Tpaduk.
3 011 He KpuTuuHble K 3agepxke,
HO KPUTUYHbIE K noTepsm
OaHHble. MeHee npuopuTeTHble,
YeM KOHTpONuUpyeMmbin Tpauk.
Controlled Load  (streaming
multimedia). KoHTponunpyembli
4 100 Tpapuk. KpUTUYHBIN K noTepsam,
HO He KPUTUYHLIN K 3adepKKe.
MynbTumMeguimnHble NOTOKMW.
Ouepenb C Video. BugeonoTtokun. KputmnyHou
BbICOKUM 5 101 ABMSETCA  3afepXKa  CBblwe
NPUOPUTETOM 100 mc.
Voice. [onocoBon  Tpaduk.
6 110 KputnyHon aBnsietca 3agepxka
cebiwe 10 mc.
7 111 Network Control Reserved traffic.
[aHHble ynpaBneHnsa ceTblo.
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Pexunm nosepusa «DSCP»

107

Ons obecnevyeHnsa QoS Ha L3 ypoBHe komMyTaTtop nogaepxuBaeT BuA

npuopuTnU3aunmn, NpuM KOTOpomM B 3aronoBok IP gobaesngaetca cneuuanbHbii 6anT

ToS — Type of Service.

10T Oant MoXeT ObiTb 3anonHeH nubo 3HavYeHuem

npuopuTeTa

IP Precedence, nubo 3HayeHnem DSCP (Differentiated Services Code Point) .

Onsa obecneyeHns QoS npuoputeT ycTtaHaBnusaetca B rnone DSCP

(Differentiated Services Code Point), none 3aHnmaet 6 6ut B IP nakete n nmeet

npuoputeTHocTb 0 0O 63.

| Baronosok L2 | 802.1Q |

ToS | 3aronosok L3 | [aHHble |

<.

RS
~.
~.
S
~

VLAN ID

7

802.1p CFI
(36uta) | (16ur) | (12 6uT) N B N B
Mpuoputet Delay/Cost/
IP-agpecos (5 6ur)
(3 6uta)
TDSCP T U ]
Tabnuua 13.2 — Npueaska no ymonyaHnio DSCP k CoS (npunoputetam 802.1p)
BHyTpeHHMN 0 1 > 3 4 5 6 v
npuopuTeT
DSCP 0-7 |8-15 |16 —-23 |24 -31|32—-39|40—-47 48 — 55|56 — 63
CoS 0 1 2 3 4 5 6 7

13.1.1 HacTpouka

B 3aBucMmocCTM OT 3agayn yCTaHOBWUTE M3 BbiMagarollero crnvcka «Pexum
AOBEPUSI» U NPUOPUTET Ha NOPTY:

Pexum poBepue BkrnoyaeT YeTblpe BapuwaHTa: Untrust (He poBepsTb),
802.1P, DSCP n DSCP & 802.1P.

Bbibop pexunma onpeaensieT, kakme MeTKn npuopuTteTa byayT yuntbiBaTbCA
BXogdawmnmMn noptamm (Tonibko 802.1p, Tonsko DSCP, o6a unn Hu ogHoro).

- Mo ymonuanuo npmnoputet 802.1p n npmnoputetr DSCP ans ronocosom

VLAN paBHbl 6 1 46 COOTBETCTBEHHO.

Haxmunte OK ons coxpaHeHust HacTPOEK.
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BOLID 3 CereBble HacTpoiikn Ynpasnenve PoE LleHTp 6e30nacHocTn Hacrpoiikn QoS

| Pexim nosep... ‘

Untrust

021p Mpropwrer

DSCP
Leiinep Tpaduka DSCP & 802.1P

PucyHok 13.1 — Hactponka npnoputeTHocTu

13.2 NogpPA3OEN «KNACCUDUKALIUA MOPTOB»

[na KoppekTHOro pacnpefeneHus Tpaduka no odyepensm n obecneyvyeHus
kayectBa obcnyxmBaHna (QoS) HacTpamBaeTcsi COMOCTaBfeHWe MEeTOK
npuoputeTa, cogepxawmxca B naketax (DSCP B 3aronoske IPv4 unn 802.1p
B 802.1Q VLAN-kagpe), ¢ nokanbHbIMX NpUopUTETaMM KOMMYyTaTOpa UMK LWS03a.
OTO nMO3BOMSIET YCTPOWMCTBY MpaBUSIbHO pasMellaTb nNakeTbl B ouvepensx

N NMPUMEHATb COOTBETCTBYOLLNE MOJTUTUKU 06pa6OTKVI.

Mpriopwet nopros |

| DSCP > JlokansHsiii npyopyTet

Mpuoputer 802.1p > flokaneHsiii npvopwTer

PucyHok 13.2 — Knaccudgmkauusa noptos
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13.3 NogprPA3OEN «MNAHUPOBLUMK OMEPEOU»

HacTpounkn n npocmoTp nHopmaummn o0 Bece naketa B odepeau.

Qo Q Q2 Q3 Q4 Qs Q6 Q7
Knaccudukalws nop Wntepdeiic AnropuTi ouepens Ynp
B B B B B B B B
n POBLLA PeAl
1 P “
We’inep Tpaguka
« 2 P “
(OHTPOL WTOPM
sp “
4 P “
5 P ©“
6 P “
7 P “
8 sp ©

PucyHok 13.3 — NnaHnpoBLwuk ovepeau

Boibepute nopT M Haxmute kHorky & B cronbue «YnpaBneHue».

[MosiBnBLLENCA OKHO HACTPOEK NO3BOSIHAET:

PepaxktuposaTte ovepeab nopta X

WHTepdeiic 1

Anroputi ouepean WRR

* Q0 ot obwero seca 1 0-127)

* Q1 ot obwero seca 1 0-127)

* Q2 ot obwero seca 1 0-127)

* Q3 ot obuwiero seca 1 (0-127)

* Q4 ot obulero seca 1 (0-127)
PepaktnpoeaTs ouepeab NopTa X

* Q5 ot obulero seca 1 (0-127)
AHTepdelic 1 * Q6 oT obwero seca 1 (0-127)
Anroputm ouepean SP ‘g * Q7 ot obwero seca 1 (0-127)

OTMeHNTb m OTMeHUT: m

PucyHok 13.4 — Hactponka oyepeam nopTta
1. BoibupaTb anropntm paboTbl.

Bnaropapsa BbiOpaHHOMY anroputmy OyaeTt onpefensatbcs  NopsaoK
nepegadn MNakeToB 4yepe3 BbIXOOAHOWM WHTepdenc Ha OCHoBe WX NPUOPUTETOB.

[ns gaHHOW Moaenu OoCTyrneH BbIOOp U3 ABYX MEXaHU3MOB:
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— Priority queuing (PQ - cTpornin npuoputeT o4vepean) — nNakeThbl
pacnpeensoTca B COOTBETCTBMM C YCTAHOBMEHHbIM npuoputetoM. CHavana
OTNPaBnAKTCA MNakeTbl C HaMBbICLUMM MPUOPUTETOM B O4epenun, 3aTem
CO criefyloLen odepeam N Tak 4o odepean ¢ HAaMEHbLUNM MPUOPUTETOM;

— Weighted Round Robin (WRR - B3BelleHHas cripaBegnuBas oyepenb) —
Mpn nnaHuposaHmm no WRR ycTponctBo obecnyxmnBaeTr ovepeaum B ONPOCHOM
nopsgKke Ha OCHOBe Beca Kaxaown ovepeau. [ocne ogHoro payHaa ninaHupoBaHuUs
Beca Bcex odepenen ymeHbluiatoTca Ha 1. Oyepenb, Yen BeCc ymeHbLumncs ao 0,
He MOXeT BbITb 3annaHMpoBaHa.

L1 B pexume WRR BecoBoe COOTHOLLEHME MPUOPUTETHON ovYepeamn paBHO
Queue0:Queue1:Queue2:Queue3d=1:2:4:8.

2. HactpouTb CKOpOCTb W BeC Bxogdwero Tpaduka Ona 8 ypOBHEWN

npunoputetos (oT QO go Q7).
13.4 NMopgPA30OEN «LLIEUNEP TPA®UKAY»

HacTponkn n npocMoTp MHdopMaLmMmn 0 CKOPOCTU nepeaadmn Tpaduka.

Haxmute KHOTKY «,D,OGGBVITb» " B NodBuMBLLUEMCA OKHE 3aroJIHUTE MoA.

PucyHok 13.5 — LWennep Tpadumka
13.5 NMoaPA3OEN « KOHTPOIb LUTOPMA»

HacTpoiTe 3alwuTy OT CETeBOro LITOpMa. YCTPOWUCTBO MOAAEPXKMBAET TpU

naketa, KOTOpble MOryT HeCTU Yrposy: OOHOaOpPEeCHbIN, MHOroagpecHbIN
N LUMPOKOBeELLLaTENbHbIN.

BbibepuTe nakeT n BKNOYUTE 3aliuTy OT CETEBOro Wwropma. B none BBoaa,
ctonbey «CkopoCTby», BBeOuTe MPOMNYCKHYH CKOPOCTb naketoB. Hanpumep,
Bblbepute «OgHOaapeCHbIN» YyCTaHOBUTE (hnaxok «BkniounTtb» n BBegute 1024 ¢
B none «CKOpOCTb». OTO O3HAYaeT, YTO MOPT MOXET NPUHUMATbL OQHOAaAPECHbIE

nakeTbl Ha ckopocTtu Ao 1024 K6é/c.
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BD D & Hacrpoiiku QoS @ G

TMpriopuTeT nopTos
Ha rnaBHOM MopTy rpynnbi arperauyum 4omxeH 6biTb BkAtoUeH "KOHTPo/ib WTopMa'. B NpOTMBHOM C/lyuae KOHTPO/Ib LMPOKOBEILATe/IbHOTO WTopMa He 6y

Knaccudukauma noptos eT paborartb.
MAaHUPOBLVK Ouepean NlobasuTo
LWeiinep Tpaduka Mopt Tun CkopocTtb E} s yng

KoHTposib WTopmMa |

PucyHok 13.6 — LUTopmoBou orpaHnyuTens

[llobaBbTe cucTeMy yrpaB/ieHNA LWITOPMaMin

Mopt 2
*Tun OpaHoagpecHas nepeaaya
* CkopoCTb 1024 v (16-100000)
* EAMHULE U3... kbps

OTtmeHnTb m

PucyHok 13.7 — [lobaBneHne n HacTponka
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14 PA3OEJ1 TMABHOIO MEHIO «802.1X»
IEEE 802.1x — 970 cTaHOapT ayTeHTUdMKaumMm yCTPOUCTB, NOAKITHOYEHHbIX
K KOMMyTaTopy. QTO TUMN MNPOTOKOMa yrnpaBneHns AOCTYNOM K CETU Ha OCHOBE
nopTa, NO3TOMY AnA paboTbl 3TOr0 NPOTOKOSIa Ha MOPTY KOMMYyTaTtopa AOSHKHa
OblTb  CKOHourypupoBaHa  OYHKUMS — ayTeHTudukaumn. YTo  KacaeTtcs
MNONb30BAaTENIbCKOrO YCTPOWCTBA, KOTOPOE MNOAKMYaeTCcss K HACTPOEHHOMY
Ha asTopm3aumio no 802.1X nopTy, OHO [OOSMKHO noafepXuBaTb AaHHbIN

NPOTOKON ayTeHTUMKaL K.

14.1 NopPA3REN « HACTPOMKA 802.1X (NSA)»

OTO MEHI0 NO3BOSISIET YNPaBNATb COCTOAHNEM ayTeHTMdMKaLmm nopTa.

[MopoepxuBaeTcs Tpu criedyroLmMx aBTOPU30BaHHbIX COCTOAHUSA:

— ABTO — 0O3HayaeT, 4TO Ha4vanbHOe COCTOsHWEe TropTa dABnsAeTcs
HeaBTOPU3OBaHHbLIM. OTO He MO3BOSIIET MONYyYUTb AOCTYN B ceTb; [NopT Oyget
NepeknioyeH B aBTOPU3OBAHHOE COCTOSIHWE, €CNU KIUEHT NPOWAET NpPOBEpPKY
NoaMHHOCTU. [locne aToro cmoxeT 0bMeHNBaTbCA JaHHLIMU B CETHU;

— [pyHyguTENBHO aBTOPU3OBaH — 9TO O3HayaeT, 4TO MopT Bcerja
HaxoguTCA B  aBTOPU3OBAHHOM  COCTOSIHMM, 4YTO  MO3BOMHAET  KIIUEHTY,
NOOKMIOYEHHOMY B COOTBETCTBYHOLUMA MOPT, MNOMAyYUTb [OOCTYyN K CeTu
6e3 npoxoxaeHnsa npouecca ayTeHTuduKaumm;

— [NpnHYanTENBLHO HE aBTOPM30BaH — O3HAYaeT, YTO NOPT BCerga HaxoauTcs
B HEaBTOPU3OBAHHOM COCTOSIHMMU. YCTPOUCTBO He OyaeT npefocTaBnAaTb Cyxoy
NpoBepPKM NOANMHHOCTU AS1F KNMeHTa 1, COOTBETCTBEHHO, AOCTYI K CETMW.

[Mpumep KoHUrypayum:

Cxema ceTu:

Moacetb knueHTa — 192.168.1.1/24, IP-agpec cepBepa ayTeHTUdUKaLMn
B aTon cetn — 192.168.1.100.

TpebyeTca ayTeHTUUKaALMA cepBEPOM ayTeHTUdUKaumm npu odpalleHun
KO BCEM nopTam YCTPOMUCTBA.

HacTtpowka:
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3. MNMepekntounte Bce MOPTbl B COCTOSIHME ayTEHTU(UKaAUUMM Ha OCHOBE
802.1x Kak nokasaHo Ha puUcyHke Hmxe (PucyHok 14.1).
4. HactpouTte agpec cepsepa ayTeHTUdUKALMN, KaK NOKa3aHO Ha PUCYHKe

(cMm. PucyHok 14.2).
&

Hacrpoiika 802.1X

RADIUS-cepsep

Mpwya. He agTopuzosar

MpyHya. asTopuzosat

PucyHok 14.1 — Hactponkun NSA

14.2 NopPA3QEN «RADIUS-CEPBEP»
RADIUS (Remote Authentication Dial-In User Service) —

pacnpoCTPaHEHHbLIM  NpoTokon Aans  peanusaumm  AAA:  ayTeHTudumkaumu,
aBTopm3aumm n y4éta (Authentication, Authorization and Accounting).

OTO MNpPOTOKON B3auMMOAEWNCTBUS C pacnpedenéHHOn KneHT-CepBEpPHOM
apXUTEKTYpPOU, MNpefHas3HadYeHHbIn ONnA 3awuTbl CeTM OT HeaBTOPU3OBAHHOIO
AocTyrna u NpuMeHeHna B cpefax C yaanéHHbIM AOCTYNoOM W MOBbILEHHbIMU
TpeboBaHnaMM K 6€30MacHOCTMW.

MpoTokon onpeaensieT popmat RADIUS-nakeTtoB U MexaHuU3m nepenayu
coobLleHn; B KayecTBe TpPaHCMOPTHOro npoTokona wucnonb3yetca UDP.
[MepBoHayanbHO RADIUS cosgaBanca gna  paspeweHus poctyna  dial-up
nosib3oBartesien, HO No Mepe pasBUTUA TEXHOSIOMMA CTan NPUMEHATbCA U Ongd
apyrux Tunos goctyna, Hanpumep, Ethernet m ADSL. RADIUS obecneynBaeT
npouenypy ayTeHTuduMKauum wn aBTopu3aunm nNpu MOAKIIIOYEHUM K CcepBepy

N BEOET YYET NCNOMb30BaHUS CeTeBbIX pecypcoB (accounting).
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BOLID A 8021x N
HacTtpoiika 802.1X
* Bpemsa noeTopHoii ayT... 3 (1-4)
RADIUS-cepBep |
Nobasutb
Mopt Aapec cepsepa CeKpeTHbIii ko4 Ynpasnexve
1812 192.168.1.2 WinRadius o
E
O6HOBMTL

PucyHok 14.2 — Hactponkun Radius

192 168 1 2

* Afpec cepse...

= [opT 1812 (1-65535)

CeKpeTHbIi K/l.. eeeeeeeeeccecsccscee

OTMeHUTL m

PucyHok 14.3 — [lobasneHne
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15 CBPOC HA 3ABOCKUE HACTPOWUKN

15.1 CBPOC YEPE3 BEG-MHTEP®EUC

1. Mepengnte «IMaBHoe wmMeHw — O6cnyxuBaHMe CUCTEMbI —

Ob6cnyxusaHue».

@ [n7 ecex napameTpos ByayT NpyMeHeHbI 3aBOACKVE HACTPOMKY MO yMONUaHNIO

Bepcns crctemsl 1.001.100F000.0.R

Basogan sepcva cucte... V24

Avarvocika Mepe3arpyaa ycTpojic. O Mepesarpyzka

PucyHok 15.1 — Cbpoc Ha 3aBOACKME HACTPOMKU
2. HaxxmuTe KHOMKY «3aBOACKME HACTPOUKNY.

3aB0ACKME HACTPOMKM  3aBoackue HacTpoiiku

© 17 Bcex napameTpos ByayT NPUMeHeHs! 3aBOACKME HACTPOKKM MO YMONYaHMIO

PucyHok 15.2 — Cbpoc Ha 3aBOACKME HACTPOMKU
3. [lanee B nosiBMBLLUEMCS OKHe BBeAUTE Naposb YCTPOMUCTBA.

4. Haxxmute «OK»x.

3aBoACKME HaCTPOMKKN

/1A BCex MapaMeTpoB byAyT NPUMEHeHbI 3aBOACKUE HAacTpOlKU. BBeauTe nap
0/b AN1A NOATBEPXAEHWA.

MNapanb

OTMeHWTb m

PucyHok 15.3 — Beog napong
[Mpon3onaeT nepesarpyska ycTpouctBa. Bce paHee ycCTaHOBIIEHHbIE

HacTponku 6yayT cOpoLleHbl U BOCCTAHOBIEHbI 3aBOACKME HACTPOWNKM.
[Mocne nepesarpy3ku ycTpoucTBO 6ydeT [OOCTYMHO CO Crefyowmmu

ceTeBbIMM NapameTpamu:

IP-appec 192.168.1.110

Macka nogcetn | 255.255.255.0
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15.2 CBPOC HA 3ABOACKUE HACTPOWUKM C MOMOLLIbIO KHOMKWU
«RESET»
COpoc g0 3aBOACKMX HACTPOEK BO3MOXEH MpM MOMOLUM KHOMKKM cbpoca
«RESET» Ha nepegHen naHenn. [HaHHbiM  cnocob  ucnonb3yetcsa

Npn HEBO3MOXXHOCTWN cOpoca Yepes Beb-UHTepdEeNC yCTPOMNCTBA.

RESET

PWR @
s @0 7
6 @® 5

PucyHok 15.2 — C6poc Ha 3aBOACKME HACTPOMKU
B cnyyae HEBO3MOXHOCTN BOCCTAHOBNEHNA Naponsa agMMHUcTpaTopa:

1. MoaKnYnTE NCTOYHMK NUTAHUSA N OOXOUTECH 3arpy3ku yCTPOUCTBA.

2. Haxxmute kHonky «RESET» n yoepxmnBante e€ B TeyeHne 5 — 10 cekyHf,
[0 nepesarpysku.

3. Otnyctute kHonky «RESET».

4. KommyTtatop npubnuantenbHo 4Yepe3 180 cekyHO — 3arpyauTcs,

N HACTPOWMKN BEPHYTCA K 3aBOACKMM (MOSHbIN COPOC BCEX HACTPOEK).
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16 PABOTA C YTUITUTOWN «BOLID VIDEOSCAN»

B cnyyae oOTCyTCTBMA BO3MOXHOCTM [LOCTyna K MW3Oenuio 4Yepes
BeG-uHTEphenc, a Takke, ecnum Tekywmn |IP-agpec ycTpomcTBa HEU3BECTEH,
MOXHO Bocnosib3doBatbca ytunuton BOLID VideoScan. AkTyanbHyt0 Bepcuto
nporpaMmMmbl MOXHO cKayaTb Ha caute bolid.ru B pasgene: [lpogykuns —
BuoeoHabniogeHne — [lNporpammHoe obecneveHne gna suaeoHabnwogeHna —
MO «BOLID VideoScany.

Mporpamma ytunutbl «BOLID VideoScan» ncnonesyetcs ans obHapyxeHns
Tekywero IP-agpeca nsgenus B cetu, ans nameHenus IP-agpeca, ynpasneHus

0a30BbIMM HAcTpoMKaMu, a Takke anst OOHOBMEHUSI NPOrpaMMHOro obecnevyeHus.

CIMPABKA:
Mpn pabote c¢ ytmnuton BOLID VideoScan wmcnonb3syetcs
no ymMonyaHW UMA nonb3oBaTenda admin, naponb — admin,
nopt 37777.

BoinonHue 3anyck ytunntel «BOLID VideoScan», B OTKpbIBLUEMCS OKHE
BU3yanbHOro mHtepdenca nyHkra meHw «CeTb» mameHute |IP-agpec vsgenus

N 4TOObl 3aBEPLUNTb U3MEHEHME HaXMuTe KHoMKy «CoxpaHuTby». Ha pucyHke

(PucyHok 16.1) npeactaBneHbl 6a3oBble NnapamMmeTpbl ANS U3SMEHEHUS.

) ( ommena )

=3
w .

@ |Qw 6. |12 — e oe
@ P

&=

PucyHok 16.1 — Pa6ota ¢ BOLID Vi

Tpc D2

deoScan
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17 TEXHUHECKOE OBCITYXUBAHUE U NMPOBEPKA
PABOTOCINOCOBHOCTHU

TexHndeckoe o6cnyxuBaHMe KOMMyTatopa [JOSPKHO  MPOU3BOLAUTHLCS
nmuamy, UMeLWMMU  KBanuUUKALMOHHYKO Tpynny no anekTtpobes3onacHoCTU
He HMWXKe BTopon. ExerogHble U exemecsayHble paboTbl MO TEXHUYECKOMY
obcnyXnBaHuo NPOBOAATCS COrMacHO MPUHATBLIX N OENCTBYIOLLMX B OpraHn3auunm
nonb3oBaTenst  pernameHToB UM HOpM  (NpyM  OTCYTCTBMM B OpraHmsauum
nonb3oBaTens OEWCTBYIOWMX PEernameHToB W HOPM Anst paboT TEXHUYECKOro
obcnyxmnBaHusi, HeobxoaAMMO npuBredb HeobxoauMble ANS 3TOro opraHn3aumio
N CNeuManucToB, UMEKLWKMX NpaBo, KBanuduKauumio W ycrioBua Anst 3TOro),
M B TOM YUCNE MOryT BKIOYaTh:

— [MpoBepky  paboTocnocobHOCTU  mM3genusi, COrnacHo  PyKOBOACTBY
No 9KcnnyaTauuu;

— [poBepKy LENOCTHOCTU KOpryca, LenoCTHOCTb wu3onauuu kKabens,
HaOEXHOCTU KPenneHUn, KOHTaKTHbIX COeaUHEHUN;

— OuncTKy Koprnyca OT Nbifn U rpa3u;

— TecTupoBaHue KabernbHbIX IMHUIN CBA3WN U 3NEKTPONUTAHNS;

— O4YNCTKY N aHTUKOPPO3UIHYIO 06paboTKy 3MEKTPOKOHTAKTOB KaberlbHOoro
NOOKMIOYEHMS.

TexHudeckoe  obcnyxmBaHue  OOMMKHO  UCKMAYaTb  BO3MOXHOCTb
obpa3oBaHMA KOHOEHcaTa Ha KOHTaKTax MO 3aBeplieHnio u B xoge pabot

TEXHNYECKOIro O6CJ'Iy>KI/I BaHUA.
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18 BO3MOXHbIE HEUCINMPABHOCTU U CNOCOBbI X
YCTPAHEHUA

ClPABKA:

Mpn  3aTpyaHeHusaXx, BO3HMKAKOWNX BO  BPEMA  HACTPOWKU
W aKcnnyatauum wusgenusi, obpatmtecb B Criyxby TexHu4eckom
nogaepxkn BOLID:

Ten.: (495) 775-71-55;

E-mail: support@bolid.ru.

[MepeyeHb HeucnpaBHOCTEM M CNOCOObI WX YCTpaHEHWA npeacTaBrieHbl
B Tabnuue Hmxe (Tabnuua 18.1).

Tabnuua 18.1 — lNepeyeHb BO3MOXHbIX HEUCTPABHOCTEN

Cnocobbl n
BHewHee nposiBneHne | Bo3MOXHble NPUYNHLI nocrnepoBaTesibHOCTb
HEeUCnpaBHOCTU HeUcrnpaBHOCTU onpeageneHus
HEeUCnpaBHOCTU

[MpoBepbTe Kabenb NUTaHMS

HeT nutaHus -
Ha YaCTU4YHbIN OOpPbIB.

OTtcyTtcTByeT cBedeHne | Kabenb nUTaHKsA HenpaBUIbHO NOAKINOYEH
BCEX MHAMKATOPOB K KOMMYyTaTopy.

NCTOYHMK nuTaHua He oTBevaeT TpeboBaHUAM
BXOAHOr0O HanpsiKeHUs1 yCTponCTBa.

y MpoBepbTe kabenb
YacTu4HbIN 00pbIB
cabens coefVHeHus Ha
MopT He 4aCTUYHbIN OBPbLIB.
ycTaHaBnmBeaeT

Y6egutecb B UCMPaBHOCTU

coeanHeHue, cBedyeHne | HeuncnpaBHOCTb kamepbl
Kamepbl.

MHOMKaTopa He

npucyTcTeyeT MpeBbllLEHNE ANUHDI
kabens

[nuHa kabensa He OormkHa
npesbiwate 100 meTpoB
ANs MeOHbIX IMHUA.
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19 PEMOHT

[Mpy BbISIBNEHUN HEUCMNPABHOIO U3OENNSA €ro HYXXHO HanpaBUTb B PEMOHT
no agpecy npeanpuatusa-usrotosutensa. OTnpaBka u3genust Ons npoBeneHus
Tekywero pemoHTa odopmngetca B cootBetctBum ¢ CTO CMK 8.5.3-2015,
pa3MeLLEHHOM Ha HaweMm cauTe https://bolid.ru/support/remont/.

[Mpn HanpaBneHun M3genus B PEMOHT K HEMY obsa3aTenbHO OOMKEH ObITb
NPUNOXEH aKkT C OnNuMCaHMeM BO3MOXHOW HEWUCNPaBHOCTU, C OMNUCAHUEM:
BO3MOXXHOW HEWUCMPABHOCTWU, CETEBOM HacTpoumku ycTtponctea (IP-agpec, macka
noaCeTw, LWNH03), MPUMEHEHHbLIE NOTMMH N Naporb.

Peknamauum HanpaenaTb NoO agpecy:

AO HBIM «bonnay, 141070, MockoBckas obnacTtb, r. Koponés,
yn. lNnoHepckas, 4. 4.

Mpn  3aTpygHEeHusX,  BO3HUKWIMX  MpW  SKCOnyatauuum  mnsgenus,
pekoMeHayeTcs obpawatbCs B TEXHUYECKYID MOAAEPXKKY MO  TenegoHy

+7 (495) 775-71-55 vinu no anekTpoHHOM noyTe support@bolid.ru.
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20 MAPKUPOBKA

Ha wu3genuax HaHeceHa MapKMpoBKa C YyKasaHMEM HaMMEHOBaHWS,
3aBOCKOroO HOMepa, Mecsla M roga WX W3roTOBIEHUSI B COOTBETCTBUM
c TpeboBaHuamKn, npegycmoTpeHHbiMn  TOCT P 51558-2014.  MapknpoBka
HaHeceHa Ha nuueBOn (OOCTYNHOM Ans ocMoTpa 6e3 nepemelleHna CoCTaBHOM
YacTu n3genusi) CTOpoHe.

MapkupoBka COCTaBHbIX YyacTeu n3genvs nocne XpaHEeHUs,
TpaHCNOPTUPOBaAHMA W BO  BpPeMda  9dKcnnyatauuMm  He  OcChblnaeTcs,

He pacrnsibiBaeTCs, HE BblLIBETAET.
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21 YNNAKOBKA
M3genue u oKchryaTauMoHHas AOKYMEHTaUMs ynakoBaHbl B KapTOHHYHO

KOPOOKYy.
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22 XPAHEHUE

XpaHeHne wu3genus B NOTpebutenbckonM Tape [JonyckaeTcsi TOSNbKO
B OTannMBaeMbIX NMomMelleHusx npu Temnepatype oT nmoc 5 °C go nntoc 40 °C
N oTHocuTeNbHOM BnaxHoctn 0o 80 % npu Temnepatype nntoc 20 °C.

XpaHeHne un3genus B ynakoBke NpeanpusTUS-M3roToBUTENS AOnycKaeTcs
Npn TemnepaTtype oOoKpyxatowero Bosgyxa oT muHyc 50 °C pgo nntoc 50 °C
N OTHOCUTESNBbHOM BnaxHocTn 0o 95 % npu TemnepaTtype nntoc 35 °C.

B nomeweHusix ans XxpaHeHnsa He OOMKHO ObiTb MapoB KUCIIOT, Lenoyen,

arpeccuBHbIX ra3oB 1 ApYrnx BpeaHbIX NPUMECEN, Bbi3blBAKOLMX KOPPO3MIHO.
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23 TPAHCINOPTUPOBKA

N3penve HeobxoOuMMO TpaHCMOPTMPOBATbL TOSIbKO B yNakoBaHHOM BUAE:
B HEMOBPEXAEHHON 3aBOACKOW YMNakoBKE UMW B cneumanbHO npuobpeTEHHON
notpebuteneM TpaHCMOPTHOM YyrakoBke, obecnevnBalolWwen COXpPaHHOCTb
n3genna  npuv nepeBo3ke.  TpaHCNOPTUPOBAHME  YMaKOBaHHbIX  U3OEeNuK
Npomn3BOaMTCA MNpu TeMnepaTtype OKpyxatwuwero Bosgyxa oT MuHyc 50 °C
po nnoc 50 °C m  oTHocuTenbHoM BRaxHocTn Ao 95 % npu Temnepartype
nntoc 35 °C  nobbiIM  BUOOM  KpbITbIX TPAHCMOPTHLIX CPEeACTB, He AonycKas
paspyLleHus nsgenus N NU3MEHEHUS ero BHELLHEro BMAa.
[Mpn TpaHcnopTMpoBaHUN u3genue AoJHKHO obeperaTtbCs OT yaapoB, TOSYKOB,

BO3ENCTBUA BNarn u arpeccuBHbIX NapoB 1 ra30B, Bbl3biBAOLLMX KOPPO3UIO.
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24 YTUITM3AUNA

N3penve He npeacrtaBnsieT OMACHOCTU ANS XXKU3HW, 300pOBbs Ntoaen
N OKpYyXKalolen cpedbl B TeYEeHWEe cpoka Cnyxbbl M MOCHEe €ero OKOHYaHus.
CneumnanbHble Mepbl 6e30nacHOCTU Npu yTunmnsaumm He TpebytoTcs. YTunmnsaumio
nsgenna npuobpeTtatenb M3OENus  BbINOMHAET CaMOCTOATESNIbHO COrfacHoO
rocydapCTBEHHbIX MpaBwun  (pernameHta, HOpPM) caadn B Mycopocbop
Ha yTUNu3aumo, BbINOSTHEHWE YTUNM3auun ObITOBON 3MEKTPOHHON TEXHUKM,
BNOEO— N POTO— SNTEKTPOHHON TEXHUKN.

CopoepxaHue gparoueHHbIX MaTepuarnoB: He TpebyeT y4yéTa Npu XpaHeHuu,
cnncaHuun un ytunusaumm (n. 1.2 FOCT 2.608-78).

CooepxaHue UBETHbIX MeTanmoB: He TpebyeT ydéTa npu cnmcaHum

N ganbHeuLwen ytunusaumm nsgenvs.
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25 TAPAHTUUN N3TOTOBUTENA
[FapaHTUNHBIN CPOK KCNyaTauum — 36 MecqaueB € AaTbl MPUOBPETEHMS.
[Mpn OTCYTCTBMM [OOKYMEHTA, MNOATBepxAarowero dakT npuodbpeTeHus,

rapaHTUIAHbIA CPOK UCUYUCTIIETCS OT AaThbl NPOM3BOACTBA.
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26 CBEOEHUA O CEPTUPUKALIUA

N3penne cooTBeTcTByeT TpeboBaHMSIM  TEXHWYECKUX  pernameHToB
TamoxeHHoro coto3a TP TC 004/2011 «O 6e30nacHOCTM  HU3KOBOSIbTHOMO
obopynoBaHusy, TP TC 020/2011 «OneKTpoMarHMTHas COBMECTUMOCTb
TEXHUYECKMX  CpeacTB» WM UMeeT  Jeknapaumio O COOTBETCTBUM
N RU [-RU.PA02.B.95113/21.

N3penne cooTeBeTcTBYeT TpeboBaHMAM  TEXHWYECKOro  pernameHTa
TP EA3C 043/2017 «O TpeboBaHMsax K cpeactBam obecnedyeHust MNoXXapHoW
6esonacHOCTM UM NOXapPOTYyLUEHUA» U UMeeT cepTudumkaT COOTBETCTBUA
Ne EASC RU C-RU.MB68.B.01662/23.

N3pnenune cepTndunumpoBaHo Ha coOoTBETCTBME TPEBOBAHUSAM K TEXHUYECKUM
cpeactBam obecneyvyeHuss TpaHcnopTHOM 6e30macHOCTM B COCTaBe CUCTEMbI
BuaeoHabnogeHus, Ne MB/[].03.001732.
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27 CBEOEHMA O NPUEMKE
N3penune, kommyTtatop cetesonm «BOLID SW-204» ALLOP.203729.005,
NPVHATO B COOTBETCTBMM C 00A3aTeNbHbIMK TPeBGOBaHUAMU rOCY4APCTBEHHbIX
CTaHOapToB M OEWNCTBYHOLWEN TeXHUYECKOW OOKyMeHTauuu, MpuU3HaHO ro4HbIM
K akcnnyataumm AO HBI1 «bonua». 3aBoackon HOMep, Mecdl, U rod Bblfycka
yKkasaHbl Ha kKopnyce msgenud, ToBapHbii 3Hak BOLID obos3HadeH Ha kopnyce

N yNnakoBKe.
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NMPUNOXEHUE A
Tabnunua A.1 — Cnincok COBMECTMMBbIX KOMMNEKTHbIX SFP-moaynen
Monens BOLID BOLID BOLID BOLID
A SFP-GMM-1D | SFP-GSM-3D | SFP-GSM-3SA | SFP-GSM-3SB
Popm-chakTop SFP SFP SFP SFP
fponyckHas 1 T6uic 1 T6uic 1 T6uic 1 T6utlc
CNOCOBHOCTb
OnvHa kabensna 550 m 20 km 20 km 20 km
Kon-Bo
MCNOoJb3yeMbIX 2 2 1 1
BOJIOKOH
Tun pa3béma LC/UPC LC/UPC LC/UPC LC/UPC
Tvn
ONTOBOJIOKOHHOIO MM SM SM SM
Kabens
[aDHOCTE Tx850/ Tx1310/ Tx1310/ Tx1550/
P Rx850 Rx1310 Rx1550 Rx1310
Hanpsi:xeHune nutaHusA 3,3B 3,3B 3,3B 3,3B
HOnana3oH pabounx Ot -40 °C po Ot -40 °C po Ot -40 °C po Ot -40 °C po
Temnepatyp +85 °C +85 °C +85 °C +85 °C
OTHocuTenbHas OT5% OT5% OT5% OT5%
BJIaXXHOCTb BO3AayXxa 0o 95 % 0o 95 % 0o 95 % 0o 95 %
Fa6apnTHLIE basMeDLI 55,56%x13,4x 55,56%x13,4x 55,56%x13,4x 55,56%x13,4x
P P P 8,5 Mm 8,5 Mm 8,5 Mm 8,5 Mm
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NEPEYEHbL TEPMUHOB U COKPALLEHWUW

BrIl Bnok nutaHusa

Web (naytmHa) — cokpalléHHOe anbTepHaTUBHOE HasBaHue
BcemmpHon Cetn WHTepHeT, saBndawowen cobon cuctemy

Beb B3aMMOCBSI3aHHbIX 3a CYET CCbINIOK OTAEeNbHbIX BED-CTpaHuL
N OPYrux JOKYMEHTOB

3UMl 3anacHble YacTu, MHCTPYMEHTbI U MPUHALANEXHOCTH

Mo MporpammHoe obecrnevyeHue

P3 PykoBoacTBO Mo akcnnyaraumm

Cuctema KOHTPONS M ynpaBreHust AOCTYNOM — 3TO KOMMIIEKC
obopynoBaHua, rnaBHas YHKUMS KOTOPOro — OrpaHu4eHue
CKy[ AocTtyna Ha  oxpaHsembln  0bbekT. JOnemeHTol CKY[
obbeaMHeHbl B CeTb, KOoTopas ynpaBnseTca C MOMOLLbIO
cneymanuampoBaHHOro nporpamMmmHoro obopygoBaHus

Domain Name System — cuctema OOMEHHbLIX UMEH. Tabnuua

DNS 3}
nepesoga MHTepHeT UMEH B |IP-agpeca
ID |dentifier — ngeHTUdUKaTOP
IP Internet Protocol — mexxceTeBon nNpoToKon
Internet Protocol version 4 — 4yeTBépTas BepcUA WUHTEPHET
IPv4 npotokona. LWnpoko ncrnonbayemeit TN IP-agpeca, CoOCTOALLNN
n3 4 6aunTt (32 6uT)
Internet Protocol version 6 — wecTtasg Bepcus UHTEPHET
IPV6 npotokona. HoBasa cuctema apgpecauum, B KOTOpPOM agpec
coctont n3 16 b (128 6uT)
Media Access Control — yHUKanbHbIN UWAEHTUUKATOP,
MAC npuceavBaemMbin  ceTeBbiM  apantepamMm. Wrpaet  ponb
dmsnyeckoro agpeca ceTeBoro agantepa
Power over Ethernet — ctangapTel IEEE 802.3af, IEEE 802.3at,
PoE nossosnsowme nepegasatb no cetn Ethernet He Tonbko
AaHHblEe, HO 1 3NEeKTPUYECKNIN TOK
Registered Jack 45 — craHgapTusmpoBaHHbIN PU3NYHECKUN
ceTeBON WHTepdenc, BKIIOYALWNMA OnucaHne KOHCTPYKLUUK
RJ-45 obenx 4vacten pasbeéma («BUITKM» U «PO3ETKU») U CXEMbl UX
KOMMYyTaumn. Ncnonb3yeTcs ans COeIHEHUS
TeNeKOMMYHUKaLMOHHOIo 000opyaoBaHus
Rapid Spanning Tree Protocol — Bepcusi npotokona STP c
YCKOPEHHOW peKoHdurypaumen gepesa, UCNOnb3yoLweroca ans
RSTP NCKMOYEHNA neTenb (MCKMYeHna oybnupyowmx MapLupyToB)
B coeguHeHnax kommyTtatopoB Ethernet ¢ agybnupyowmmm
NNHUSMU
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Small Form-factor Pluggable — npombiwneHHbIn cTaHaapT
MOAYNbHbIX KOMMAKTHbLIX NpUEémornepensaTynkoB (TpaHCUBEPOB),
ucrnonb3yemblx  ONd  nepejayM M Npuéma  OaHHbIX
B TENIEKOMMYHUKALINAX

Enhanced Small Form-factor Pluggable, SFF-8431, SFF-8083 —
NPOMBILUSIEHHbIN cTaHgapT MOAYNbHbIX KOMMAKTHbIX
npuémonepenaTtymkoB (TPaHCMBEPOB), WCMOMNb3yEMbIX ASS
nepegadn OaHHbIX B TeNekoMMYHUKaumsax. PaclumpeHHas
Bepcusa npuemonepenatymka SFP, cnocobHoro nogaepkvBatb
CKOPOCTM Nepenaym gaHHbix ot 2,5 6/c oo 10 '6/c

Simple Network Management Protocol (npocton npoTokon
CEeTeBOro ynpaBneHns) — ctTaHaapTHbIN MHTEPHET-NPOTOKOS Ans
ynpasneHnsa yctponcteamn B IP-ceTsix Ha OCHOBE apXUTEKTYp
TCP/UDP

Spanning Tree Protocol — ceteBon npoTokon (UnNn cememncTBo
CeTeBbIX NPOTOKOSIOB) NpeAHa3Ha4YeHHbIN A9 aBTOMaTUYeCKOro
yaaneHns UMKnoB (neTtenb KOMMyTauuMuM) U3 TOMOSOrMKM cCeTu
Ha KaHanbHOM ypoBHe B Ethernet-cetax

Virtual Local Area Network — BupTyanbHaa rokanbHas
KOMNbIOTEPHAs CceTb

CBoboaHbIn MeguanpourpbiBaTenb, noanepXXmBaroLLnm
pasnun4yHble dopmMaTbl BOCMPOn3BeaeHUs

8 Position 8 Contact - yHUPUUMPOBAHHLIN pa3bEeM,
8P8C MCNoSib3yeMbin B TenekoMMmyHukaumm. WMmeer 8 KOHTaKTOB
n pukcartop

SFP

SFP+

SNMP

STP

VLAN

VLC
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