CUCTEMbI BE3OMACHOCTH

OPC CepBep OpwuoH lpo

Bepcua 2.1.0

PykoBoACTBO NO 3KCcN/iyaTauum

3A0 HBI1 «bonng» 2023 ropg,



OmiaBjieHHE

(@171 F= 1= 1= = PO OPPRP O PP PR OPPRROR: 2
1. Ha3HAUEHME U JINLEH3UPOBAHME ..eeeieeeeeeeeeeeeeeeeeeeeeeeeeeee e e e e e s s s e e e e s s e e e s s aeasasasasasasasssssssasssasssssssasssasssesesesesenns 3
2. YCTAHOBKA M NMEPBBIM BAMYCK .vveeeiiurreeeiiireeeeitreeesaitteeeeasseressasssssesanssssesasssssessnssssesssssssesssssssesssssssesesssssessnses 4
3. KOHPUTYPATOP M OPC UA COPBEP . cieiiiiiieitiiieieeeeieiiiitttteeeeesesssutrteeeesessssssttseeesssssssssssssneeessssssssssenneesesssnnns 5
T R 7 =T oY =T Lo TSRS 5
R I N1 Ty W o T oo 1 TSP 10
3.3. MPocTPAHCTBO MMEH OPC UA. ... ettt ettt et e e e et e e e e e e e e e e e e e e e e e e e e s e e e e e eeseseeeeeees 13
3.4. OnncaHme aTPUBYTOB Y3MOB OPC UA......cciiii ittt ertee sttt te e st e e e st e e e s sabee e s s nbeee e snreeas 13
T O O D7 N =T o1 =T o F PP PPUPPPPPRE 14
4.1, PErNCTPAUMA M YOANMEHUE ..cceeeeeeeeeeieeeeeeeeereeeeeeeteeeeeteeessesteseeeeeseteteeeeeteteeeeeteteeeeetereeeeeeeeeereererreereeemeeen 14
N o T Tou o To 17 13 TSR UURRRt 15
4.3. NMPoCTPAHCTBO UMEH OPC DA ...coiiiiiiiiiiiiiiitieieieietetete ettt teteeeteteteteeeeeeeeeeeteteteaeeeeeteeeeeseeeseeeeeeseeeeeeeee 15
4.4, OnucaHme aTpUBYTOB Y3NIOB OPC DA......oii ittt ettt e e e stee e e e s sbte e e s sbeeeeesseeeeesanes 16
5. OMMUCAHME KATAOTOB ..eetiiiiiiiiiiiitteee e e ittt e e e e e s ettt e e e e e s sb b b e et e e e e s e s b b aee e e e e e ssassbaateeeesssssnnbanaeeeesssaans 17
6. ONUCAHNE OBBEKTOB B CTPYKTYPE LAHHDBIX c..uvvrreeeurreeeeiurreeeeiseeeeeaseeeesasssesesassssessssssssesasssssesssssssesssssssenns 19
(oY = I olo Ton fo Y2 12 7 1 PO 21
8. KOOBI KOMBHL ..ccvvvuuueieieeeiiitiieeeeeeeettttteeeeeeeeeetstuaaaeeeesseetanannaeeaesssstannnnsaeesssssssannesesesssssnnnnneeseessssssnnnaneeens 32




1. HazHayeHue n JIUIHCH3NUPOBAHHUE

MO «OPC Cepsep OpuoH lpo» npeaHasHavyeHo ana mHTerpaumm APM «OpuoH Mpo» n SCADA

cmctem anAa  opraHnsauunm pa601-|ero mecta Aucnetydyepa Cl'ly)'K6bI 3KCnAayaTauumn. MNossonsaer

KOHTPO/NIMPOBATb WM YNPaBAATb OXPaHHO-MOXAPHON CUCTEMOM WU CUCTEMOM MoxKapoTtyweHus UCO

«OpwuoH» c APM «OpwuoH Mpo».

ﬂMLI,GHBMpOBaHMe ocyuwecTsaAaeTca no yncny 0To6pa>+<aeN\b|x 3fieMeHTOB. K anemeHTam OTHOCATCA:

30Ha, rpynna 30H, BX0A, BbIX0OA, CHMTbIBaTE/b, Kamepa, Npnbop, ABepb.

¢yH KUMNOHA/IbHbI€ BO3MOXHOCTU:

MNoaaep»xKa npotokonos OPC UA n OPC DA1.0, DA2.05, DA3.0.
MNopaepkka APM «OpuoH Mpo» Bepcun 1.20.3.5 n HoBee
Mepepnaya B SCADA cucTeMbl COCTOSHUI 30H, WAendOoB, BbIXOAOB, CYHATLIBATENIEN U FPYNN 30H

MocTaHOBKa 30H M rpynn 30H Ha oxpaHy u3 SCADA cuctem, ynpasieHne pa3b/oKMPOBKOW ABepen B
C/ly4ae no*KapHoM onacHoOCTH

BO3MOXHOCTb pa6OTbI Nno SI0KanbHOM ceTn




2. YcTaHOBKa Y NIepBbIi 3aNyCK

[Ona Hayana yCTAHOBKM 3anycTuTe YCTaHOBOYHbIM ¢ann  OrionProOpcSetup.exe B pexume
aAMUHUCTPaTOpa M cneaynTe MHCTPYKUMAM MacTepa YCTaHOBKW. Bo Bpems YyCTaHOBKM BO3MOXHO
Bbl6paTb KOMMNOHEHTbI, KOTOPbIE BYAYT YCTaHOB/EHbI:

e KoHdurypatop n OPC UA CepBep — npunoxeHue c rpaduyeckum MHTepdencom AnAa HACTPOMKK
napameTpoB MNOAKAOYEHUA K 6ase paHHbIXx M napameTpoB OPC UA cepsepa. [punoxkeHue
nossonsieT oTKpbIiBaTb OPC UA cepBep v nosy4datb MHPopmaumio o ero pabote.

e OPC DA Cepep — nporpamma 6e3 rpadpuyeckoro nHtepdenca, npeacrasnatowan cobon OPC DA
COM cepsep, nozsonsowan nogkntodateca OPC DA KnneHTam. Ha AaHHbIM MOMEHT NOAAEPKUBAET
npotokonbl OPC DA1.0, DA2.05, DA3.0. MNpwu ycTaHOBKe cepBep aBTOMAaTUYECKU peructpupyetca B
cucteme. Permctpaumna u yganeHue 3Toro cepsepa nogpobHee onucaxbl B rnase 4.1. «Perncrpaumsa n
yaaneHme»

e OpcEnum - cnyxba Windows, KoTopas otsBe4yaeT 3a otaadyy OPC-cepsepoB yaaneHHbim [1K.
YctaHaBAuBaeTca B nanky %System32% 1 aBTomatuyeckun pernctpupyetca. Ecam OpcEnum yxke 6bin
ycTaHosneH Ha MK, cywecTsytowme dpannbl He ByayT 3ameHeHbl

MNocne YCTaHOBKW, B UENEBOM KaTasore 6y,c|,yT pacnonoXeHbl TPWU NankKu:

e «Bin32», copepkawan OrionOPC_UA.exe - ncnonHaemblii ¢ann nporpammbl «KoHourypatop n OPC
UA Cepsep» n OrionOPC_DA.exe - ucnonHsembiit pann nporpammbl «OPC DA Cepsep», ecnm npu
YyCTaHOBKe Obl/1 BbIOpaH 3TOT KOMMOHEHT

o «Help», copepxawas dbaiibl AMLEH3UN U AOKYMEHTALUN
e «Unlnstall», cogepawas daiinbl Ana geMHcTannaumum

Mpn nepsom 3anycke KoHourypatopa n OPC UA Cepsepa OrionOPC_UA.exe byneT co3gaHa nanka
«OPC Cepsep OpuoH Mpo» B AMpeKkTopun Tekyliero nonbsosatens C:\Users\<user>\AppData\Roaming\,
roe 6yayT xpaHutbca dalin HacTpoek nporpammbl Options.ini, }ypHan paboTbl nporpammbl Log.txt w
OTAeNbHbIN KypHan cepBepa OPC DA LogDA.txt, echn 6bin yctaHoBneH OPC DA cepsep. MoXHO
BOCMO/1b30BATbCS KPATKOM 3aMnCbio, NO3BOAIOLWEN NEPENTM HANPAMYIO B 3Ty NManKky Yyepes NpoBOAHMUK
(ana Windows 7/8/10/11): %AppData%\OPC Cepsep OpuoH [1po

Mpu cospgaHun Options.ini byaeT npeAnpuHATa NONbITKa YTeHMA napameTpos U3 peectpa Windows
ANA NONYyYEHUA NapaMeTpPoB MOAKAIYEHNA K 6ase AaHHbIX M3 «OpuoH Mpo», ecnn OH YCTaHOB/EH Ha
MK. Ecnn HacTpoOMKKM B peecTpe OTCYTCTBYHOT MOJHOCTbIO MAM YAaCTUYHO, ANA HeAOoCTaloWMX HACTPOeK
6yAyT MCNONb30BaHbI NAPaMeTPbl MO YMOAYAHUIO.




3. Konpurypartop u OPC UA CepBep

3.1. HHTepPeiic

[NaBHbI MHTEPDENC NPUNOKEHMNA COCTOUT N3 OAHOFO OKHA, COAEepPMKaLLEro: TpU rpynnbl NAapameTpPOB,
rpynny MHAMKATOPOB cTaTyca paboTbl, ABE KHOMKM, OKHO BbIBOAA KYPHA/a, MEHIO U CTAaTYyCHYIO CTPOKY.
Pasmep OKHa npunoxkeHuma npu 3anycke cocrtasasetr 800x600, OKHO MOXKHO CBEPHYTb, HO Henb3A

pa3BepHYTb HA NOJHbIW 3KPaH.

[T1} OPC Cepeep "Opwon Mpo”

@ann  Cnpaexa
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@ Her noakniouenna

WHauxaTopsi cTatyca
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OPC UA cepsep @ Ornouen

XKypran cobeiTuii

Hacrpoliku Basel AaHHEX 3 Hacrpoiiku OPC cepeepa 5

Bua B MssQL v Mopr OPCUA 4848 |

Cepeep IDESKTOP*MVMNQN\SQLEXPRESS]9 | Cumeon-pasgenutens & npoctpatcrse umérn OPC DA m
Mopr l: Wnrepsan onpoca cratyca komang, cex

WMmsa B4 Imainbase1_20_3_5 WHrepsan onpoca crpyxTypbl o6bexTos, cex

« 5
[T 20 T+
WHTepean onpoca cocToRHMA 06bEKTOB, e 1] 5 r

WHrepsan onpoca snauenni AL, cex L2 30 »

Hacrpoiiku nporpamMmel 6

L] 3anyckats OPC UA cepsep smecTe ¢ npunoxeHuem

] Orkarouats OPC UA CEPEEP BMECTE C MPUACKEHHEM

[ Beisoaus Hoskie coobuwerna B XypHan CBEpXy

CHCTEMbI BE3ONMACHOCTH "Z3anycrums OPC UA cepeep

8 MpumeHuTs uzMeHeHNa

14:51:16 [Info) Mporpamma sanyuiexa
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3asepeHa NPOBEPKa KNKOHA 33LUNTEI 1 O

Aemopexuam (0/50)

NHTepdelic nporpammbl MU3MEHAETCA B 3aBUCUMOCTU OT BblOpaHHOM KOHPUIypaumn npu yCTaHOBKE.
Ecnm 6bin gononHuTenbHo yctaHosneH OPC DA cepsep, B rpynne «MHAMKaTopbl cTtatyca» (4) byget

nobasneH nHaMKaTop akTMBHoct OPC DA cepBepa:

1 OPC Cepeep "Opuon Mpo”
®ain  Cnpaeka

HacTpoiiki Da3sl AaHHEIX 3

Hacrpoiikn OPC cepsepa 5

Bua B4 MsSaL v
Cepsep | DESKTOP-MVMNQ74\SQLEXPRESS 19 |
Vs BAL [ mainbase1_203_5

s nonbsosatens |sa |

Mapons |-u-u-

TaiimayT
nogen

1

, CEK
4

® Her noaxnrouennag

WHgmkatope cratyca

Basa garmsn I

OPC UA cepeep @ Otrnouen

OPC DA cepeep @ Otknouen

Kypran cobermni

Mopr OPCUA 4848

CHMBON-pasAenvTeEns B MpocTpaHeTse MMEH OPC DA
MHTepBan cnpoca cTatyca KomMaHg, cexk 40 5 |+
WHTepsan cnpoca cTpyxTypel 06LEXTOE, cek 4
WMHTepBan onpoca cocToRHMiA 0BmekTas, cex 1 5 |¢

WnTepean cnpoca ssavenwi AL, cex 4

Hacrpoiiku nporpanme 6

] 3anyckats OPC UA cepsep BMECTE C MDUAOKEHWEM
] Oricnrouars OPC UA cepsep smecte ¢ npuaoxenien

] Brisogurs Hosbie coobuwerin B xypHan csepxy

CHCTEMbI BE3ONACHOCTH "Zzanycrisms OPC UA cepeep

8 MpHYMEHUTE M3MEHEHUA

15:52:33 [Info] Mpeorpamma sanywesa

9

4 4

33BEpIIEHE NPOBEPKE KNHD4E 33UWTE 1 0

11l
Aemopexsm (0/50)




OKHO nporpammsbl COCTOUT U3 CeayoWwnx aNemMeHTOB:

KHonka meHo «®aiin» — coaepKUT BCMbIBAIOWEE MEHIO C NMyHKTaMWU «3arpysvTb NapameTpbl M3

peecTtpa», NpnU HaXaTuM Ha KOTOPYHO MPOUCXOAUT MNOMNbITKA YTEHUA MaAPAMETPOB Nporpammbl U3

peecTpa, U «BbIxoa», NOCbINAOLWMNIA KOMAHAY 3aBepLIeHNA PaboTbl NPOrpammbl;

KHonKa meHio «CnpaBKa» — COAEPKUT KOHTEKCTHOE MEHIO CO CeayroWwnmn nyHkTamm: «Cnpasxka» -

NPYM Ha)kaTuM OTKpbiBaeT ¢ann UMHcmpykyus onepamopa.pdf w3 nanku Help; «/luyeHsusa» -

COAEPHKUT MHd)OpMaLI,MI-O O HOMepe Kk4a 3alunTtbl, KONNYECTBE 3a,ﬂ,el71CTBOBaHHbIX M OO0CTYNHbIX

3/1eMeHTOB, CPOKe NnonyyYeHusa obHoBneHui gna OPC, a TaK e BO3MOXHOCTb PacliMpuTb/06HOBUTL

NMuUeH3nio (KHonka « OBHOBUTb INLLEH3UIO»)

fvueHzna n

Homep xntoua sawurer: 68718499
Konuuectso 3nementos: 200000
HAoctynHo: 200000
OBHoBAEHMA fO: 01.06.2028

OBHOBUTE ANUEH3UIO

«O lMpoepamme...» - BbIBOAUT KPaTKytO MHPOPMaALMIO O Nporpamme:

Tl © nporpamme X

m OPC Cepeep "OpwuoH NMpo”
Bepcua 1.0.0

APM *Opuon Mpo"
Céopxa or 2000-01-01

OPC Cepeep "Opuot Mpo”. OcywectenseT nepegaqy AaHHLIX MEXIY
"Opuon Mpo® u OPC kaneHTamu,

©3A0 HEBMN Eonua - https://bolid.u/f

CMCTEMbI BE3ONACHOGTH

3. Hacrtpoitkm 6a3bl gaHHbIX — HACTPOMKKU NOAKAOYEHUA K 6a3e AaHHbIX:

1)

2)
3)
4)
5)

6)

7)

Bupg B[ — Bbinagatowee meHo n3 asyx nyHKToB: MS SQL mn PostgreSQL, onpeaenswowee sua
CYb/A, K KoTopoi1 ByaeT NPOUCXOANTb NOAKAKOUYEHUE;

Cepsep — |IP-afpec nnv gomeHHoe UM NoAKAo4aemMon 6a3bl AaHHbIX. He MOXeT BbiTb NYCTbIM;
MNopT — nopT noagkntoveHua K 6ase aaHHbIX. Ecam BbibpaH Bua B4 MS SQL, moKeT 6bITb NyCTbIM;
Uma B — nma nogkntoyaemoit 6asbl AaHHbIX. He MoXKeT 6bITb NyCTbiM;

Mma nonb3osBatena — MMA NONb30BaTeNA, NOA KOTOPbIM NPOUCXOAUT nogknwdeHune K b. He
MOKeT bbITb nyCTbim;

Maponb — naponb nonb3oBaTens. He moxKeT 6biTb NycTbiM. CKpbITbIM BBOA. MpY HaxKaTUKM Ha
NMUKTOrpammy «rnasa» npouCXoamT NOKa3 CKPbITOro TEKCTa;

Taﬁmay'r nogknw4yeHna, CeK — onpeagendaer Ko/IM4eCTtBoO BpeEMEHU B CEKYHOAX, KOTOpoOe
OTBOAMTCA Ha MONbITKY YCTaHOBUTbL coeauHeHne. MoXeT NnpuHMUmaTh 3HayeHnAa ot 1 oo 30;

6



4. WHAuMKaTopbl cTaTyca — COAEPXKUT MHAMKATOpbl cTaTyca paboTtbl OPC cepBepa M NOAKAOYEHMA K

6a3e QpOaHHbIX, cocTosWMe W3 BMAa BAadeNbLa CTaTyca, UBETHOW MUKTOrPammbl M KPaTKOro

coobueHns. TuKTOorpamma craTyca MOXeT MNPUHUMATbL ciaeayloumMe LBeTa, nNpu 3TOM pAaom

BbIBOAMTCA COOTBETCTBYIOLLEE KPaTKOe COoobLIeHME B LBETaX MMKTOrPaMMbl:

@ Her noaknrouerns @ Otkarouen
@ &

@ Ecrs noaxnrouerue . Paboraer
(&5 o

® Ouwwubka ® Ouwwubka

Echm OPC DA 6bin yctaHoBneH Bmecte ¢ OPC UA, nommmo ctaTycoB nogkntwouveHma n OPC UA

cepBepa, B rpynne MHAMKATOpoB byaeT TpeTuh uHamkatop: ctatyc OPC DA cepsepa. OH moxkeT

NMPUHUMATb TONbKO ABa NonokeHua: «OTKAoUYeH» n «PaboTaeT». Ero ctaTyc ob6HOBAAETCA Kakable

10 cekyHa. Bug rpynnbl nHgmMKaTopos co ctatycom OPC DA:

WHaukaTopsl cratyca WHaukaTops! cTatyca

basa aarHbIX @ Her noagknrouerus basa paxHbIX @ Her noakntoueHns
OPC UA cepsep @ Ormimouen OPC UA cepsep @ Orxnrouen

OPC DA cepsep @ Orkatouen OPC DA cepsep @ Paboraer

5. Hactpoiikn OPC CepBepa — HaCTponKuM oTKpbITMA OPC cepBeposB:

1)

2)

3)

4)

5)

6)

MopT — nopt, Ha KoTopom 6yaeT OTKPbIT cepsep. MONHbIA agpec cepsBepa BbIMAAUT TaK:
opc.tcp://localhost:4848, roe 4848 — nopT N0 YMONYAHUIO;

Cumson-pasgenutenb B npoctpaHctee uméH OPC DA — cneumanbHbii CUMBON-pa3genuTens
MMEH B NpocTpaHcTBe nmeH cepsepa OPC DA. Hactpoiika Tonbko ans OPC DA cepsepa, Ha OPC
UA cepBep BanaTb He byaer.

BHMMmaHue! CMMBO!’I-pB?»AGﬂMTel'Ib obs3aTenbHo AO/1XKeEH HE UCNO/ZIb30BATbCA B MMEHAX Y3/10B

(nmeHax obbekToB B «OpuoH lMpo») B 6ase aAaHHbIX. MMoapobHee B 3.3. «[1pOCTPAHCTBO MMEH
OPC DA»

MHTepBan onpoca cratyca KOMaHA, CeK — MHTepBaa, B CEeKyHZaX, C KOTopbim cepsep byaet
onpawmeaTb CTaTyc KOMaHA. MoxeT npuHMMaTb 3HavyeHuma ot 1 go 30;

MHTepBan onpoca CTPYKTypbl 06bEKTOB, CEK — MHTEPBAJI, B CEKYHAAX, C KOTOPbIM cepBep byaeT
ONpaLInBaTb CTPYKTYPY 06beKTOB. MOXKET NPUHUMATL 3Ha4YeHus oT 1 ao 30;

MHTepBan onpoca COCTOAHUI 06BEKTOB, CEK — MHTEPBAJI, B CEKYHAAX, C KOTOpbIM cepBep byaeT
OnNpaLwmnBaTb COCTOAHUA 06bEKTOB. MOXKeT NPUHUMATL 3HaYeHua oT 1 o 30;

MHTepBan onpoca 3HauyeHuit ALM, ceK — MHTepBas, B CEKyHAax, C KOTOpbiM cepsep byaer
onpawunBaTb 3HavyeHnA AL o6bekToB. MoXKeT NpuHMMaTb 3HadeHua ot 10 go 240;




6. HacTtpoiikn nporpammbl — HaCTPOIMKK MPOrpammbl, BAUAIOT TOMIbKO Ha BHEWHUN BUA U OEACTBUS

nporpammbl:

1)

2)

3)

3anyckatb OPC UA cepBep BmecTe C NpuaoXeHMem — ecan BblbpaHo, nporpamma
noAkatoyaeTcA K 6ase AaHHbIX M BkAtoyaeT OPC cepsep cpa3y nocse 3anycka, aHaNOrM4yHo
HaXKaTuo Ha KHoMKy «3anyctuTb OPC cepsep» (7);

OTtknouatb OPC UA cepBep BMecTe C NPUNOXKEHMEM — eClu He BblbpaHO U cepBep aKTUBEH,
NPY KOPPEKTHOM 3aBeplueHuM paboTbl nNporpammbl, byaeT BbiBeAeHO Npeaynpexpatollee
coobuleHune:

MoaTeepkaEHNE AeiicTENS X

Cepeep akTWBeH, Bel yBEpPEeHEI, YTO XOTUTE 33KPLITe Nporpammy?
BO3MOXHO HAaCTPOWTE NOABAEHWE 3TOr0 COOBLEHNS, USMEHUE
3Ha4YeHWe napameTpa "OTKNYaTb CEPEEP BMECTE C MPUAOXKEHMEM'

OK | OTtmeHa

BbiBOAUTL HOBble COOOLLEHUA B KXYPHan CBepXy — onpeaenseT MecTo MNOABAEHWUA HOBbIX
coobLEeHNIt B OKHe XypHana. Ecan BbibpaHO, HOBble coobuieHMa byayT Bcerga NOABAATLCA
CBEpPXYy OKHa KypHana(9), Ha nepsolt cTpoyke. Ecnn He BbIOpaHO, HOBble coobuleHUs OyayT
BCErga NoABNATbCA BHWM3Y OKHAa YKypHana Ha nocsegHen ctpoyke. MNpu 3TomM ecnn KypHan obin
NPOKPY4Y€eH Nonb3oBaTeNem, He byaeT NPOMCXOANTb Nepexos K HOBOMY COOBLLEHMIO.

7. KHonka «3anyctutb OPC UA cepBep» — KHOMKa-nepekayaTenb, MMeeT ABa COCTOAHMA: «3anyCTUTb

OPC cepBep», Koraa cepsep He paboTaert - 3anyckaet cepsep, U «OcTaHoBuTb OPC cepBep», Koraa

cepBep paboTaerT - BbIK/IOYaET cepBep.

KHonka ((anIMeHMTb U3MeHeHnA» — KHOMNKa COXpaHeHUA N3MEHEHMUN HACTpPOEK. an M3IMEHEHUU

HACTpPOEK, OHMN aBTOMATUYECKU COXPAHAKOTCA 4Yepes 5 CEKYH/A, KHOMKa NnOo3BONAET CAENATb 3TO

MrHOBEHHO. M3meHEHHble BO Bpemsa pPaboTbl CepBepa HACTPOWMKU He BAMAIOT Ha HEero, Takum

06pa3om, OHM BCTYNAT B CUY TONbKO NOC/AE nepesanycka cepsepa. ECan Bo Bpems HaxKaTua KHOMKK

cepBep aKTUBEH, 6y,EI,ET BbIBEAEHO COO6LL|,€HVIe c npegnoxeHmnem nepesanyCctnutb ero npAmMmo cenvac:

MoaTeepkaeHNE AelCTENS X

Cepeep akTWBeH, Mepe3anycTuTb Cei4ac ¢ HOBLIMWM HAaCTPOMKaMKu?

OK I OTmeHa




9. XypHan cobbITUA — OKHO XKypHana NOrMpPOBaHUA. 3anpeweHo ANA U3MEHEHUA MNONb30BaTENEM.

Cioga BbIBOAATCA coobueHMa 0 cobbiTMaX paboTbl NPOrpammbl, NOAKAOYEHUM K 6ase AaHHbIX U

CepBepy. TakKe 34eCb BbIBOASATCS COOOLWEHNA O BO3HMKaOWMX OWKMOKax. MakcMmanbHaa AnnHa

XypHana coctasnset 10000 coobuieHunin. CoobuieHunsa BbiBoaATcAa B popmate: Bpema [Tun cobbiTus]
TEKCT coobLueHunA. Tunbl cobbITUn (TOMMMO NyCTOro):

o

[Debug] — othagoyHas nHpopmaums;
[Info] — 06bIYHOE MHDOPMALMOHHOE COObLLEHME;

[Warning] — coobueHue, Tpebytouwee obpaTuTb BHMMaHWe Mo/b3oBaTens. MoxeT O03HauyaTb,
Hanpumep, He3HaAYMTE/IbHYH0 OLIMBKY, HE BAUSAIOLLYIO Ha paboTy Nporpammsi;

[Critical] — coobuwgeHune, coaeprkaliee 3HAYUTENbHYIHO OWWBKY, BAMANOWYIO Ha paboty
NpPorpammbl, HaNpPMUMep, HEBO3MOKHOCTb NoaKAoYeHUA K BA;

[Fatal] — coobuieHne, copepkallee KPUTUYECKYI OLWKWOKY, MPU BO3HUMKHOBEHUU KOTOPOM
NO/IHOLLEHHOE BbINO/MIHEHME MPOrPamMmMbl, CKOPee BCEro, HEBO3MOKHO;

Bce cobbITUsA, 3anncaHHble B XKypHane, TakKe nonagatot B ¢paiin Log.txt. Ho HeKoTopble coobLieHus

nonaaatoT ToNbKo B ¢pain. B 0CHOBHOM 3TO TeXHMYeCKasa unm 6onee nogpobHasa nHdopmaums.

10. CTpoKa cTaTyca — CTPOKa BHM3Y MPU/IOXKEHUS, B KOTOPYHO BbIBOAATCA KOPOTKUE coobuieHus. Mpu

HaBeAEeHMM Kypcopa MbIWW Ha 3NeMeHTbl MHTepdelica B CTPOKe cTaTyca byaeT NOABAATLCA KpaTKoe
ONMCaHMEe 3TUX 3IEMEHTOB.

11. MaHenb AMLUEH3UU — NMOKa3bIBaET COCTOAHME NINLEH3UN, KOJIMYECTBO MOAKMAOUYEHHbBIX U AOCTYMHbIX

ANnAa NoAKNAKYEHUNA YCTpOVICTB. I'IpM Ha*>XaTun Ha NaHe/ b OTKPOETCA OKHO NPOCMOTPA TNLUEH3NN.




3.2. IIpuHIMI padéoOThbI

3apayert nporpammbl ABNAETCA KOHOUrypauus MNapameTpoB NOAKAIOYEHMA K 0ase AaHHbIX M
napameTtpoB OPC cepsepa u oTkpbiTne OPC UA Cepsepa. [111 3TOro HeobxoaAnMO BbIMONHUTL HECKOIbKO

Laros:

1. 3anyctutb nporpammy. Mporpamma co3gaet HegocTatowme dasbl U AONUCLIBAaET HegocTatolme

3HaYeHMA NapameTpoB.

2. VI3MeHuUTb HACcTpPOMKKM nogkntodeHusa B n cepBepa Ha aKTyanbHble. 3HAYEHUA BCEX U3MEHEHHbIX
napameTpoB byayT coxpaHeHbl. MOXHO TaKKe WU3MEHWUTb HACTPOMKM MPOrpammbl, BAUAOLWME HA

noeegeHne Camoro npunoxeHumAa.

m OPC Cepeep "OpuoH Mpo”
®ain  Cnpaexa

Hacrpoiiku 6a3sl AaHHBIX

Bua B4 MSSQL v

Cepsep |DESKTOP—MVMNQ}'d\SQLEXPRESSW

Mopr 5432

Vs B4 mainbase1_20_3_5

Wms nonssosatens lsa

ﬂapoﬂb |l.-..-

°

TakmayT

o, cox I 1 L]

WHavkaTopsl cTaTyca

OPC UA cepsep @ OtxnroueH

KypHan cobeituit

I
X

Hacrpoiiku OPC cepeepa
Mopr OPC UA (4848
Cumeon-pasaenutens & npoctpanctse umén OPC DA I|
WHrepsan onpoca cTatyca komaHa, cek 4/ 5 |»
WHTepsan onpoca cTpykTypel 06bexTos, cex
WnTepsan onpoca coctosnuii obbektos, cek | 4| 5 |
WHrepean onpoca snauennid ALM, cex 4/ 30 |»

Hacrpoliku nporpamme

[] 3anyckate OPC UA cepsep emecTe ¢ npuaoxeHnem

[ Orkarouats OPC UA CepBep BMECTE C NPUNCKEHWUEM

Basza ganHeix @ Her nogknrouerus
[ Buisoguts Hossie coobuerna & XYpHan ceepxy

CHCTEMbI BE3OMACHOCTH

3anycrute OPC UA cepeep MpumernTs n3MeHeHna

14:51:16 [Info] Nporpamma sanywera

3aBeplwena NpoBepKa KAK0Ya 3aWUTEI

Aemopexum (0/50)
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3. Haxatb KHOMKy «3anyctutb OPC cepBep». Mporpamma nonbiTaeTcA NOAKNOUUTLCA K 6a3e JaHHbIX,
€C/IN ycnewHo, To nonbITaeTcA co3aatb CTPYKTYpY OPC cepsepa 1 3anycTuTb ero. Ha Bpems 3arpysKku
KYPCOpP M3MEHUT BUA HA KOXKMAAOLWMNY», @ NapameTpbl byayT 3a610KMpOBaHbI 414 n3meHeHuA. Ecan
BblbpaH MapameTp «3anycKaTb CepBep BMeCTe C NMPUIONKEHMEM», KHOMKA aBTOMaTMYecku byaet
HakaTa nocnie 3arpy3ku MPUAOXKEHMA U ero KOMNOHeHToB. Ecnm 6a3a paHHbIX 60/blian, MOXKeT
noTpeboBaTbCA 3HAUYUTENBHOE KOIMYECTBO BPEMEHMU A/1A NOAKAOYEHNA U 3anycKa cepsepa. B Takom
cNyyae B CTPOKe cTaTyca byaeT oTobparkaTbCA NPOrpecc 3arpy3Ku B NPOLEHTAX.

T OPC Cepsep “Opwon Mpa* - >
Daitn  Cnpasxa
Hacrpoiiku 6236 gaHHbBX Hacrpoiikiu OPC cepeepa
Bua B4 M3SOL v Mopr OPC UA _43‘18 |
Cepeep :DESKTOP-MVMNQ?d\SQLEKPRESSm Cumeon-pazgenntens B npoctpancree umén OPC DA !
Mopr 43 | Wnrepean onpoca cratyca komang, cex Lt 5
Wms BA |ma nbasel_20_3_5 | Wnrepsan cnpoca crpyxrype obeextos, cex « 20
Wms nonpsosatens [sa | Wnrepean cnpoca coctoanmii oSpextos, cex al 5 |»
Napans sessse o Wnrepean cnpoca skavuenni AL, cex 1« 30
TadmayT ] 1 vl Hactpoiin nporpasmp
MOAXAIOUEHHA, CeK - ) O e T

Wrauxatope cratyca

) .
e BOL'D

OPC UA cepsep @ Omenouen

CHCTEMbI BE3OMACHOCTH 350 crime 0PC UA cepeep (11 T ——
_)Kypna.n coboiTni
16:43:21 [Info] Nporpamma sanywena
3asepwena NPOEEPKA KAIOHA 33LMTE Aemopexcam (0/30)

4. Ecnn nosasunAucb OWWMOKM O HEBO3MOXHOCTM nogKaouyeHna K bll — Heobxogmmo npoBepuTb
NPaBUIbHOCTb BBEAEHHbIX NapameTpoB.

Tl OPC Cepoep *Opwon Mpo' - >
Paitn  Cnpaska
Hacrpoiiku Sazsl AsHHBX Hactpoiixm OPC cepeepa
Eua B MsSQL v MopT OPCUA [4848
Cepeep .DESICI‘OP-I\WMNQ?A\SQI.EXPRE5519 Cumecn-pasaenvTens & npocTpancTee wmén OPC DA Ay
Mopr [ Wurepsan onpoca cratyca KoMaHg, cex 4 5 3
Wwma B4 mainbase1_20_3 5w Wurepean onpoca crpyxTypel obeextos, cex 420 »
Wms nonezosarens [sa Wnrepean onpoca coctosmuii ofsektos, cex 1 5 3
Mapane |snenes /;\ Wnrepsan onpoca ssaseswai ALIM, cex « 30 »
Tadmayt 1 v Hacrpodixm nporpamae

NOACMMOHEHMR, Cex
o8 d 3anyckate OPC UA cepeep BMECTE € NPUACHEHHEM
Wmguxatope cratyca

[ Orrarouats OPC UA cepaep BMECTE € RpMACKEHHEM
Baza garreix @ Ownbea
B D D [ Brisogums moseie coobiuienis & xypHan caepxy
OPC UA cepsep ) Oremouen
CHCTEMbI BE3ONACHOCTH 3anycrure OPC UA cepeep Mpanerate n3menenna

Kypwan cobeimnii

16:48:49 [Info] Nporpamma samyuiena

16:48:54 [Critical] Bosmuina owwbka npw nogenouersa x B *[FireDAC][Phys][ODBC)[Microsoft][SQL Server Native Client 11.0)[SQL Server]Login
failed for user sa'.". OGpatvwrecs k pazpaborunkam!

owwbka Npu nog) « B4 “[FireDAC][Phys][ODBC][Microsoft][SQL Server Native Client 11.0]3Q... Aemcpexaan (0/50)
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5. YcnewHo 3anyweHHan

nporpamma 6y,c|,eT 3anNncbiBatb B XXYpPHaa WU3MeHeEHUA COCTOSIHUI

HabtogaeMblx 06BbEKTOB, CTPYKTYPbl OOBbEKTOB U CTaTyCOB KOMaHA,

E OPC Cepeep "Opwon MNpo”
®aidn Cnpaexa

Hactpo#ixu Gasn gannbo

Bua 64 M3SSQL ~
Cepeep

Mopr | e

W BA | mainbase1.20 3.5

|DESKTOP-MVMNQ7#\SQLEXPRESS19

Wms nonescsarens |sa

MNapone |oum

l).

- ks
Hactpoiixm OPC cepeepa

Mopr OPCUA [4848
CUMECN-PasARnMTENs B NpOCTPaHCTEE wmEn OPC DA | | |
WuTepean onpoca cratyca KomaHga, cex 4| 5 |¢»
Wnrepean onpoca crpyxrype obeexros, cex 4| 20 |»
Wntepean onpoca cocrosnmil obsexros, cex | ¢ 5 ||
onpoca snavenni AL, cex 'E'

Tadmayr T 1 T*|
NOZKMOYeHNA, CeK - 4

Wngmxatopsl cratyca

® Ecrenog

Baza gaHbix

OPC UA cepsep @ Patoraer

BOLID

Hacrpoiikm nporpamme:

O 3anyckate OPC UA cepsep Bmecte ¢ Npuaoxernem
O Orxnrouare OPC UA CEPBED BMECTE C NPUNOKEHHEM

[ Brisogurs Hossie coobuieHun B XypHan ceepxy

CHCTEMbI BE3OMACHOCTH | ocranosurs OPC UA cepsep

Mpumesume namenernus

Kypran cobeimui

16:43:21 [Info] Nporpamma samyuiena

16:43:23 [Warning] Yacts obvextos He Suina 3arpyaena us Bl & CBA3M ¢ OTPAHMYEHMEM AMUEHIHH!
16:43:23 [Info] OPC UA cepeep ycnewno sanywen no agpecy: opctepy/localhost4848 za 1 cex

OPC UA cepsep paSotaer Aemopexcam (0/50)

Haxatme Ha KHonky «OctaHoBUTbL OPC cepBep» OCTaHaB/AMBAET cepBep, OTKAoYaeTca oT b, nocne
yero yganaeTt CTPYKTypy cepBepa. Ha Bpema OCTaHOBKWU Kypcop U3MEHUT BUA, Ha «OXMAAOWMAY, a
napameTpbl byayT 3a610KMpPOBaHbI A1 n3MmeHeHuna. Ecam npu paboTatollem cepBepe bbina HaxaTa
KHOMKa 3aKpbiTUA nporpaMmmbl, OyaeT BbiBeAeHO npeaynpexaeHuve. Ecnm BbibpaH napametp
«OTKNOYaTb CepBep BMECTE C NPUNOKEHUEM», KHOMKA OCTAaHOBKM aBTOMATMYECKM DyaeT HaxkaTta v
cepBep byaeT OTKNOYEH 6e3 BbiBOAA NpeaynperKaeHus.

E OPC Cepeep "Opwon MNpo” - x
®aidn Cnpaexa
Hactpo#ixu Gasm gannbo Hacrpoiikn OPC cepsepa
Bug 6A MSsQL v Mopr OPC UA :48-18
Cepeep |DESKTOP-MVMNQ?d\SQLEXPRESSlQ CumECN-pasaenTens & npocTpancTse umén OPC DA | ! |
Mopr | 2 WuTepean onpoca cratyca KomaHga, cex 103 |
Wus B4 |mainbase1_20_3_5 Wnrepean onpoca crpyxtypel ofeextos, cex « 20
Wms nonescsarens |sa | Wntepean onpoca cocrosnmil obsexros, cex |+ 5 v |
Mapoae |"0m o onpoca snavenni AL, cex 1L 30
Tadimayr | <] 1 |+ O Hacrpoiiku nporpanme
e i ) [] 3anyckate OPC UA cepsep smecte c npunoxernen

Wrgmxatope cratyca

Baza gaxnbix

OPC UA cepsep ‘B
CHCTEMbI BE3OMACHOCTH Ocranosurs OPC UA cepeep MpameruTs Msmenemua
Kypran coBuiTHii

16:52:29 [Info] Nporpamma samyuiena

16:52:35 [Warning] Yacts obvextos He Suina 3arpyaena us B & CBAZM ¢ OTPAHMYEHMEM AMUEHIHH]

16:52:35 [Info] OPC UA cepeep ycnewno sanywen no agpecy: opctepy/localhost4848 za 1 cex

16:52:37 [Info] Bunonmserca ocrancexa OPC UA cepeepa..

Bunonnrercs ocranosxa OPC UA cepsepa.. Aemopexcam (0/50)
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3.3. IIpocrpanctBo umeHn OPC UA

CTpyKTypa paHHbIx OPC cepBepa opraHM3oBaHa B BMAE Mepapxuyeckoro aepesa. Bcé appecHoe
NPOCTPAHCTBO cepBepa BXOAWUT B eAMHCTBEHHOe npeacTasneHue BolidNameSpace, poctynHoe ans
NPOCMOTPA NOAKNOYEHHBIM KAUEHTAM.

B KopHe npocTpaHcTBa MMEH OPC pacnonaratoTca KaTasornm pabouymx MecT, nosydyeHHble u3 B/.
Kaxgblit KaTanor paboyero mecta coaepxuT nepemeHHyto Name — uma paboyero mecta, a TaKxKe
MOXKET coAeprKaTb KaTanor asepeit Doors, kaTanor 30H Sections v KaTtanor rpynn GroupSections.

3.4. Onucanue aTpuoyToB y3710B OPC UA
Kaxkabli y3en gepesa AaHHbIX ABAAETCA 0O6beKTOM, MMetoWmMMm pag aTprubyToB. O6beKTbl MoryT 6bITb
ABYX TMMOB: Nanka (Katanor) n nepemeHHas (cBoncteo). Katanorun cogeprkat B cebe apyrue y3nbl, B TOM

ypucne U apyrme Katanorwu. I'IepemeHHble o6na,c|,ar0T cnegyrowmmnm ononHUTENbHbIMU anM6yTaMM,
KOTOPbIX HET Y KaTa/10ros:

" 3HAYEHWE, CoAepIKallee AaHHbIE;
" TWUN XPAaHUMbIX AAHHbIX;
" [paBa AOCTyNa, TaKMe KaK NPaBo Ha YTEHME U 3aNuChb.
Takmm 06pa3om, CambiMM BaXKHbIMM AN1A OonepaTopa ABNAOTCA aTpubyTbl:

e BrowseName — nma o6beKkTa MM ero napameTpa, oTobpakaemoe B AepeBe AaHHbIX. UMa 0b6beKTa
COCTaB/IAETCA W3 €ro TUMa, ero MHAEKca M ero MmMeHu B cucteme. Cxema MNOCTPOEHUA WMMEHMU:
TunO6beKTa_unHaeKc_UmAO6GbeKTa;

e Description — KpaTkoe onucaHue y3na;
e Value — 3HaYeHMe NepemMeHHOM, CoaepKMMOe 3aBUCUT OT TUNA AaAHHbIX;

e DataType — TMn AaHHbIX, ecin ero Heobxogmmo 3HaTb. Cenuac mcnonbsyetcs int32 (Yucno) ans
YMCNOBbLIX 3HAYEHUN U Sstring (TEKCT) ANA CTPOKOBbLIX;

e Accesslevel — npaBa pgoctyna vy3na. BaxkHbim ABnAetca  Hanuuue dnara  CurrentWrite,
nokasblBalowee, YTO 3HAYEHMEe 3TOro y3sa MOXKET ObiTb M3MeHeHO ornepaTtopom. CeMyac TaKMMM
y31aMu ABNAIOTCA HEKOTOpble y3bl State.
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4. OPC DA Cepsep

MO «OPC DA cepBep» npegHasHayeHo anAa nHterpaunm APM «OpunoH Mpo» n SCADA cuctem no
ctaHgapTy OPC DA ana opraHmsaumm paboyero mecTta gucneTtyepa caybbl akcnayaTaumu. Mossonset
Noay4yaTb COCTOAHMA 30H, BbIXOA0B, CYMTbIBATENIEN, pa3aenos, asepeirt APM "OpwuoH Mpo", ynpasaatb
NOCTaHOBKOM 30H M Pa3AesioB Ha OXpaHy, No/siy4aTtb 3HadeHua ALLMN. Cepsep noagepxmsaeT
NOAKNIYEHNE HECKONBKUX KIMEHTOB OAHOBPEMEHHO.

OPC cepBep nogaep:kusaet uHTepdencbl cneundukaumm DA1.0, DA2.05 u DA3.0. Cepsep
NoAAEPKUBAET MEPaAPXMYECKUI NMPOCMOTP aApPEeCcHOro MpPoCTpPaHcTBa. JONOAHUTENBHO NOAAEP)KAHbI
nHtepoelicol IDataObject u 1AsynclO 13 OPC DA 1.0a.

MpunoxkeHne OPC DA B HOPMAAbHOM pPeXKMME 3anyCKAeTCA aBTOMATMYECKU NPU NOLKAHOHYEHUMU
NepBoro K/JMEHTa WM BbIKAKOYAETCA NMPU OTKAKYEHUU BCEX KAMEHTOB. ECaM BKAtOYEHMe-BbIKAOYEHUE
cepBepa BMecTe C 3arpy3koi 6osblwion 6a3bl AaHHbIX BbINOAHAETCA 4YacT (4TO MOXKET 3aHMMaTb
HEKOTOpPOe BpPEMS), MOXKHO 3anyctutb nporpammy OrionOpc DA.exe BpyuHyto. Takum ob6pasom,
nporpamma 3arpysut 6a3y AaHHbIX O4MH pas, eé He HyXXHO byaeT 3arpy)KaTb 3aHOBO MPU OTKHOYEHUU
BCEX KAMEHTOB. [pun 3TOM Mporpammy MOXKHO OyaeT 3aBeplUMTb BPY4YHYHO C NOMoLbto [mcneTyepa
3aaa4 Windows.

4.1. Perucrpaunusa v yaajieHue

Tak Kak OPC DA Cepsep sBnsetrca COM cepBepom, €ero HeobxoAuMMO NpeaBapuUTebHO
3apernctpmpoBatb B cucteme. MNpu atom B peectp Windows 6yaeT nobasneHa cneumanbHas 3anumchb.
Pernctpaumsa cepsepa nNpoMCXOAMT aBTOMATMYECKM MNpPM  YCTAaHOBKE MpPOrpamMmbl C MOMOLbIO
yCTaHOBLWMKA. MNocne yCTaHOBKM, A1 KOPPEKTHON paboTbl cepBepa, ero HeoHXoAMMO HACTPOUTbL Yepes
KoHdurypatop OrionOPC_UA.exe.

Ecnn no kakon-to npuumHe OPC DA CepBep He O6bln aBTOMATMYECKM 3aperucTpMpoBaH nocne
YCTaHOBKMW, €ro MOXHO 3aperuMcTpmMpoBaTb BPYYHYHO, BbINOJHUB CeAYIOLLYI0 KOHCONbHYIO KOMaHay 13
KaTanora, rae pacnonoskeHa nporpamma OrionOPC_DA.exe: OrionOPC_DA.exe /regserver

C:\BOLID\OrionProOpcServiBin32>0rionOPC_DA.exe /regserver

Mpu yganeHun nporpamm € nomoubto geunHcrannatopa, OPC DA Cepsep TakXKe aBTOMATUYECKU
b6yaet yaaneH us peectpa. Ecam Bbl cobmpaeTtech yaanutb Nporpammy He C NOMOLLbIO AEUHCTANNATOPA,
TO nepej yAaneHMem cepBepa C AMCKA ero HyXHO YyAanuTb U3 peecTpa, BbINOJSHUB CAeayHoLLYHO
KOHCO/MIbHYIO  KOMaHAy M3  KaTanora, rAe pacnonoxeHa nporpamma  OrionOPC_DA.exe:
OrionOPC_DA.exe /unregserver

C:\BOLID\OrionProOpcServi\Bin32>0rion0OPC_DA.exe funregserver

Mepen nepBbiM 3aMyCKOM cepBepa A1A ero KOPPEKTHOM paboTbl, He0H6X04MMO NPOM3BECTH
HACTPOMKY NapameTpoB NOAK/AOYEHUS K Ba3e AaHHbIX U napameTpoB OPC cepsepa. Ana atoro
Heobxoammo 3anyctutb «KoHdurypatop n OPC UA Cepsep» OrionOPC_UA.exe v 3aaTb B HEM Hy¥Hble
3HaveHuA. NMoapobHee nepBbIit 3aNyCK ONMCaH B 2. « YCTAHOBKA M NepPBbIiA 3anycKy.
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4.2. Hactpouka

Hactpoiika OPC DA Cepsepa ocyuwectsasetca nporpammont OrionOPC _UA.exe. 3Ta nporpamma
aBnaeTca obbeanHeHnem KoHdurypatopa cepsepos u OPC UA Cepsepa. [porpamma Haxoautca B
KaTanore c yctaHoBneHHbiM OPC DA cepBepom, a TakXKe AOCTyMHa Yepes meHto «nyck» Windows.

. OPC Cepsep Opwuon lNpo

PG oPc cepsep Opuon Mpo

B 3TolM nporpamme BbIMONHAETCA HACTPOMKa NAPaAMETPOB MOAK/AOYEHUS K 0ase AaHHbIX WU
napametpos OPC cepBepa. MHCTpyKLMA W ONMCaHWe napamMeTpoB npeacTtasneHbl B rnase 3.1.
«UHTEepdencr». Ona coxpaHeHUs BBEAEHHbIX MAapaMeTPOB MOMKHO HarKaTb Ha KHOMKY «[pMMeHUTb
n3MeHeHMA». TaKKe NapamMeTpbl MOXKHO 3arpy3nTb U3 COXpaHEHHoro ¢aiina Uam Noay4nTb U3 peecTpa.
O6a OPC cepBepa ncnonb3yroT 0bwmin daiin HacTpoek.

Ecnn cepBep Obln akTMBEH BO BPeMA BHECEHWUM U3MEHEHW B NapameTpbl, ero Heobxoammo
nepes3anyctutb. [1ns8 3TOro He06XoAMMO OTKAHUUTCA BCEM NOACOEANHEHHBIM K HEMY KaneHTam. Mocne
MX OTK/IOYEHMA, CepBep aBTOMATMUYECKM 3aBepwuT paboTy M MOXKeT ObiTb 3anylweH obpaTHo
NOAKNHOYEHMEM OAHOIO U3 KNMEHTOB.

AKTMBHOCTb cepBepa, 6e3 npoBepKM CTaTyca MOAKAOYEHUA Yy KIMEHTOB, MOXKHO onpegenntb no
HaxoxaeHuto npouecca OrionOPC_DA.exe B Oucnetdyepe 3agady Windows. TakXe aKTUBHOCTb MOMKHO
yBunaeTb B KoHdurypaTtope B rpynne MHAMKaTOPbI cCTaTyca:

Wnaukatopsi cratyca WHauxaTope! cratyca

basa ganHoix @ Her noaknrouenus  basa ganHeix @ Her noakntouenns
OPC UA cepsep @ Otnrouen OPC UA cepsep @ Orkntouen

OPC DA cepsep @ Orknrouen OPC DA cepsep @ Paboraer

4.3. IIpoctpancTBo uMmeH OPC DA

CtpykTypa AaHHbix OPC cepBepa opraHM3oBaHa B BUAE MeEpPapXMYECKoro Aepesa, ABAAIOLWMMCA
agpecHbIM NMPOCTPAHCTBOM. ECAM KAMEHT noadeprKMBaeT MepapXMYecKnii NPoCMoOTP AEePeEBa OaHHbIX,
MOHO MOAYyYaTb AaHHble y310B U3 TaKOro Agepesa. ITO YyNpoLWAeT NOUCK HYXKHbIX Y3/10B B CTPYKTYpE.
Ecnm ToYHblEe MMeHa Y3/10B N3BECTHbI, MOXXHO OTC/1EXXMNBATb UX HAMPAMYIO 6e3 noncka B nepapxmyeckom

aepese.

Kaskabli1 y3en B NpocTpaHcTBe MmeH 061a4aeT MMEHEM, COCTOALLEM U3 MMEHU CaMOro y3/1a U UMeH
BCEX Y3/10B B MEPaPXMUYECKOM MOPAAKE, KOTOPbIM MPUHAAIENKNUT 3TOT y3e/, A0 OAHOIo M3 KOPHEBbIX
y3/710B — KaTanoros paboumx mecT. MimeHa, BXxoAAlME B COCTaB MUMEHU y31a, pa3aefieHbl cneumnanbHbiM
CMMBONOM  pasgenutenem. [pumep  UMeHM y3na € CMMBOAOM-pasgenutenem  “\”:
Komneromep101\Sections\Section 322 Kab6.9\Inputs\Input_1_1
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BHMMmaHue! Cumson-pasgenutens o6a3aTenbHO AOMKEH HE MCMNONb30BATbCA B MMEHax Y3n0B

(MmeHax o6bekToB B «OpuoH Mpo») B 6ase gaHHbIX. Hanpumep B y3n1e 13 npumepa Bbille UCNoAb3yeTca

o n

cumBoA “.” B 0AHOM M3 UMEH NpeaKoB y3ia. Takum ob6pa3om AnsA cepsBepa C 3TUM Y3/10M HEBO3MOMKHO
o n

MCcnonb3oBaTb CMMBOA “.” Kak CMMBOAN-Pa3AenuTeNib, Tak Kak OH C/OMaeT MopsAAOK MMEH Y3/10B U
NoNy4YeHHbI y3en byaeTt Hepaboumm.

Ana cTaHpapTHOW 6a3bl AaHHbIX «OpuoH lpo» pekomeHayeTca Mcnonb3oBaTb cumson “\” no
YMONYAHUIO, HO €r0 MOXKHO U3MEHUTb Ha APYroi, ecan cepeep € STUM CMMBOJIOM NepecTaHeT paboTaTb
KOPPEKTHO U3-33 MCMO/Ib30BAHMA €ro B UMEHaXx y3/108B.

Echn B 6a3e gaHHbIX BCTpeyatoTca O6beKTbl C OAMHAKOBBIMWM MMEHAMMU W PACMONOXKEHUAMU, B
NPOCTPaAHCTBO MMeH aybaun byayT nob6aBneHbl C MHAEKCOM Ay6AnMpoBaHUA, A06aBNEHHBIM K UMEHU, KaK
3TO NponcxoanT ¢ konnamm ¢pannos B Windows.

MpyY M3MEHEeHUU 3HAYEHUs y3/1a CocToAHMA obbekTa (State), aTo U3meHeHMe byaeT nepeaaHo Ha
cepBsep 1 3anuncaHo B 6a3y gaHHbIX «OpnoH Mpo». MNpr 3TOM KavecTBO MU3MEHEHHOTO Y3/1a U3MEHMUTCA Ha
KauyecTBO /IOKanbHOW nepe3anuncu 3HavyeHusa Good (local override) ana otobpakeHus, 4tTo 3HayeHue
[AHHOTO y3/1a 6bI10 CKOPPEKTUPOBAHO SIOKANIbHO KNMeHToM. Ecamn nonyyeHHoe «OpuoH MNpo» 3HaveHue
6yAeT COOTBETCTBOBATb KOAY KOMaHAbl UM COCTOAHUIO 06beKTa U3 Tabaul, COCTOAHUIA U Koaos, byaeT
BbI3BaHO COOTBETCTBYHOLLEE AENCTBME WAM KOMaHZa. Mpu HOBOM MOJIYYEHUWU 3HAYEHMA 3TOrO y3na
KIMEHTOM OT cepBepa, Ka4ecTBo y3a1a nameHuTca Ha Good.

Mpn BHECEHUM M3MEHEHWUI B CTPYKTypy 06bekToB «OpuoH Mpo» (yaaneHue, gobasneHve unu
nepeMmeHoBaHMe OODBEKTOB), cepBep MNOAYYUT OOHOBJIEHWE CTPYKTYpbl M3 6asbl AaHHbIX U BHECET
U3MEHeHWe B [epeBO JAaHHbIX. EciM HeKoTopbie y3/ibl OKaKyTcs HeAoCTYMHbIMWU (y4aneHbl uan
U3MEHUAN UMA), KAUMEHT Nony4ymut obHoBAeHMe 3TUX y3/10B c KadectBom Bad (last known value). 370
O3HayaeT, 4YTO KayecTBO MNEPEMEHHON «MNJ/IOX0e» W KAMEHT MOXEeT MOoAy4MTb TO/IbKO nocneaHee
M3BeCTHoe 3HayeHue. Ecnu yganeHHblh 06beKT byaeT BOCCTaHOBMEH, KAMEHT CHoBa byaeT nonyyaTb
aKTya/ibHble 3HAYEHMA y3/1a C XOpoLnm KayecTeom Good.

4.4. OnucaHue aTpu6yTOB y3/10B OPC DA

Y3nbl fepeBa AaHHbIX B MPOCTPAHCTBE MMEH MOryT ObITb ABYX TUMNOB: Narnka (KaTasor) n nepemMeHHas
(cBOMCTBO). Y3nbl AepeBa [AaHHbIX MOTYT COAEPKATb MEpPeMEeHHble, KOTOpble HecyT B cebe
onpeaenéHHble 3HavyeHuA. MoapobHee NPO BO3MOMKHblE MEPEMEHHbIE Y Y3/10B HAaNMCaHO B FNaBe «
OnucaHne o6bEKTOB B CTPYKType AaHHbIx» KaTanoru copepkat B cebe gpyrue ysnbl, B TOM yucne u
Apyrve KaTanoru. MNoAKNOYEHHbIE KAMEHTbl MOTYT OTC/IEKMBATb BblOpaHHbIe Y3/bl, MNEepPUOAUYECKU
nony4yaa nHdopmauuto ob ysne ot cepsepa:

= 3HayeHwue, coaepiKallee AaHHble;

" TUN XPaHUMbIX AAHHbIX;

* npaBa [A0CTyna, TakMe Kak NpaBo Ha YTeHWe M 3aMuchb;
"  Bpems NocneaHero U3MeHeHus 3HaYeHusn;

® Ka4yecCTBO AaHHbIX.
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5. OnucaHve KaTaJoroB

Mepapxua KaTanoros B Buae Ta6}'IMLI,bI. Ha3BaHMA KaTanoros cOCTOAT U3 TUNA O6'beI-(Ta,

ONMUCbIBAEMOTO Y3/10M, MHAEKCA UK id 06beKTa 1 Ha3BaHWA 06beKTa B «OpuoH Mpo».

HasBaHue y3na

OnucaHue

MpuHagnexur yany

WorkPlace_vmsa komnbtotepa

KaTanor paboyero mecta

Sections

KaTtanor 30H

WorkPlace_nma komnbtoTepa

Sections

KaTanor 30H B rpynne 30H

GroupSection_unHAeKC 30HbI

Section_MHAEKC 30HbI_Ha3BaHWe

KaTtanor 30HbI

Sections

Readers

KaTtanor cuntbiBaTtesieit B 30He

Section_unHAeKc 30HbI

Reader_id snemeHTa_Ha3BaHue

Katanor cuntbiBaTtensa B 30He

Readers

Outputs

KaTanor BbIxo40B B 30He

Section_uHAeKc 30HbI

Output_id anemeHTa_HasBaHue

KaTanor Bbixoga B 30He

Outputs

Inputs

KaTanor Bxog0B B 30He

Section_uHAeKc 30HbI

Input_id snemeHTa_Ha3BaHue

Katanor Bxoga B 30He

Inputs

GroupSections

KaTanor rpynn 30H

WorkPlace_vms komnbloTepa

GroupSection_MHAEKC 30HbI_Ha3BaHWe

KaTtanor rpynnbl 30H

GroupSections

Doors

Katanor agepeit

WorkPlace_nma komnbtoTepa

Door_id anemeHTa_Ha3BaHue

Katanor gsepu

Doors

Devices

Katanor npubopos B 30He

Section_uHAeKc 30HbI

Device_id snemeHTa_Ha3BaHue

Kartanor npubopa B 30He

Devices

Cameras

KaTanor kamep B 30He

Section_uHAeKc 30HbI

Camera_id anemeHTa_Ha3BaHue

KaTanor kamepebl B 30He

Cameras

MpumeyaHue: Workplace (pabouee mecto) 6yaeTt oTobpaskaTbCa, TO/IbKO €C/M Y HEro ecTb

NOAKOUYEHHbI moayab "aapo onpoca”.

OnucaHue TMNOB Y3/210B:

e WorkPlace_ - KopHeBOW KaTa/ior COAEPKUT, aNeMeHT paboyero mecTa;

e GroupSections — KaTanor rpynn 30H, HAaCTPOeHHbIX B «OpuoH Mpo». MpuHagnexnt paboyemy

mecTy. Bkntoyaet B cebs cnncok 3oH (GroupSection_);

e Sections — KaTanor 30H, HacTpoeHHbIX B «OpuoH Mpo». NMpuHagnexuT KaTanory paboyero mecra

WM KaTasiory rpynnbl 30H. BKaoyaet B ceba cnucok 30H (Section_);

e Doors — katanor asepen. MNpuHagnexut paboyemy mecty (WorkPlace _). Bkiiouyaer B cebs

cnucok asepeii (Doors_);

e Inputs — KaTanor BXxo40B A1 30Hbl. [puHaanexuT 3oHe (Section_);

e Outputs — KaTanor BbIX040B 30HbI. [pMHaanexuT 3oHe (Section_);

e Readers — KaTasior cuntbiBaTenen 30oHbl. MpuHagnekuT 3oHe (Section_);

e Devices — KaTtanor npnbopoB 30HbI. [MpnHagnexuT 3oHe (Section_);

e Cameras — KaTanor kamep 30HbI. MpUHaaneKmT 3oHe (Section_).
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Mpumep nepapxmmn KaTanoros B BUAe cxembl (6€3 nepemeHHbIX):

* WorkPlace_PROG-22
|— * Doors
l---Door’_l _Iiseps Kopunopa nepsoro 3taxa
— * Sections
— * Section_1_Kopwaop nepsoro 3taxa
e Inputs
Input_11_Kopuaop
Input_123_O6vemHuk Hoa Aseporo
Input_188_TToxapka kopuaopa
— * Section_2_Kabunxer_192
* Inputs
Input_12_Jseps
Input_14_Ob6vemnumk
* Outputs
Output_131_[seps
Output_132_Cupera
Output_133_lNamna
“— * Section_3_CexpeTHaa KomHaTa
* Cameras
LCamer‘cll_Kcu.«zpq Ha cer@
* Readers

LRe,ader'l_tsxol.l B CEKPETHYHO KOMHQATY
- GroupSection
v GroupSection_1_Becb 31ax
L—v Sections
ESection_l_Kopwnop nNepsoro 3Taxa

Section_2_HKaburer_192
Section_3_CexpeTHaa komHaTa
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6. OnvcaHue 00bEKTOB B CTPYKTYpe AAHHbIX

O6beKTbl B CTPYKType AaHHbIX NPeAcTaBAAloT CobOM KaTanoru, cofepikalme nepemeHHble 3TUX
06bekToB. O6BbEKTbI MOrYT 6bITb pPasHbIX BUAOB, UX NEPEMEHHbIE MOTYT pa3nyatbca. Bo3moxKHble
COCTOSIHMA NepemMeHHolN State pas3/inyHbiXx 0ObEKTOB OnucaHbl B Tabauue cocToaHMN B pasgene 7. «

Koapbl coctosaHuity. OnmcaHme 06 bEKTOB U UX NEPEMEHHbIX:
MNpumeyaHua:

e 3HauyeHua ALIMN anemeHTOB Ha Bepcmn 1.20.3.7 nog npubopom «Cupuyc» He cobupatoTca.

e 3HayeHus ALLM sanemeHTOB Ha Bepcuun 1.20.3.8 He cobupatotca. Noaaeprkka ALMN anemeHTOB Ha

Bepcun 1.20.3.8 byaeT peanmsoBaHa B cnegytolmx sepcunsax OPC Cepeepa.

e VHAeKcbl 30H M rpynn 30H ¢ Bepcun 1.20.3.8 oTobparkatoTca No CMCTEMHOMY HOMEpY.

1. WorkPlace_ — pabouee mecto. KopHeBoit katanor. Coaep*KUT NnepemeHHyo:

Umsa nepemeHHOM Tun U3meHeHUue

OnucaHue

Name Ctpoka Het

Mma komnbtoTepa

2. Door_— ob6bekT asepsb. MNpuHagnexuT katanory asepeii Doors

Umsa nepemeHHOM Tun U3meHeHue OnucaHue
State Yucno [a CoctoaHue asepu
Name Tekct Het Mma asepu
3. Section_ — 06beKT 30Ha. lMpuHaanexXuT KaTtanory 30H Sections, npuvHaanekallemy KaTtanory

WorkPlace_. Bknwuaetr B cebs KaTtanoru: sxogos (lnputs), Bbixogos (Outputs), npubopos

(Devices), cunTbiBaTenei (Readers) n kamep (Cameras)

Umsa nepemeHHOM Tun U3meHeHue OnucaHue
State Yucno [a CocToAaHME 30HbI
Name Tekct Het Mma 30HbI
type_section Yucno Het Twn 30HbI:
(moctyneH HaumHan c 1.20.3.8) 0 — cuctemHasn
1 - annapaTtHasn
2-30Ha MT

4. GroupSection_ — 06beKT rpynna 30H. NpuMHaaNeXuUT KaTanory 30H
cebs KaTanor 30H (Sections)

GroupSections. BkatoyaeT B

MmA nepemeHHOM Tun U3meHeHue OnucaHue
State Yucno [a CocToaHue rpynnbl 30H
Name Tekct Het Mma rpynnbl 30H
type_groupsection Yucno Het Tun Fpynnbl:
(moctyneH HaumHan ¢ 1.20.3.8) 0 — cuctemHasn
1 —annapaTHasn
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5. Section_ — 06beKT 30Ha B rpynne 30H. [puHaanexuT KaTanory 3oH Sections, npuHagnexauiemy
KaTanory rpynnbl 30H GroupSection_

Umsa nepemeHHOM Tun U3meHeHue OnucaHue
State Yucno [a CocTosiHMe 30HbI
Name Tekcer Het Mmsa 30HbI

6. Input_— ob6beKT Bxog,. MpuHagneKuT kaTanory Bxoaos Inputs

Umsa nepemeHHOM Tun U3meHeHue OnucaHue
State Yucno [a CocTosaHwme Bxoaa
Name Tekcer Het Mma Bxoaa
ACP Tekct Het 3HauveHune ALM

7. Output_— 06beKT BbixoA. MNpuHagnexuT Katanory Bbixogos Outputs

NmA nepemeHHOM Tun U3meHeHUue OnucaHue
State Yucno [a CocToaHue Bbixoaa
Name Tekct Het Mmsa Bbixoaa

8. Reader_ — 06beKT cuntbiBaTeNb. MpUHAANEKUT KaTanory cumtbiBaTenei Readers

Umsa nepemeHHOM Tun U3meHeHue OnucaHue
State Yucno [a CocTtoAaHue cunTbiBaTENA
Name Tekct Het Mmsa cuntbiBaTena

9. Device_— 06beKT ycTpoicTeo. MpuHaaneKuT Katanory ycrpoicts Devices

NmA nepemeHHOM Tun U3meHeHUue OnucaHue
State Yucno [a CocTosAHMe ycTpoKcTBa
Name Tekct Het Mmsa ycTpolicta

10. Camera_ — 06bekT kKamepa. MNpuHagnexuT katanory Kamep Cameras.

Umsa nepemeHHOM Tun U3meHeHue OnucaHue

State Yucno [a CocToaHune Kamepbl
(AocTyneH HaumHan ¢ 1.20.3.8. Ana paboTbl Ha 1.20.3.5
HeobxoaMMo 06paTUTLCA B TEX. MOALEPKKY)

Name Tekct Het Mmsa kamepebl

20



7. Koabl COCTOSTHUH

KoaupoBKa 3HaueHuit nepeMeHHol State y pasnnyHbiXx 06bEKTOB:

Tun ob6beKTa Kopg OnucaHue
section_ 0 | HeonpegeneHHoe
1| Cetb 220 B B HOpme
2 | ABapua ceTu
3 | TpeBora NPOHUKHOBEHMUA
4 | Nomexa
6 | Nomexa ycTpaHeHa
9 | AktnBauua YArl
10 | BocctaHoBneHue YT
15 | sepb OTKpbITa
17 | Heypa4yHoe B3aTHe
22 | Hopma TexHONOorm4yecKoro Nporpammmpyemoro
23 | 3ageprKKa B3AaTUA
24 | B3AaTne pasgena Ha oxpaHy
25 | [locTyn 3aKpbIT
27 | [lBepb B3/10MaHa
30 | fQocTyn BOCCTaHOBAEH
31 | [lBepb 3aKpbITa
33 | ABepb 3ab10KMpOBaHa
35 | BoccTaHOB/IEHME TEXHOIOMMYECKOTO BXOAa
36 | HapyweHune TexHON0rm4eckoro
37 | Noxap
38 | HapyLweHune 2 TeXHOIOrMYeCcKoro
39 | O6opynoBaHue B Hopme
41 | HencnpaBHOCTb 060pyaoBaHUS
43 | MpeaynpexxaeHue
44 | BHnmaHume! OnacHocTb NoXKapa
45 | O6pbIB BXOAa
47 | BoccraHosneHune ANAC
58 | Tuxaa Tpesora
71 | MoHU¥KeHne ypPoBHA
72 | YpoBeHb B HOpMme
74 | MNoBsblWweHWe ypoBHA
75 | ABapuitHOe NoBbIWEHNE YPOBHSA
76 | MoBblWweHNe TemnepaTypsbl
77 | ABapuitHoe NOHWXKEHWNE YPOBHS
78 | TemnepaTtypa B HOpme
79 | TpeBora 3aTonaeHuA
80 | BoccTaHOBAEHME AaTUMKA 3aTONIEHNA
82 | HencnpaBHOCTb TepMOMETPA
83 | Hopma TepmomeTpa
109 | CHATKe pa3aena € oxpaHbl
110 | Cbpoc Tpesoru
111 | Bxop, BKAOYEH

21




Tun o6bekKTa Kopg OnucaHue
section_ 112 | Bxog oTKAtOYEH
113 | Bbixoa BKAOYEH
114 | Bbixoa OTK/IHOUEH
117 | BocctaHOBAEHME CHATOrO BXoAa
118 | Tpesora Bxoaa
119 | HapyweHue cHATOro BXxoAa
121 | O6pbIB Lenun HarpysKn Bbixoaa
122 | KopoTKoe 3amblKaHWe Harpy3Kn Bbixoaa
123 | Hopma uenu Harpysku
126 | MoTeps cBA3K(BbIXOA)
127 | Hopma cBa3u(BbIxoa)
130 | BkntoyeHune Hacoca
131 | BbikntoyeHne Hacoca
135 | OwmnbKa aBTOMATUYECKOIO TECTUPOBAHUSA
137 | Nyck BbIXOAA
138 | HeygayHbIN NycK BbIxoAa
139 | HeygauHbiv nyck MNT
141 | 3ageprkKa nycka MNT
142 | Astomatumka MMT BbIKAtOYEHa
143 | OtmeHa nycka MNT
144 | TyweHue
145 | ABapuinHbIi nyck MT
146 | NMyck NT
147 | bnokmpoBsKa nycka NT
148 | AsTomaTuka T BKAIOYEHA
149 | B3anom Kopnyca
150 | Nyck PO
151 | OtmeHa nycka PO
152 | BoccTtaHoBAEeHME Kopnyca
153 | NY B paboyem cocTosHUM
154 | Y B MCXOAHOM COCTOAHUMN
155 | Otkas Ny
156 | Owwnbka Ny
157 | Cbpoc 3aaep:KKku nycka NT
158 | Hopma BHYTpPEHHEW 30HbI
159 | 3agepxKa nycka PO
160 | Cbpoc 3aaepKKu nycka PO
161 | OctaHoB 3aaepKKu nycka NT
165 | OwmnbKa napameTpos
187 | Notepa ceaszmn
188 | Hopma cBA3un
189 | Notepa csasm no setsun AMNJC 1
190 | Notepa ceasm no setsun AMNJIC 2
191 | Hopma cBasu no setem ANJIC 1
192 | OTKNIOYEHWE BbIXOAHOrO HaNPAMXEHUA MCTOYHMKA NUTAHKUA
193 | MogKAtoYeHNE BbIXOAHOTO HaNpAXKeHUA
194 | NeperpysKka UCTOYHUKA NUTAHWNA
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Tun o6bekKTa Kopg OnucaHue
section_ 195 | Meperpy3Ka UCTOYHUKA NUTAHUA YCTPAHEHA
196 | HencnpaBHocTb 3Y
197 | Hopma 3Y
198 | HencnpaBHOCTb MCTOYHUKA NUTAHUA
199 | Hopma NCTOYHUKA NUTaHKUA
200 | Hopma 6aTapeu
201 | Hopma cBasum no setsn A4N/1C 2
202 | HencnpaBHocTb 6aTapeu
204 | TpebyeTtca obcnykmBaHmA
205 | OwwnbKa Tecta AKB
206 | NoHmxKeHWe TemnepaTypsbl
211 | Pa3psapg 6aTapeun
212 | Pa3psaa pesepBHoi baTapen
213 | Hopma pe3epBHoI baTapeun
214 | KopoTKoe 3amblKaHue
215 | KopoTKkoe 3ambikaHue AMNJIC
217 | OrpaHMYeH KOHTAKT C yCTPOMCTBOM
220 | CpaboTtka gatumka C4Y
221 | Otka3z CO4Y
222 | Asapwua 4NNC
224 | HekoppeKTHbIM oTBeT ycTpoincTaa B ANJ1C
225 | Heyctonumsbii oTBeT ycTpoiictea 8 AMNJ1C
226 | ABTOMaTUKaA BbIXO4a BKIOYEHA
227 | ABTOMaTUKa BbIXO4a OTK/KOYEHA
228 | bnoknpoBsKa Bbixoaa
229 | 3apeprkKa nNycKa BbiIxoga
230 | OcTtaHOB 3a4eprKKM NyCKa BbIXxoAa
231 | OTmeHa nycKa BbIxoaa
237 | CHAT pa3gen noA NpUHyXAeHNEM
250 | HeT KOHTaKTa
251 | Hopma KOHTaKTa € yCTpPOMCTBOM
252 | MoameHa ycTponcTea
256 | BoinonHAeTcA KomaHAa
401 | PEJIE BrkntoueHo
402 | PEJIE BbIkNtoyeHo
403 | PENIE MUTAET
600 | OTmeTKa KaHana CcBA3N
601 | MoTepaH KaHan cBA3MK
602 | Hopma KaHana cAsun
997 | OTmeTKa KaHana cBA3un
999 | HeT 30H B pasaene
1119 | Npwnbop 3aHaT
1206 | 3anucb HavaTa
1207 | 3anucb 3aKOH4YeHa
1215 | JeTeKTOp ABUKEHUA BKAOYEH
1216 | [eTeKTOp ABUKEHUA BbIKNOUYEH
1224 | CpabaTbiBaHWE AETEKTOPA ABUMKEHMUSA
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Tun o6bekKTa Kopg OnucaHue
Input_ 0 | HeonpepeneHHoe
1| Cetb 220 B B HOpme
2 | ABapua ceTu
3 | TpeBora NPOHUKHOBEHMUA
4 | Nomexa
6 | Nomexa ycTpaHeHa
9 | AktnBauua YArl
10 | BoccraHoBneHnune YAI
17 | Heypa4yHoe B3aTHE
23 | 3ageprKKa B3AaTUA
24 | B3aTne Bxo4a Ha OXpaHy
35 | BoccTaHOBNEHME TEXHONOMMYECKOro BXxoaa
36 | HapyweHue TexHon0orM4yeckoro exoaa
37 | Noxap
38 | HapyLweHune 2 TeXHONOrMYeCcKoro
39 | ObopyaoBaHue B HOpMe
40 | Moxkap 2
41 | HencnpaBHOCTb 060pya0BaHNSA
43 | MpeaynpexaeHue
44 | BHumaHue! OnacHocTb Noxapa
45 | O6pbiB BXOAa
47 | BoccraHosneHue ANMAC
58 | Tuxana Tpesora
71 | TIOHMXKeHMe ypoBHA
72 | YpoBeHb B HOpme
74 | MNosblWweHWe ypoBHA
75 | ABapuitHoe noBbIWEHWNE YPOBHSA
76 | MNMosbiweHWe TemnepaTypsbl
77 | ABapuitHoe NOHMXEeHMe YPOBHA
78 | TemnepaTypa B HOpme
79 | TpeBora 3aTonneHuA
80 | BoccTaHOBNEHME AaTYMKA 3aTONIEHNA
82 | HencnpaBHOCTb TepMmomeTpa
83 | Hopma TepmomeTpa
109 | CHATHe BXOAa C OXPaHbl
110 | Cbpoc Tpesoru
111 | Bxoa BKkAOYEH
112 | Bxoa oTKAtO4EH
117 | BoccTaHoBEHME CHATOrO BXoA4a
118 | Tpesora BxoAa
119 | HapyweHue cHATOro Bxoaa
130 | BkntoyeHne Hacoca
131 | BbikntoyeHue Hacoca
135 | OwmnbKa aBTOMATMYECKOro TECTUPOBAHUA
139 | HeygauHbin nyck NT
141 | 3apep*KKa nycKka MT
142 | Astomatuka MMT BbIKAtOYEHa
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Tun o6bekKTa Kopg OnucaHue
Input_ 143 | OtmeHa nycka NT
144 | TyweHune
145 | ABapwuiiHbIv nyck NT
146 | Myck NT
147 | bnokmpoBsKa nycka NT
148 | AsTomaTuka [T BKAIOYEHA
149 | B3anom Kopnyca
150 | Nyck PO
151 | OtmeHa nycka PO
152 | BoccraHoBAeHMe Kopnyca
158 | Hopma BHYTpPEHHEM 30HbI
159 | 3agepKa nycka PO
161 | OctaHOB 3a4eprKKn nycKka MT
165 | OwmnbKa NnapameTpoB BXoAa
187 | NoTepa cBA3M CO BXOAOM
188 | BoccraHOBEHME CBA3K CO BXOAOM
189 | Notepa ceasm no setsun AMNJC 1
190 | NoTepsa ceasm no setsun ANMJC 2
191 | Hopma ceasu no setem ANJIC 1
192 | OTKAIOYEHUE BbIXOAHOIO HAaNpPAMXEHUA MCTOYHMKA NUTaHUA
193 | MNogkntoyeHne BbIXOAHOMO HANPAXEHMA UCTOYHMKA NUTAHMA
194 | MNeperpy3sKka UCTOYHUKA NUTAHWNA
195 | MNeperpy3sKa NCTOYHUKA NUTAHWUA YCTPaHEHa
196 | HencnpasHocTb 3Y
197 | Hopma 3Y
198 | HencnpaBHOCTb MCTOYHUKA NUTAHUA
199 | Hopma NCTOYHUKA NUTaHKUA
200 | Hopma b6aTtapenu
201 | Hopma cBAasm no setsn ANJ1C 2
202 | HencnpasHocTb 6aTapeu
204 | TpebyeTca obcnyKuBaHue
205 | OwwnbKa Tecta AKB
206 | MoHuKeHne TemnepaTypbl
211 | Pa3pspg 6aTapen
212 | Pa3psg pesepsHoi baTapeun
213 | Hopma pe3epBHoit 6aTapeu
214 | KopoTKoe 3amblKaHue
215 | KopoTKoe 3ambikaHue AMNJIC
217 | OrpaHuYeH KOHTAKT C YCTPONCTBOM
222 | Asapua ANNcC
224 | HekoppeKTHbIM oTBeT ycTpomncTea B ANJ1C
225 | HeyctoitumBblit oTBeT ycTpoiictea B A4M/1C
250 | HeT KOHTaKTa
251 | Hopma KoHTaKTa € yCTpPOCTBOM
256 | BbinonHAeTca kKomaHaa
Output_ 0 | HeonpegeneHHoe
39 | O6opynoBaHue B Hopme
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Tun o6bekKTa Kopg OnucaHue
Output_ 41 | HencnpasHocTb ob6opyaoBaHMA
42 | HensBecTHOe yCTPOIACTBO
45 | O6pbiB
46 | O6pbis 4NNC
47 | BoccraHosneHue ANAC
113 | Bbixopa BKAOYEH
114 | Bbixoa OTK/AHOYEH
121 | O6pbIB Lenu
122 | KopoTKoe 3ambikaHue Lenu
123 | Hopma uenu
126 | MNoTepsn cBaA3n (BbixoA)
127 | Hopma cBsi3u (Bbixoa)
137 | MNyck BbIxoaa
138 | HeyaayHbIn NycK BbIxoAa
149 | B3nom Kopnyca
152 | BoccraHoBeHMe Kopnyca
153 | LY B paboyem cocTosiHUM
154 | Y B UCXO4HOM COCTOAHUMU
155 | Otkas Ny
156 | Owwnbka NY
165 | OwmnbKa NnapameTpoB BXoAa
187 | Notepa ceaszmn
188 | Hopma cBasu
189 | Notepa ceasm no setsun AMNJIC 1
190 | NoTepsa ceasm no setsun ANMJC 2
191 | Hopma cBasu no setsn ANJ1C 1
194 | MNeperpysKa UCTOYHUKA NUTAHNA
195 | NeperpysKa NCTOYHUKA NUTAHWNA YCTPaHEHa
198 | HemcnpaBHOCTb MCTOYHUKA NUTAHUA
199 | Hopma UCTOYHMKaA NUTaHUA
200 | BoccraHoBneHue 6aTapen
201 | Hopma cBAasm no setsm ANJ1C 2
202 | HencnpasHocTb 6aTapeu
211 | baTapes paspAaxeHa
212 | Pa3psg pesepsHoi baTapeun
213 | BoccTaHoBneHWe pe3epBHOM baTapeun
214 | KopoTKoe 3amblKaHue
215 | K3 gnnc
217 | OrpaHuYeH KOHTAKT C YCTPONCTBOM
222 | Asapua ANNcC
224 | HekoppeKTHbIM oTBeT ycTpoincTea B ANJ1C
225 | HeyctoitumBblit oTBeT ycTpoiictea B A4M/1C
229 | 3ageprKKa NycKa BbiIxoga
230 | OcTaHOB 3a4eprKKM NyCKa BbIXxoAa
231 | OTmeHa nycKa BbIxoaa
250 | HeT KOHTaKTa
251 | Hopma KOHTaKTa € yCTPOMCTBOM
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Tun o6bekKTa Kopg OnucaHue

Output_ 401 | PEJIE BkAtoYeHO

402 | PENIE BbIKNtOYEHO

403-464 | PENNE MUTAET

Reader_ 0 | HeonpeaeneHHoe

15 | ABepb OTKpbITa

25 | JocTyn 3aKkpbIT

27 | Bsnom asepu

30 | docTyn BOCCTaHOBANEH

31 | ABepb 3aKkpbITa

33 | ABepb 3ab10KMpPOBaAHa

217 | OrpaHMYeH KOHTAKT C YCTPONCTBOM

219 | [JocTyn OTKpbLIT

250 | HeT KOHTaKTa

251 | Hopma KOHTaKTa € yCTPOCTBOM

Door_ 0 | HeonpegeneHHoe

13 | OTKas oT Npoxoaa

15 | OBepb OTKpbITA

25 | JocTyn 3aKkpbIT

26 | [locTyn OTKNOHEH

27 | [iBepb B3/10MaHa

28 | fJocTtyn npepocTasieH

29 | 3anpert gocTyna

30 | focTyn BOCCTaHOBAEH

31 | [lBepb 3aKpbITa

32 | Mpoxog

33 | ABepb 3ab610KMpPOBaAHa

219 | JocTyn OTKpbIT

250 | HeT KoHTaKTa

251 | Hopma KOHTaKTa € yCTpPOMCTBOM

550 | Mpoxopa HapywuTena

551 | OTKNOHEeHHaA nonbITKa npoxogda HeN3BeCTHOIo

552 | MonbITKa NpoxoAa HEN3BECTHOro

Camera_ 0 | HeonpepeneHHoe

3 | TpeBora OT AeTeKTopa ABUKEHUA

24 | Kamepa Ha oxpaHe

109 | Kamepa cHATa C oxpaHbl

187 | Kamepa oTKAO4EeHa

188 | Kamepa BkatoyeHa

1206 | 3anucb HavaTa

1207 | 3anucb 3aKOHYEHa

1215 | [leTeKTOp ABUKEHUA BKAOYEH

1216 | JeTeKTOp ABUMKEHUA BbIKAOYEH

1224 | CpabaTbiBaHWE AeTEKTOPA ABUMKEHMUA

1234 | TpeBora OT AeTEKTOpPA NepecevyeHna NMHNN

1235 | Tpesora OT AeTeKTopa OCTaBAEHHbIX NpeaMeTOB

1270 | Pacno3HaBaHMe BK/AOYEHO

1271 | Pacno3HaBaHWE BbIKNOYEHO
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Tun o6bekKTa Kopg OnucaHue
Camera_ 1272 | AHaAUTUYECKNIN AETEKTOP BK/OYEH
1273 | AHAaAUTUYECKNIN AETEKTOP BbIKAOUYEH
Device_ 1 | BoccTtaHoBneHue cetn 220 B
2 | ABapua cetn 220 B
5 | OTKnoYeHMe 3ByKa
14 | Nopbop Koaa
46 | O6pbIiB 4NNC
47 | BoccraHosneHue ANAC
67 | U3ameHeHMe patbl
69 | *KypHan 3anonHeH
70 | *ypHan nepenonHeH
73 | U'3ameHeHune BpemeHun
84 | JloKanbHOe nporpaMmmmpoBaHue
90 | HencnpaBHOCTb KaHana cBA3n
91 | BoccTaHoBNEHME KaHana CBA3U
111 | Bxopa BKAtOYEH
112 | BxoA OoTK/tOYEH
135 | OwmnbKa NpM aBTOMATUYECKOM TECTUPOBAHNK
140 | 3anycK BHYTPeHHero TecTa
149 | B3nom Kopnyca
150 | Nyck PO
151 | OtmeHa nycka PO
152 | BoccraHoBeHMe Kopnyca
189 | Notepa ceasm no AMNC 1
190 | Notepsa csasm no AMNJ1C 2
191 | BoccraHoBneHnue ceasm no AM1C 1
194 | MNeperpysKa UCTOYHUKA NUTAHNA
195 | NeperpysKa NCTOYHUKA NUTAHWNA YCTPaHEHa
198 | HemcnpaBHOCTb MCTOYHUKA NUTAHUA
199 | BoccTtaHoBEHUE UCTOYHMKA NUTAHUA
200 | BoccraHoBneHue 6aTapen
201 | BocctaHoBneHue csAsun no AMNJIC 2
202 | HencnpasHocTb 6aTapeu
203 | NMepe3anyck ycTpomncTea
215 | KopoTkoe 3ambikaHne AMN1C
217 | NMoTepsA cBA3M C YCTPOMCTBOM MO O4HOM U3 BETOK MHTepdeica RS-485
218 BoccTaHoBeHWe CBA3M C YCTPOMCTBOM NO O4HOWM M3 BETOK MHTepdeiica
RS-485
222 | MNosbiweHne HanpaxeHna ANJIC
223 | OTmeTKa Hapaga
249 | OKOH4YaHMEe NOKANbHOIo NPOrpamMmmmnpPoBaHMA
250 | MNoTepsH KOHTAKT C YCTPOMCTBOM
251 | BoccTaHOBAEH KOHTAKT C YCTPOMACTBOM
252 | MNoameHa ycTponcTea
253 | BkntoueHue MKY
254 | OTmeTKa Aathbl
255 | OTmeTKa BpemeH#u
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Tun o6bekKTa Kopg OnucaHue
GroupSection_ 0 | HeonpeaeneHHoe
1| Cetb 220 B B HOpme
2 | ABapua ceTu
3 | TpeBora NPOHUKHOBEHMUA
4 | Nomexa
6 | Nomexa ycTpaHeHa
9 | AktnBauua YArl
10 | BoccraHoBneHnune YAI
15 | [sepb OTKpbITa
17 | Heypa4yHoe B3aTHe
22 | Hopma TeXxHONOrM4yecKoro NporpaMmmmpyemoro
23 | 3ageprKKa B3AaTUA
24 | B3aTue pasgena Ha OxpaHy
25 | JocTyn 3aKkpbIT
27 | [iBepb B3/10MaHa
30 | focTyn BOCCTaHOBAEH
31 | [lBepb 3aKpbITa
33 | ABepb 3ab10KMpOBaHa
35 | BoccTaHOB/IEHME TEXHOIOMMYECKOTO BXOAa
36 | HapyweHuMe TeXHONOrMYecKoro
37 | Noxap
38 | HapyweHune 2 TeXHONIOrMYeCcKoro
39 | ObopyaoBaHue B HOpMe
40 | Moxap 2
41 | HencnpaBHOCTb 060pyA0BaHNA
43 | MpeaynpexxaeHue
44 | BHumaHume! OnacHocTb NoXapa
45 | Ob6pbiB BXOAa
47 | BocctaHoBneHune AIJ1C
58 | Tuxana Tpesora
71 | TIOHMXKeHMe ypoBHA
72 | YpoBeHb B HOpMme
74 | MNoBsblWweHWe ypoBHA
75 | ABapuitHoe noBbIWEHWE YPOBHSA
76 | MNMosbiweHWe TemnepaTypsbl
77 | ABapuitHOe NOHMXEeHMe YPOBHA
78 | TemnepaTypa B HOpme
79 | TpeBora 3aTonaeHuA
80 | BoccTaHOBAEHME AaTUMKA 3aTOMNIEHNA
82 | HencnpasHOCTb TepMmomeTpa
83 | Hopma TepmomeTpa
109 | CHATKe pa3gena Cc oxpaHsbl
110 | Cbpoc Tpesoru
111 | Bxop, BKAOYEH
112 | Bxoa oTKAtO4EH
113 | Bbixoa BKAOYEH
114 | Bbixoa OTKAKOUEH
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Tun o6bekKTa Kopg OnucaHue
GroupSection_ 117 | BoccTaHOBAEHUE CHATOrO BXOAA
118 | Tpesora Bxoaa
119 | HapyweHwue cHATOro BXxo4a
121 | O6pbIB LEenun HarpysKn BbIxoaa
122 | KopoTKoe 3amblKaHWe Harpy3Ku Bbixoaa
123 | Hopma uenu Harpysku
126 | MoTeps cBA3U(BbIXOA)
127 | Hopma cBssu(BbIxoA)
130 | BkntoyeHne Hacoca
131 | BbikntoyeHne Hacoca
135 | OwmnbKa aBTOMaATUYECKOrO TeCTUPOBAHUSA
137 | Nyck BbIXOAA
138 | HeyaayHbIN NycK BbIxoAa
139 | HeygauHbi nyck MT
141 | 3apep*KKa nycka MT
142 | AsTomaTuKa MT BbIKAIOYEHA
143 | OtmeHa nycka MNT
144 | TyweHue
145 | ABapuinHbIi nyck MT
146 | Nyck NT
147 | bnokmposKa nycka NT
148 | AsTomatuka T BkAtoYeHa
149 | Bsanom Kopnyca
150 | Nyck PO
151 | OtmeHa nycka PO
152 | BoccTtaHoBAeHWe Kopnyca
153 | Y B paboyem cocTosiHUM
154 | Y B UCXO4HOM COCTOAHUMU
155 | Otkas Ny
156 | Owwnbka Ny
157 | Cbpoc 3aaep:Kku nycka NT
158 | Hopma BHYTpEHHEM 30HbI
159 | 3agepxka nycka PO
160 | Cbpoc 3aaepKKu nycka PO
161 | OctaHoB 3aaepKu nycka NT
165 | OwmnbKa napameTpos
187 | Notepa ceaszmn
188 | Hopma cBAsun
189 | MNotepa ceasm no setsun AMNJIC 1
190 | Notepa csasm no setsun AMNJC 2
191 | Hopma cBasu no setem ANJIC 1
192 | OTKNtOYEHWE BbIXOAHOrO HaNPAMXEHUA NCTOYHMKA NUTaHUA
193 | MogKAoYeHUe BbIXOAHOTO HaNpPAXKeHUA
194 | MNeperpy3Kka UCTOYHUKA NUTAHNA
195 | NeperpysKa NCTOYHUKA NUTAHUA YCTPAHEHa
196 | HencnpasBHocTb 3Y
197 | Hopma 3Y
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Tun o6bekKTa Kopg OnucaHue
GroupSection_ 198 | HemcnpaBHOCTb UCTOYHUKA MUTAHUA
199 | Hopma NCTOYHUKA NUTaHKUA
200 | Hopma 6aTtapewu
201 | Hopma cBasu no setsm ANJC 2
202 | HencnpaBHocTb 6baTapeu
204 | TpebyeTtca obcnykmBaHmA
205 | OwwnbKa Tecta AKB
206 | MoHMKeHMe TemnepaTypbl
211 | Pa3psag 6aTapen
212 | Pa3pspg pesepBHoW baTapeun
213 | Hopma pe3epBHoI baTapeun
214 | KopoTKoe 3amblKaHue
215 | KopoTKkoe 3ambikaHue AMNJIC
217 | OrpaHMYeH KOHTAKT C YCTPONCTBOM
220 | CpaboTKa gaTtumka CAY
221 | Otkasz C4Y
222 | Asapwua 4NNcC
224 | HekoppeKTHbIM oTBeT ycTpoicTaa B ANJ1C
225 | Heyctonumsbiit oTBeT ycTpoiictea 8 AMNJ1C
226 | ABTOMaTUKa BbIXO4a BK/IHOYEHA
227 | ABTOMATUKA BbIXO4a OTKAKOYEHA
228 | bnoKnpoBKa BbIxo4a
229 | 3apeprkKa nNycka BbiIxoaa
230 | OcTaHOB 3a4eprKKM NyCKa BbIXxo4a
231 | OTmeHa nycKa Bbixoaa
237 | CHAT pa3aen nog npuHyKaeHnem
250 | HeT KoHTaKTa
251 | Hopma KOHTaKTa € yCTPOMCTBOM
252 | MoameHa ycTponcTea
255 | 1Ba noxkapa
256 | BbinonHAeTca komaHaa
401 | PEJIE BrkntoueHo
402 | PEJIE BbIkNtoyeHo
403 | PENIE MUTAET
600 | OTmeTKa KaHana CcBA3n
601 | MoTepaH KaHan cBA3M
602 | Hopma KaHana cAsun
997 | OTmeTKa KaHana cBA3un
999 | HeT 30H B pasaene
1119 | Npwubop 3aHaT
1206 | 3anucb HavaTa
1207 | 3anucb 3aKOHYeHa
1215 | [leTeKTOp ABUKEHMUA BKAOYEH
1216 | [eTeKTOp ABUKEHUA BbIKAOYEH
1224 | CpabaTbiBaHWE AETEKTOPA ABUHKEHMUSA
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8. Koabl KOMaH [

KomaHabl nepeaatoTcs NyTeM M3MEHEeHWUA nepemeHHOol State Ha 3aKoAMPOBaHHOE 3HauyeHue
KOMaHAbl 13 TabanLbl KOMaHA Y COOTBETCTBYIOLMUX OB BEKTOB.

BHumaHue! KomaHabl BaKHO BBOAMTb 6e3 owmnbok, Bo M3bexaHne cboa B pabote cTapbix Bepcuit
APM «OpuoH Mpo» (Huxe 1.20.3.8). KomaHaa 21 noaaepKuBaeTtcs, HaumMHas ¢ Bepcum 1.20.3.8. MonHas
noagepKa KoMmaHg, AnA «BbIXo40B» HauMHaeTcA ¢ Bepcmun 1.20.3.8.

Twun o6bekKTa Kogp OnucaHue
Device_
(HaumHan ¢
APM «OpuoH
Mpo» 1.20.3.8)
Section_

0 | Cobpoc npubopa

=

Cbpoc Tpesoru

CHATue

B3aTtne

BbIKN. aBTOMaTMKMH

BKn. aBTOMaTUKM

OTtmeHa nycka MT
Myck NT
BkntoyeHue Tecrta

OCI|IN|OO| UL |[N|O

10 | BbikntoyeHUe TecTa

21 | Cobpoc TpeBoru

24 | BKAtoyeHue 30Hbl

25 | BblkntoyeHme 30HbI

52 | Myck PO (peyeBoro onoBeLeHus)

53 | OctaHoBKa PO (peyeBoro onoseweHmn)

54 | 3anyckK cBeTO-3BYKOBOM CUrHann3aumm

55 | OctaHoBKa CBeTO-3ByKOBOl71 CUrHannsaumu

GroupSection_ CHAaTne

B3aTtne

BbIkn. aBTOMATUKKU

BKn. aBTOMaTUKM

OTtmeHa nycka MT
Myck NT
BkntoyeHue Tecta

O |IN|OO UL [N O

10 | BbikntoyeHUe TecTa

21 | C6poc Tpesoru

24 | BKAtoYeHue 30HbI

25 | BblKatoYeHMe 30HblI

52 | Myck PO (peyeBoro onoselleHus)

53 | OctaHoBKa PO (peyeBoro onoseleHMnA)

54 | 3anyck cBeTO-3BYKOBOM CUrHann3aumm

55 | OcTaHOBKa CBETO-3BYKOBOW CUIHANM3aLMK

C
amera_ 0 | CHATHKe
(HaumHan ¢
APM «O
«UPUOH 2 | B3atme

Mpo» 1.20.3.8)
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Tun o6bekTa Kog OnucaHue
Door_ 0 | NpepocTaBneHne gocTyna
1 | BoccTraHoBAeHMe gocTtyna
2 | BoccTtaHoBneHUe Bxoaa
3 | BoccTaHoBneHMe Bbixoaa (Mo KHormKe)
4 | 3akpbITve JocTyna (Bxoaa v BbIxo4a)
5 | 3aKpblThe Bxoaa
6 | 3aKpbITHe Bbixoda (No KHOMKe)
7 | OTKpbITHeE gocTyna
Input_ 0 | CHaTHe
2 | B3aTtune
5 | BbIkn. aBTOMaTUKH
6 | Bkn. ABTOMaTHKH
7 | OcTaHOBKa
8 | MycK
9 | BKkn. TecTa
10 | BbIkn. TecTa
21 | C6poc Tpesoru
24 | BKA. 30HbI
25 | BbIKA. 30HbI
Output_ 9 | Bkn. Tecta
10 | Bbikn. TecTa
24 | BKatoyeHmne KOHTponA
25 | BblkntovyeHmne KOHTPOIA-MAaCcKMpoBaHue
26 | Bkn. pene
27 | Bblkn. pene
28 | MuraHue pene
50 | AktuBauwms PO (peyeBoro onoselleHUs)
51 | AeaktuBauus PO (peyeBoro onoseLleHus)
52 | Myck PO (peyeBoro onoselleHus)
53 | OctaHoBKa PO (peyeBoro onoseweHmn)
54 | 3anyck cBeTO-3BYKOBOM CUTHAM3aL MK
55 | OcTaHOBKa CBETO-3BYKOBOW CUIHAAM3aLMK
Reader_ 0 | NpepocTasneHne gocryna
1 | BoccTtaHoBNeHUE aocTyna
2 | BoccTtaHoBneHUe Bxo4a
3 | BoccTaHoBnEeHMe BbIXxoAa (N0 KHOMKe)
4 | 3aKpblTve 4ocTyna (Bxo4a v Bbixoaa)
5 | 3akpblTHe Bxoaa
6 | 3aKpbITHe Bbixoaa (No KHOMKe)
7 | OTKpbITHE gocTyna
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