APM «C3000»

YctaHoBKa B OC «Astra Linux»

2025



Ornasiaenue

231531 (35 07 (= 4
COrNanIeHUS U YCTOBHBIC OOOZHATCHIIS .....vvvesvveessrreessseeessteeessseessssessssseessssesssssesssssesssssssssssessssnessnsneens 4
L1004 0 - 111 (<1214 £ (U TR TP PPROPPRPPPRORS 4
VCTAHOBKA APM «C30005 ...ttt ettt e sib e e e an e e e nnn e e s nne e 5}
VYeranoBka APM «C3000» 151 APYTOTO TOTB3OBATEIS «..vvvvveessusrreeessnrreeesssssnnessssnneesssssesessnseneenns 9
ITpoBepka paboToCOCOOHOCTH TTO DOCKEN .......ccuiiiiieiecc et 9
CepBucHble CKPUNTBI APM «C3000% ......coiiiiiiiiiiiiiic i 10
3anmyCTUTD APM «C30005 .....viiiiiiiieiiiiiic e 11
OCTaHOBUTD APM «C30005.......ceiieiiiiieiieeiie et eenneennne s 11
[Tepe3amyCTUTD APM «C30005) ...civviiiiiiiiiiieiiie ettt e s e s nineesnneens 11
BOCCTAHOBIIEHUE U COPOC TAPOIICH. ...ttt 11



BBenenune

PykoBoncTBO  mMpenHa3HA4eHO M CHCTEMHBIX —aJMHMHUCTPATOPOB,  BBIMOJHSIONIUX
YCTaHOBKY M HauaabHYI0 HacTpoiiky APM «C3000» aas Astra LinuXx mpu momoInu HHCTauIITopa.

PyKOBO,Z[CTBO COACPIKUT MHCTPYKIUHU IO YCTAHOBKC W BCTPOCHHBLIM B HCI'O0 CCPBUCHBIM CKPUIITAM

APM «C3000».

CornameHus M yCJIOBHbIe 0003HAYEHU S

o Ilony:KMpPHBIM BBIACISAIOTCS Ha3BaHUS IPOTPAMMHBIX MPOAYKTOB U aIMapaTHBIX CPEACTB.

o Kypcusé mpuMeHsieTcss i 0003HAYCHHS TEXHUYECKUX TEPMHMHOB M B MHBIX CIydasx
JUISL BBIJCIICHUS YacTel TeKcTa.

e MoHomupuHHBI WPUPT TpUMEHSETCS IS UMEH (aiiaoB, KOMaHI W WX IapaMeTpOB,
a TaKKe Ui MPUMEPOB BBIMOJIHEHUS U BbIBOJA KOMAH/I.

o B mpuMepax BBHITIOTHEHHS] KOMaH], CHMBOJ MPUIJIANICHUS KOMaHAHOW CTpoku (command
prompt) $ roBOpUT O TOM, YTO KOMAH/a BBIMOJHSICTCS OT UMEHH HEIPHBUICTUPOBAHHOTO
MOJIb30BaTeNsd. # MCIONb3YyeTCsl A KOMaHJ, BBIMOJHAEMBIX Cyleprojib3oBareiem (root,
aJIMMHHUCTPATOPOM CUCTEMBI).

e B coorBercTBUM C MpUHATBIMH B JOKyMeHTauuum i cucreM cemeiictea UNIX
COIVIALIICHUSMHU, UMEHA KOMaH]I 3allMChIBAIOTCS C YKa3aHHEM B CKOOKaX COOTBETCTBYIOLIETO
HOMEpa pasjiesia CTpaHHIl PyKOBOACTBaA (man pages), Hanpumep: Isusb(8), dmesg(l).

o Ilpumeuyanme: — KpaTKue aHHOTAIMU K OCHOBHOMY TEKCTY.

Coxpamenus

o OC - onepauroHHas cucrema

o 1O — nporpamMmmHOE 0OecnieueHne



Yeranoska APM «C3000»

IIpumeuanue: [lons3oBarens, npousBoasanmii yctanHoBky APM «C3000», nokeH UMeTh
npaBa agmuHuctparopa (sudo). Ecmu APM «C3000» TpeOyeTcsi yCTaHOBUTB JJIsl TIOJIb30BATEIIs,
KOTOpBIﬁ HC HUMCCT IIpaBa AaAMHUHUCTPATOPA, TO BBIINOJHHUTC YCTAHOBKY COINIACHO MOApPa3aciy

«¥YcranoBka APM «C3000» asst Apyroro nojab30BaTess».

IMpumeuanune: J[ns ycranoBku u padotsl APM «C3000» B Astra Linux nomkeH OBbITh

OTKJItOYEH «MaHIaTHbI KOHTPOJIb LIETOCTHOCTI.

C odummanpHoro carita bomuy ckadats uHcTamwstop APM «C3000». Crnenyer yoenuThes,
4YTO B Ha3BaHMM HHCTaLIATOpa Bepcust Astra Linux coorsercrByer Bepcun OC Astra Linux,
Ha KOTOPYIO MPOM3BOAMTCS ycTaHOBKa. Hampumep, B Ha3Banum juia Astra Linux 1.8 comepxkurcs

«astra-smolensk-1.8».

Jlanee cnenyer BHICTaBUTh pa3pelIeHHE HA 3allyCK MHCTAJUIATOPA: HAXKMUTE IIPABYI0 KHOIIKY
MBIIIM 10 CKa4YaHHOMY HHCTaLIATOpy, 3areM «Ceoticmea» — «/luckpeyuonHvie ampubdymol»,

yCcTaHOBUTE (DIaxkoK «Bwinonnenuey, Kak Ha puc. 1, u HaxxMuTe «Jla»:



CeOWCTEA

E arm-s3000__astra-smolensk-1.8_1.03. run

OBwme JuckpeyoHHele aTpubyTel - MangatHasa MeTka  Mognuce

MNMone3oeaTenk: | (250 SUID-BuT

Mpynna: test SGID-BnT

Sticky-Bur

CybbekT OBBIYHEIE

(S) Mone3oeatens - (=] ’“
(5) Tpynna [ = (]
(5) OcTaneHsle 4 =) (=

Macka | Cozpate |

MNonezoBatenia Mpynnel OCHOBHEIE | AobaenTe cybbekT ACL |

Pucynok 1. Boicmasnenue paspewenust ha 3anyck uncmanismopa wa npumepe Astra Linux 1.8

AJBTEpHATUBHBIA CMOCO0: OTKPBITh TepMUHANI B JUPEKTOPUM C HMHCTAIUISITOPOM

APM «C3000» u 3ammyCTUTh €ro ¢ TOMOIIHI0 KOMaH/IbI:
$ bash "uma_daina_uHctannatopa.run"
[Tpu 3amycke MoxeT nmoTpedoBaThes maposib sudo, ClieAyeT BBECTH €ro U Haxarh Enter.

[Ipu ycrerrHoM 3aBepiiieHHH OyeT BBIBEICHO COOTBETCTBYIOIIEE CO0OIIeHue (puc. 2):

i Wudopmauus

YcraHoBka APM C3000 3aBeplueHa

ook

Pucynok 2. Unghopmayuonnoe oxkno 3aeepuienuss yCmaHnosKu

[Mocne 3aBepmieHHs ciemyeT nepesarpy3uth cuctemy. C MOMEHTa Iepe3arycka CHCTEMBI

APM «C3000» Oynet 3ammyckarbesi aBTOMaTHYeCKH mpu ctapre Astra Linux.



Ecnu y'CTaHaBJ'II/IBaIOH_II/Iﬁ MOJIL30BAaTCJIb HC UMECT IIpaB aAMUHUCTpPATOPA, GYHGT BBIBCJICHO

COOTBETCTBYIOIIIEE coodIIeHue (puc. 3), e B CKOOKaxX yKa3aHo MMs mojib3oBatess Astra Linux.

X Owwbka

TekyLLMiA NoNb30BATEND (USEr) He MMeeT npas sudo!

Pucynox 3. Owubdra 06 omcymemeuu npas adMuHUCmMpamopa

Ecau Ipru MHCTAJJIAIHUKU BO3HHUKIIA oum61<a, KaK Ha puc. 4, CJICAYCT MPOBCPUTH HAJIUYIUC

WHTEPHET-COCTUHEHNS M HACTPOUKH MPOKCH (TIPU HATMYWH) B KOHQUTYpaIuu apt.
X Owwbka

HeBO3MOXHO NOAKTIOYMTLCA K peno3uTopuam Astra Linux.
MpoBepkTe CBOE MHTEPHET-COeMHEHME

Pucynok 4. Owubka nookniouenus k penosumopusim Astra Linux

IIpu ommbke 3arpy3xu obpaza APM «C3000» B Docker Oymer BbIBeneHO cOOOIICHHE,

KakK Ha puc. 5:

X Owwbka

Pucynok 5. Owubka 3aepysxu obpasza Docker

[Iposeprre paboty Docker, BBITOTHUB ACHCTBUSA B COOTBETCTBUU C pasneioM «lIpoBepka

paborocriocoonoctr 10 Docker» B «MucTpykiun no ycranoke APM «C3000» na OC Linux



(Docker)». Ecau Docker paboraet, ckauaiite ¢ caiita HBIT «bomua» mokep oOpa3 Ha Ga3e oOpasa

Astra Linux Bamieii Bepcru U CKOIMPYHTE €ro B JTOMAIIHIOKW Nanky («/lomamHsis» B JIeBOW MaHeIH

Menemxkepa ¢aiiios).
Ortxkpoiite Tepmunai:
e BAstra Linux 1.7: «Ilyck» — «Cucremusie» — «Tepmunan Fly»;

e B Astra Linux 1.8: «Ilyck» — «IIporpamme» — «HCTpyMeHTBI» — «TepMuHam».
Breaute komaHy:
$ sudo docker load --input "uma_pokep obpasa.tar.gz"

HpnMeanne: €CJIM TIpU BBIIIOJHCHHHU KOMaHIbl BO3HHKIIA omubOKa ¢ TEKCTOM «contains

vulnerabilitiesy, kak Ha puc. 6, To ciemyeT ckadarb HOBYIO Bepcuro APM «C3000» Ha caiite
HBII «boaua». [lpu MOBTOPHOM BO3HHUKHOBEHHH OIIUOKU WM JPYrOM COOOIIEHUU CIEeIyeT
00paTUTBHCS B TEXIONICPIKKY.

= ~:bash — TepmuHan Fly

Main lMpaeka HacTpolka Cnpaeka
e 8= B Cl Is e

= " ker load -——input
lensk 1.7-1.H1.697.218 tar.xz
[sudol naponb gna astral:

hfc 1:

Pucynox 6. Owubka 3aepysku ycmapeguie2o konmeiinepa



Yeranoska APM «C3000» st APYroro nojib30Barteist
OTtkpeiTh Tepmunan B gupektopuu ¢ APM «C3000» 1 3amyCcTUTB €ro ¢ TTOMOITBI0 KOMaH/IbI:
$ sudo bash "wma_daitna_wHcTtannaTtopa.run”

[Ipn 3amycke OyaeT BBIBEIEHO OKHO, Tae TpeOyeTcs BBECTH UMS IOJIb30BaTeds,

J1st KoToporo Ooynet ycranosiieH APM «C3000», kak Ha puc. 7.

"~ OBbHapyxeH 3anyck oT root

YKaXuTe MMA NoNb30BaTeNs, 4N8 KoToporo byAeT NPoOM3BOAUTLCA ycTaHoBKa APM C3000:

OTMEHWUTE

Pucynok 7. Oxno 6600a umenu nonv3oeamens 015 yCmaHo8KU

Bsenute ums nonp3osarens 1 Haxmute «OK» nns ycranosku APM «C3000».

IIpoBepka padorocnocoonocTu IO Docker

[Ipexne, uyem mnpuctynuTh K pabore c¢ obOpazamu APM «C3000», pexomeHmyercs
npou3sBecTy nmposepky Docker ¢ ncronp3oBaHueM crenuanbHO MpeIHAa3HAYEHHOTO Ui 9TOH 1enn

koHTeriHepa hello-world:
YOenurbes B HATMYMU TOAKITIOUEHUS K ceTu HTepHeT.
BoinonHuTh KOMaHy:
$ sudo docker run hello-world
B citydae nmpaBuiibHOM yCTaHOBKH M HAacTpoiiku DOCKEr, BBIBO T0KEH OBITH TaKHUM:

Unable to find image 'hello-world:latest' locally

latest: Pulling from library/hello-world

719385e32844: Pull complete

Digest:
sha256:dcbabdaec7181547568c562956fa47e1b03673dd010fe6ee58ca806767031d1c

Status: Downloaded newer image for hello-world:latest



Hello from Docker!
This message shows that your installation appears to be working

correctly.

Cepsucnsblie ckpuntsl APM «C3000»

APM «C3000» ob6namaer HabOpOM BCTPOCHHBIX CKpPHUIITOB, JOCTYIHBIX ISl 3aIlyckKa
u3 TepmuHana. CKpunTbl MOTYT OBITh BBITIOJIHEHBI TIOJIb30BATESIMU, [UIS KOTOPBIX ObLiIa

npousBeneHa ycranoBka APM «C3000» wiu BeIgaHb! mpasa it pabotsl ¢ Docker.

HpI/I TOIIBITKC BBINIOJIHCHUA CCPBUCHBIX CKPHIITOB ITIOJIB30BATCIICM, HC HMMCIOIIHUM IIpaBa

Ha MX 3aITyCK, OyJIeT BbIBeICHO COOOIIeHNe, KaK Ha puc. 8:

X QOwwbka

HeBO3MOXHO BLINONHWTE AeHCTEME:
x He 0CTaTO4HO npas!

Pucynox 8. Owubdra 06 omcymemesuu npas na 3anyck APM «C3000»

[Tpu ommbkax, cBsi3aHHbIX ¢ DOCKer, OyaeT BHIBOAUTHCS OKHO ¢ COOOIICHUEM, COIEPIKAIIUM
nytb K (aiimy ¢ omucanueMm omuoOku: «OTKpoute dawn  /var/log/arm-s3000-
docker/err.log pna nonydenua noapobHocTewy. [Ipumep ommbku npu ommbdbke Docker

B 3amymeHHoM APM «C3000» npeacrasieH Ha puc. 9:

X Owwbka

Bo spema paboTel APM C3000 npom3oLuna owmbka!l
x OTkpoiTe ¢aitn /var/log/arm-s3000-docker/err.log Ana nonyyeH4A

nogpobHocTe A

Pucynox 9. Iobanvnas owubka pabomor APM «C3000»

B cjrydac OIIMOKM 3TOr0 THIIA IOpu BBIIIOJIHCHUHU CCPBUCHOI'0 CKpHIITA, O6paTI/ITeCI>

B TEXTIOAJEPKKY U MPHIIOKUTE (aiiil, yKkazaHHBIA B COOOILIEHUN.
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3anycturts APM «C3000»
3anyck NpOU3BOAUTCS KOMaHIOM:
$ launch-arm-s3000

[Tpu Hammuum HeckoabkuXx 00pa3zoB APM «C3000» BbIOMpaeT MOCIEIHIO BEPCHIO TIO TETY

1 3aITyCKaeT e€.

[Tocne ycnemHoro 3anycka koHTeHepa coequHenne ¢ cucreMoit APM «C3000» Bo3MOKHO

Ha BCEX CeTeBbIX MHTepdelicax © 3aJaHHBIX Moprax, Hampumep: http://127.0.0.1:20080

wiy https://127.0.0.1:20043

OcTtanoButb APM «C3000»
OcTaHOB MPOU3BOIUTCS KOMAHIOM:

$ stop-arm-s3000

Ilepesanycture APM «C3000»
IIepesamyck mpou3BOAUTCS KOMAaHIOM:

$ restart-arm-s3000

BoccranoBienue u cOpoc napoJieit

IIpumeuyanue: TpeOyeTcsi MOATBEPKICHUE JHUIICH3MOHHOTO COTJIAIICHUS U 3aBEepIICHUS

yctanoBkH cucteMbl APM «C3000».

B cnyuae yrepu maposst 111 BCTPOGHHOW YYETHOW 3alucH, a TakXKe MPU HEeoOXOAUMOCTH
M3MEHEHHUs Maposiel Opyrux Iolib3oBareneid 0e3 mcrosib3oBaHus web-uHTepdeiica, ucmonb3yercs

KOMaHa:

$ password-reset-arm-s3000

11
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[Tpu 3amycke BbiBoauT okHO (puc. 10), rme TpeOyeTcs BBECTH MMs IMOJIB30BATENs, a TAKKE
BBECTH Mapoiib i coxpaneHus. Ilocie Haxarus Ha «/la» OyaeT OTKPBHITO OKHO TIOBTOPHOTO BBOAA

napoJsi.

% MameneHne napona nonb3osatena APM C3000

Mapone

Pucynox 10. Oxno 6600a 015 usmenenus napois NoIb306amenst

MunumanbHas JJIMHA HWMCEHHU I10JIb30BarcidA COCTaBJISACT 5 CHUMBOJIOB, IIpU HapyUICHUHA

npaBujia OyJeT BBIBEICHO COOTBETCTBYIOIIEE COOOIIECHUE:
X Owwbka

[NWHa UMEHW NoNb30BaTeNs MeHee 5 CUMBOOB!
x M3MeHeHWe napons npepBaHo.

Pucynox 11. Owubka 6600a umenu nonvsosameins

MunumanpHas IjIMHA napoJst COCTaBJIACT 5 CHUMBOJIOB, IIPU HApPYIICHWU IIpaBUJIa GYHCT

BBIBCACHO COOTBCTCTBYIOLIICC COO6H.[CHI/IGI

X Owwbka

[ln1Ha Napons MeHee 5 CUMBONOB! M3MeHeHMe Napona
X npepeaHo.

o |

Pucynox 12. Owubka 6600a napois: oiuna meHee MUHUMATbHOU

12



Ecnu o6a moins BBOJAa Mapojid MIyCThI, TO GYI[CT COXpaHéH nmapojib 1m0 yMOJYaHHUIO —

armS3000, OyneT BBIBECHO COOTBETCTBYIOIIEE MPEAYIPEKIACHHE:

A Npepynpexaedue

c Naponk He BBejeH, 6yAeT yCTaHOBAEH Napob N0 YMOA4YaHUIO.

ook

Pucynox 13. Ilpedynpesicoenue 06 omcymemauu napoiis

Ecau maponu He coBmanyT, Oynet BrIBeIeHa OIIMOKa:

X QOwwbka

BeejéHHble NaponuM He coBnagaroT! M3MeHeHWe napons
x npe peaHo.

Pucynox 14. Owubka 6600a noemopno2o napois

[Ipu ycnemHom u3meHeHnH napoJisi Oy/ieT BIBEEHO COOOIICHHE:

i WHbopmauwma

Maponk nonb3oeatena admin M3MEHEH yCneLuHo.

ook

Pucynox 15. Hngpopmayuonnoe okHo o 3a8epuienuu usmeHeHuss napos
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Ecnu npu coxpaHneHn# BO3HUKIIA OIIMOKA, Oy/IeT BHIBEIEHO COOOIICHHUE:

X Owwbka

an M3IMEHEHWK Napona NONbL30BATENA USErN NPOM30LLNAa
x owmnekal npDBEPhTE MMA NOMNBE30BATENA U NOETOPWUTE NONEBITKY.

o |

Pucynox 16. Quubka coxpanenus napos

Komanna ocranasnuBaer pabotry APM «C3000», mocne 3aBepiieHHs pabOTHI CIeIyeT

camocTosTeNbHO 3amycTuTh APM «C3000».

IIpuMmeuanue:
Ecnu nonep3oBarenb ¢ MMEHEM, IEpPEJaHHBIM KOMAaHJE, HE CYILECTBYET, OH OyAeT CO3JaH; poib

HOBOH y4eTHOM 3aIicH — Service.

HpI/I MOCJICAYIOIIEM 3aITyCKE KOHTCﬁHepa BCTYIIAT B JIeliCTBUE HOBBIC mapoJi.

14
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