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This User's Manual is designed to help in studyafigorinciples of operation and maintenance
of the S2000-Ethernet converter of version 2.52.

1  S2000-Ethernet Description and Operation
1.1 General
1.1.1 S2000-Ethernet Interface Converter (hereinaftererrefl to as S2000-Ethernet) is
designed to translate RS-485/RS-232 data to Etham back. Can be used as part of an Orion,
Orion Pro, or any other system.
1.1.2 The S2000-Ethernet is to be installed within pregdgremises and designed for round-
the-clock operation.
1.1.3 The converter is not designed to be used in aggeess dusty conditions or in explosive
and flammable premises.
1.2 Specifications
1.2.1 The S2000-Ethernet is to be powered by an extdrddl / 24 V dc power supply with
output voltage of 11V t028.4 V. We recommend yowse Bolid manufactured battery backed
power supplies RIP-12 or RIP-24.
1.2.2 Current consumed in quiescent mode:
- 90mAmax @ 12 V;
- 50mAmax @ 24 V.
1.2.3 RS-485/RS-232 Interface (half-duplex):
- Baud rate: 1200, 2400, 9600, 19200, 38400, 57608200 bps;
— Start bits: 1;
— 8 data bits/1 stop bit or 8 data bits/2 stop bits;
— Parity: none;
— Max packet size: 255 bytes.
1.2.4 Ethernet Interface:
— Speed: 10 Mbps;
— Adjustable half / full duplex;
— Protocols: UDP, ICMP (ping), ARP;
— Receiving / transmitting unicasts and broadcasts;
— Max number of similar interface converters to whilse S2000-Ethernet retranslates
data over the Ethernet channel: 9 or 8 (dependinty@ configuration);
— Support operation in Ethernet networks of differémpology («point-to-point»,
«star», «tree», «mesh»).
1.2.,5 Dimensions: 102 mm x 107 mm x 39 mm.
1.2.6 Weight: 200 g max.
1.2.7 Ingress protection ratingP20.
1.2.8 The pre-operation time after powering up doesnteex 3 s.
1.2.9 Operation Temperatures: minus 30 to +50°C

1.3 Standard Delivery
Table 1. S2000-Ethernet Standard Delivery

Item Qty
S2000-Ethernet Interface Converter 1
This User’'s Manual 1
Wood Screws 3
Wall Plugs 3
DIN 7982 Flat Head Tapping Screw with Cross Drivex8.5 1
S$2000-to-PC Cable (to connect the S2000-EthernefiG) comes

separately

Package 1




1.4  S2000-Ethernet Operation

1.4.1 Light Indication

READY LED is green, RS-232/RS-485 LED is green, ERINET LED is green.
Table 2 shows the behavior of READY and RS-232/485-ight indicators.

Table 2. READY and RS-232/RS-485 Light Indicators

. . Destination
Light Indicator on off
READY The device is switched on The device is switchéd of
RS-232 Tﬁg:t% ?/rglrgv'\élogveestn Receiving data at the active No data received at the activg
RS485 Save Mode interface: RS-232 or RS-485 interface: RS-232 or RS-485
Configuration Mode Receiving data over RS-237 Nia daceived from RS-232

Light behavior of ETHERNET LED is shown in Table BTHERNET LED also performs an
additional function to indicate conditions of commieations for all data communication directions.
Light behavior is defined for each direction ané thirection of the highest priority is activated.
Potential directions are defined by IP addressesngin the remote device list of the converter as
well as permission to connect to an unknown add(#spermitted by the configuration and
connection has been established). Light behavighlighted with grey means that communication
has been established and data can be communicétedlivpossible directions. The modes not
highlighted with grey should draw your attentiorchese they mean absence of an IP partner or
gateway specified in the remote device list, ormaiching of Master Keys of the S2000-Ethernet
and the IP partner, or remote device list's beimpty. In the process of deriving a link channel and
establishing a connection light behavior not higfhiéd with grey can be observed for a short time.
But if, otherwise, this behavior is active for adptime then:

- Ensure the gateway and IP partners given in thégroation are physically available.

- Inspect the configuration of all IP partners of toaverter.
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1.4.2 Jumper Positions
Starting from the version 2.50, the position of jtmper on the terminal XP2 (see Figure 1)

defines a group of the device operation modes: Wgrieroup and Special Group. Squares shown

in color mean set positions of the jumper.
Special Group comprises the configuration moderdvides configuring the device (by means

of UProg Configuration Tool) and updating the deviersion (by means of Orion_Prog progyam

over the RS-232 interface
Working Group includes the transparent mode, thetbtaevent save mode and the Slave event

save mode. Any jumper position other than Conftivates Working Group but doesn'’t specify the
mode. The type of mode is defined by the configargparamete©peration Mode.

- XP2 Terminal

o0
Hﬂ "g - Special Group
o
- Working
Group

Figure 1. Selecting a Group of S2000-Ethernet Operation Modes

Pass
Config

1.4.3 General S2000-Ethernet Application Diagrams
Figure 2 shows a general diagram for using the GHiBernet as part either of an Orion system

or any other system.
S2000-Ethernet_B1

RS-232 or RS-485

|
|
1 RS-232 N
A el : - S2000-Ethernet, 1 | B1_1 | | B1 2 | . | B1n |
or S - _
| RS-485 K
e

S2000-Ethernet_Bk

LAN: A local network
RS-232 or RS-485

(o |[ o2 | [on |

A, Bi_1, B1_2, Bi_1 etc. are the segment of the same system which
communicate data

* 82000-Ethernet, can be absent if the converters S2000-Ethernetg
operates in the transparent mode. In this case A block transmits
data to LAN directly.

K'is the number of remote S2000-Ethernet converters:
- If S2000-Ethernet 4 is available then K can take a value within one of the ranges 1+8 or 1+9.
- If S2000-Ethernet 4 is not available then the value of K depends on resources of A block.

Figure 2. General S2000-Ethernet Application Diagram

A single S2000-Ethernet can retranslate data taifman):
— 8 remote IP addresses if connection with an unknadaress is permitted by the

relevant configuration parameter;
— 9 remote IP addresses if connection with an unknagéldress is not permitted by the
relevant configuration parameter.
All the schemes shown above assume that connestibran unknown address is permitted.
To increase the number of remote S2000-Ethernetecters, on the side «A» several S2000-
Ethernet converters should be used. Each such S2b@dnet on the side «A» will retranslate data
over the local network to its remote S2000-Ethecoetverters (for example, Scheme B).



Figure 3 shows common diagrams (A — F) for usin@0B2Ethernet within an Orion system.

SCHEME A S2000-Ethernet ;
| ‘ — RS-485|

Orion system devices

SZOOO-Ethernet1 8
/ | : - RS-485|

Orion system devices

$2000-Ethernet , 4
RS-485
C 1
- Orion system devices
S2000-Ethernet n_8
‘ : RS-485|>

S2000-Ethernet 1

S2000M

Orion system devices

S2000-Ethernet n

Orion system devices

S$2000-Ethernet 11
[

SCHEME B
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Software
$2000-Ethernet ; o
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[ [ ]
S2000M / | || | | |
S2000-PI

RS-485 Orion system devices

$2000-Ethernet , 4
RS-485
\ \ 1
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[ [ ]
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RS-485
[

Software

[
RS-232 {52000-Ethernet | ”

Orion system devices

Software

S$2000-Ethernet

RS-485
[ [

Orion system devices

SCHEME D

S$2000-Ethernet

[
S2000-Ethernet | | | : |

Orion system devices

S2000-Ethernet

RS-232

S2000M
RS-485

Orion system devices

SCHEME E

S$2000-Ethernet;

Software of
the second
group
(Table 8)

Orion system devices

S2000-Ethernetx
RS-485
[ ]

Orion system devices




SCHEME F

S2000-Ethemet;

Software of
the second

group
(Table 8)

Orion system devices

Figure 3. Common Diagrams for Using the S2000-Ethernet as a Component of an Orion System

1.4.4 Preparing the S2000-Ethernet for Operation

1.4.4.1Configuring the S2000-Ethernet

Editing configuration parameters of the S2000-Hikeis to be performed by meanslfrog
Configuration Tool. The last version bfProg is available at the sitittp:/bolid.com in Software
Section. Configuration parameters of the S2000+B#tealong with their ranges and default values
are shown in Table 5. Devices S2000-Ethernet ob2.2nd higher support two ways to change
device configuration: over the RS-232 interfacel{e®re) and over the LAN (new). The relevant
way to configure the S2000-Ethernet is to be setkdly means of UPro¢such selecting is
supported for UProg of v.4.1.0.52 and higher; condiuring the S2000-Ethernet via a PC COM
port is supported by all versions of UProg) Detailed instructions how to configure devicegmov
the local network with the help of UProg is avaitalat the sitehttp://bolid.com (Section
“Software”).

Configuring the S2000-Ethernet over the RS-232To configure the S2000-Ethernet over the
RS-232, connect the S2000-Ethernet to a COM porthef PC and switch the device in the
configuration mode (jumper position: Config) — $égure 1.

Configuring the S2000-Ethernet over the LAN(with the help of Orion 2 Device Interface
Protocol Service). The factory value of the IP addrof the S2000-Etherneti92.168.127.254
The device can be configureder the LAN in all operation modes (including Config). To hare
access to the device configuration over the LANttdofollowing in UProg:

e Set Orion 2 service access parameters (for commtimicwith devices using the Orion 2
protocol): specify the IP address of the PC whéaee gervice has been installed and the
service port.

¢ Select the Orion 2 Service branch in the DeviceeTand add a new line specifying the
parameters as shown in Table 4.

Access to reading and changing of the device cardigpn is granted if:

« |P address of the PC with the service «Orion 2 vi€eInterface Protocol» is specified in
Remote Device List in S20000-Ethernet configurationthis case, to have an access to the
S2000-Ethernet the following configuration parametf the S2000-Ethernet are required:
UDP port (with the default value of 40000) and tMaster key of the relevant record of
Remote Device List;

« |IP address of the computer where the driver has mestalledis not specifiedin the list of
remote devices, but connection with the unknownresld is permitted in the device
configuration (it is permitted by default) and tleisnnection is not occupied by anybody at
the moment. In this case, to access the S2000+ttheahe following configuration
parameters are required: UDP port of the S2000rB#hefor unknown address (factory
value 40001) and Master key for unknown address.

10



Factory values of Master keys of the device cowedpto the default values in the UProg. If the
computer where the driver is installed and the cewre located in the same local network then to
detect the S2000-Ethernet with the help pf UPrag steould use either broadcast search (activated
in UProg by default) or adding by IP address. & tomputer where the driver is installed and the
device are in different local networks then to detdne device by UProg you need to use the
procedure of adding by IP address; in this casadiifess of the S2000-Ethernet should be specified
in the relevant menu. Please take into accounttiheietect the S2000-Ethernet located in the other
local network, the configuration of the S2000-Ettetrshould include the IP address of the gateway
through which the other network can be accessed.

Table 4. Matching between Parameters of the UDP Line and the S2000-Ethernet in UProg
Configuration Parameters of the S2000-Ethernet

UProg Parameters IP address* is included in the IP address* is not included in
list of remote devices the list of remote devices
Use the Same UDP Port Type of the Remote UDP Port Type of the Remote Device

o Port for Reading | Device for an Unknown Address

5 and Writing Static Dynamic Static Dynamic

2 UDP port of the

% o UDP port of the | ,, remote device -

n . - -

< remote device for an unknown

g address

o UDP port of the

g Off UDP port of the | Invalid remote device Invalid

remote device Combination for an unknown | Combination

address

UDP Port of Remote
Devices

UDP Port of the Device (ta UDP Port of the S2000-Ethernet gr?lljnig(rjtvx?rz t;de drS;OgOO-Ethernet for
be given when the device
is added manually)

IP Address of the Device
(to be given when the IP address of the S2000-Ethernet IP address 32080-Ethernet
device is added manually),

Master key of the relevant IP record

of the Remote Device List Master key for an unknown address

Master Key

IP address* stands for the IP address of the caenpubere «Orion 2 - Device Interface
Protocol» service is working

** The value of the listening UDP port of a rematevice is dynamically updated from Source
UDP Port ("Write Line UDP Port") of incoming packet'Write Line UDP Port” takes the same
value as “Line UDP Port” if the parameter «Use $ame Port for Reading and Writing» is active;
otherwise the IP address* opens any vacant UDP port

Please find out the IP address of the S2000-Ethernet, |P address of the gateway, and the
subnet mask from the administrator of that local network where the deviceisto beinstalled.

Table 5. Configuration Parameters of the S2000-Ethernet

Group Parameter Range Defaullto\r/rﬁlgte and
RS-485/RS-232 Settings

, Master;

& Operation Mode Slave; Transparent

g ~ Transparent

< ] S200(-Etherne Address fol 1,127 127

&7 Configuring ovelRE-232

Interface Type RS485; RS232 RS485

11



Group

Parameter

Range

Default Value and
Format

Baud Rate

120C; 240( 960(; 1920¢;
3840( 5760( 11520(

9600

Data Bits and Stop Bits

8 data bit, 1 stop bi;
8 data bit, 2 stop bit

8 data bits, 1 stop bit

Extra Attributes of Data Packing:

Other;

Protocol Orion; Orion
Orion Pro
Timeou Off
Lengtt Off
Delimiter Off

If Timeou is not se, RS-485

RS-232date are transmitte to

the local network when since receiving the lasehikie time
has elapsed equal to the time to transmit two

3]
=]
o
=
s
o
8
@ Timeout (ms) 0 ... 4095 0
I
= Maximum Sending Size 1...255 0
e Delimiter (hexadecimal form) 0...FF 0
% * Send Al Data With
= Delimiter;
Q . .
%) Delimiter Action ggﬂ%@rD ata Without Send All
E (if active) +  Receive One Byte More
S After Delimiter and
= Senc
- Make a Pause on Sending 8% Off
Sending Pause (ms) 0...4095 0
=B
gg8
c 2_ | Generate Messages about Access On; on
252 | Events Off
533
Ns
Ethernet Settings
" Communication Mode Half-duplex; full-duplex Half-pliex
= Should be the same as" :
'z% MAC address on the S2000 Read-only, 6 hexad_emmal
3 MAC Address Ethernet board under the numbers (€.9.
2 barcod: 00:18:BC:09:F5:07)
g IP Address of S2000-Ethernet - 192.168.127.254
2 Subnet Mask - 255.255.255.0
.§ Gateway - 0.0.0.0
a UDP Port of S2000-Ethernet 0...65535 40000
Acknowledgement Timeout (ms 1...65535 80
% 192.168.12°1
Txs 0.0.0.(
g2 0.0.0.(
B IP addresses of remote devices|to 0.0.0.(
0o which data are retranslated ove - 0.0.0.(
@5 the Ethernet (IP Address) 0.0.0.(
g 3 0.0.0.(
T 0.0.0.
o 0.0.0.(
Remote Device UDP Port 0...65535 9 ULK ports

12




Group Parameter Range Defaullto\r/rﬁlgte and
Remote Device UDP Port Type Dysqgmi(; Static
S200(-Ethernet Auto)
- S2000-Ethernet 1.X;
Compatibility S2000-Ethernet 2.X- S2000-Ethernet (Auto)
Other device
Maste Key _ 9 Maste keys(only for
(Encryption Ke) writing)
= An Unknown Address Permitted o, On
© 8 Off
= S200(-Ethernet UDP Port fc
2 § Unknown Addres 0...65535 40001
5 Remote DeviclUDP Port
2S5 | (only for staticUDP por) 0...65535 40001
oL UDFP Port Type folUnknown Dynamic; Static
s< Addres: Static
&)=} Maste Key for Unknown .
Addres: - Only for writing
_ Search Time (s) 1..255 10
[e]
% g Connection Lifetime (s) 1..255 120
(@) — -
Communication Failur
Indication Delay (s) 1..255 30

Description of Configuration Parameters

» RS-485/RS-232 Settings

Group «RS-485/RS-232»
= QOperation Mode:

- Transparent Mode. Transmits data from the RS-232 or RS-485 interfadeéthernet and
back. Designed to be used both as a part of am@sistem (for protocols Orion and Orion
Pro) and for another systems (see Figure 2).

- Magter Event Save Mode (S2000-Ethernet-Master). Polls the devices in th@ate
segment of the RS-485 interface. The event logstare up to 255 events. This mode is
used only in a system with the Orion communicafootocol.

- Slave Event Save Mode (S2000-Ethernet-Slave)Gathers data from the remote
S2000-Ethernet (from S2000-Ethernet-Master) anmusfesis them to a Master-device of the
system such as Orion Workstation, Orion Pro Wotl®steor other software (only for Orion
protocol), or S2000M console. The event log carestip to 255 events.

The system of S2000-Ethernet devices shall be buiiccordance with one of the two
following rules:

1) All devices operate in transparent mode;

2) All devices operate in save modes. An event saveenfoompared to the transparent
mode) increases the speed of communication bet@eiem system devices and decreases
the size of data transmitted over the local netwS82000-Ethernet converters connected to
a Master device of the system operate in the SEwent Save mode while all remote
S2000-Ethernet converters operate in the MastentES8ave mode. Master device of the
system is the software which implements pollin@iton protocol or an S2000M console.

= |Interface Type:

Select the type of the interface which data thefignred S2000-Ethernet is supposed to
translate to the local network.

For the transparent modethat interface is to be activated which is defineg this
configuration parameter.

For Master and Slave modemn active interface is to be searched. Searcmbegth the
interface which is written in the configuration pareter. Please take into account that the

13
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active interface is searched once on powering epd#vice (including resetting the device
and changing its configuration). Setting Interfdgge in a mode with saving events is nor
obligatory, but for faster searching of the aclivierface we recommend you to specify the
interface being in use.

Protocol:

For Master and Slave modes select the “Orion” value.

For Transparent Mode the protocol type defines the rules of optimizatamd sending data
to RS-232/RS-485 and Ethernet:

Orion - The mode with optimizing data. Only thrastlpackets are retranslated
to the interfaces. In case of more packets therofibekets are
considered as outdated and are discarded. If eatenettings for the
transparent mode are not given then:

a) When data are being received in the RS-232/RS#i@face then
the packet terminator is a pause equal to a timgatsmit three
bytes;

b) When data (received from the local network) areppesient to the
RS-232/RS-485 interface then between the packepause is
inserted equal to a time to transmit three bytes.

Orion Pro, - The modes without optimizing data. All data reeel in one interface
Other are retranslated to another interface. If extendettings are not
defined for the transparent mode than:

a) In the RS-232/RS-485 interface the packet termmita pause
equal to a time to transmit three bytes;
b) Packets received from the local network are settitadRS-232/RS-
485 interface without pauses.
When the S2000-Ethernet is used within an Oriotesys
— Orion Pro protocol (including «Other») is correcyofor that connection diagram
in which the S2000-Ethernet retranslates data lestwlee computer and an S2000M
console if in operating condition the console ishia S2000 & PC mode.
— Orion protocol is correct for all connection diagsa

When using the S2000-Ethernet as part of a thirdlee system, you can select any
protocol: with optimization (“Orion”) or without dpnization (“Orion Pro”, “Other”). If
necessary you can correct the rules of transmittiat for selected protocol type using
extended settings for the transparent mode.

Note: The protocol “Orion Pro” is used within the segmefhcommunicating data between

a computer and an S2000M console being in the SRd®A mode. In other segments of the
Orion system as well as in the segment betweendhputer and an S2000M console being
in the S2000 / PC mode or Programming mode, thenQriotocol is used.

Baud Rate:

The baud rate for operating the S2000-Ethernet iheinterface RS-232/RS-485.

For Master and Slave modes the value of the parameter is defined by the sadetype of
the protocol. This parameter cannot be changethé&se modes.

For the transparent mode:
When using the S2000-Ethernet as part of an Osistes, set the value of this parameter to
— 9600 or 19200, if the S2000-Ethernet retranslasta between the computer and
the S2000M console operating in the S2000&PC mdte value must be the
same as the baud rate of the console over the RS-23
— 9600 for another connection diagrams.

Using the S2000-Ethernet in a third-vendor systemtlsis parameter to a value which is
relevant for working conditions of this system.



Data Bits and Stop Bits:
The setting is relevant only for the transparentendVhen using the S2000-Ethernet as part
of an Orion system, select «8 data bits, 1 stop Bithen using the S2000-Ethernet as part of
a third-vendor system, set the value in accordaitteworking conditions of this system.

RS-232 Address:
The address of the S2000-Ethernet, in order tosacites one over the RS-232 interface. In
particular, this is the address at which the pnogr&Prog.exe» detects the S2000-Ethernet.
The S2000-Ethernet is an addressable device iR8¥232 interface only in configuration
mode.

Group «Extended Settings for Master Mode»

Generate Messages about Access Events:
If this attribute is set on the S2000-Ethernet petalently informs Orion system devices in
the local interface RS-485/RS-232 about grantingess and passages generated by the
devices of this interface. In such a way the devigfethe local interface are informed about
the events mentioned above more quickly that imemt when using anti-passback rules in
an access control system. In such case the SC2D@0AEt does not translate to the
interface similar information received from the mdlaster device of the system (a console
or software). This attribute is used exclusivelytlie Master Event Save Mode when the
S2000-Ethernet is a Master device for the loca&ifate RS-485/ RS-232.

Group «Extended Settings for Transparent Mode»

Make a Pause on Sending:
If this attribute is set on then after transferrimgortion of data received from the local
network to the RS-232/RS-485 interface a pause mmeighade. For an Orion system it is
sufficient to specify the type of the protocol iseuand is not recommended to set this
attribute (in this case presence of a pause angatse value is defined by the selected type
of the protocol).

Sending Pause:
The value of the pause which must be made aftefisgrlata to the interface RS-232/RS-
485 before sending the subsequent data received tfie local network. The parameter is
considered only if the relevant attribute, Makesaige on Sending is set on.

Extra Attributes of Data Packing:
For Orion and Orion Pro systems we recommend youmset this parameter on, that is, to
keep this parameter at its default value.
If Extra Attributes of Data Packing are set offritdata of RS-485/RS-232 are transmitted to
the local network if after receiving the last byte time has elapsed equal to the time to
transmit 3 bytes (according the established trassion rate).
Extra attributes of packing data are the additiamarks with which the S2000-Ethernet
understands that the data received over RS-23288S#Hall be transmitted to the Ethernet
network.
This parameter and the relevant settings belowdasggned to be used in third-vendor
systems. If necessary you can set on one or seattrialutes of packing data. RS-232/RS-
485 data will be transmitted to the local netwdritileast one of the set attributes is true.
= Delimiter:
The delimiter is a byte which receiving causes 8800-Ethernet to send data
received over the RS-232/RS-485 interface to tlealloetwork (in accordance with
the rules defined by the subsequent parametermiDeti Action). This parameter is
given in the hexadecimal form. The parameter isiw@red only if the Delimiter flag
is set on.
o Delimiter Action:
The parameter defines what should be done withdélieniter and RS-232/RS-485
data after receiving the byte of the delimiter.
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¢ Send All Data with DelimiterAfter receiving the delimiter to transmit to tlueal
network all received bytes and the delimiter.

¢ Send All Data without DelimiterAfter receiving the delimiter to transmit to the
local network all received bytes without the detani

« Receive One Byte More after Delimiter and SeXfter receiving the byte of the
delimiter to receive one byte more and transmith local network all received
bytes.

The parameter is considered if only the relevanibate, Delimiter is set on.

= Timeout:

If no data have been received over RS-232/RS-48Binwthe time given by this

parameter then data received until this moment rbestransmitted to the local

network.

The value of the parameter is considered onlyeafrilevant attribute, Timeout is set

on. If the given timeout is less than the time ransmit 2 bytes (according to the

established transmission rate) it will be autonadlycround up to the time to transmit

2 bytes.

If Timeout is not set on then the received datati@mesmitted to the local network as

soon as after receiving the last byte the time been elapsed equal to the time to

transmit 3 bytes (according to the establishedstréssion rate).

= Maximum Sending Size:

The number of bytes which must be received befamrstitting the data to the local

network. The value of the parameter is consideréukirelevant attribute, Maximum

Sending Size is set on.

»  Ethernet Settings
Group «Device Network Settings»
IP address of S2000-Ethernet:
Enter the IP address which the S2000-Ethernetheithssigned to in the local network.

Subnet Mask and Gateway:
Enter the subnet mask and the IP address of tlsvggtthrough which access to another
network will be granted. A set of the devices ie Bubnetwork are defined by the subnet
mask. For instance, for the mask 255.255.254.0cdevare located in the same local
network if all 23 bits of three high bytes of th&é addresses coincide. If at least in one bit
from the 23 bits the addresses disagree then thieedeare located in various networks.

UDP Port of S2000-Ethernet:
UDP Port of S2000-Ethernet is the UDP port whichofgen in the S2000-Ethernet for
receiving / transmitting data in those cases when $2000-Ethernet communicates data
with IP addresses included to the list of remotéas (the S2000-Ethernet sends data from
this UDP port and expects to receive data at tli® Port). Be default, it is the port 40000.

Communication Mode:
The mode of communication of the S2000-Ethernet tive local networkhalf-duplexor
full-duplex Automatically network equipment detects the S2B@fernet as a half-duplex
device. The S2000-Ethernet can operate in full-elkiphode only if it is connected to a
managed network device (which can be manually gandid to operate at selected ports, for
example, a managed switch or router). If extendsting of the network equipment is not
expected, we strictly recommend you to keep haffleikimode.

Acknowledgement Timeout:
This is a time-out for waiting a reply acknowledgjireceiving data (an acknowledgement
from the IP address).

Acknowledgement Timeout = The time to transmit a packet to an | P address* 2 + 50 ms

«The time to transmit a packet to an IP address ts2equal to the ping’s round trip time
(RTT). If RTT is less or equal to 30 ms then remaaknowledgement Timeout equal to 80
ms (as set by default). So, issue a ping from amgpuiter in the local network at the side of



the programmed S2000-Ethernet to IP partners edrafl the remote device list (or to the
computers located in the local networks where Eh@drtners enrolled in the remote device
list are). In such a way we define the acknowledgr@ntime-out for all the IP addresses.
Then find the maximum RTT. If this RTT exceeds 3®timen add 50 ms to this value and
write the final value to the parameter “Acknowledgmt Timeout”. A ping command is
entered in the command line of the computer ifdHewing format:
Ping X -n Y
Ping X -
where: X stands for the IP address or name of the compuitiein LAN,
n specifies themumber of requests sent by a ping command,
Y stands for the number of repeated ping commands,
t specifies that ping continue sending requests imétrupted.

For example: ping 192.168.10.98 -n 100
ping 192.168.10.98 -t

A command «ping —t» provides detecting failuresh@ communication channel namely in
the cases when there is no reply or RTT is siggnifily more than an average device reply
time. We recommend you to ensure the communicatiamnel is stable. Acknowledgement
Timeout must be set taking into account the maximoumd-trip time.

Group «Remote Device List»
= |P Address:
Enter the IP addresses of remote devices to whels2000-Ethernet will retranslate data over
the local network. For example, for the Slave Ev@ate Mode enter the IP addresses of all
S2000-Ethernet-Master converters, while for thetbtaBvent Save Mode enter the IP address
of the S2000-Ethernet-Slave converter (see Figdoe Qarity).

Warning: In the configuration of a S2000-Ethernet-Mastée tIP address of the
S2000-Ethernet-Slave must be written in the fiesbrd of the list of remote devices.
Warning: Starting with the version 2.50, a single S2000eftet can retranslate data
maximum to:

- 8 remote IP addresses if connection with an unknaddress is permitted;

- 9 remote IP addresses if connection with an unknaddress is not permitted.

= Remote Device UDP Port:
This is the listening UDP port which is open focewing data at the relevant remote device
(UDP port to which the S2000-Ethernet transmit@adatthe remote IP address). The value
of UDP port of the remote device can be dynamicafigated during device operation (this
is defined by the type of the UPD port of the reentévice). The default is port 40000.

= Remote Device UDP Port Type:
If static port is selected then on sending a packet théndgéisth UDP port will be specified
as the value of Remote Device UDP Port which isneef for the current IP record in the
remote device list. l[lynamicport is selected than the destination UDP pofirsit takes a
value specified by Remote Device UDP Port for theent IP record of the remote device
list but in operation this value is dynamically aped from Source UDP Port of incoming
packets. Dynamic port is relevant for a network rghthe communication channel between
the S2000-Ethernet and a remote device is implezdenith the help of the port forwarding
rules which are given at the gateway through wiittfer subnet is to be accessed. In this
case the dynamic port type is relevant for an SZB®@rnet to which from this gateway
data are retranslated, because it may not be kiroadvance which UDP port will be open
at the gateway to retranslate data.

= Compatibility:
Here the rules of intercommunication with each éord in the list of remote devices are
defined. If the S2000-Ethernet retransmits datath@r S2000-Ethernet converters or Orion
system software then it is recommended:
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1. To use the value «S2000-Ethernet (Auto) for albatliresses except for those which
are specified below in the clause 2.

2. For all the S2000-Ethernet converters v2.15 spetifit the list of remote devices set
the parameter to the value «S2000-Ethernet 1.Xthéf system operates in the
transparent mode and is built in accordance withe8® A or Scheme B in Figure 3
(and several Orion system devices or several SEIR&rmet converters are located in
the RS-485 segment of the central S2000-Ethernet).

The parameter is used both in event save modemahd transparent mode. On selecting a
value «S2000-Ethernet» the device will automatcalétect maximum capabilities of a
partner. Operating in the Transparent mode withabdiy «S2000-Ethernet 1.X» the
S2000-Ethernet doesn’t provide delivery reliabiityd encryption. These functions are the
responsibility of higher protocols and must be nuneid and provided by devices which
data are retranslated using S2000-Ethernet comge@@mpatibility «S2000-Ethernet 2.X»
is supported by S2000-Ethernet converters of viergid.05 and higher.

For compatibility with third-party developmentspassibility to translate data without using
internal headers has been implemented. For thisoger the device should operate in the
Transparent mode while Compatibility should betségdther Devices value. In this case RS-
232/RS-485 data are translated to Ethernet in UBgkgis where data segments contain
only data of the RS-232/RS-485 interface. As Ofbevices we can consider in particular
interface converters of other manufacturers whathanslate RS-232/RS-485 data to a local
network using UDP.

= Master Key:
Master Key is used in the Transparent mode if é&vintercommunicate with Compatibility
«S2000-Ethernet 2.X» and in an event save modeedéssary, to increase privacy of data
translated over the local network you can changeMhster Key for each remote device (by
default a single key is used for all connectioR$¢ase be careful: on changing a Master Key
specify the same Master Key in configuration of televant remote device (for example, for
the event save mode the same Master Key must ke dieth for the S2000-Ethernet-Slave
and for the S2000-Ethernet-Master).

Group «Connection with Unknown Address»
= An Unknown Address Permitted:

If this attribute is set on then the S2000-Ethersgtermitted to communicate data with an
IP address not included in the list of remote devi¢in this case the IP address should
initiate the connection). Simultaneously only aginconnection with an unknown address
is permitted. To connect to an unknown IP addréssfollowing parameters should be
specified: S2000-Ethernet UDP Port for Unknown Asddrand Master Key for Unknown
Address.

= S2000-Ethernet UDP Port for Unknown Address:
This is a UDP port which the S2000-Ethernet opensend / receive data when the S2000-
Ethernet communicates data with |IP addresses chtd@d on the remote device list (the
S2000-Ethernet sends data from this UDP port aritb i@ receiving data from this UDP
port). The default is port 40001.

= Master Key for Unknown Address:
Master Key for Unknown Address is designed to limicess to the converter for IP
addresses not included in the remote device lisage be careful: changing Master Key for
Unknown Address, do not forget to change the relewaster Key for the relevant IP
address (software or other device).

= Remote Device UDP Port for Unknown Address:
Remote Device listening UDP Port for Unknown Ada@resthe UDP port which is open to
receive data at the IP address which is not incutte the remote device list (the
S2000-Ethernet sends data to this UDP port). THeevaf the UDP port for unknown
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remote device can be dynamically updated in opmrd(it is defined by the type of UDP
destination port). The default for each IP recardart 40001.

= Remote Device UDP Port Type for Unknown Address:
Is static port is specified then the destination UDP poregsial to the value given by the
parameter «Remote Device UDP Port for Unknown Asislse If dynamic port type is
specified then the value of Remote Device UDP RwrtJnknown Address is filled in and
updated in operation from the field Source UDP Pdihcoming packets. Dynamic port is
relevant for a network structure where the commatioa channel between the S2000-
Ethernet and a remote device is implemented usiagules of port forwarding specified for
the gateway through which another subnetwork carebehed. In this case dynamic port
type is relevant for the S2000-Ethernet to whidk gateway retranslates traffic, because the
number of the UDP port open at the gateway foarstiating data can be unknown prior to
operation. The default port type is static.

Group «Link Control»
= Search Time:

The parameter performs two functions:

1. In case of a communication loss it defines theggefor trying to establish a connection
(or to get service information). By such a way, lese traffic resulting from trying to
connect with a missing remote device can be mimchiZThe parameter is used in all
operation modes of the device (except for the gondition mode).

2. If a connection has been established the paramktfines to period of checking
connectivity. In accordance with the given peridtk tS2000-Ethernet sequentially
checks communication with all remote devices cotioecwith which has been
established before. The parameter is used in tlmsparent mode if the devices
communicate in the second version of the interrraktggol (Compatibility S2000-
Ethernet (Auto), S2000-Ethernet 2.X) and in the enaith saving events.

= Connection Lifetime:

The value of this parameter must exceed at ledsetthe Search Time and must exceed

Communication Failure Indication Delay. The paraamgerforms several functions:

1. Defines a delay between a moment of time when theicd has found link
disconnection and a moment of time the device tegisa communication loss.
Operating in the Slave Event Save Mode, the S2086rket-Slave dose not loss the
devices connected to the relevant direction of $2000-Ethernet-Master during this
time.

2. Within this time efforts are taken to establish mection or to receive service
information from the S2000-Ethernet for which a cowmmication failure has been
detected. In case of not restoring connection withis time than next effort to restore
connection (or to receive service information) eaeried out in accordance with Search
Time.

= Communication Failure Indication Delay:

The parameter Communication Failure Indication Petaust be less than Connection

Lifetime. The parameter performs several functidefining a time-out since the moment X

on elapsing which ETHERNET LED switches to the valg light mode (the parametey T

from Table 3):

1. In case of encrypted communication with an IP asiltee parameter defines the delay
in indicating by ETHERNET LED the fact of commurtica loss since the moment the
communication loss has been detected.

2. For the Transparent mode the parameter definesinigesince payload designed to be
transmitted to RS-232/485 have not been receiveelagsing which ETHERNET LED
switches to the relevant indication mode.

For example, the default values can be replacddtiv following values:

— Search Time: 5 s;

— Communication Lifetime: 10 ;

— Communication Failure Indication Delay: 3 s.
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The device provides a possibility to change somefigoration parameters by means of
combinations of short and long presses on the taswich located on the device PCB. A long
press means pressing and holding the tamper sptigdsed for more than a half of second but less
than 6 s. A short press means pressing and hotbdmgamper switch pressed for 0.02...0.5s. A
pause between presses should be at least 0.02 pré¢sing the tamper switch for more than 2 s is
considered as the end of pressing. Pressing thgetaswitch for more than 6 s cancels the press
combination. All possible combinations and theistd®ation are shown below:

. Resetting the device settings to default valuesrtsthort-long-long-short-short-long-

long;

. Changing the type of the interface RS-232/RS-4B6rtsshort-short-long-long;

. Unsetting the RS-232 address and time parametepe@fation in the interface for
Master/Slave modes (the time parameters whicheir@ith the help of RS485Settings):
long-long-long-short.

1.4.4.2 Settings Timeouts and Delays

Table 6. Parameters of RS-232/RS-485 to Be Changed

Master Device of
the System

Operation Mode of the S2000-Ethernet

Event Save

Transparent (only Orion protocol)

Orion Workstation,
Orion Pro
Workstation, and
other software

Request Waiting Timeotit
Broadcast Turnaround Delay
(only for Orion Protocol}
Command Waiting Timeodt

Request Waiting Timeout 80 ms
Broadcast Turnaround Delay
Command Waiting Timeouit

UProq. PPro Request Waiting Timeodt Request Waiting Timeout 80 ms
9. 9 Command Waiting Timeout Command Waiting Timeout

Session Delay Without Change of
Direction* Search Timeout 50 ms

S2000M Search Timeodt* Broadcast Turnaround Deldy
Broadcast Turnaround Deldy Event Request Timeort80 ms
Event Request Timeotit Command Request Timedut
Command Request Timedut

Orion Pro

Workstation, UProg
and other software for
emulating a virtual
COM port

Broadcast Turnaround Delay
(for Orion protocol)> 10 ms. Not used
LAN Transmission Timeout T

Third-vendor systems

Relevant software timebuts Not used
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Note:

* — The value of the parameter must be calculatefditmyula and the double value must be used
if more than one central S2000-Ethernet convestéodated within a single RS-485 segment (e.g.,
the scheme B in Figure 3).

1 — The value of the parameter is calculated by fdam

P

'y 2 X +T +15% N(ms)

2 — The value of the parameter is calculated by fdam

15* N
PpzX+T +7Y (ms)

3 — The value of the parameter is calculated by fdam

Pg 2 X +T(mg)

4 — The value of the parameter is calculated by fdam

Py 2 Py —30(mg)



For all formulae:

X stands for the default value of the parameter;

T stands for the configuration parameter of the 82Bthernet, Acknowledgement Timeout;

N stands for the number of IP addresses with whiehS2000-Ethernet communicates data (in
fact, this is the number of used records in theofisemote devices);

Y stands for the console parameter Broadcast Rdyeatber (by default it is 6; must be
at least 3).

Before using the SC2000-Ethernet as a part of an Orion system it is necessary to change
settings of the S2000M console and software asmamnded in Table 6. Software parameters
can be changed with the help of the progra8ettings.exe»(Table 8). S2000M console
parameters can be changed with the help of thegmogRS485Settings.exe»These programs
can be downloaded for free from the s$itg://bolid.ru .

For S2000-Ethernet converters of earlier versidhs, recommendations for setting time
parameters differ from those shown below. If S2@ernet of various versions (v.1.15, v.2.15
and v2.50 and higher) are used in a single systhars time parameters of software and the
console should be adjusted in accordance withebemnmendations of the current Manual.

Before using the SC2000-Ethernet as a part of a third-vendor system it is necessary to take
into consideration that S2000-Ethernet converteisghdelays in data communications. You
should increase the relevant timeouts for devices software in accordance with
recommendations in Table 6.

Table 7. Summary Table of Parameters for T=80ms, N=9and Y = 6 (See above)

Master Device of Operation Mode of the S2000-Ethernet
the System Transparent Event Save
Orion Workstation,

Request Waiting Timeotit 245 ms
Broadcast Turnaround Delay (only for Orig
protocol) > 215 ms

Command Waiting Timeodt 815 ms

Request Waiting Timeow80 ms
Broadcast Turnaround Delay215 ms
Command Waiting Timeodt 680 ms

Orion Pro
Workstation, UProg,
PProg and other

software
Session Delay Without Change of Directfdn
>100 ms Search Timeout50 ms
Search Timeodt 225 ms Broadcast Turnaround Delay 110 ms
S2000M Console Broadcast Turnaround Delag 215 ms Event Request Timeokt80 ms
Event Request Timeoti> 240 ms Command Request Timediit 680 ms

Command Request Timedut 800 ms

Orion Pro
Workstation, UProg
and other software
(virtual COM port)

Broadcast Turnaround Delay (only for
Orion protocol®> 10 ms. Not Used
LAN Transmission Timeout 100 ms.

In order the S2000-Ethernet to operate as a virtQ@M port, the parameter Data
Communicating Device (WorkType) is to be set to @@REthernet». In this case software (Orion
Pro Workstation, UProg etc.) for the selected lag@OM port will communicate data not through
the COM port of the computer but via the networkdc@ocal network). The parameter WorkType
is to be set with the help of Settings.exe.

In Table 8 you can see the versions of softwarewhich (and for the versions which are
higher) setting of all parameters specified in €abls supported.

Settings.exe of versions lower thanv.2.00 build 14 doesn’t support setting Broadcast
Turnaround Delay (PauseTotalCommand) and Data Caonwating Device (WorkType). In this
case a more recent versionS#ttings.exeshould be downloaded

Software operating in Orion Pro protocol as welld&og and PProg do not use the Broadcast
Turnaround Delay parameter (PauseTotalCommand) éwemgh it is presented in the list of
parameters. Orion Pro protocol is used for comnatimig data between a computer and an S2000M
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console in the S2000&PC mode. In other segmentisso©rion system and in the segment between
the computer and the S2000M console in the S200&iBde or in the Programming mode, Orion
protocol is used.

Table 8. The List of Software which Specifies Where to Set Time Parameters

Group Software Version Settings Software
Tab
Orion V.7.6+
3 UProd All versions
= - Common RS
[ PProg All versions
ComsServer v.1.15+
Orion Pro v.1.11+ Port_N, wheré\
e S2000 Workstation v.2.06 build 28+ stands for the
<] - number of the
% Orion Control Module v.1.22+ COM port for
UProd All versions communicating
PProg Vv3.1+ data

WARNING: Software with footnotes (UProg and PProg) dependin the value of Data
Communicating Device given on the Port_N tab ubesvalues of the time parameters either from
RS tab or from Port_N tab, where N stands for tmalver of the used COM port. In this case:

1. Data Communicating Device = «COM Port of PC»i{@bComPort)

2. Data Communicating Device = «S2000-Ethernet>nf@hEthernet)

1.4.5 Typical Schematics for Using the S2000-Ethernet dart of an Orion system

In the figure “Scheme 1” below the S2000-Etherrmtverters retranslate data communications
of Orion protocol between software and devices. tRe, registry settings must be changed in
accordance with Table 6 and Table 8.

Orion SCHEME 1
protocol Master or
Transparent
Software [RS-282] 55000 Ethernet $2000-Ethernet | mode; Orion
protocol
Slave or
Transparent

mode; Orion l
protocol

|

Orion system devices

In the figure “Scheme 2" below the Master devicetloé system at a certain time is either
software or the console. Data are communicatedrianQprotocol. In such case as to the console
and the devices are physically located in the saegment of the interface. Thus, the S2000-
Ethernet converters retranslate data communicatamtg between the software and the Orion
system devices. So:

- the registry settings must be changed in accordaitbeTable 6 and Table 8;

- the console settings must not be changed.
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SCHEME 2 Transparent

S2000-Ethernet mode;
Orion protocol

Orion
protocol

RS-232

RS-232

$2000/PC
$2000M|  mode
: RS-485 1

Transparent mode; |
Orion protocol ’ H ‘ ) ’ ‘

Software

Orion system devices

In the figure “Scheme 3” below the S2000-Ethermmtverters retranslate data of an RS-485
segment, namely communicating data in Orion prdtbetween the console and Orion system
devices. Orion Pro protocol data between the Watikst and the console (S2000 & PC mode) are
communicated within an RS-232 segment. So:

- the registry settings must not be changed;

- the console settings must be changed in accordeititd able 6.

RS-232
Orion Pro

protocol
Master or

Transparent

Ezooom $20008PC .
mode $2000-Ethernet | mode; Orion
protocol

P I |
- - Slave or l ‘ l ‘

Transparent mode;
Orion protocol

Orion system devices Orion system devices

In the figure “Scheme 4" below both the console trasoftware can be a Master device in the
system. Thus, the S2000-Ethernet converters sometaan retranslate both data communications
between the software and the devices and data coioations between the console and the
devices. In both cases the retranslated data &@eidm protocol. So:

- the registry settings must be changed in accordaitheTable 6 and Table 8;

- the console settings must be changed in accordeititd able 6.

SCHEME 4
Software
RS-232
Ori Master or
pro?oo;ol Transparent
mode;
E2000M $2000/PC Orion protocol
mode $2000-Ethernet

RS485  [55000-Ethernet RS-485
P I |
- - Slave or l ‘ l ‘

Orion system devices Transparent mode;
Orion protocol

Orion system devices
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In the figure “Scheme 5” below the S2000-Ethermttanslates data of the RS-232 segment
between the software and the console (S2000 & P@ejnmamely these are data in Orion Pro
protocol. In this case the console and Orion systiewices are physically located in the same
segment of the interface operating in Orion protoBased upon this:

- the registry settings must be changed in accordaitbeTable 6 and Table 8;

- the console settings must not be changed.

SCHEME § Transparent mode;
$2000-Ethernet| oyion pro protocol

Orion Pro

protocol
$§2000-Ethernet

RS-232
Transparent mode; ’ ‘ ’ ‘ ’ ‘
QOrion Pro protocol Y

Soft mode

Orion system devices

In the figure “Scheme 6” below two groups of S2@ernet converters are in use. The
S2000-Ethernet with the prefix «1» retranslates ddtthe RS-232 segment between the software
and the computer (S2000 & PC mode) namely the afa@rion Pro protocol. The S2000-Ethernet
with the prefix 2 retranslates data of the RS-488nsent between the console and Orion system
devices namely data in Orion protocol. So, theofeihg parameters must be changed:

- the registry settings must be changed in accordaitbeTable 6 and Table 8;

- the console settings must be changed in accordeititd able 6.

SCHEME 6
Transparent
$2000-Ethernet_1_1 mode; Orion

Pro protocol

S$2000&PC

Orion Pro mode
protocol RS-485
I 1
Software [RS-232 105400 Finernet_1|«—s- ’S2000-Ethernet_2‘ ’ ‘ o ’ ‘
Transparent Orion system devices
mode; Orion TrSLa ve ?rm g
Pro protocol anspa .e
mode;

Orion protocol

S2000-Ethernet 2_1

Master or
Transparent
mode;
Orion protocol

]

Orion system devices

|

In the figures “Scheme 7" and “Scheme 8” below $8900-Ethernet converter is used in the
mode of a virtual COM port. In thecheme 7he S2000-Ethernet retranslates data in Orion Pro
protocol between the software and the S2000M cen@bk console operates in the S2000 & PC
mode). In thescheme &he S2000-Ethernet retranslates data in Orioropobtbetween the software
and Orion system devices. Programming the devicegderating in the mode of virtual COM port is
described in Section 1.4.6.1 . A PC can be cdedeto several S2000-Ethernet converters
operating in the mode of virtual COM port:

1) Several remote S2000-Ethernet converters are ctethex a virtual COM port. In this case the
addresses of devices connected to various S2008+ethmust be the unique ones (for the
scheme The console addresses must be unique; fostheme &he addresses of Orion system
devices of the RS-485 interface must be unique).
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2) Remote S2000-Ethernet converters are connecteifécedt virtual COM ports. In this case the
addresses of the devices connected to various S20@0net can be not unique (for example, if
a system is built in accordance with teheme 8he address «5» within the RS-485 interface
can be assigned to two various devices one of wikichnnected via the S2000-Ethefrietthe
COM port “Portl0” while another is connected via t82000-Etherngtto the COM port
“Port1l”).

SCHEME 7 Transparent
$2000-Ethernet mode; Orion
RS-232 Pro protocol
$2000&PC
Second group mode
software RS-485
(Table 8) 1 1

.

Orion system devices

SCHEME 8 Transparent
mode; Orion
protocol

Second group
software

(Table 8) [ I ]

Orion system devices

1.4.6  An Example of Setting Configuration Parameters of he S2000-Ethernet

1.4.6.1 Settings for a Typical Diagram of Connecting the S200-Ethernet in the Mode of
Virtual COM Port (Retranslating Data between the Camputer and the
S2000-Ethernet)

Before programming the device it is necessary tb fggm your network administrator
information about the IP address of the S2000-Bttethe subnet mask, the gateway for access to
another subnetwork and the IP address of the canput

To program working parameters of the S2000-Ethemttte mode of virtual COM port:

1. Download from the Software Sectiontdfp://bolid.com the progranxSettings.exex(this
program is also provided with Orion Pro software).

2. Run the programSettings.exeswith administrator privileges (for Windows 7 anidiner).

3. Select a COM port which is not really on this Par @xample, Port5).

4. Select S2000-Ethernet in the field Data Commumicgievice.

5. In the fields «IP» and «Port» define the IP adddsthe S2000-Ethernet and the UDP of
the S2000-Ethernet (if several virtual COM ports ar use then define individual UDP ports -
40000, 40002 etc. — for each of them; do not use \thlue given by the S2000-Ethernet
configuration parameter S2000-Ethernet UDP Portigknown Address).

6. If Round Trip Time (RTT) exceeds 30 ms then infihlel «<LAN Transmit Timeout» enter a
value of N>50 + max_RTT (ms).

7. If in routine operation the S2000-Ethernet is expedo translate Orion protocol then set the
Broadcast Turnaround Delay to the value of 10 ms.

8. Press the button «Write to Registry» and quit fiogmm«Settings.exe»

9. Run the program WProg» and read the configuration of the S2000-Ethertted (levice
configuration can be read or changed either oveRIB-232 interface or via LAN, see 1.4.4.1).

10. In the configuration of the S2000-Ethernet on #ite ¢RS-485/RS-232» select:

- If devices are connected to the S2000-Ethernet theeRS-485 interface then select
«RS-485» for Interface Type and «Orionx for Prolpco
- If an 2000M is connected to the S2000-Ethernet tlverRS-232 interface than select
«RS-232» for Interface Type and «Orion Pro» (orie®ds) for Protocol;
— Transparent operation mode.
11. In the configuration of the S2000-Ethernet on tie¢Ethernet»:
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- Enter the IP address in the field «IP Address @0B2Ethernet»;

— In the field «<Subnet Mask» define the subnet mdskelocal network;

- In the field «Gateway» specify the gateway for asde the other network.

- Inthe list of remote devices enter the IP addoéske computer and set the UDP port of
the remote device to the value given for the reiewartual COM port (see Clause 5
above).

— If Round Trip Time (RTT) exceeds 30 ms then set vhkie of Acknowledgement
Timeout to N =50 + max_RTT (ms);

12. Write the configuration to the S2000-Ethernet.hé tdevice is in the configuration mode
(the jumper is in the «Config» position) then sWwittto an operation mode (put the jumper on in a
position other than «Config»).

13. Connect the S2000-Ethernet to the computer dirébtlya point-to-point connection) using
across-overcable or through a switch usingtmaight-throughcable (see cable wiring in Figure 7).

14. Now setting has been completed and we proceedettkitty the virtual COM port.

15.To test communication, usgProg. If the devices are connected to the S2000-Ethernet
through the S2000 console (in accordance with Seh&nthen switch the console to the
programming mode (see User’s Manual for the cofpsole

16. Run UProg (for UProg of versions 4.1.0.52 and higher seleetnode «Computer» in the
Device Tree), specify the number of added COM [isee Clause 3) as the polled port and run
polling. To do so, seledbevice— Read ConfigurationThe window of device searching will be
displayed. In the field Serial Port enter the numtfeadded virtual COM port (see Clause 3) and
press the Search button. The procedure of seaxthghbeen completed, a list of all devices on the
RS-485 interface which are connected to the selquet will appear on the screen.

Software of - %
the second <—><—> S2000-Ethernet RS-485 S2000-PI RS-232 S2000M

group
Table 8 Transparent
mode; Orion
Pro protocol

S2000&PC
mode
RS-485

Orion system devices

$2000M

S2000&PC
mode

RS-485 RS-232

Orion system devices

Figure 4. Diagram for Connection of Several S2000M Consoles to a Single Virtual COM Port

Note: Please take into account that a single virtual CPdft can be connected only to a single
S2000M console through a single S2000-Ethernet dlver RS-232 interface. To increase the
number of connected consoles, please use S200GRBR- to-RS-485 interface converters (see
Figure 1.

1.4.6.2 Setting a Typical Connection for Retranslating Databetween S2000-Ethernet

Converters

Let we need to integrate in a system several Gsy@tem devices which are located in various
buildings Orion communication protocol). Assume, taking into account territorial scranchiwe
need to use fourteen S2000-Ethernet convertersinMiaix number of S2000-Ethernet converters
which IP addresses can be written to the list ofate devices of a single S2000-Ethernet is eight.
So, to connect fourteen remote S2000-Ethernet ctergewe need two another S2000-Ethernet
converters which will be located on the side of askér device of the system (Orion workstation,
S2000M console). Orion workstation polls devicedyomt one COM port. Hence, we cannot
connect the both S2000-Ethernet converters to t@M@orts of the computer. So, to connect the
both S2000-Ethernet to the Orion workstation wedneeuse either S2000-Pl RS-232-t0-RS-485
interface converter or an S2000M console (the denserates either in the S2000 / PC mode or in
the programming mode). With this in mind we wilkeuke connection diagram shown in Figure 2.
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The S2000M console will operate in the S2000 / Ri@en In this case the Master device of the
system can be sometimes the console and softwatéen time. (That is, if Orion software is active
then the console operates in the mode of interfacwerter; if data have not been communicated
over RS-232 for a time specified in the consolefigomation then the console switches to the mode
of polling devices over RS-485). To use S2000-Etbein such a system, it is necessary to change
time settings both for the S2000M console and softwlLet's consider the two operation modes of
the S2000-Ethernet: the transparent mode and #& save mode.

Time parameters of software can be changed by mehitse program«Settings.exe»or
manually in Registry Editor (Table 6 and Table®)e time parameters of the S2000M console can
be changed by means of the prograR5485Settings.exefto set parameters, switch the console to
the programming mode). The programs are free aailaée athttp://bolid.ru .

S2000—Ethernet1 1
I I

RS-485

|

Orion system devices

Orion system devices

S2000-Ethernet2 1
— RS485

I [

I

o Orion system devices
$2000-Ethernet 2.8
-

Figure 5. An Example of Connection Diagram for the S2000-Ethernet

Orion system devices

$2000-Ethernet ,

RS-485l

Orion system devices

Note: The S2000M console in the scheme above can alatepn the S2000 & PC mode. In
this case the system can be managed simultanedusty the console and from the Orion
workstation. In doing so the time parameters ofvgafe are constant and you need only to set the
time parameters of the S2000M console in accordavitte recommendations below discussed for
the S2000 / PC mode.

Prior to setting the timeouts for the software #melconsole, let's configure the S2000-Ethernet
converters. An S2000-Ethernet configuration candlagl or written either over the RS-232 interface
or via the local network (see 1.4.4.1 for more infation).

» RS-485/RS-232 Settings

1. In accordance with the system construction mentoaleove, all the S2000-Ethernet
converters use the interface tyRe-485

2. On retranslating Orion protocol the baud rate hélequal t®600Q

3. The type of protocol in use @rion.

4. The S2000-Ethernet is an addressable device onlth& configuration mode. So the
default address 127 can be remained the same.

5. The parameters of interface operations: 8 data bisop bit.

6. If the S2000-Ethernet system operates in the temespp mode then select the
Transparent mode. If the S2000-Ethernet systematgeein event save mode then select
the Slave mode for the devices on the side withcihresole and software; select the
Master mode for the devices located in remote fates.
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7. If the S2000-Ethernet is used in an Orion or OuD system then extra attributes of
data packing are not recommended to be set ordSmt tick all three attribute boxes.

8. If using the S2000-Ethernet in an Orion or Orion Bystem, you are not recommended
to set on the parameter Make a Pause on SendindoS$mwt tick this box.

9. Leave the parameter Generate Messages about Aezests set on.

» Ethernet Settings
Before configuring the devices it is necessary s& #he network administrator for the
information about IP addresses of the S2000-Ethewmverters, subnet mask and IP addresses of
gateways.

Define the IP address of each the S2000-Etherradt€1).

Define the subnet mask for each the S2000-EthéTiadie 9).

Define the gateway for each the S2000-Ethernetl€Tah

Remain the S2000-Ethernet UDP Por#@800(default value).

Remain the Acknowledgement Timeout in its defaudlue 80 ms; it will be

programmed later after configuring S2000-Etherioeiverters.

For each S2000-Ethernet in the remote device Iistcify addresses of the

S2000-Ethernet from which data from the local nekwshould be received and,

correspondently, to which the RS-485 data shoulcetranslated (Table 9).

7. Remain parameters Remote Device UDP Port for airgs in the remote device list as
40000(default values).

8. In accordance with the recommendations let Comitigitilis set to the value «S2000-
Ethernet (Auto)».

9. Remain Master Key for all records in the remoteickeas set by default.

10. Communication Mode remains half-duplex because-dufilex is reachable only if
managed network equipment is available.

11. Remain the attribute of permitting connection wathh unknown address set on in order
in further with the help of Master Key for Unknowkddress we can configure the
device from any host in the local network. The paters for an unknown address
remains in its default values.

12. Search Time is in its default value.

13. Connection Lifetime is in its default value.

14. Communication Failure Indication Delay is in itSaldt value.

agprwNE

o

Table 9. The List of Remote S2000-Ethernet Converters for the Given Example

D|agr_am IP Address Mask IP Table IP Address of
Notation Gateway

192.168.10.1
192.168.10.2
192.168.10.3
192.168.10.4
S2000-Ethernet 192.168.10.101 255.255.254.0 192.168.105 192.168.10.50
192.168.10.6
192.168.10.7

192.168.10.8

192.168.10.11
192.168.10.12
192.168.10.13

S2000-Ethernet 192.168.10.102 255.255.254.0 192 168.9.1 192.168.10.50
192.168.9.2
192.168.9.3

S2000-Ethernet; 192.168.10.1 255.255.254.0 192.168.10.101 192106810
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Dlagr_am IP Address Mask IP Table IP Address of
Notation Gateway
S2000-Ethernet; 192.168.10.2 255.255.254.0 192.168.10.101 192106810
S2000-Ethernet: 192.168.10.3 255.255.254.0 192.168.10.101 192106810
S2000-Ethernet, 192.168.10.4 255.255.254.0 192.168.10.101 192106810
S2000-Ethernete 192.168.10.5 255.255.254.0 192.168.10.101 192106810
S2000-Ethernete 192.168.10.6 255.255.254.0 192.168.10.101 192106810
S2000-Ethernet; 192.168.10.7 255.255.254.0 192.168.10.101 192106810
S2000-Ethernete 192.168.10.8 255.255.254.0 192.168.10.101 192106810
S2000-Ethernety 192.168.10.11 255.255.254.0 192.168.10.102 192106810
S2000-Ethernet; 192.168.10.12 255.255.254.0 192.168.10.102 192106810
S2000-Ethernet: 192.168.10.13 255.255.254.0 192.168.10.102 192106810
S2000-Ethernets 192.168.9.1 255.255.255.0 192.168.10.102 192.188.9
S2000-Ethernets 192.168.9.2 255.255.255.0 192.168.10.102 192.188.9
S2000-Ethernets 192.168.9.3 255.255.255.0 192.168.10.102 192.188.9

» Setting timeouts of the software, the console, and the S2000-Ethernet

Sufficient values of timeouts used by the softwarel the console depend on the time of
transferring a packet between the S2000-Ethernétete and are defined by Acknowledgement
Timeout of the S2000-Ethernet. The factory valuéhaf parameter is 80 ms. These 80 ms include a
time to transmit the packet over the local netw(8@ ms) and a guaranteed time to process the
packet by the S2000-Ethernet (50 ms). An actuad tiontransmit the packet over the local network
can exceed 30 ms. Try to ping the S2000-Etherpat iny computer in the network. If Round Trip
Time exceeds 30 ms and equals to X ms than Ackmigelment Timeout = 50 + X = Y ms. If
Round Trip Time is less or equal to 30 ms thersitdcommended to leave Acknowledgement
Timeout be equal to 80 ms (the default value).

So, we issue ping from any computer of the locévoek from the side of S2000-Ethernet_1
and S2000-Ethernet_2. At first we shall find oukAowledgement Timeout for S2000-Ethernet_1.
Let’s ping successively all eight IP records of temote device list. Enter to the command line:

ping 192.168.10.1 —n 100
ping 192.168.10.2 —n 100
ping 192.168.10.3 —n 100
ping 192.168.10.4 —n 100
ping 192.168.10.5 —n 100
ping 192.168.10.6 —n 100
ping 192.168.10.7 —n 100
ping 192.168.10.8 —n 100

Select the maximum value from the received rephssume the time doesn’t exceed 30 ms. If
so, let's remain the configuration parameter Acklealgement Timeout for S2000-Ethernet_1 and
all S2000-Ethernet_1_n as its default value 80 ms.

Similarly for S2000-Ethernet_2. Successively pitigs IP records of its remote device list.
Enter in the command line:

ping 192.168.10.11 —n 100
ping 192.168.10.12 —n 100
ping 192.168.10.13 —n 100
ping 192.168.9.1 —n 100
ping 192.168.9.2 —n 100
ping 192.168.9.3 —n 100

Select the maximum value from the received repkes.example, in one reply RTT = 70 ms.
Then for S2000-Ethernet_2 and all S2000-Ethernet Znrolled in its remote device list
Acknowledgement Timeout = 50 ms + 70 ms = 120 msté/the end value to all devices of S2000-
Ethernet_2.
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Let's proceed to estimation of parameters of saftveand the console.

Parameters of RS-232/RS-485 to be changed arel listdable 5. Taking into account the
default values of parameters for software and thesale we estimate the parameters in accordance
with recommendation of Clause 1.4.4.2.

Parameters with the index 1 are calculated bydhadla below:

Py = X +T +15* N(ms)

Parameters with the index 2 are calculated bydhadla below:
15* N

Pz X+T +7Y (ms)

Parameters with the index 3 are calculated bydhadla below:
Pag 2 X +T(ms)

Parameters with the index 4 are calculated bydhadla below:
P4y 2 P —30(ms)

For all the formulae:

X stands for the default parameter value;

T stands for the S2000-Ethernet paramAtmowledgement Timegut

N stands for the quantity of remote S2000-Etherpet/erters with which the S2000-Ethernet
on the side of the Master system device commurscids;

Y stands for the console parameter «Broadcast Rleaber.

For both S2000-Ethernet converters calculate vabfesll time parameters which use all
formulae mentioned above and select the maximumevar each parameter.

Event Save Mode — Software:

Request Waiting Timeout = 80 ms

Broadcast Turnaround Deldyl = 0 +80 + 15*8 =200 ms,
Command Waiting Timeout® 1 = 600+80 = 680 ms.
Broadcast Turnaround Defay = 0 +120 + 15*6 =210 ms,
Command Waiting Timeout_2 = 600+ 120 = 720 ms.
Values with the index 2 must be used because:

Broadcast Turnaround Delay_2 > Broadcast Turnar@eidy_1,
Command Waiting Timeout_2 > Command Waiting Timedut

Event Save Mode — S2000M Console:
Search Timeout 50 ms,
Event Request Timeout = 80 ms.

Broadcast Turnaround Defay.
Command Request Timedul

Broadcast Turnaround Defay
Command Request Timedu®

5 +80 +(15*8)/6 = 105 ms,
600 + 80 =680 ms.

5 +120 + (15*6)/6 =140 ms,
600+ 120 =720 ms.

We must use the values with the index 2 because:
Broadcast Turnaround Delay_2 > Broadcast Turnar@eidy_1,
Command Request Timeout_2 > Command Request Timkout

Transparent Mode — Software
Request Waiting Timeodt 1
Broadcast Turnaround Delayl
Command Waiting Timeout_1

Request Waiting Timeodt 2

30 +80 +15*8 =230 ms,
0 +80 +15*8 =200 ms,
600 + 80 + 15*8 =800 ms.

30 +120 + 15*6 =240 ms,
Broadcast Turnaround Deldy? 0 +120+15% =210 ms,
Command Waiting Timeolt2 600 + 120 + 15*6 = 810 ms.

Values with the index 2 must be used because:
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Request Waiting Timeout_2
Broadcast Turnaround Delay_2
Command Waiting Timeout_2

Transparent Mode — S2000M Console:

> Request Waiting Timeaut
> Broadcast Turnar@eidy_1,
> Command Waiting Timedut

Session Delay Without Change of Direcfioh = 0 + 80 + (15*8)/6 = 100 ms

Search Timeodt 1

Broadcast Turnaround Delayl
Event Request Timedutl
Command Request Timedul

6 +80 +15*8 =206 ms,
5 +80 +15*8 =205ms,
30 +80 +15*8 =230 ms,
600 +80 + 15*8 =800 ms.

Session Delay Without Change of Direcfloh = 0 + 120 + (15*6)/6 = 130 ms

Search Timeout 2

Broadcast Turnaround Defay
Event Request Timeout2
Command Request Timedu?

6 +120+ 15*6 =216 ms,
5 +120+ 15*6 =215 ms,
30 +120 + 15*6 = 240 ms,
600 + 120 + 15*6 = 810 ms.

We must use the values with the index 2 because:
Session Delay Without Ch. of Birl
> Search Timeout_1,
> Broadcast Turnar@eidy 1,
> Event Request Timeout_1,
> Command Request Timeout

Session Delay Without Ch. of Dir2 >

Search Timeout_2

Broadcast Turnaround Delay_2
Event Request Timeout_2
Command Request Timeout_2

RS-232/RS-485 parameters which must be changatidazxample in question are summarized
in Table 10. Taking into account that in the schémese more than one S2000-Ethernet converter
is located in the same RS-485 segment we shouldoskle values of parameters market with

symbol *.

Table 10. Summary Table of Calculated Parameters which Must Be Changed

System Master

Operation Mode of the S2000-Ethernet System

Device Transparent Event Save
Orion Workstation, | oo est Waiting Timeouts 480 ms
Orion Pro q 9 N Request Waiting Timeout = 80 ms

Workstation, UProg,
PProg and other
software

Broadcast Turnaround Delay (only for
Orion protocolj =210 ms
Command Waiting Timeolit 810 ms

Broadcast Turnaround Defay 210 ms
Command Waiting Timeotit 720 ms

S2000M Console

Session Delay Without Ch.of Diz 130 m
Search Timeoub= 432 ms

Broadcast Turnaround Delay 215 ms
Event Request Timeout* 480 ms
Command Request Timebut810 ms

"Search Timeout = 50 ms

Broadcast Turnaround Deldy 140 ms
Event Request Timeout80 ms
Command Request Timed&t720 ms
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2 Operation Guidelines
2.1 Connection Diagram

PC S2000-Ethernet
@ XT1
GND [5|5| GND | 8reen 1| ov
RxD |2[2| RxD brown 5T 7« [ggl
yellow
TxD 3]3 XD — 3 Rx RJ45 @
COM DBOF <+ |1~
(DB9M) Connector XT2 T > Ethernet
X network
o 11| OV Rx+ |3 (twisted
air
Rs-485 — 2 B Rx- 6 =z pain)
todevices |3 A
ower suppl XT3
Uout 1| +Up
ovVv 2 ov

PC: a personal computer;

1: S2000-to-PC connection cable;

Power supply: a 12 V to 28.4 V dc power supply providing at least 100 mA;
2: Ethernet cable

Figure 6. S2000-Ethernet Wiring Diagram

2.2 Connecting the S2000-Ethernet to a LAN

To connect two S2000-Ethernet convertors diregtithout a hub or switch, eross-overcable
should be used (see Figure 7). So, only two S2G0Q6rket convertors can be connected at the same
time (point-to-point connection).

To connect three or more S2000-Ethernet convenots should have a hub or a network
switch. In this case araight throughcable should be used (see Figure 7).

% I:l Straight-Through Cable |:| %
RJ45 Pin1

Cable Wiring

[ev. XY
N=0OW

Cross-Over cable |:| IE

Cable Wiring

=

RJ45 Pin1

N=OW
[LIATCE

Figure 7. Types of Ethernet Cables
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3 Overall and Mounting Dimensions

Figure 8. Overall and Mounting Dimensions

4  Manufacturer Address

CJSC NVP Bolid

4 Pionerskaya Str., Korolev, Moscow Region 141®Ridssia.
Tel./fax: +7 (495) 775-71-58multi-channel)

E-mail: info@bolid.ru

Technical support: support@bolid.ru

http://bolid.ru .
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