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HacTtoslwee pykoBOACTBO MO aKchnyatauum (ganee no Tekcty — PJ)
COOEPXKUT CBEAEHMSI O Ha3HaAYeHUW, KOHCTPYKUUM, npuHUune pabdoTshl,
TEXHUYECKMX XapaKTEepUCTMKaX YnpaBnsieMoro CeTeBOro kommyrtaTtopa L2+
«BOLID SW-324» ALOP.203729.006 (panee no TEKCTY — KoMMmyTaTop,
YCTPOWCTBO WNN Wn3genne) u ykasaHusi, Heobxogumble AONs NpaBUibHON
n 6e3onacHon akcnnyaTayuu.

N3pnenue npegHasHayeHO TOMNbKO Afst NPodeCCUOHaNbHOro NCNob30BaHMs

M paccyMTaHO Ha HEMPEpPbIBHYIO KPYrOoCyTOYHYHO paboTy.

NMPUMEYAHUE!

- TexHuyeckme  XapakTepucTukn,  yHKUMoHan W nHTepdenc
KOMMYyTaTopa Bepcun 2 oTnuyaeTcs ot Bepcun 1.

- PykoBoacTBo no aKcnyataumm onucbIBaeT nHTepdemnc
N PyHKLNOHArbHbIE BO3MOXHOCTU BHYTPEHHero no -
1.001.100F001.0.R (cbopka o1 13.05.2026).

L PykoBoACTBO MO 3KcnflyaTauMm COLEPXKUT TOSbKO  CMpaBOYHYHO
MHGOPMaLNIO, HEODXOAMMYIO ANIS1 UCMONb30BaHMUSA €ro TEXHUYECKNX
BO3MOXXHOCTEMW.

- On3anH umnsgenusi, TEXHUYECKME XapaKTepuUCTuMkuM, a Tak-xe [10,
YNOMsIHyTbleé B AaHHOM PYKOBOACTBE, noanexaT W3MeHeHuto 06e3
obsa3aTenbHOro NpeaBapuUTENbHOrO MMCbMEHHOIO YBEAOMITEHUS.

- B cnyyae HaxoxgeHMsi HETOYHOCTEM WM HECOOTBETCTBUN,
obpaLwianTechb B Cry>k0y noaaepKku.
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1 OBLUME CBEOEHUA

1. YnpaBnsiembld CeTeBOM KOMMYTATop C MOOAEPXKOW (yHKumn L2+
npegHasHayeH Aanss COEOMHEHUS1 HECKOSNbKMX Y3OB  KOMMLIOTEPHOWM CETU
B Npeaesiax ogHOro Unn HECKONbKNX CErMEHTOB CETM.

2. He nogpoepxuBaeTt TexHonoruio PoE.

3. MNpn coBMECTHOM MCMNoOSb3oBaHUM C npeobpasoBaTensMn UHTepPdEncos
«C2000-Ethernet» nossonseTr KOMMYTUPOBATb CUrHasbl OXPaHHO-NOXapPHbIX
npndopos MCO «OpuoH», a Takke NPUOOPOB APYrMx CUCTEM.

4. Obnactb NPUMEHEHUS U3OENNA: CUCTEMbI BUOEOHAONIOAEHUS, OXpPaHHO-
noxapHas curHanusaumsa, CKY[l, cuctembl KOHTpPONs W gucneTtyepusauum
0ObEKTOB.

5. KommyTaTop paccynTaH Ha KpyrnoCyTO4YHbIN peXxnum paboThbl.

6. KommyTaTtop ABNsIeTCS BOCCTaHaBNMUBaEMbIM, nepruoanyeckn
obcnyxneaemMmblM n3genuem.

7. KommyTtaTtop npegHasHadyeH ans paboTbl B XKUMbIX, KOMMEPYECKMX
N NPOM3BOACTBEHHbLIX 30HAX.

8. KOHCTpyKumna KoMMyTaTtopa He npegycmaTtpmBaeT €ero Ucnosib3oBaHue
B YCNOBUAX BO30EeNCTBUA arpeccmBHbIX cpea, NbIn, a Takke

BO B3pPbIBOMNOXapOOonacCHbIX MOMeELLEHNAX.
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2 TEXHUWYECKUE XAPAKTEPUCTUKIA

OCHOBHbIE TEXHUYECKME XapaKTepUCTukn mn3genna npmBeneHbl B Tabnuue

Hwke (Tabnuua 2.1).

Tabnuua 2.1 — TexHnyeckme xapakrepucTukm®

HanmeHoBaHue napameTpa

3HayeHue napameTpa

CeTeBble HTepdenchl

O0OLee Konn4ecTBo

36 nHTepdencos

RJ-45 MopT Ne 25 — 32: 10/100/1000 M6uT/c
SFP MopT Ne 1 — 24: 100/1000 M6wuTt/c
SFP+ MopT Ne 33 — 36: 1/10 I'Gut/c
O6opynoBaHue

O0Lee Konn4ecTBo 37 nopToB

[MopTbl RJ-45 8 nopTtos

MopTbl SFP 24 nopTa

MopTbl SFP+ 4 nopTta

[MopT ynpaBneHusd

1 nopt (RS-232)

AneKkTponutaHue (NepeMeHHbIN TOK)

HanpshkeHne nutaHma ycTpoucTea

2 BCTpOEeHHbIX 6rnoka nutaHna 100 - 240 B
nepemMeHHOro Toka

[MoTpebnsembln TOK

2,5 A (makc.)

[MoTpebnaemasi MOLWLHOCTb

23,8 BT B gexxypHoM pexume
<100 BT npu nonHon Harpyske

NMponsBoanTenbHOCTb
YpoBeHb L2+
Tun YnpaBnsembin

Bpems TexHM4ecKon roToBHOCTHU

npubopa kK pabote S0¢c
KommyTaumoHHas matpuua 144 Gbps
S:sepTooc;b NepeHanpasnenns | - 4aq Mpps
Bydep nakeTtos 16 Méut
Jumbo-kagp 12288 6ant
Tabnuua MAC-agpecos 32 K

Uuncno VLAN 4094
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HaunmeHoBaHue napameTpa

3Ha4vyeHue napameTpa

VLAN nHTepdeuncol

10

MopaepxvBaemble cTaHAapThI

IEEE 802.3; IEEE 802.3u; IEEE 802.3x;
IEEE 802.3ab; IEEE 802.3z; IEEE 802.3ad

PyHKLUMU

ARP

1K

PyHKUMM NopTa

Ynpasnenne notokom |IEEE  802.3x,
Unicast Suppression, KOHTpOMb LUTOPMOB
MyJSibTKacT-Tpadomka, KoOHTposib LITOPMOB
LUMPOKOBELLaTENBHOMo Tpaduka

Tabnuua MAC-agpecos

Mopaepxka ctatndeckoro MAC-agpeca

Spanning Tree Protocol

STP, RSTP, ERPS

VLAN

802.1Q

YnpasneHne noTokamm

lNopoepxka ynpasneHus
Ha ocHoBe IEEE802.3X

NMOTOKOM

ArpernpoBaHue (06beanHeHne)
KaHanoB

LACP, ctatuyeckoe arpermpoBaHme,
AVHaMn4ecKoe arpernpoBaHue

3epKkanupoBaHue nopToB ::LHH(O?A@';H Kk opHomy), N1 (Mnoro
Multicast IGMP Snooping
DHCP DHCP-knuenT, DHCP-cepBep
Ee30MacHOCTb IEEE802.1x, nsonauma nopta, Radius,
HTTPS, LLDP
[MnaHnpoBaHue ovepean SP/WRR,
QOSIACL SCSS.(%;TaBnSg?ZEI’D, OrpaqueHEEMz%g?a
nopta

CuctemHoe obcnyxuBaHue

3arpyska W BbIrpy3ka danna HacCTpOeK,
obHoBreHne NPOLLUMBKMU, CUCTEMHbIV
XypHarn, cbpoc [0 3aBOACKMX HaCTPOeEK,
NTP

YnpaBneHue yCTpOMCTBOM

Beb-uHtepgeic, TELNET, SNMP

V1/V2C/N3, SSH

O6wune cBegeHunn

[MpenenbHoe
MMMYJTbCHBIX MOMEX

HanpsikeHne

2 kB/1 kB**

CreneHb 3awWwmTbl 000NOYKK NO
FOCT 14254-2015

P40
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HaunmeHoBaHue napameTpa

3Ha4vyeHue napameTpa

YCTONYMBOCTb K MEXaHUYECKUM
BO3OENCTBUAM MO
OCT 25 1099-83

Kateropus pasmewieHus 3

JananasoH 1-35Ty
BubpauunoHHble | YactoT
Harpy3Kkm MakcumarbHoe | o o

YCKOpeHue 2 9
OTHOCUTEnNbHadA BNaXXHOCTb OT 5 % 10 95 %
BO34yxa

[unana3oH pabounx TemnepaTyp

O1-20 °C pgo +55 °C

[[@abapuTHble pasmMepbl

440x308,3%x44,0 mm

Bec HeTTO: 3,8 KT

Macca Bec 6pyTTO: 5,3 KT
Bpemsa  HenpepbiBHOW  paboTbl KpYTTIOCYTOUHO
KOoMMyTaTopa

CpengHssa HapaboTka npubopa Ha

OoTkas B JgexypHom pexume | 80000 4

paboThl

BepodaTtHocTb 6€30TKa3HOM 098758

paboTbl 3a 1000 4

*TexHn4yeckne xapakTepuCTUKM MOryT OblTb M3MeEHeHbl 6e3 npenBapuUTENbHOMo

yBEOOMIEHMS.

**B 3aBMCMMOCTUN OT CMH(A3HOro N Pa3HOCTHOrO CUrHasnoB.

Mo  ycTtonuymeBoCTM K

cooTBeTCTBYeT TpeboBaHUAM TpeTben CTEeneHn XKECTKOCTH,

KayecTBa pYHKLUMOHMpPOBAHUSA

SNTEKTPOMarHNTHbIM

nomMexam  KOMMyTaTop
C KpuTepuem

A, COOTBETCTBYHOLLNX CTaHOapToB,

nepeyuncrieHHbix B [Mpunoxennn b TOCT P 53325-2012.

KommyTaTtop

YOOBIETBOPSIET

HOpPMaM  MHOYCTpUanbHbIX  MOMEX,

yCTaHoBIeHHbIM ans obopynoBaHus knacca b no FOCT 30805.22.

BOLID SW-324 Bep.2 ALIP.203729.006 P3n nam.3 ot 18.08.2026




BOLID SW-324 Bepcus 2. PykoBoAcTBO MO 3KCnslyataumu 11

3 KOMIMJEKTHOCTb

CoctaB wu3genusa npu noctaBke (KOMMSIEKT MOCTaBKM KOMMYyTaTopa)
npeacraeBneH Huxe (cMm. Tabnuua 3.1).

Tabnuya 3.1 — Komnnekt noctaBku®

O6Go3HayeHne HaumeHoBaHue KonnyectBo

ALP.203729.006 KommyTtatop «BOLID SW-324» 1 wr.
PykoBoacTBo no akcnnyaTtauum

ALIP.203729.006 P9 M:Zlnenmg «BOLID SW-324» yarss 1 3k,
KpenneHue B CTOMKY 2 Wr.
BuHT M3x5 6 WrT.
Kabenb nutanus, 250 B nepemeHHoro 5 T,
TOKa
SFP mogynb™** —
SFP+ moaynb** —

*KoMnnekt noctaBkm MOXeT OblTb UM3MEeHEH 6e3 npeaBapuUTENbHOrO

yBEeAOMIIEHUS.
** — NocTaBnalTCA No oTAeNbHOMY 3aka3y. CnMcok COBMECTUMbIX KOMMMEKTHbIX

SFP-moaynen ykasaH B «[lpunoxeHue Ay.
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4 KOHCTPYKUUA
4.1 NMEPEOHASA NAHENb

Ha pucyHke Hmxe (PucyHok 4.1) nokasaH BHELLUHUA BUA NepegHen naHenu

KOMMyTaTopa, OnuMcaHMe MNOpTOB W MHAMKATOPOB CMoOTpuTe B Tabnuue
(Tabnuua 4.1).

R RN RN N RN R R RN R RN R R RN RN R R R R RN R R RN R R RN R RN R R R R RN R R R RN RN RN R RN RN RRRRRRRRRRRRRE
2 . . . " i ‘. N y 2 £
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= Yok = =)
B ! BOLID
h
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i S v v oagw  al f e u » 5 * e
| — i ! e ®
. L L
f 1 . X, .o¥s. .3 4 | | ®

PucyHok 4.1 — lNepegHasa naHenb
Tabnuua 4.1 — lNopTbl U UHAUKATOPLI NEpeaHEN NaHeN

MapameTp OnucaHune
PWR CBeTOBOW UHAMKATOP 3NEKTPONUTAHUS.
CBeToBOM  MHOMKATOP  COCTOAHUSA  KOMMYyTaTopa.
SYS MwuraHune wmnHgukaTopa O3Ha4aeT HopMasnbHyl paboTy

ycTponcTBa. [pn HapyweHusix paboTbl KoMMyTaTopa
nHgmkatop 6yaeTt ropeTb HenpepbIBHO.

ALR CBeToBOM MHAUKATOP TPEBOIN.
KHonka cbpoca Ha 3aBogckue HacTpouku. lNogpobHee
Reset o cbpoce cmoTpute — 14.2 Cbpoc Ha 3aBofckue
HaCTPOWMKM C MNOMOLLIbIO KHOMKN « RESET».
Console [MopT cepBUCHOro 06CNyXnMBaHUS
(RS-232) PT cep yx '

24 nopTta 100/1000

Base-X (SFP) nOprI AO514 NoAKNMK4YeHnda Mmoayneun ctaHgapTa SFP.

8 nopTos
10/100/1000 Base-T | |1OPT®! CTaHAapta RJ-45 (bes noanepxku POE).
1000/14033?8 X MopTbl ANs nogknodeHuss moaynen ctaHgapta SFP+.
ase- dakTnyeckasn ckopocTb Ao 10 [6/c.
(SFP+)
4.1.1 RJ-45

Ona nogkntoveHna k noptam Ethernet cnegyet wucnonb3oBath Kabenb
«BuUTas napa» kateropuun 5 nnu 5e (CATS nnun CAT5Se).

HonyckaeTcs Ncnonb3oBaHme Kak  9KpaHMPOBAHHOrO, Tak n
HeakpaHupoBaHHOro kabensi. Kabenb noacoeanHsieTcss K pas3bémam RJ-45

KOMMYyTaTopa C NOMOLLbI CTaHaapTHoro wrekepa 8P8C.
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PacnuHoBKa kabens
12345678

BITTIIl N 1,2,4,5(V+),3,6,7,8 (V-)

1 — beno-opaHxeBbin
2 — OpaHxeBbli

1Dim .. 3 — beno-3enéHbin

| - 4 — CnHun

5 — beno-cuHun

6 — 3enéHbin

PucyHok 4.2 — LLiTekep 7 — beno-Kopu4HeBbIN
8P8C 8 — KopnyHesbliit

4.1.2 YctaHoBKa SFP

BHUMAHWE!
— He cHumante nbinesawuTHyo 3arnywky ¢ SFP-moaoynd, Takke
He CHMMaWTe 3aWMTHbIA KOMMnadoK C ONTOBOSIOKOHHOro kabensa o ero
nogcoeAnHeHnsa.  3awMTHas  3arnylika W Komnadok — 3awumwiaroT
onTn4eckme pasbEMbl U Kabesb OT 3arpsA3HEHNN U OKPYXXatoLLero CBeTa;
— He yctaHaBnmuBante SFP-moaynb C NOAKITHOYEHHbBIM
ONTOBOSMIOKOHHbIM Kabenem B cnoT. [lpexge 4Yem YCTaHOBUTb
SFP-moaynb n3BnekuTe onTOBONIOKOHHLIN Kabenb;
— MHoOrokpatHaa yctaHoBka W u3BnedyeHne SFP-mogyna moxer
COKpaTUTb ero CpoK akcnnyarauumu;
—[pn  nNoaKMYEeHUN K KOMMyTaToOpy W APYrMM  YCTPOWMCTBaM
cobnoganTte CTaHOapPTHbLIN nopsaokK paboT
C nnataMmyn W 9NEKTPOHHbIMU KOMMOHEeHTaMn, 4Tobbl NpenoTBpaTUTb
noBpexaeHna n3-3a AfeKTpocTaTn4ecknx paspaaos.

1. 3akpenuTe Ha pyke aHTUCTaTUYecKMin Opacnetr W nNoacoenuHuTe
€ro K TOYKe 3a3eMSIEHNS U1 MeTanIM4eckon noBepXHOCTM.

2. \3BnekuTte Moaynb 13 ynakoBKW.

3. Mogknounte SFP-mooynb B pas3bEM  KOMMyTaTopa [O NOSIBIIEHUS
XapaKkTEepPHOro Len4yka gukcaumm moaynsi.

4. 3Bneknte nNbinesalmnTHYO  3arnywky wun3  moayns. Yb6egurtecs,
4YTO (PMKCATOpP C LIBETOBOM MapPKMPOBKON HAXOAUTCA B 3aLLENKHYTOM COCTOSHUM.

5. B cooTBeTCTBUM C YyKaszaTensaMmm nepenaryvka v (TX) n npuémHuka

A (RX), BcTaBbTe OMNTOBOSIOKOHHbIN Kabesib B pasbeM Moayss.
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PucyHok 4.3 — lNoakntoveHnsa kabens
4.2 3AOHAA NAHENDb
KOHCTPYKTMBHO KOMMYTaTOp BbINOSIHEH B MeTanfM4yeckoMm Kopnyce,
noaxoauT ANs KpenneHusi B CEPBEPHYHO CTOWMKY.
Ha 3agHen naHenu yctpomcTBa pacrnonoXeH BUHT 3aLlLUUTHOIO 3a3eMIIEHUS,
BEHTUMSLUMOHHBLIE OTBEPCTUS M pasbEMbl nuTaHua ¢ nogaepxkon 100 — 240 B

NepeMeHHOro Toka.

T gy W & ; |
o9-0y - WARNING
oga . "o

4.2.1 3azemneHune (GND)

BHNAMAHUE!
[MpaBuna opraHMsaunmn 3awuMTHOrO 3a3eMiIeHUsa perriameHTUPYTCS
o AokyMeHTamun «[1paBuna yctponcTea anekTpoyctaHoBok ([MY3).

maBa 1.7 «3asemMneHne n 3awuTHble Mepbl 3nekTpobe3onacHOCTU»
FOCT 12.2.007.0-75.

o Bce paboTtbl C 3asemMneHvemM MNpou3BOASATCA MNPU  OTKIHOYEHHOM
NMUTaHUN.

[ns obecneyeHna 6e3onacHOn 1 HagéXXHom paboTbl CETEBOro KOMMyTaTopa
cnegyeT npaBUITbHO BbLINOSHUTE €ro  3asemrneHune. 3asemMriieHne nomoraet
3aWMTUTL YCTPONCTBO OT MOJSHWUIW, 3MEKTPOCTATUYECKUX paspsgoB U ApPYrux
3EKTPUYECKMX NOMEX, YTO cnocobCcTByeT cTaburbHoM paboTe BCen ceTu.

3aszemnaowmn BuHT (GND) pacnonoxeH Ha 3agHen naHenu ycTpoucTsa

(PucyHok 4.5).
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Ina nogknoyeHus:

1. Y6eantecb, YTO KOMMYTATOpP OTKIIOYEH OT NUTaHUS.

2. C NOMOLLbI KPecToBOWM OTBEPTKM OTCOEAMHUTE 3a3eMNSAWMA BUHT
(GND) oT 3agHein naHenn ycTponcTBa.

3. CoegmHnTe 3as3eMnaAlWMA BUHT M KNeMMy 3asemnswouero kabens
n 3akpenute B pe3bboBom oTBepcTumn (GND) Ha 3agHen naHenu ycTpoucTBa.

. CeuyeHue megHoro kabensi: He meHee 0,75 mMM? 1 He Gonee 2,5 MM,

CONPOTMBNEHMNE OTHOCUTENBHO 3eMnn: He Bornee 4 Owm.
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5 MOHTAX U AEMOHTAX
5.1 MEPbI BE3OINACHOCTHU

BHUMAHUE!
Bce Buabl paboT ¢ u3aenvem BO BpeMs rpo3bl 3anpeLLarTcs.

o BHUMAHVE!

MOHTaX NpOM3BOANTb TOSTLKO NPU OTKIIFOYEHHOM Hanps>KeHUU NUTaHUS.

1. MOHTaXX WM TexHM4yeckoe obcnyXxuBaHue KoMmyTaTopa AOSTKHbI
NpoOn3BOAUTLCA NUUAMW, UMEKLWMMU KBANNMPUKALMOHHYIO TPpynny Mo TEXHUKe
6e30MacHOCTU He HMXKe BTOPOW.

2. KOHCTpyKUMa KommyTatopa yaoBneTBopseT TpeboBaHUAM MOXapHOW
N anekTpobesonacHoCTH, B TOM yucne B aBapuMHOM pexnme
no NOCT 12.2.007.0-75, TOCT P 50571.3.

3.Mpn  uncnonb3oBaHWM  KOMMyTaTtopa  BHUMATESIbHO  OTHOCUTECH
K (PyHKUMAM  BHeWHero nutaHusa. [Ona obecnevyeHna 3awuTbl  CUCTEMB
OT BHE3anHblX KPaTKOBPEMEHHbLIX CKAYKOB  9OMEKTPONUTaHUs  UCMOJSb3ynTe
orpaHuunTENnb  HanpskeHus,  dopMmupoBaTtesle  JIMHUM UM UCTOYHUK
6ecnepeborHoro nutaHuna (UPS).

4. He yctaHaBnuBamTe KOMMYTATOpP B MecCTax: Temnepartypa B KOTOpPbIX
onyckaetcsa Hwxe MuHyc 10 °C  w/unn  nogHumaeTca Bblwe nntoc 55 °C;
¢ BnaxHocTblo Bblwe 90 %; NOBbLILWEHHOrO UCNapeHus 1 napoobpasoBaHUS;
yCcuneHHown smbpaumn.

5. pn MOHTa)xke npoBoOAa ANEKTPONUTaHUS U BbIXOAOB criegyeT OCTaBUTb
AOCTaTOMHOE MPOCTPaAHCTBO And  JNErkoro  goctyna npu  ganbHenwem
obcnyXuBaHuUM n3genus.

6. NpepoTBpalwyante MexaHuyeckue noBpeXaeHus KoMMyTaTtopa.
HecooTBeTCTBYOLWIMNE YCIIOBUS XPaAHEHUS U JKCnyatauum KommyTtaTtopa MOoryT
NPUBECTU K MOBPEXOEHMIO.

7.B cnyyae ecnn oOT wu3genua UMAOET ObIM WUNWU HEMOHATHbIE 3anaxw,

HEMEeOAJIeHHO BbIKITIOYNTE MUTaHNE N CBAXNTECb C aBTOPMN30OBAHHLIM CEPBUCHbLIM

LEeHTPOM (BaLlMM NOCTaBLLMKOM).
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8. Ecnn, Ha Baw B3rMs4d, usgenne paboTaeT HEKOPPEKTHO, HU B KOeM
cnyyae He nblTanTecb pasobpatb €ro  camocTosTenbHO. CBSXUTECh
C aBTOPWU30BaHHbIM CEPBUCHBLIM LLEHTPOM (BaLUMM NOCTaBLLUKOM).

9. He pgonyckanTe YyCTaHOBKY M3Oenua Mo BO3LEUCTBUMEM  NPSMbIX

COJTHEYHDbIX ﬂyquI N BONM3N UCTOYHUKOB, n3ny4vyarowmnx Tenso.

5.2 MOHTAX

1. PasameweHne ©n MOHTaX [OOMMKEeH MpoOBOAUTLCA B  COOTBETCTBUM
C NPOEKTOM, paspaboTaHHbIM ANns AgaHHoro obbekta. [lpy 9TOM B NpoekTe
AOSKHbI BbITb YYTEHDI:

— Ycnosuga aKkcnnyataunm nsgenuiu,

— TpeboBaHusa K AnMHE 1 KOHUrypaumm IMHUN CBA3WN.

2. TexHonornyeckas nocrnenoBaTenbHOCTb MOHTaXHbIX  onepauumn
onpegensaeTca ncxoaa ua ygobcrea nx npoBeaeHmS.

3. 3anpeluaeTca yctaHaBnueaTb 6nmxe 1 M OT 3IEMEHTOB OTOMMEHUS.

4. 0na BbiGbOpa TMNa kKabena U ceyeHUd nNpPoOBOAOB HeobxoaMmo
PYKOBOACTBOBATLCA HOPMATUBHOM JOKYMeHTauuen.

5. YcTaHOBKa nsgenuvs omkHa oTBevaTtb criegyrowmm TpeboBaHNAM:

— HoukaTopbl COCTOSAHMS Ha nepegHen naHenu MoryT ObiTb  nerko
NPOYUTaHbI;

—Y noptoB AoctatoyHO cBOGOAHOrO nNpoOCTpaHCTBa Ans  JocTyna
N NOoABOAKK Kabenew;

— Pasbém NUTaHUS HaxoguTcs B npegenax JOCAraemMocTm
A5 NOOKMYEHUST K UCTOYHMKY NUTaHNS;

— N3penne 3asemneHo cornacHo [1Y3-7 n.1.7.126 (cevyeHne MeLHOro
kabens: = 2,5 mv®, COMNPOTMBIEHNE OTHOCUTENBHO 3eMnin: < 4 Om);

— ObecneyeHa BO3MOXHOCTb CBOOOAHOM UMpKynauum Bosgyxa. Cnegyet
n3deratb Neperpesa, BraXHbIX M NblfbHbIX MECT;

— [Ona nosblweHns oTkaszoyctondmsoctn COT, npu opraHuMsauumn cetu
NUTaHUS KOMMyTaTopa pekoMeHayeTcs ncnonb3oBaTtb NCTOYHUKN

6ecnepebornHOro NUTaHmS.
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6. Pacnakynte obopygoBaHne 1 npoBeaguTe BHELLUHWA OCMOTP Ha npeamMeT
HanM4na MOBPEXOEHUNA, KOTOpPble MOryT BO3HUKHYTb MPU TPaHCMOPTUPOBKE.
[Mpy nx Hann4YMM cocTaBbTE aKT B COOTBETCTBMM C [JOrOBOPOM O MOCTaBKe,

N3BECTUTE MNMOCTaBLLUNKA U HaMpaBbTe OANH 3K3EMITIAP aKTa B agpecC NocTaBLUMKa.

5.2.1 NMoarotoBKa Usgenna K MOHTaxy

BHNMAHUE!

[Mpn MOHTaxe npoBOAa 3NEKTPONUTAHUA U BbIXOO4OB criegyer
OCTaBUTb [A0OCTATOMHOE [MPOCTPAHCTBO ANA  JIErkoro  gocTyna
npu ganbHenwem obcnyXmBaHMn yCTpoMUCTBa.

KommyTaTop npegHasHayeH Ans YCTaHOBKM B CTOWMKY, HA MOSKY UMW CTOM.
B koMnnekT nocraBky KOMMyTaTopa BXOAMT KOMMMEKT AN KPEnneHusl B CTOWNKY,
COCTOSILLMI N3 ABYX CKOO U LUECTN BUHTOB.

[abapuTHble pasMepbl KOMMyTaTopa MpPMBEAEHbI HA PUCYHKE HMXKE

(PucyHok 5.1, PucyHok 5.2).

440.0 MM

44.0 mm

308.3 Mm
300.0 mm

PucyHok 5.1 — N'abapuTHble pasmepsbl
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5.2.1 MoHTaxX kommyTaTopa B 19”-cTONKY

1. YcTaHoBUTE U 3apuKCMpyrUTe npuv MNOMOLLM BWHTOB W3 KOMISEKTa
nocTaBKku KpensieHns (Ckobbl) Ha Koprnyc KOMMyTaTopa.

2. YCTaHOBUTE KOMMYTaTOp B CTOMKY C YH4ETOM AOCTAaTOMHOro NPOCTPaHCTBa
ans kabenen Ha 3agHen naHenun n C¢ ydeTom cBOOOAHOW LMPKynaAuuM BO3OyXa,
He nepekpbiBas BEHTUNSALMOHHbLIE OTBEPCTUS.

3. 3adomKcupynTe BMHTaAMW, MNOCTaBMSEMbIMW CO CTOWKOW, KOMMYTaTop

K CTOMKE.

PucyHok 5.2 — MoHTax kommyTaTopa B 19”-CTOoMKy

5.3 JEMOHTAX
I[|,eMOHTa>K n3gennda npon3BoanTcA B O6paTHOM nop4aake npu OoTkKIno4eHHOM

Hanps>XXeHnn nnTaHng.
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6 NEPBOE BKNOYEHUE. UHULIMATIU3ALINA
YCTPOUCTBA

Mpy Hanuuum HanpsXXeHUs Ha BBOAE MNUTAHUA Ha nepefgHen naHenu
KOMMyTatopa AOorfbkeH BKounTtbea uHgukatop «PWR». Tlpn  Hanmnuum
coeanHeHuss no noptam Ethernet AOo0mMmKHbI BKIIHOYNTLCA COOTBETCTBYHOLLNE
nuamkatopbl PoE/Uplink. MNpwn 3anycke obmeHa gaHHbiMy nHankaTopbl POE/Uplink

AOOJPKHbl HA4aTb MUIFaTb, YaCcToTa MUraHNA 3aBUCUT OT MHTEHCUBHOCTHA obmeHa.

6.1 AHUUMANU3ALUUA YCTPOUCTBA

Lar 1. Y6egutecb, 4TO ceTeBasl kKapTa KOMMbOTEPA HaXoAUTCHA B TOWN Xe
nogceTu, 4To M KoMMyTaTtop. 3anyctute Beb-Opay3ep U B agpecHOM CTPOKe

BBeguTe IP-agpec kommyTtatopa, no ymonydanuto (192.168.1.110).

[To ymonyaHuio npu nNepBOM BKMIOYEHUM KOMMYTATOp WMeEeT cTaTUyecKuin
ceTeBou agpec IPv4:

IP-agpec 192.168.1.110

Macka nogcetn | 255.255.255.0

Lar 2. N3 Bbinagatowlero cnucka Bblbepute s3blk UHTEpdenca. Haxmure

KHOMKY «CneayoLwwminy Ans NPOAOIKEHUS.

Azbik
Azkbik Pycckwid

Crepyrowwmia
PucyHok 6.1 — IHuunanusauyms
Lar 3. BeibepuTe 13 BbiNagaroLwero crnmcka 4acoBon nosic. Haxkmmre KHonky

«Crnegyowmimn» ona NpoaoIHKeHus.

HacTtpoiika uacosoro noaca

Yacoeol NosAc (UTC+03:00) Mockea, CaHk...

Hazan CnenyroLmi

PucyHok 6.2 — MHnynanusaums
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LWar 4. lNpn 3aBOACKMX HACTpoMKax Maposib MO yMOSTYaHUKO OTCYTCTBYET,
NOSTOMY YCTaAHOBUTE Mapoflb YYETHOW 3anucu «adminy». B cTpokax «HoBbIN
naposnb» U «loareepXxaeHve napona» BBeAUTe Naposib YCTpoucTea. BBoanmbin
naposib JOMMKeH npeacTaBnsaTb cobon KOMOMHaAUMIO NaTUHCKUX OyKB BepxHero
N HWXHEero perncrtpa, gfnMHon He MmeHee 8, HO He bonee 32 cMMBOSOB (CMMBOJIbI:

«"y», «:»

«'», , «;», «:», «&» HegonycTuMbl ans Beoga). [locne BBoga naposs

HaXXmMuTe KHOMKy «OK».

Hactpo#iku naponn

Wma none3ce..  admin

Hoewlid napone ssssssBssssOsRsEES
I S

MoaTeepxasH... CEEBELEESENENEBBENES

PucyHok 6.3 — VIHuunanusaums
War 5. B nosiBMBlIEMCA OKHe BBeOUTE WMMSA MOSfib30BaTeENs U Maposib

YYETHOM 3anucn. Haxmurte KHonky «Bxonay.

A admin

a ...l.l.#

PucyHok 6.4 — Bxop,
6.2 CUCTEMHOE BPEMH4

Lar 6. HacTtponTte Bpems Ha yCTpoucTBe MO KHoMnke «CUMHXpPOHM3NpOBAaTb
clK» wnn ¢ nomowbi BBOAa napameTtpom NTP-cepBepa. HenpasunbHo
BbICTaBIEHHOE BPEMSI MOXET MPUBECTU K HEKOPPEKTHOMY OTOBpaKeHMIo XXypHarna

CcoObITUK, BbI3BaTb NPobNemMbl Npu pabote cepTudmkaTa OTKPLITOro Krtoya u T.4.
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B D L D /l_,-\ ObcnyxmBaHue cucTeMbl
CuctemHoe Bpems
g ‘ Cucremioe BRe... 5000-01-01 00:00:02 [} CnHxponuzmnpoears ¢ K

Hacosoi nosc: | (UTC) BcemupHoe koopamHu... v

Hopuanueckas nHbopmauma

Mzmenuts napones

OBcnyupatme CWHXpoHW3aLl,.. NTP (8 He cunxponmamposaTs

" 3
MnopT/3KcnopT OBHOEUTS

CuctemHas MHbopMauma
KypHan

CocTosHKe ycTpoidcTBa
Aunarsoctuka

3epkanvpoearue

PucyHok 6.5 — HacTtponka/cMHxpoHM3aumnsa BpemMeHu
6.3 JIOKANbHbIA AOPEC

War 7. WM3meHuUTe ceTeBble HACTPOMKM KOMMYyTaTOpa B COOTBETCTBUM
Cc napameTpamu Bawen cetn. Ona aTtoro nepengute «lnNaBHOe MeHIO —
HacTtpoinkn — bbicTpass HacTponka — Obwme» (PucyHok 6.6). BBeante HoBble
napamMeTpbl ceTu U HaxXmuTe « CoOXpaHUTb.

YCTpPOMCTBO nepesarpy3snTcad aBTOMAaTUYEeCKU MOCMe COXPaHEHUs CeTeBbIX
HaCTpPOEK. Ecnn He npousoLuna aBTOMartmn4yeckas nepesarpyska,
TO rnepesarpy3uTe YCTPOUCTBO CaMOCTOATESNbHO, AN1s aToro nepenante «l nasHoe
MeHlo — O6cnyxuBaHne cuctembl — O6CAyXMBaHME» W HaAXMUTE KHOMKY

«[lMepesarpyskan.

B D L D /|:|\ BbicTpas HacTpolika

Obume

| VLAN ynpag... ()

ID VLAN : 1 v

NHbopmaumsa o nopTtax

Cnncok ycTporcTs

DHCP :

Wms yetponcr... { SW_324_V2

IP-agpec : 192 168 1 110

Macka nogcer... 255 255 255 0

PucyHok 6.6 — CeTeBble HaCTPONKK
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Tabnuua 6.1 — NapameTpbl CETEBbLIX HACTPOEK KOMMYyTaTopa

MapameTp PyHKLMNA
Mocne aktuBaumm nepeknovatens «DHCP» IP-agpec bygert
nonyyeH aBTOMaTU4YeCKMN oT DHCP-cepBepa,
DHCP nonb3oBaTeribckoe 3agaHue |P/mackn — HEBO3MOXKHO.
Ecnu nepekmnoyarernb «DHCP» AeaKTMBUPOBaH,

TO AN Py4HOro BBOAA CTAHOBATCA [OCTYMHbI MONs BBOAA
«IP-agpec» n «Macka nogcetny.

[lone BBOOa MMeHW ycTpowucTBa. BBOoOMMbLIM Maporib MOXeT
Nms COCTOATb TONMbKO M3: UUPP, NATUHCKUX OYKB HWKHErO

yCcTpouncTea N BEPXHEro pernuctpa W HWKHEro MNOAYEPKMBAHUSA « _ ».

[Mpobenbl 1 BBOA NHBIX 3HAKOB, KPOME « _ » 3anpeLleHbl.

TekcToBoe Mone CRyXUT Ans OToOpaXeHusi U M3MEHEHUS

IP-agpec §
Tekyuero IP-agpeca yctpovicTtea.

Macka TekcTtoBOe mnorne CNyxut Ans OoTobpaXeHus U N3MEHEHUs

noaceTy TEKyLlel Macku MOACETU, COOTBETCTBYIOLLEN CErMeHTYy CeTw,

B KOTOPOM HaxoamuTCs KOMMyTaTop.

Lar 8. Tllocne wu3MeHeHUs1 HacTpoek Beb-UHTepdenc [oMmkeH ObiTb
AocTyneH no-HosoMy |P-agpecy. KoppekTHbin BXo4 B CUCTEMY MPOM3BOAUTCA

C HOBbIMW YYETHbBIMM OaHHbIMM admin.
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7 TMABHOE MEHIO

BOLID & @ C X
BblCTpaﬂ HaCTPOD’IKa 06cny)KuBaHMe CNCTEeMbI CeTeBble HaCTPOﬁKM
BbicTpas HacTpolika ycTpo MpocmoTp v o OHC 17 L2 n L3 ypo '
licTBa o MaLms 0 CoCT cucTeme, M ) BHEW oL x MAC ’
OAHWMN MOPTOB W CMINCOK Ha nexvie MO, MMNOPT/3KCNop VLAR ap ‘ ‘
A€HHbIX YCTPOIACTB T HacTpoek ‘(l '
LieHTp 6e3onacHocTu Hactpoiiku QoS 802.1X

PucyHok 7.1 — [naBHOE MeHI0

Tabnuuya 7.1 — CTpyKTypa MeHH

@ Moapasnen «O6wme»

Buicrpan Hacwpoiia Mogpasoen «MHdopmauus o noptax»

Pasgen rmaBHOro MeHto
«BbicTpas HacTporika» | Mogpasgen « CNncok yCTponcTB»

Moapasnen «CucteMHoe Bpemsi»

Moapasgen «M3mMeHUTbL naponb»

Mogpasnen «ObenyxuBaHne»

[So—
@ Moopasgen «AMmnopT/AkcnopT»

O6cnyxnBaHne cucTeMbl

Paagen raBHOro MEHHo Mogpasgen «CuctemHas nHpopmaumsa»

«Ob6cnyxunsaHue

Moapasnoen «>KypHan»
CUCTEMbI» Apasi yp

Moapasnen «CocTosiHME YCTPOMCTBa»

Mogpasoen «[uarHocTuka»

Moopasgen «3epkanmpoBaHue»
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\~
D
2.

CeTeBble HACTPONKUN

Pasgen rmaBHOro MeHto
«CeTeBble HAaCTPOMKN»

Moopasgen «lopT»

Mogpasnen «3HeproadpdekTuBHbi Ethernet (EEE
(Energy Efficient Ethernet))»

Mogpasoen
«VLAN»

MyHkT «[Jo6aBnTb VLANY

MyHKT «VLAN»

Mogpasgen «MHTepdenc VLAN (VLANIF)»

Mogpasnen «HacTporku MapLupyTmMsaumm»

Mogpasgen «Tabnvua mapLipyTusaumm»

Moopasgen «ARP-tabnuua»

Mogpasoen
«ERPS»

beicTpasa HacTponka ERPS

HaCTPOWKM

MyHKT «MEP»

Mogpasgen «IGMP Snooping»

Mogpasoen
«STP»

[MyHKT «STP»

[MyHKT «QK3emMnnap noptay

Moopasgen «Arperaums KaHanoB»

Moopasgen «SNMP»

Moopasgen
«MAC-agpec»

MyHkT « Tabnmua MAC-agpecoB»

MyHKT «DPunbTpayms MAC-
agpecoB»

Moopasgen «LLDP»

Mogpasnen «ObHapyxeHne neTesiby»

Mogpasoen
«DHCP-cepBep»

MyHkT «DHCP-cepBep»

MyHKT «CTaTu4eckas npuBsi3ka»

MyHKT «Cnncok agpecoB»

Mogpasoen
«DHCP
Snooping»

[MyHKT «[NobarnbHble HAaCTPOMKNY

MyHKT «KOHUr-a noptar

MyHKT «KoHurypauus onuum 82»

Mogpasgen «TecTupoBaHne BUPTYanbHOro kabens»
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Monpasmen «don. | [YHKT «Hon. cepaucel»

cepBuchbIl» MyHKT «HTTPS»

Mopgpasoen «Telnet»

MyHkT «CepTudmkat
@ Moapasgen yCcTpoucTBa»

«CepTucpmkat CA» MyHKT «[loBEpeHHbIe

ceptudpukatol CA»

Llentp 6ezonacHocTn

Pasgen rmaBHOro MeHto

«LleHTp BesonacHocTn» [MyHKT «IP domnbTp»

Moopasgen
«CeTeBOM 3KpaH» | MyHkT «3awuta ot atak DoS»

Mogpasnen «M3onuposaHue NopToB»

Moopasgen
Apasi [TyHKT «ANroputm npoBepku
«besonacHas
NOANMMHHOCTU»
ayTeHTunKaumsa»

Mogpasnen «lpuoputeT NOpTOB»

Bknagka «MAC ACL»
MyHKT Bknagka «basoBbin
«Kondpurypauus | 1P ACL»
— Moppasgen | ACL» Bknapgka
| «ACL» «PacluvpeHHbin IP
ACL»
e [MyHKT «[lepunog»
Pasgen rmaBHOro MeHto y
«Hactponkn QoS» MyHkT «[puBaska ACL»

Moopasgen «Knaccudukaumsa nopToB»

Moopasgen «lnaHMpoBLUKMK ovepean»

Moopasgen «lWewnnep Tpadpuka»

Moapasgen «KoHTposb WTopMa»

Mopgpasgen «Hactpownka 802.1X (NSA)»

802.1X

Pasfen rnaBHOro MeHio Moapasaen «RADIUS-cepsep»

«802.1X»
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Tabnuua 7.2 — @yHKUMOHAI rnaBHOro MEHIO

Bosepar K rmaBHOMY MEHH0.

[MepeknoyeHre pexmma npocMoTpa B NOSTHOIKPAHHBLIN.
[ns Bbixoda 13 NOMHO3KPAHHOIO peXxmnmMa HaXXMuTe KnasuLly
«Esc» Ha knaBmatype.

Bbi6op a3blka.

RE H B

KHonka BbIxoga 13 y4ETHOM 3anuncu.
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8 PA3OEN NMABHOIO MEHIO «BbICTPAA HACTPOUKA»
8.1 NogPA3OEN «OBLUME»

B nogpasgene 3agatotca ceTeBble NapamMeTpbl YCTPOMUCTBA.

B D Ll D /I:I\ BbicTpas HacTpolika

Obume |

VLAN ynpasi... (:)

ID VLAN : 1 v

ViHpopmaums o nopTax

Cnuvcok ycTporcTB

DHCP:

VIMsa ycTpoMncrT... { SW_324_V2

IP-agpec : 192 168 1 110

Macka nopcer... 255 255 255 0

PucyHok 8.1 — CeTeBble napamMeTpbl YCTPOUCTBA

Tabnuua 8.1 — [NapameTpbl CeTEBbLIX HACTPOEK KOMMYyTaTOpa

MapameTp PyHKUMA
VLAN Mocne BKINIOYEHUS «VLAN ynpaBneHusa» AOoCTyn
K Beb-CTpaHuue BO3MOXEH TONbKO no IP-agpecy, 3agaHHOMY
yrnpaBrieHus
ana VLAN ynpasneHus.
ID VLAN Beioop ID VLAN ynpasneHus.
Mocne aktuBaumm nepeknovatens «DHCP» IP-agpec bygert
nonyyeH aBTOMaTU4YECKMN oT DHCP-cepBepa,
DHCP nonb3oBaTeribckoe 3agaHue |P/mackn — HEBO3MOXKHO.
Ecrnim nepeknovatens «DHCP» pgeaktuBupoBaH, TO [AOnNs
PYYHOro BBOAA CTAHOBATCS OOCTYNHbI Nons BBoga «IP-agpec»
n «Macka nogceTtuny.
[Mone BBOOa wWMeHM YycTpoucTBa. BeBoaumoe wmsa moxet
Nms COCTOSITb  TOJIbKO U3: UMMP, NATUHCKMX OYKB HWXHEro
yCcTpoucTea N BEPXHEro permctpa n « _ ». lNpobenbl 1 BBOO UHbLIX 3HAKOB,
KpOME « _ » 3anpeLleHbl.
IP-anpec TekcToBOEe Mone Chnyxut Ans oTobpaxeHuss U U3MEHEHUs
Tekywero |IP-agpeca yctpouncrtsa.
Macka TekcToBOe rMone Chnyxut Ans oTobpaxeHus U U3MEHEHUs
nonceT TeKyLlen Mackm noaceTu, COOTBETCTBYIOLWEN CErMeHTy CeTw,

B KOTOPOM HaxoamMTCcs KOMMyTaTop.
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8.2 NMNopgPA3OEN «MH®OPMALMA O MOPTAX»

Mogpasgen Bknw4vaeT B cebs rpadpnyeckyto U TEKCTOBYHO WMHAOpPMaLNIO

O COCTOSIHUW NOPTOB.

BOLID @ buapas wacpoiia @G X
Obuve

Ynpaan. norokom Cropocrs/aynnexc VLAN Boa  Vooa

Access

Access

rrrrr

Access Down @  Bewnoues

PucyHok 8.2 — HhopmaumoHHasa naHenb
padbmnyeckass naHenb npeactaBndeTr cobon u3obpaxeHne nepeaHen

naHenn kommyTtatopa. OTobpa)kaeT COCTOSIHME MOAKMIOYEHMSI K KaXKOOMYy MopTy

B peanibHoM BpemeHu (PucyHok 8.3).

PucyHok 8.3 — N'padnyeckasn naHenb
Mocne aktmBauun nepeknodatena «ONVIF ycTtponctea» rpadudeckas

naHenb 6yneT oTobpaxaTb He TOSNbKO MHpOopMaLMIO O COCTOSHUN NOLKIHOYEHUHN,
HO W MNOSIBUTCA pasBEeTBIIEHME C OOMOJSIHUTENBbHON TEKCTOBOM UHJOpMaunen
O MOAKITIOYEHHOM YCTPOMCTBE Ha BblOpaHHOM MopTy. TekcTtoBas WHdOpMauUs

BKntoYyaeT B ceba: Homep nopTta, VLAN n nugpopmaumio o PoE (PucyHok 8.4).

MNopt:28 IPC:1

IP:192.168.

MAC:b4
Mogene:DH-IPC-HFW5449T1P-ZE-LED
VLAN:

POEOW

PucyHok 8.4 — ['pachmnyeckada naHenb
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MapameTpbl
(cm. Tabnuua 8.2).

Mopr Onucarine Tun nopra

2

2

23

2

25

26

PucyHok 8.5 — TekcToBasi MHpopMaLMOHHas NaHerb

TEKCTOBOW naHesn OrnncaHbI B Ta6n1/|u,e HWXe

Buikoue

BLik/OueH

o o o o o =
s g ¢ ¢ ¢ @

Boikatouen

Al
®
[ ]
wn @ Bukniouen
[ ]
[ ]
®

1 [
1 [
1 [
Buikntouen Down 1 o
1 0
1 0

Boikatouen 100M_Full

1 [2] Mepeiim Crpaa

Tabnuuya 8.2 — TekctoBasa MHopmaumsa o nopTe

MapameTp OnucaHune
MopT Homep nopta. CooTBETCTBYET YNCY Ha NepeaHen naHenu.
TekcToBoe norne oTobpaxaeT BBELEHHYH MHGOpMauuIo.
OnucaHune OTobpaxaemasa uHpopmauus BBOAUTCA MNPU HaCTpOMKax
nopta (nogpobHee cmoTpute — MNMogpasgen «opt»).
Ctonbey oTobpaxaeT TUN nopTta uU Ux PyHKUMK. JOCTYMNHbI
Tun nopTta Tpu Buaa: Access, Hybrid n Trunk. NoapobHee 0 HacTonkax
cmoTtpute — MNMyHKT « VLANY.
— Up — NopT NOAKITHOYEH;
Cocrosrne Down — nopT OTKNIOYEH;
COeVHEHMS P ’

— Disabled — nopT BbIknto4eH.

Ynpasn. NOTOKOM

CocTtosHue ynpaBneHus MOTOKOM. MoopobHee
0 BKIIloYeHMe noToka cmoTpute — MNogpasgen «MopTy.

OTobpaxkaeT TeKyLlyld CKOPOCTb M B KakOM pexumme
nepegadn napannensHom (Full) nnu nocneposaTtesibHOM

CkopocTb/aynnekc
Haxogutcsa noptT. [logpobHee o BKNHOYEHME MOTOKa
cmoTtpute — NMogpasgen «lopt».
VLAN NoeHtndgukatop VLAN.

BxoasLMif Harpyska B npoueHTax OT MakCuMMmarbHOW MNpOnyCKHOW

CMOCOBHOCTU NPUHMMAaEMbIX NOPTOM MAKETOB.
< Harpyska B npoueHTax OT MakcumaribHOW npOonyCKHOW
Nexoasiwmm Py pou pony

CNoCcoGHOCTM NepeaaBaeMbiX MOPTOM NaKeToB.

Tun HocuTens

[Noka3biBaeTca TN NOAKIIOYEHHOro HOCUTENA curHana.
— Copper — meaHbI kKabenb;
— Fiber — BonokoHHO-oNTUYECKUN Kabenb.
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8.3 NoarPA3OEN «CNUCOK YCTPOUCTB»

CtpaHuua pasgena «Cnmcok yCTpOWUCTB» BKMOYaeT B cebsa Tpu cnmcka
oBHapyXeHHbIX KOMMYTaTOPOM YCTPOWCTB B CETH:
— Cnucok «Bugeokamepsbl»;

— Cnncok «Buaeoperncrpatopbl»;

— Cnuncok «lpoyeey.
e

Buaeokaviep
Virgopmauns o nop
Ne  IP-agpec MAC-aapec Monens Mopr VLAN
K yCTpOiA
1 192.168.7 o e DHI-ITC413-PWAD-1Z1(868MHz) 26 1
2 192.168.7 o 423 DHI-ITC413-PWAD-1Z1(868MHz) 26 1
3 192.168.7 48: 432 IPC21215R3-PF36 2 1
4 192.168.6 bd: Ib2b DH-IPC-HFWS449T1P-ZE-LED 28 1
Beero 4 L
Buaeopervctp
Ne  IP-agpec MAC-aapec Monens Mopr VLAN
Her AanHsix
Mpe
Ne  IP-agpec MAC-aapec Monens Mopr VLAN
1 192.168.7 0 25159 vel-222 2 1
2 192.168.7 < 2526 vel-222 2 1
3 192.168.7 38: 85 vel-212 2 1

PucyHok 8.6 — Cnncok HangeHHbIX yCTPONCTB
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9 PA3OEN NMABHOIO MEHKO «OBCITYXNBAHUE
CUCTEMbI»

9.1 NMNogPA3OEN « CUCTEMHOE BPEMSA»

BHUMAHWE!
0 PekomeHayeTtca HacTpouTb NTP-cepBep onsa npeaoTtepalleHns cboes
CUCTEMHOIO BPEMEHN.

Ypennte BHMMaHuWe HacTpoMKaM BpPeMeHU Ha ycTpoucTtee. HenpaBusibHO
BbICTaBIEHHOE BPEMS MOXET MPUBECTU K HEKOPPEKTHOMY OTODPaXXEeHUIO XypHany
cobbITUi, BbI3BaThb NpobnemMbl Npyn paboTte cepTudmKkaTa OTKPLITOro Kr4va u T.4.

[Mpn akTmBauum paguokHONKNM «He CUHXPOHW3MpOBaTby, MNOMb3oBaTeNb
CaMOCTOATESIbHO YCTaHaBMMBaeT BPeMS Ha YCTPOMCTBE.

Mo kHonke «CuHXpoHU3mposatb C [1K» nNpon3onaér CUHXPOHM3aUnd

BpemeHn mexgay yctpouctesom u K.

B D LI D /|:|\ O6cny>XUBAHWE CUCTEMEI

CucrteMHoe Bpems
i | CucTeMHOE BPE... 5026-08-04 09:50:47 = CvHxponmsMpoBars c MK

Hpuanueckas nHdopmauma

Yacoeol noac:  (UTC) BcemmnpHoe KOOPAKUHA... VY
M3mMeHnTb Naponb

O6CnyKUBaHUE CrHXpoHNM3aLl... NTP  (® He CMHXPOHW3MPOBaTb

Mmnopt/3kcnopt OBHOBMTS
CucteMHaa nHGopmauma

Kypran

CocTofAHWe ycTpoicTBa

AwnarHocTrka

3epkanupoBaHve

PucyHok 9.1 — HacTtponka/cCMHXpoHM3aumnsa BpeMeHu
Onsa cuHxpoHusauum ¢ NTP-cepBepom aktusupyute paguokHonky «NTP»

n seeante agpec NTP-cepsepa (PucyHok 9.2).
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B D LI D /|:|\ Ob6cay>kMBaHWE CMCTEMBI

CucremMHoe BpeEMA

| CuctemHoe Bpe...

Hpuauueckasa nHGopmMauma
Yacosoii noac:  (UTC) BceMmpHoe KOOPAUHW... V'
M3meHWUTb Nnaposib

O6CnyxKuBaHKe CrHXpoHWu3aLl,.. (® NTP He cvHxpoHM3KMpoBaTh

Mmnopt/3kcnopt * Ajpec cepse... [ XXX.XXX.XX.XXXj

CucremHan nHbopmauma

KyphHan

CocToAHWe yCTpoidcTBa

JAunarHocTrka

3epkanvpoBaHue

PucyHok 9.2 — CuxpoHusauma ¢ NTP-cepsepom

9.2 NMNopgPA3OEN «U3MEHUTb NAPOIb»

[ns nameHeHns naponga y4ETHOWN 3armncu:

1. BBeguTe cTapbih naposfb YCTpPOWCTBa B TekcTtoBoe norie «CTapbin
napornb» (PucyHok 9.3).

2. BeBegute HoBbIM naposib B nosie «HoBbIM Naposb». BBOoAMMBIN Napornb
OOSDKeH npeactaBndatb cobon KomOuHauuio umdp, NaTMHCKUX OyKB BEpPXHEro
N HWKHEro pernctpa AfiMHoM He meHee 8, HO He Gonee 32 cMMBOMOB (CMMBOIIbI:
«"», «"», «;», «:», « &» HEAONYCTMMbI 4SS BBOAA).

3. MoarteBepauTe BBEOAEHHbLIN NMaposfib B TEKCTOBOM norne «lloareepxaeHue
naponsa».

4. YcTtaHoBUTe nepuos OeNCTBUS Napons.

5. Haxxmute kHonky « OK» onst coxpaHeHus.
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B D I_I D (;l\ O6Cny>KMBaHWE CUCTEMBI

CucremHoe BpemMmA

Mma nonb3oearena

ameHuTb napo/ib |

Crapblii naponb e0000000000000000000
O6cnyxmBaHue

Hosblli naponb XYY YT YT YYYY Y YY)
MMI‘IOpT/3KCI'IOpT G T

ﬂO,ﬂ,TBep)Kﬂ,eHHe 0000000000000 000000
CucremHan nHopmMauma

CpoK fAeAcTBuUA 1... 30 aHelr

KypHan

CocroaHKe ycTpoicTBa
JwnarHoctuka

3epkanvpoeaHve

PucyHok 9.3 — l3ameHeHue napons

9.3 NMNoarPA3OEN «OBCNYXUBAHUE»

Mogpasgen BkNtoyaeT B ceba HECKONbKO CUCTEMHbIX OYHKLUI YCTPOMCTBA.

BO I_I D 5 O6cayxuBatine cuctembl
CucreMHoe BpeMA
3aBOACKME HacTpokM  3aBojckve HacTpOlikK

M3meHuTb Naponb .
@ /1s Becex napameTpos 6yayT NpUMeHeHbl 3aBOACKME HACTPOIKM MO yMONUaHuio
ObcnyxwvBaHme |
Wmnopt/3kcnopt

Bepcua cuctembl 1.001.100F002.0.R

CucteMHan MHGopMaLma
bopmaL bazoas Bepcua cucte... V2.4

Kyprar WmnopT daiina obH... 0O630p

CocroaHune ycTpoidcTea

[wnarHoctuka "
Mepesarpyska ycTpoic... () Mepesarpyska

3epkanupoBaHue

PucyHok 9.4 — lNogpasgen «ObcnyxusaHue»
1. C6poc Ha 3aBOACKNE HACTPOWKN:

Mpwn HaxkaTum KHOMKM «3aBOACKME HACTPOWMKM» BCE paHee YCTaHOBIEHHbIe
HacTporku ©OyayT CcOpoleHbl M BOCCTAHOBIEHbl 3aBOACKME  HACTPOWKM

(nogpobHee n cbpoce cm. pasgen — 14 C6poc Ha 3aBOACKME HACTPOMKK).
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3aBOACKME HACTPOWKW = 3aeoackue HaCTPOWKK

© [na ecex napameTpo. ByayT NpUMEHEHE! 3aBOACKME HACTPOMKM NO YMONYaHMIO
PucyHok 9.5 — C6poc
2. OBbHOBMNEHNE NPOLUMBKN:

Onsa obHoeneHna [1O HeobxoguMmo uMMNoOPTMPOBaThb pann  MNPOLLMBKM
Ha YCTPOMCTBO C NOMOLLbIO KHOMKKM « OB30p».

N panee HaxaTb KHomMKy « OB6HOBUTL cenyacy» ans Hadyana obHOBMEHUS.

BHMAHWE!
o B npouecce obHoBneHus MO He OTKNoYanTe NUTaHme.

[MepesarpysnTe yCTPOMUCTBO MNOCre 3aBepLUeHns 0OHOBIEHNS.

Bepcua cuctemsl 1.001.100F000.0.R

bazoean eepcua cucte... V24

Wmnopt daina obH... Obzop

PucyHok 9.6 — OBHoBneHue
3. lNepesarpyska ycTponcTea:
Haxmute «kHOMKy «[lepesarpy3ka» And BbINOMHEHUA  NPOrpamMMHON

nepesarpy3km yCTpoOUcTBa.

Mepezarpyaka ycrpoiic... IO EEELSIEE)

PucyHok 9.7 — lNepesarpyska ycTponcTea

9.4 NogPA3OEN «MAMNOPT/IKCMOPT»
HaHHbIn nogpasgen uvcnonb3yetcsa ANs uMmnopta unmn akcrnopta davna
KOHdourypaumu.

CIPABKA:

dann KOHUrypaumm — COBOKYMHOCTb HaCTpoOeK nporpamMmmel,
3ajaBaeMble nMonb3oBaTeneM, a TakKkKe npouecC WU3MEHEHUA ITUX
HaCTPOEK B COOTBETCTBUM C HY>KAaMuM NOSib30BaTens.
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B D LI D & O6CayXVBaHUE CUCTEMBI

CncreMHoe BpemaA

KoHurypaumsa pesepBHOro KonvpoBaHus
WameHuts naponb

JKCMopT (arna koHdurypaLmm
ObcnyxmBaHue

mnopt/3kcnopt

BocctaHoBAeHMe KoHUTypaumn
CucteMHas MHGopMaLma

© VivnopTrpoBanHan KoHGUIypaLma nepesanuiuer NpeAsiAyLyto KoHUrypaLmio.

KypHan

Bribepute daiin 0630p
CocroaHWe yCTpOUCTBa

[lnarHocTuka MmMnopt ¢aiinoB KoHGUrypauumn

3epkanumpoBaHue

PucyHok 9.8 — OkcnopT

9.4.1 AkcnopTt (KoHpurypaumsa pesepBHOro KOnupoBaHuNA)

HaxxmuTe KHOMKY «3JKCNopT dpanna KoHdurypauum» Ona COXpaHeHUs

dharna KoHurypaumm (HacTpoek) kommyTtatopa Ha K.

KoHdurypaumsa pesepBHoro konmposaHusa

JKCnopT ¢aina KoHPUrypaLmm

PucyHok 9.9 — 3kcnopT HaAcCTpoek ¢ yCTponcTBa

9.4.2 UmnopT (BocctaHoBneHue KoHdUrypauumm)

1. Haxkmute kHonky «OG30p» w©  Bblbepute dann Ans  3arpysku
COBOKYMHOCTM paHee CoXpaHEHHbIX HacTpoek (PucyHok 9.10).

2. HaxxmuTte KHONKy «MMnopT pannoB KoHdurypauum» u nepesarpysute
YCTPOMCTBO.

BoccraHoBNeHMe KOHbUTYpaLmn

© VmnopTyposantan koHdMIypauma nepesanueT NpeablAyLLyIo KOHbUMypaLmio.

Bbibepute daiin 0630p

MMnopt dainoe KOHGUrypauum

PucyHok 9.10 — QkcnopT
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9.5 NogrPA3OEN « CUCTEMHASA UHO®OPMALIUA»

Pasgen BknovaeT B cebs Kno4yeBble CUCTEMHblE AaHHble 06 ycTpoucTee
n yctaHosrieHHom [10.

Ob6uwas uHpopmaumss o6 ycTponcTBe BKItoHaeT B ceba Taknme napameTpbl
Kak: Mma ycTtponctBa, Modernb, CEepUMHbIM HOMep YCTPOWUCTBA U BPEMEHHbIe
napameTpbl paboThbl.

Takke oTOOpaxalTca ceTeBble MapamMeTpbl YCTPOUCTBA, a WMEHHO:
IP-agpec n MAC-agpec ycTpoucTBa.

NHdpopmauma o MO BknioyaeT B cedbsa nHdbopmauuto o Bepcun n cbopke

ycTaHosrieHHoro [10.

B D LI D /|:|\ O6CcnyXUBaHUE CUCTEMBI

CucreMHoe Bpems
P Cuctema

FOpuanieckan vHdopmaLma Vima yctpoiicts... SW_324 V2

M3meHnTs naponb .
Mogesb ycTpoid... SW-324

Ob6cnyxrBaHne

IP-agpec: 192.168.
Mmnopt/3kcnopt
CuctemHas uHdbopmaums no
KypHan Bepcna MO : 1.001.100F001.0.R
CoctoaHve ycTpoAcTBa BebG-epcwa : 5.602.0.260513.11517753
Avarrocrka C6opka or : 2026-05-13
3epkaavpoBaHue

O6opyaosaHue

MAC-agpec : o cd il I 4

SN : C

Bpema

CucremHoe Bpe... 2026-08-04 10:25:34

Bpems pabotbl : 0 gHer 2 u. 41 MuH. 12 cek.

PucyHok 9.11 — CuctemHasa nHgopmauums

BOLID BOLID SW-324 Bep.2 ALYIP.203729.006 P3n uam.3 ot 18.08.2026



BOLID SW-324 Bepcusa 2. PykoBoACTBO NO 3KcnsiyaTauum 38

9.6 NMopgPA3OEN «XKYPHAN»

NHTepdenc npepocTtaBnsieT BO3MOXHOCTb MPOCMOTPa W apxmBaumn
MHGOPMaLNK U3 XKypHana yCTPOMUCTBA.

[ns noucka 3anucu HeobGxoauMO 3agaTb HadanbHOe U KOHEYHOE Bpems,
BblGpaTb T1N cobbiTna (Bce, owmnbka, npeaynpexaeHne, coobuieHmne) n HaxaTb
KHOMKY «[Toncky.

B xypHane xpaHutca makcumym 10000 3anucen (oo 10 3anuncen Ha Kaxgomn

N3 cTpaHuL).

BO I_I D @ O6enyxusarme cuctembl
CucremHoe BpemMa
Bpemsa 2025-11-01 00:00 2025-12-31 23:59 Tun ‘
@L

NameHnTb naponb

Bce

Owwbka
O6cnyxuBaHmue "
WnpposaHne pesepeHOii KONuM XypHana

Mpeaynpexaexve
Mmnoprt/3kenopt

N2 Bpemsa Tvn Monk... IP-agpec CoobuieHne Hue
CucreMHas HpopmaLms

XKypHan

CocTosHwe ycTpoiicTBa

JAnarHocTuka

3epkannposaHue

PucyHok 9.12 — IHTepdhenc npocmoTpa XKypHana

9.7 NMopgPA3OEN « COCTOAHUE YCTPOUCTBA»

OTtobpaxeHne nHdgopmaunm o coctosHum CPU n namsaTtn.

BDL D {5 OBuyxMBaHMe cucTembl
CuctemHoe Bpems
ABTOOBHOBME... ()

M3MeHWT Napons
3arpyska npoueccopa
ObcnyxuesaHue
CpeaHee ucnoaszoeaHme CPU 3a 5 cekynay  17%

VimnopT/3kcnopt
Cpeagree ncnoabsosadne CPU 3a 1 muHyTy  100%

CuctemHas wHbopmauma
bopma CpeaHee ncnonszoeadme CPU 3a 5 muHyT  86%

KypHan

Mcnonb3oBaHma namaTm
LTINS B HELTmEE icnons3osaHus namsTy 68.09%
AwarHoctuka
3epKanupoBaHve

PucyHok 9.13 — CocTodHne ycTponucTea
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9.8 NMoaPA30EN «[AMATHOCTUKA»

B noopasgene  BbINOMHAETCA  AMArHOCTMKA  COCTOSIHUSI  CETEBOro
coeaMHeHus1 A0 y3na HasHayeHud. [Jnsa BbINOSHEHUST ANArHOCTUKM:

1. BBegute |IP-agpeca Ha3HayeHus.

2. /3 BbinagatoLLero cnmucka yctaHoBuTe pasMmep oTnpasBisieMoro nakera.

3. BBeguTte KOnNM4eCcTBO 3anpocoB (4MCro NoBTOPOB).

4. Haxkmute KHOMKy «[JMarHocTMpoBaTh.

{:,\ ObcnykuBaHUe CUCTEMBI

CuctenmHoe Bpema
Anpec HasHaude...
Hopuanyeckan nHbopmaumna

Pazmep nakerta : 64 v
M3menuTs napons
ObcayxMBaHMe Bpema nuvra : 1 (1-10000)
Mmnopt/2kecnopt
CucTemHaa MHbopMaLma
KypHan
CoctoaHue ycTpoidcTea

[warHoctuka |

3epKanvpoBaHve

PucyHok 9.14 — [lnarHocTuka
Pesynbtat guarHoctukmn 6yaeTt oTobpakéH B HOBOM OKHeE.

PES)’J'IdeTbI AWArHoCTUKK X
64 bytes from 15 .86: icmp_seq=7 ttl=64 time< 1 ms
64 bytes from 1 .86: icmp_seq=8 ttl=64 time< 1 ms
64 bytes from 15 1.86: icmp_seq=9 ttl=64 time< 1 ms
64 bytes from 1 .86: icmp_seq=10 ttl=64 time< 1 ms
64 bytes from 15 1.86: icmp_seq=11 ttl=64 time< 1 ms
64 bytes from 15 1.86: icmp_seq=12 ttl=64 time< 1 ms
---192 36 ping statistics ---
12 packets transmitted, 12 received, 0.00% packet loss, time 12020.000 ms [}
OTmenunTs “

PucyHok 9.15 — PesynbTar
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9.9 NoarPA3OEN «3EPKAITMPOBAHUE»

[N MOHUTOpUWHra Tpadmka OOHOrO MIIN HECKOSNbKUX MOPTOB BKMOYMTE
pyHKUMIO 3epkanupoBaHus. MNpuHLUMN paboTbl cocToUT B Ay6nupoBaHum Tpaduka

OHOro U3 MOPTOB Ha ApPYron nopT.

& O6CnyXnBaHKe CUCTEMbI @ G
CucremHoe Bpems
P [Jlobasntb Ynanuto

V13mennTb napons
3epKanbHOe oTo6paXkeHne NCXOAHOTOo nopTa

O6CyxmBaHME Howmep rpy... Mopt HasHaue... Ynpasnexue

Wcexopawmii Bxoaswmii Bxoa. n ncxoga.
Mmnopr/3kcnopt
CucremHas UHGOpMaLma
XKypHan
CocToaHue ycTpoiicTea

[AvarHoctuka

3epKanvpoBaxue |

PucyHok 9.16 — 3epkanupoBaHue
[ns BkNoYeHMs AaHHOW OYHKLMKN HeoBXxo4MMo:

1. Haxkatb kHonky «[Jo6aBuTb».

[ obaBnTe rpynny sepkavpoBaHia X

Homep rpynnel 3epK...
MMopT HasHaueHna
Wcxoaawmia nopr:
Wcxoaswmia
Bxoaawni

Bxoa. v ncxoa.

OTmeHNTL n
PucyHok 9.17 — [lobaBneHne

2. BblbepuTe HOMep rpynnbl 3epKanmpoBaHns U NOPT Ha3HAYEHWS.

L BO3MOXHO 3epkanupoBaTtb TOSIbKO Ha 1 nopr.

3. [lanee yctaHOBUTE peXxum nepeaadn Konum nakeTos.

— Nexopawmn (TX  Only) — nakeTbl, ucxogswme ¢ 3Toro noprta Oyayr
oTrnpaBfeHbl Ha Ha3HayeHHbln NopT (NopT-3epkano). [lonydyaemble nakeTobl

3epKarimpoBaTbCAa HE 6y)1yT;
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— Bxogswmn (RX Only) — nakeTbl, nosiydeHHble Ha 9TOT nopT, OyayT
OTNpaBfeHbl Ha HasHa4eHHbI MNopT (MopT-3epkano). Wcxogdawme nakeTbl
3epkanuposaTbCs He ByayT;

— Bxoa. n ucxopn. (Both) — n nonyyeHHble 1 ncxoaswme nakeTbl NOChINATCS

Ha Has3Ha4eHHbIW NopT (MOpPT-3epKarno).
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10 PA3OEN MABHOIO MEHIO «CETEBBIE HACTPOUKW»
10.1 NMopgpPA3OEN «MOPT»

Ha pucyHke (PucyHok 10.1) nokasaH WHTepdenc KoHdurypauum nopToB
KoMMyTaTtopa. HacTtpomka KOHQurypaumm noprta [OOJfMKHa COOTBETCTBOBATb

npakTn4yeckum TpeboBaHMAM YCTPOMCTBA.

|

SneprosdextvieHsii Ethernet

n
VLAN Mopr Onvcanue coeanmenn  Ckopocts/  CKOpOCTb/AymeKc Bxoa. Vicxon.
HocuTens e ot
Aynnexc

p=1
a

Wntepdeiic VLAN

HocTporin waptupy e 1 Fiber « Down Down Auto o Buin 0 0
Tabnvua MapuipyTsaumn
ARP 3 Fiber e Down Down Auto ® Boikn 0 0
ERPS n Fiber
IGMP Snooping

STP

Arperaums kaHanos

SNMP

MAC-aapec

LLOP 9 Fiber  Down Down Auto o Boiin 0 0

5 N B M BB BNSDDD
®© © © © © © © © o ©

OBHapyxerue netens 10 Fiber  Down Down Auto « Boicn 0 0

DHCP-cepsep Oboss

DHCP Snooping

PucyHok 10.1 — Hactponka noptoB

[ns BHeCeHus M3MeHeHUN B Onpefesi€HHbIN MOPT HaXMUTE KHOMKY 2
B ctonbue «[etanu». ECAM HY)XHO nNPUMEHUTb OOWHAKOBblE  HACTPOMKM
AJ151 HECKONbKNX MOPTOB, TO BblAENUTE WX C MOMOLLLIO (PJIaXXKOB U HaXMuTe
kHonky «Macc. pegakr.». OTKpoeTcss OKHO C napaMmeTpamMy HacCTPOWKMU.
[NoapobHoOe onucaHue BCex MapamMeTpoB pefdakTUpOoBaHWA U OTobpakaemMown

MHGOpPMaLMK O NopTax nNpueeaeHo B Tabnuue Hwke (Tabnuua 10.1).

PepaxktupoBatb nopt X

CkopocCTb/Aynaekc : Auto b o

PucyHok 10.2 — PegaktnpoBaHue noptos
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Tabnuuya 10.1 — HacTporka KoHgurypauum noptoB

Ctonbey OnucaHue

Homep nopTa  COOTBETCTBYEeT  4uUCny

MopT .
Ha NMUEeBON NaHenu.

TekcToBoe nosfie ansg BBoda WHOpMauUn.
BeBoanmaa wuHGoOpmMauna MOXeT COCTOATb
TONbKO K3: undp, NaTUHCKUX OYKB HWKHEro
OnucaHwne N BEPXHETO PErMCTPa, CUMBOJSIOB: « _ », « — ».
[Mpobenbl N BBOA MHbIX 3HAKOB, KPOME « _ »
Nn«—» - 3anpeLleHsbl. Honyctumoe
KONIn4eCcTBO CMMBOJSIOB BBOJA paBHO 16.

[NMokasbiBaeTcs TAM noAakKIMto4YeHHOro
HOCUTENA CUrHarna.

Twvin HocuTens . _
— Copper — MeaHbln Kabenb;

— Fiber — BONOKOHHO-ONTUYECKUM Kabenb.

— Up — nopT NOAKIOYEH;
CocTtosHMe coeanHeHus — Down — nopT OTKIOYEH;

— Disabled — nopT BbIkMO4YeH.

CraTtyc OTobpaxaeT TeKkywee COCTOSIHUE CKOPOCTU
ckopocTu/aybnupoBaHus nopTa.

OTobpaxkaeT TekyLiee COCTOsIHME CKOPOCTH nopTa

MopT CkopocTb OnucaHne
ABTOMaTU4YecKas
HaCTpowmKa CKOpOCTM
N pexuma nepegaudun.
ABTO. L1 PekomeHgoBaHO

Anst KOMOUMHMPOBAHHOIO

CkopocTb/ nopta.

Aynnekc CkopocTb 10 Mo6/c.
Ethernet nopt 10M FULL Pa6oTa B pexvme
MOMHOro Aynrekca.

Ckopoctb 10  M60/c.
10M HALF PaboTta B pexume
nonyaynrnekca.

Ckopoctb 100 M©0/c.
100M HALF PaboTa B pexume
nonygynnekca.
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Ctonbey OnucaHue
Ckopoctb 100 M6/c.
100M FULL PaboTa B pexume

MOSTHOro Aynrekca.
Ckopoctb 1000 M©6/c.

OHTI_V::Fe)fKMM 1000M FULL PaboTa B pexume
MOJSTHOro Aynriekca.
Bi. BkntoyeHue JYHKLMN
ynpaBrieHUs MOTOKOM Ha noprTe.
YnpaBrneHne NoTOKOM
BbiKr. BbikntoyeHune dyHKUMN
ynpaBrieHNs NOTOKOM Ha noprTe.

OTobpaxeHne TeKylero COCTOSAHUS MNpUeEma

Bxogawmnn
AL MnakeToB.

OTobpaxeHne TeKyLLero COCTOsIHUSA OTMnpaBKu

Ncxooawmm
AR MnakeToB.

Ona otobpaxeHns 6onee noapobHOM MHMpOPMaALNN HAXKMUTE KHOMKY ®

B cTonbue «[etanny.

MNoapobHaa nHpopmMaumna o NopTy X
Ouuctuts AeToobHOENE...

BxoAAwwmMA 06BbEM Nexoaawmin ob6bém

Bxoa. naketoe : 1330367 Wcxoa. naxketoe : 1071865

Bxoa. Gait : 1777997664 Wexoa, Ganr : 95873035

Bxoa. ogHoaap. nake... 1330119 Wcxoa. oaHoaap. nak... 675719

Bxoa. mHoroagp. nak... 83 Wcxoa. mHoroaap. na... 64650

Bxoa. wwpokoeewar.... 165 Wcxoa. wupokoeewwa... 331496

Tun KonuuyectBo naketoB
Konnuecteo Bait ¢ owmbkamu (Bxoa,) 0

PucyHok 10.3 — NMogpobHas nHgpopmaumsa o nopTy

BOLID BOLID SW-324 Bep.2 ALYIP.203729.006 P3n n3m.3 ot 18.08.2026



BOLID SW-324 Bepcusa 2. PykoBoACTBO NO 3KcnsiyaTauum 45

10.2 NoaPA3QEN « QHEPITO3®®EKTUBHbLIW ETHERNET (EEE
(ENERGY EFFICIENT ETHERNET))»

Energy Efficient Ethernet (EEE)— 910 ctanHgapT, paspaboTaHHbIn
OIS CHKEHUs  noTpebrneHns 3Heprm  CeTeBbIMM  YCTPOMUCTBAMU  NYTEM
aBTOMaTUYECKOro NepeksitoyeHnst MOPTOB B PEXUM HU3KOro aHepronotTpebneHus,
Korga oHu He mucnonb3ytotcd. NpasunbHaa HacTtpouka EEE nossonaeTt cHu3uTb
3aTpaTbl Ha ANEKTPOIHEPTUIO N YBENNYUTL CPOK Cry>KObl 060pyaoBaHUS.

[nsa BkntoYeHns PyHKUUKM yCTaHOBUTE ONaXKoK U HaxXmuTe KHornky « OK».

B D LD | /|=|\ O6cnyxvBaHne cucTeMbl CeteBble HaCTpoiikn

Mopr
Kowdurypauna EEE (Energy Efficient Ethernet) aoctynHa Tonsko B ToM cydae, ecam A4A NAPaMETPOB CKOPOCTM MAW AYN/EKCa YCTaHOBACH AaBTOMATUHECKMH PEXMM.

SHeproapdekTueHsii Ethernet

Mopt JHeproagderTneHbIi Ethernet
VLAN P proagd

Urrepdeiic VLAN %

26

Hactpoiikn mapipyTvisaLmm

27
Tabavua MappyTUzaLmm

ARP 28

ERPS 29
IGMP Snooping 30
STP 31

Arperauvs kaHa1os 32

SNMP “ OQBHoBMTL

MAC-anpec

PucyHok 10.4 — KoHdpurypaums EEE
10.3 NMopPA3OEN «VLAN»

VLAN (Virtual Local Area Network) — nornyeckasa supTyanbHasa fiokanbHas
ceTb, UCMONb3yeTCcHa ANA Co3daHusA FIorM4eckon TOMoJSiIorMmM CeTn, He 3aBUCSLLEN
oT eé€ dwmanyeckon Tononorun. bnarogaps VLAN rpynna ycTpoucTts, uUMeeT
BO3MOXHOCTb B3aMMOAENCTBOBaTb MeXay COOOM Ha KaHanbHOM YPOBHE, XOTS

pr3myeckn oHM OyayT NOAKMOYEHb! K pasHbIM KOMMyTaTopaM U HaobopoT.

10.3.1 NyHkT «Jo6aBnTb VLANY

B OaHHOM nyHKTe MeHi oTobpaxeHa uHdopmauuss o cosgaHHbix VLAN
Ha KOMMYyTaTope. Takke MMEHHO C 3TOro MNyHKTa HaduHaetcs cos3gaHue VLAN
Ha ycTpouctBe. [lobasnsetrca wn npucBamBaetca VLAN wngeHTudukaTop,
noeHTudnkaTop coctout n3 12 6ut 1 nokasbiBaeT, B kKakom VLAN HaxoauTbcs

kagp (PucyHok 10.5).
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BO I_I D a CeTeBble HACTPOUKM S C X
Mopt
Jo6asuts VLAN VLAN
SHeproagdekTnBHbIi Ethernet
Vtepgeric VLAN \:\ N2 ID VLAN TernpoBaHHble HeternposaHHbie OnucaHune Ynpasnexne
HacTpoiiku MapipyTusaunm O 1 1 B 18 VLANT 2 0
Tabua MaplpyT1sauum 0 > 10 B ) Camera 20
ARP-Tabuua —
4 O 3 20 _ - NVR 20
ERPS -
[ 4 99 _ _ Management 20
IGMP Snooping
Bcero: 4 sanwnceit 1 l 10/..v
STP N

PucyHok 10.5 — CosgaHue VLAN
Ona cospgaHua VLAN Ha ycTponcTBe HaxXmuTe KHoMky «[JobaButb»

(PucyHok 10.6). B nosiBuBiemca aunanoroBom okHe (PucyHok 10.6) 3anonHute
TekctoBble nons «VLAN ID» n «Onucanune» (Tabnuua 10.2), HaXMUTE KHOMKY
«CoxpaHUTb». Ha nepsom aTane KOHoUrypaumm VLAN ctonbel
«HeTternpoBaHHble» Byaet nyct, ona aobasneHnsa yyactHukoB VLAN nepengute
B NyHKT «VLANY.

L2 VLAN 1 He MoxeT ObITb yaaneéH.
Nobaebte VLAN X

ID VLAN : 10 (1-4094)

OnucaHve : Camera

OHo MOoXeT cogepkaTb A0 64 CUMBOJIOB W COCTOATb
TONBbKO U3 Ludp, BYKB W 2HAKOB NoAuepKUBaHKA

PucyHok 10.6 — CosgaHue VLAN
Tabnuua 10.2 — JaHHble cnncka VLAN

Ctonbey OnucaHue

ID VLAN YHukaneHbin ngeHtudgpukatop VLAN cooteetcTtByeT Tery VLAN,
Hanpumep, BBeauTe 1, 2, ytobbl co3gatb VLAN 1 n VLAN 2.

OnucaHne TekcToBad nonb3oBaTefbckas MeTka ang yLI,O6CTBa HaCTpOIZKM.
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10.3.2 NMyHKT «<VLANDY»

HaHHbIN NYHKT aBnaeTcsa BTOpbIM waroMm KoHpurypauum VLAN. Ona Hy>XHbIX

NOPTOB B TEKCTOBOM rore crtonidbua «PaspelwwéHHble VLAN» fobaBbTe yKasaHHbIN

B ware oanH «VLAN ID», HacTponTe nopT B 3aBUCUMOCTU OT HEO6XOAMMOro Bam

pexuma paboTbl nopTa.

NMPUMEYAHNE!
o OpgHoBpeMeHHOe  BKMtOYeHWe dyHKkumn  «M3onmpoBaHne  MNOpTOB»
n «VLAN» HEBO3MOXHO.

| £  Obcryxusanve cuctemsl

Mopr

eprosddeTusHsii Ethernet

VLAN

Untepdeiic VLAN

HacTpoiiky MapwpyTvsaum

Tabamu;
ARP
ERPS
IGMP Snooping

sTP

SNMP.
MAC-anpec

LLoP

OBHapyxenme nere; b
DHCP-cepsep

DHCP Snooping

TeCTvpoBaHite BUPTYansHOIO K.

(3 MapWPyTH3aUAN

Mopr Pexum PVID Tagged VLAN(s) Untagged VLAN(s)

PucyHok 10.7 — KoHdourypuposaHue VLAN-nopTta

Tabnuuya 10.3 — KoHdurypuposaHue VLAN-nopTta

Ctonbey

OnucaHue

MopT

Ctonbeul oTobpaxkaeT hm3nyeckum nNopT yCTPOMUCTBA.

Pexnm

[Mo3BonseT BblbpaTb pexmm paboTbl nopTa.

— «Access» — [OaHHbI pexuM nepeknioyaeT MNopT B PEXUM
co cHaTuem Tera VLAN. Hanbonee npaBunbHO MCNosib3oBaTb
ANs NOpPTOB, K KOTOPbIM OyayT NOAKMOYaTbCA OKOHEYHble
YCTPOUCTBA;

— «Trunk» — B 3TOM pexmnme Haunbornee 4acTo HacTpamBalOTCS
nopTbl ANA  NOAKMKYEeHUA K  ApyrMM  KOMMYyTaTopam.
[Mpoxogawmm 4deped Takonm NOPT TpadMkK nNpoBepdeTcs Ha
Hanuyue paspeLéHHbix B nosne «Tagged VLAN(S)»;

— «Hybrid» — B oTnnyune ot «Trunk» ang ncxogdawero tpaduka,
«hybrid pexum» nossonger cHumatbe Bce MeTku VLAN
nnn HaobopoT obsizaTenbHO MeTUTb Terom «nopT VLAN»y.
B octanbHOM npuHumn paboTbl coBnagaer.

PVID

NoeHtndoumkatop nopta VLAN.
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Ctonbey OnucaHue
Tagged YctaHoBute wugeHtudgpukatop VLAN gnsa noprta, KOToOpomy
VLAN(s) pas3peLleHo TermpoBaTthb NakeTbl NPU UX OTMpaBKe.

Untagged YctaHoBute wugeHtudpukatop VLAN ansg noprta, KOTopomy
VLAN(s) paspeLleHo He TerMpoBaTb NakeTbl NPU X OTNpPaBKe.

10.4 NopPA3NEN « UHTEP®ENC VLAN (VLANIF)»

[MponsBoanTca HacTponka rnorndeckoro wuHtepdenca VLAN, koTopbin

ncnonbayeTcs Ang ceBasn mexagy pas3nudHsiMm VLAN B ceTeBbIX YCTPOUCTBAX.

B D L D /1:1\ CeteBble HaCTPOKN

Mopt

VLAN WnTepdeiic IP-aapec [AnviHa mackn Pexxum Ynpasnenue

SHeprosddekTvBHbIi Ethernet

VLAN

WnTepdeiic VLAN | 1 vlan1 192.168.68.127 22 Cratuyeckuii £

23
==

HacTpoiiku MapLwpyT1saLumm 99 vlan99 192.168.10.1 24 Cratnyeckuii

Tabauua MapLipyTU3aLum O6HOBUTL

PucyHok 10.8 — VLAN nHTepdenc
Onsa pobaBneHns Haxmute KHOMKy «[o6aBuTb». B nosiBUBLLEMCA OKHE

Beeante Homep VLAN, 3atem nubo aktmsmpynte DHCP pana uHTepdpeinca
c pexnmom «[OunHamnyeckunn IP». Ecnn DHCP-cepsep B VLAN oTCyTCTBYET,

MOXXHO 3aaaThb |IP-agpec n macky noaceTn BpyyHyto.

NobaBuTth

VLAN : 99

DHCP

IP-aapec 192 168 10 1

Mpedwkc noa, [ 24‘

Omverime “

PucyHok 10.9 — [lobasneHne
Tabnuua 10.4 — Hactporka maplipytmusayum Ha yctponctee. [JobasneHue |IP

MapameTp PyHKUMA
VLAN lMone BBoga Homepa VLAN.
DHCP Aktneauuna DHCP-cepBepa.
IP-agpec Mone BBoaa IP-agpeca gobasnsiemoro VLAN.
Mpedukc noacetn | lNone BBoOAa Macku noaceTu.
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10.5 NopgpPA3OEN «HACTPOUKU MAPLLUPYTU3ALIUUNY»

B aTom pasgerne npeacrasneHbl HACTPOMKM MapLUpyTM3aumnm KomMmyTaTopa.
[ns HAaCTPOWKM HaXXMNTE KHOMKY «[1o6aBuUTb» 1 3anonHUTE Nons.

L1 laHHaga moaenb nogaep>XKmBaeT TOJIbKO MapLUPYyT MO YMOJ14aHUIO.

[ob6aBuTts

Mpeduxc nog, 0

Creaylowwii n...

MeTpuka : 60

PucyHok 10.10 — HacTtponku mapLupyTtusauum

Tabnumua 10.5 — HacTtponka MapwpyTusaumm Ha yctponctee. [lobaBneHue
mMapLipyTa

MapameTp PyHKUMA

CeTb IP-ceTb Ha3HayeHus nnu agpec xocta ATOro MapLupyTa.

Mpedukc noacetn | lNone BBoga Macku NoaceTu.

Cnepyrowun ysen | IP-agpec cnegytouiero nepexoga mapLupyra.

I/Icnonbsyech ans Bbl60pa Mapuwpyta C HaMMEHbLUUM

MeTpuka
3Ha4YEHNEM METPUKM.

10.6 NMogPA3OEN « TABNUUA MAPLUPYTU3ALUU»

Tabnuua wMapwpyTnsaumm — 3TO CTPYKTYpa [daHHblX, MCNosibdyemas
ceTeBbIMM YCTPOMUCTBAMW NSl XpaHEHWd UHpopmauunm O  MapLupyTax.
OTa Tabnuua cogepxut ceefeHust 06 onTUMarbHbIX NYTSAX K pasfnudHbIM CETSM
MM  noacetdaM W CNYXUT OCHOBHOM OCHOBOW [OnA  MPUHATUA  peLleHUn
O nepecbIsike NakeTos.

Mepenagnte «CeTeBble HAcTponkun — Tabnumua mapLipyTusauum», YToObl
NPOCMOTPETbL [OEWCTBYIOLWYIO MHGOPMaUMo O  MapLupyTMsaumm, BKroYvas
IP-agpec HasHayeHus, AOSIMHY Macku, TWUN MPOTOKOMa, Creaylownn W03

N BbIXOAHOM UHTEpdIENC.
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BDL D (ﬂ\ CeTeBble HacTpOikn [, I

Mopt
Tabauua mapuwpy...

SHeproaddekTusHbIii Ethernet

N2 Aapec HazHaueHusa Mpedwkc noacet Tun npoTokona Cnepyrowuii nepexos Hucxoaswwmi
VLAN
Mpamvan
WHTepaeiic VLAN 1 192.168. 22 \apLpyTRaL 0000 vian1
H. 7 Mpavas
ACTPOIA MAPLIPYTZaLAN 2 192168, 32 P 0000 vian1
MapLpyTu3auma
Tabanua maplipyTvsauun ‘
Bcero: 2 3anuceit ‘ 1 ‘
ARP-Tabanua o
ERPS O6HoBUTL

PucyHok 10.11 — Tabnuua mapLpyTmnsauymm

10.7 NMoapPA3OEN «ARP-TABNULAY

ARP (Address Resolution Protocol) — NPOTOKON ansa onpeaenenus
COOTBETCTBUSA MeXAY NOrMyeckMm agpecom ceteBoro yposHs (IP) n pusndeckum
agpecom yctponctea (MAC). Cama cBaA3b Mexay OBYMSI YCTPOMCTBAMWU B CETU
NPOXOOUT Ha KaHaNIbHOM YPOBHeE.

Bcs nHdpopmauusa o conoctasneHnn mexay IP-agpecammn n MAC-agpecamu
3aHocutca ARP-tabnvuy kommyTtaTtopa.

B Tabnuue MOXHO NPOCMOTPETb BCE CYLLIECTBYKLLME 3anucu, yaanutb

3anucu nnu nobasuTb.

Mopr
SeprosoexTsHyI Ethernet
VLAN fosas. OsHoe 1P-aapec MAC-aa. Mowck
Vrtepdeiic VLAN IP-agpec MAC-aapec Tun Wntepdeiic OcraBweecs Bpema CTapeHus Ynpasnexve
Hactpoiiky MapuipyTsaum 192.168, 08 s lan-interface 1202 ]
Tabavua MapuipyTusau 192.168. 00: 0ad lan-interface1 772 @
GUIAESITD) 192.168. 10 s3d lan-interfacel 1202 @
FRes 192,168, % 239 lan-interfacel 224 L
1GMP .
IGMP Snooping 1921684 48 2ef lan-interfacel 1146 [}
B &
1921684 4 &f Luramuseckuii lan-interfacel 1202 L}
Arperauus xawanos N
1921684 be 0fa Luramuseckuii Vian-interfacel 1156 L}
SNMP N
192,168 be 78 Lnamuseckuii lan-interfacel 931 L}
MAC-aapec
192,168 2c a0 LvHamiseckuii lan-interfacel 235 L]
LLoP N
1921684 0 zel Avvamiseckuii lan-interfacel 337 ]
OBHapyxeHute netens
1921684 b4 b:2b Luramuseckuii lan-interfacel 1156 i
DHCP-cepeep
1921684 E 49 Luramuseckuii lan-interfacel 1187 i
DHCP Snooping
192,168 4 f82 Luramuseckuii lan-interfacel 1187 L]
TeCTUpOBaHYie BMPTYaEHOTO K.
Beero: 433 [1] Mepeiit Crpamua

PucyHok 10.12 — ARP-Tabnuua
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10.8 NMogrpA3OEN «kERPS»

ERPS (Ethernet Ring Protection Switching)— ceTeBon npoTokon,
NCNONb3YLWWIACA ANs NpeaoTBpaLleHns obpa3oBaHus NeTenb B TOMNOMOrMK Tuna
«Konbuo»  MeToaoM  OTKMOYEHMs  nopTa. MpoTokon  ucnonb3yeTcs
TONbKO B KOMbLEBOM  Tononormm 1 obnagaeTr  nydwen  CXOAUMOCTLIO
(nopsigka 50 — 200 mc), 4yem npoTokosibl cemenctea STP y KOTOpbIX Bpems
cxoaumocTtn gocturaeTt 30 — 50 ¢ ana STP n 4 ¢ gna RSTP. [JaHHbIn npoTOKon
He cnocobeH onpeaensaTb TONOMOrMi0, OTIMYHYIO OT HACTPOEHHOW, YTO NO3BOSSET
Tak ObICTpO  pearMpoBatb, HO npu  3TOM  TpebyeT  BKMOYEHUS
(roe aTo HeOBXO0OMMO) OOMONHUTESNBbHBLIX Mep, Takux Kak, Hanpumep, «bopbba

Cc neTndamMmm».

NMPUMEYAHWE!
Mepeag wcnonb3oBaHnem ERPS Heobxogumo oTkntoumntb STP
Ha nopTax, Tak Kak OHU SIBNAITCSA B3aMMOUCKITIOHaOLWMMM.

NMPUMEYAHNE!
ERPS n IGMP Snooping He MOryT ObITb BKNHOYEHbI O4HOBPEMEHHO.

10.8.1 bbicTpasa HacTpouka ERPS

[Mpn BbLIGOpPE M BKNOYeHUU pexnma «bbicTpaa HacTponka ERPS» 6ypert
co3gaH 6asoBbin ak3emnnsap ERPS 6e3 HeobxoanmocTn geTtanbHOW HACTPOUKU
Kaxxgoro napametpa. [ns HaCcTpouKu:

1. Boibepute pexum «bbicTpas HacTponka ERPS».

2. lanee aktmBupymte nepekntoyartenb «KonbueBas ceTby» ONS CO34aHUs
akzemnnapa. [eaktuBauma nepeknioyaTtens npuBedéT K yaaneHuo Co34aHHOro

ak3emnnspa.
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CereBbie HaCTPOWKH

Mopr
Pexcvm Kondurypauym

SHeprosooekTusHsii Ethernet
@ 1. "bicTpas HacTpoviKa ERPS': ABTOMATUUECKY CO3AAET 6330BbA SK3emMnAAD ERPS.

VLAN 2. "PacuumpenHbie HACTPOViKU™: BpyuHyto HacTpaneaeT i ERPS 1 MEP.
3. ECu & "6bICTpBIX HacTpOViKaX ERPS” BK/t0uEHa GyHKUVA "KONbLIEBaR CeTs", NepBbie 483 BOCKOARILYX ONTUUECKIX NIOPT M0 YMOUEHMK) BLIB/PAIOTCA B KAUECTBE MOPTOB YUACTHKOB KOBU.
WhTepdeiic VLAN BbIBPaHHBIF PEXVM KOHOMTYPaUMN A0NKEH COBNAAATH C CYLLECTBYIOWMM KONbLOM ERPS,
Hactpoiiki MapuipyTvsaun
P pupyTzad BhICTpas HacTpovika ERPS v@

TabAvua MapLpyTHzaumn
ARP
Korsueess cero: @O (D)

ERPS

IGMP Snooping

b He Moxe

Swzemnnap ERPS ©

apyxe! THOUEHO 0AHO

sTP
% Mepextouaemblii nopt Q 0BHoEUTS [ Onucanve napametpa

Arperauvs xaHanos
Cocronmme nesoro

NP D Cratyconbua VLAN ynpasnerua TNesii nopr Pons nesoro nopra Mpassiii nopt Pons npasoro nopra  Ynpasnenute
nopra
MAC-
aapee @ 1 Protected 4001 1 Normal Block 2 Normal ©“
Lop

PucyHok 10.13 — beicTpas HacTponka ERPS
[MpocmMoTpeTb MHGOPMaLMIO O KaX4oM CTONbLEe MOXHO C MOMOLLbIO KHOMKK

OnucaHue napameTpan.

Onvcanme napamerpa

MNapametpst Mpum.
[ VaenTudukatop sksemnaspa ERPS.

o Idle: KObLO HAXOANTCA B HOPMAEHOM COCTORHIM, U
© consm eCTb Bnadenel.
Pending: KoAbLO HaXOAUTCA B HOPMaNbHOM
COCTORNMH, 1 B CBA3M HET BnagenbL.
Protected: KO/sLL0 HEXOANTCR & SaLMULEHHOM
Cratyc konsua
COCTORHWY, B CBA3M NPOVZ0LINE OWWEKS, 1 KOTBLIO
YXE GETOMETMUECKM TIEPEKTIOUTIOCE Ha CTABNABHOS
cocronmve.
Forced: Onepawys NepekTOUEHH CBASM NPOUCKOAUT
Ha ONDEAGEHHOM Y3nE CBRsH,

VIcnoA3yeTCs N3 Nepeaaui cooBLIEHUA NPOTOKONE

VLAN
LAN ynpaenenits cros

O onpeaenseT nessi NOPT & Kombue ERPS 1 €10 por
BOSMOXHBIE SHAUEHUA POM CRERyIOLVE:
B o HopwmansHuii: OBo3HauaET OBl y3en.
Nesi nopr wm pons
 Bnagenew: OBosHauaer ysen-snaneney RPL.
o Cocen: OBosHauaeT y3en, He AEnAroWMICA

B/1aAenbUeM, B NPeAenaX CoeaHeHms RPL.

O ONpeaenseT NpaewsHBIi NOPT & KoMblE ERPS 1 ero

DO, BOSMOXHEIE SHEUEHYA POMM CTeAYIoWVE:

o HopwmansHuii: OBo3HauaET OB y3en.

o Bnanenew: O6osHauaer ysen-enageneu RPL.

o Cocen: OBo3HauaeT y3en, He AenAroWMiCA
Bnanensuem, & npesenax coeaniena RPL.

Mpasbiii nopT wm pors.

Bpems WTR (Mut) MpoaomxvTensHocTs Taiinepa WTR

PucyHok 10.14 — IHdhopmaumsa

[lna BHECEHUs1 3MEHEHU B CO34aHHbLIN AK3eMnndap HaXXMUTE KHOMKY L

B cTonbue «YnpaeneHuey.

Peaktuposats ERPS

Neswifi nopT wav po... | Port1 Vv || Normal
Mpassifi nopt wav p... | Port2 v | Normal
VLAN ynpaenesus: 4001
[lononHuTeNbHbIE HACTPOVKI A
Bpewms WTR (muk)
Bpems oxpans! (M)
Hold (ms)
MEL

BoccTaHoBNEHME CB.. BKMIOUEH

PucyHok 10.15 — PepaktupoBaHue ERPS aksemnngapa
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Tabnuuya 10.6 — NMapameTpbl pegaktupoaHns ERPS

MapameTp PyHKLNA

ERPS ID (IE)II{(I)DfSSpameH MAEHTUMMKALMOHHBIN  HOMEP  3K3eMmnnspa

YcTaHaBnuBaeTtcsa neBbin NopT B Konbue ERPS n ero pones.
[ocTyneH BbI6Op 13 TPEX ponen:

NeBbitt nopt mnn | — Normal — 00OblYHbI y3en;
pOJib — Owner — Bnageneuy RPL (Ring Protection Link);
— Neighbour — y3en, He gaBngawWMNCA BragesrbLeMm,

B coctaBe RPL.

YcTaHaBnuBaeTcsa npasbiv NopT B Konbue ERPS n ero pone.
[ocTyneH BbI6Op 13 TPEX pornen:

[MpaBbin NopT — Normal — 06bIYHbIN y3en;
nnn pornb — Owner — Bnageney RPL;
— Neighbour — y3en, He gaBngawWMNCA BragesnbLem,
B coctaBe RPL.
VLAN YctaHaBnueaetca ugeHtudukatop VLAN gna npoTtokona
ynpasreHus ERPS, utobbl nsbexatb nomex cnyxebHomy Tpaduky.

HononHuTenbHble HACTPOUKHU

YcTaHaBnMBaeTCca  OSIMTENbHOCTb  BPEMEHU  OXUAaHWU
Bpema WTR BoccTtaHoBneHuna (WTR). bonbliee 3HayeHue nMoBbIAET

(MUH) CTabUNbHOCTb, MeEHbllee — YCKOpsSieT BOCCTaHOBIIEHME,
HO MOXET BblI3blBaTb konebaHus.

Bpems oxpaHbl

(MC) YcTtaHaBnuBaeT ANNTENbHOCTb 3aLWMUTHOMO BpEMEHMN.

Hold (ms) YcTaHaBnmBaeT AnuTenbHOCTb BpemeHu 3agepxku (hold off).

YcTaHaBnmBaeT ypoBeHb obcnyxmnsaHuna (Maintenance Entity
MEL Level) ona naketoB npoTtokona ERPS. Bornblee 3HadeHue
o3HayaeT 6onee HU3KUI NpUopuUTeT.

— «On» — aBToOMaTU4yeckKoe BOCCTaHOBIEHMe
3abnokmposaHHoro RPL nocne cbos;

— «Off» — py4yHOe BOoCcCTaHOBNEHUS.

BoccTtaHoBneHue
CBSA3M

KHorka «[llepekniodaemMbln NOPT» UCMONb3YETCH AS19 BKAOYEHUS nMuTaumm
nepeknyeHns npu cboe ans pyydHoro TectupoBaHusa yHkummn ERPS n nposepku

BOCCTAHOBIIEHNA CETU.
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B D IJ D /|;|\ CeTeBble HACTPOWKKU

Mopt
Pesxxum koHdUrypauumu

SHeprosddekTusHblf Ethernet
@ 1. “BoicTpan HacTpoiika ERPS': ABTOMAaTUUECK co3faeT

VLAN 2. "PacluvipeHHble HacTpOWKW": BpyuHyto HacTpausaer [
3. Ecav B "6bICTpBIX HacTporkax ERPS” BkntoueHa GyHKL
WnTepderic VLAN BriBpaHHbIA pexum KOHOUIypauum JOKeH COBNaaaTh

Hactpoiikn MapwpyTrsaumm
P pLpyTAIaY BelcTpan HacTpoiika ERPS v

Tadnnua MapwpyTUsaLmnm
ARP
| Koneuesan ceTs : ‘3

ERPS

IGMP Snooping

Aksemnaap ERPS Ocucpymenie nerens ve moxer Gare

STP
£ Mepeknouackbli nopT O OBHOBUTS
ATperauns KaHanoe
SNMP ID Cratyc Konbua VLAN ynpaeneHus
MAC-
aapec 1 Protected 4001

LLDP

PucyHok 10.16 — TecTt
10.8.2 PacwumpeHHble HaCTPOMKHU

10.8.2.1 NMyHKT <ERPS»
[ns nonb3oBaTenbckoro gobaenenus akdemnnsapa ERPS Haxmute kHonky

«[JobaButb». B nossuBlIEMCS OKHe BBeauTe NapameTpbl Ans CO34aBaemMoro
ERPS (Tabnuuya 10.7).

[Llo6asuts ERPS

ID:

VLAN ynpaeneHu
NesbIA nopr :
Mpasbii nopt
Nesblid nopT APS ...
Mpaebiid nopt AP..
Neebiid nopt SF ...

Mpaewiid nopt SF ...

OtmennTs

PucyHok 10.17 — lobaeneHne ERPS
Tabnuuya 10.7 — MNMapameTpbl gobasneHns ERPS

MapameTp PyHKUMA

[Mone BBOAa naeHTUMKaTopa ANS Co3gaHnda rpynnbl 3alnThl,
pornyctumble 3HadeHns BeBoga oT 1 pgo 64. Haxumurte
ERPS ID Ha  naeHTMdUKaATOP TrPynnbl  3alWnTbl, YTOObI NEepenTun
Ha CTpaHuuy KoHdwurypauuun, 6onee nogpobHyo nHpopmaumio
cmoTtpute Hxe (PucyHok 10.18).
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MapameTp PyHKUMA
VLAN Mone gna BeBoga VLAN ID agns npotokona ERPS, 4Tob6bl
ynpaerneHus | nsbexaTb noMex ¢ paboyunm TpadomKomMm.
JleBbM NOPT | B nonsi  ycraHaBnuBalOTCS  ABa  MOAKMIOYEHHBLIX  MopTa
Mpasbiit nopt | ANA kKonbua ERPS.
Nesbii nopt | Mopt  APS MEP (Touka  oOkoHYaHMs  obcnyxuBaHus
APS MEP aBTOMaTMYeCKOro nepeknyeHna 3awuTel) — 3agaet APS MEP
Z ansa nopta ERPS gnsa obHapyxeHna npepbiBaHUA MNaKeToB
MpaBbiv NOPT | phGrokona ERPS.
APS MEP Mopt SF MEP (Toyka OkOHYaHMsS OBCMYXMBAHUS CUrHANbLHOMO
Nesbii nopt | oTkasa): 3agaét SF MEP ans nopta ERPS ansa obHapyxeHus
SF MEP CUrHanbHOro oTkasa.
3HayeHne «Jlesbin nopt APS MEP» pomxHo coBnagaTb
. co 3HayeHnem «Jlesbin nopt SF MEP». 3HauyeHune «[llpaBbin
MpaBbit NOPT | o0t APS MEP» momkHO coBnaaaTh co 3HauveHnem «lpasbiit
SF MEP nopt SF MEP». Hanpumep, yctaHoBute «JleBbin nopt SF
MEP» paBHo 1, a «[paBbin nopt SF MEP» paBeH 2.

Haxxmute Ha umdpy B ctonbue «ERPS ID» gna nepexoga K OKHY HAaCTPOMKK

ak3emnnspa ERPS (PucyHok 10.18, Tabnuua 10.8).

Kondurypauma ERPS %

WrpopmaLmr ob ...

MopT 0 APS Mopt 1 APS Mopr 0 SFM Mopt 1 SFM

3D MEP MEP EP EP

Control Vian Mept 0 Nopr 1 Tvn koAbua

Major Ring

Kordwrypaums 3.

Bpems oxpaHei (W BpeMR BolMWLAHNA
o a N Bpems WTR P e

Cratyc .
< (mc)

Bepcua BosspatHbIi VLAN koHwr.

Kordwrypalwa RPL

Pons RPL Mept RPL Quncka RPL

Mone Mane

Komara 3x3emn...

KomaHaa ¥NpPasARKLLMEA nopT

Nene Mone

CTaTyC 3KCeMIIRpa

MNopT 0 nony-exune Mopt 1 noayderne

Protection State APS APS

Coctoaxwe nopra 0 CocrosHue nopta 1 Transmit APS WTR Re

Pending oK oK 0 0 o

OTMEHHTD

PucyHok 10.18 — HacTtpouka ak3emnnsipa ERPS
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Tabnuuya 10.8 — NMapameTpbl kKoHGUrypaumm ERPS

MapameTp PyHKLMNA
ERPS ID
Control Vlan
MopT O MaHenb oTobpakaeT paHee 3adaHHble
[MopT 1 napameTpbl, 6ornee noapobHO Kaxabii
MopT 0 APS MEP | napametp onucaH B Tabnuue Bbile
NHpopmaums (Tabnuua 10.7).

00 aksemnnsape

Mopt 1 APS MEP

MopTt 0 SF MEP

MopTt 1 SF MEP

Tun paboTbl 3aWMTHOrO KonbLa:

KoHpurypauus
aK3emnnsapa

Tun konbua Major ring — OCHOBHOE€ KOsbLO;
Sub-ring — cybkonbLo.
CraTtyc CTaTyC COCTOSIHMS.

Bpems oxpaHbl
(mc)
(Guard Time)

None BBOAa BPEMEHM WUIFHOPUMPOBAHUS

yanom R-APS  coobweHnn  nocne
BOCCTaHOBIEHMUA aBapuNHOro
COE€MNHEHUS. Mcnonb3yeTcs ans
npegnoTBpaLLeHNs nony4eHumn
KONbLEBbLIMU y3namu yCTapeBLUNX
Ccoo0LEHNN R-APS. Korma  ysen
oBbHapyxuBaerT, YyTOo aBapumnHoe
coegnHeHune BOCCTaHOBUIOCD,

OH oTcbinaet coobwenne R-APS PDU
c NR dmnarom wun 3anyckaet Bpewms
oxpaHbl (Guard Timer). YcraHoBneHHoe
BpeEMS AOOSMKHO ObiTb 6Gonblue, 4em
MakcumarnbHass BO3MOXHasa 3agepXka
nepefayn, B TeYeHue KOTOpOW OOHO
R-APS coobuieHrne o6oMaeT Bce Konbuo.
Mo ymonyaHutio 3HaveHune — 500 mc.

Bpema WTR
(Wait to restore)

3 Bbinagawowlero cnucka Bblibepute
BpemMsi 00 BoccTaHoBneHns R-APS.
[MapameTp HyXeH p[na Toro, 4ToObl
npenoTBpaTUTb 4YacToe nepeknioyeHne
RPL nopTta, ecnn coegnHeHne Ha KakoM-
TO y4acTKe KosibLla OYeHb 4acTo MeHseT
COCTOSIHUE. Tanmvep ncnonb3yeTcsd
Tonbko y3nom RPL_Owner. [JocTynHbIN
ananasoH 3Ha4YeHUN 1-12 MWH,
No YMOJSTYaHUIO 3HaYeHNEe — 1 MUH.
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MapameTp

PyHKUMA

Bpewms

BbhkngaHms (Mc)

(Hold-Off Time)

[Mone BBOAA BpeMEHU Mexay TeM Kak
y3en obHapyXun aBapuio Ha OL4HOM U3
CBOMX COEOWHEHUNn [0 OTnpaBkM UM
coobweHuna Signal Fail (SF). OQuana3soH
3HavyeHun ot 0 go 10 cekyHg C Lwarom
B 100 mc. No ymon4yaHuto 3Ha4yeHune — 0.

Bepcus

N3 Bbinagatowero cnucka Bblbepute
Bepcuto npotokona ERPS:

v1 — nogaepxmBaeT TOMOMOIMMIO C OAHUM
KONbLIOM;

V2 — nogaepxmeaet TOMNOMNOrnto
C HECKONMbKMMW KOmnbLL @MW/ MHOrO3BEHHOM
CXEMOW.

BosBpaTtHbIn
(peBepCUBHLIN)

[MocTaBbTe nepeknoyartenb
B 3@aBUCUMOCTM OT HACTPOEK B COCTOAHNE
Bkn./BbIkn.

— pEeBEPCUBHbIN
OTKIHOYEH;
@) — pesepcuBHbIN
BKITHOYEH.

pexum  ERPS

pexum  ERPS

VLAN KOHdur.

Haxmute kHonky «VLAN  KOH(wUr.»
ana co3ganma R-APS VLAN. Cospaétcs
VLAN gna nepegaun naketoB ERPS,
ONs KOHTPONSA Kofbla W NMoAaepKKu
ero pabo4nx yHKUNNA.

B nosBMBLLUEMCSI OKHE HaXXMUTE KHOIKY
«[dobaBunTb».

B none BeBoaa seBeante Homep VLAN.

Kongurypaums ERPS VLAN X

Yaan ERPS VLAN

= )

T T

KoHpurypauus
RPL (Ring
Protection
Link/Kanan

3awuTbl
Konbua)

Ponb RPL

None — porne RPL gna kommyTaTtopa He
BblbpaHa. YyacTBywwmMe B  KOnbLe
KOMMYTaTopbl, KOTOpble  HaxoasaTcs
psgom ¢ Bnagensuem unm cocegom RPL
B KOMbLE, HasblBAalTCA Yy4aCTHUKaMU
konbua. OcHOBHasg  (PyHKUMA  9TUX
KOMMYTaTOpOB — nepechbiniatb
NOJSTyYEHHbIN TpadouK.
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MapameTp PyHKUMA
RPL_Owner — koMMyTatop HasHa4yaeTcs
Bnagenbuem RPL. OTBevaer

3a 6nokmpoBky  Tpadmka no RPL
B HOPMarnbHOM pexume paboTbl U Ans
pa3broknpoBaHus Tpadmka
Npw paspbiBe KOMbLa.

RPL_Neighbour — kommyTaTop
Ha3Ha4yaeTcs «cocefoMm (cocedHun ysen
konbua)» RPL ans konbua. OTBevaer
3a 6rnoknpoeky cBoero koHua RPL
B HOPMarsibHbIX YCNOBUAX.

None — nopT He BbIOpaH.

OavH 13 KOonbLEBbLIX NOPTOB
Port0 KOMMyTaTOpa Ha3HavaeTcd
(3anap/ | kak RPL-nopT (kaHan sawuThi
WEST | konbua (Ring Protection Link,
nopT) RPL)). Tpadwuk Ha nopte
brnokupyeTtcs npwu
HopMmanbHon paboTte. Ecnu
NPOM30OMAET paspbiB CBSA3MU
Ha  Konble, TO  4epes
paboTtatowmn  nopt  bGyaer
Nony4YyeHo cnyxebHoe
MopT RPL coobleHve 06 obpbiBe 1 TEM
cambiM RPL_Owner 6ygeTt
n3BeweéH, panee  byoer
BKITOYEH 3a0MOKMPOBaHHbLIN

Port1 noprT.

(Boctok/ | Mpwu BOCCTaHOBNEHUN
EAST | curHana Ha nopTy
nopT) | B COCTOSIHMM «Downy

KOMMYTaTop 6rnokmpyeT

eroHa BpeMms, YKa3aHHoe
B napametpe WTR, u4T0ob6bI
npn HecTaburbHOM curHane
c aTOro nopTta
He NPUXoAuioCb  MOCTOSIHHO
nepecTpamBaTtb TOMOMOMUIO.

BkntoueHune/BbiknoveHne ounctkm RPL.
Ncnonb3dyetca ansa  nometkm ERPS
Anga yaaneHus npu crnenyoLen
ornepaunn cCoxpaHeHus.

Ouuctka RPL
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MapameTp

PyHKUMA

Komanpa
ak3emnnapa

KomaHpa

None — komaHga He BblbpaHa.

Manual Switch (MS) — komaHaa
NpyHyguTenbHOM  GROKMPOBKM  nopTa
ak3emnnspa BpydHyl. Kcnonbayetcs
npn cboe coeanHEHNA N NPU OTCYTCTBUM
HacTpoek «Forced Switchy.

Forced Switch (FS) — komanga
NpyHyauTenbHOM  OGIOKMPOBKM  MopTa
ak3emnnsapa. [lopT 6nokupyeTca BHe
3aBUCMMOCTM OT  TOro, MNPOW3OLUEN
N pa3pbiB COEANHEHUST, UMW HET.

Clear — komaHga yaaneHusi nocneacTaum
nocne npumMmeHeHust komaHga FS n MS.

3anyckaeT pPeBEPCUMBHOE MEpPEKIIYEHNE
0o momeHTta ncredeHnsa WTR timer/WTB
timer B peBepcrMBHOM pexume paboThl;

3anyckaeT PeBepCcUMBHOE MepeknioyeHne
B HEPEBEPCUBHOM peXxunme pabdoTsl.

Ynpasnsaowmmn
nopT

None — nopT He BbIOpaH.

PortO | MNMoptO0 wnu  Tlopt1  rpynnbl

3alUmnThI, K KOTOPOMY

Portl | npumensietcs komanaa.

CocTogHue
aKk3emnnspa

CocTogHue
3aWnThl

ERPS B
nepexoga

CocTtosiHne
c Tabnuuamm
B G.8032.

COOTBETCTBUM
COCTOSAHUN

CocTogaHue
nopta 0

CocTtosHme
nopta 1

— OK — HopMmarnbHOEe COCTOSAHMUE;
— SF — cbon.

MepeoaHo APS

lNepenaBaemble TOYKU AocTyna
B COOTBETCTBMM C Tabnuuamu nepexona
coctosHun B G.8032.

MopT O
nonyvyeHue APS

MopT 1
nonyvyeHue APS

[MpyHATBIE TOYKM [OCTyNa Ha nopTy
ovnn 1 B cooTBeTCTBUM C Tabnuuamm
nepexoga coctosaHun B G.8032.

Octanocb WTR

OcTtaBwumnca WTR

B MUIMNTMCEKYHOAX.

TanmayT

BOLID SW-324 Bep.2 ALIP.203729.006 P3n nam.3 ot 18.08.2026




BOLID SW-324 Bepcusa 2. PykoBoACTBO NO 3KcnsiyaTauum 60

MapameTp PyHKUMA

RPL Touvkn gocTtyna npuHMMatoTcs B paboyem
pa3bnokMpoBaH | MOTOKeE.

Hwu ogHoro APS
He Mony4YeHo CocTtosiHue 6nokuposkn nopta 0 unm 1

(cocTosaHMe ONOKMPOBKM Kak Tpaduka,
Tak 1 R-APS). KaHan R-APS Hukorga He

MopT O cTaTyC

BGNOKNMPOBKK
Onoknpyetca  Ha  BcrnomoraTtesnbHbIX
MNopT 1 cTatyc konbuax 6e3 BUpTyanbHOro kaHana.
B61OKNPOBKM
FOP TpeBora C6on coctosiHus npotokona (FOP).

10.8.2.2 NMyHKT «<MEP»
MEP (Maintenance Entity Point) aBnsetcs 4yacteto ERPS. YcTtponctso

ypoBHA 2, pnobasneHHoe B ERPS, HasbiBaeTca y3nom. [Jobasnsnte He Gonee
AByx noptoB B ERPS ansa kaxgoro yana.
Ons po6aeneHna MEP HaxmuTe KHonky «[o6aBuTby». B nosBnBLLEMCS OKHE

BBeaMTe napameTpbl Ans cosgasaemoro MEP (Tabnvua 10.9).

PucyHok 10.19 — [lo6asneHne MEP
Tabnuua 10.9 — NapameTpbl go6asneHne MEP

MapameTp DyHKLUS

Sksemnnsp [Mone BBoga HoMepa ak3emnnapa MEP. [JoctynHein gnanasoH
ot 1 no 1077.

Mopt [Mone BBOOA HOMepa nopTa, KOTopomy OyaeT NpuHagnexaTb

MEP. [locTynHbI gnana3oH ot 1 go 36.

Mone BBoAa YpPOBHs o6GCHyxMBaHMs. [OCTYMHbIA AManasoH

YpoBeHb otrO0po7.
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MapameTp PyHKUMA
VLAN [Mone BBOAa paHee HacTpoeHHoro npotokona VLAN, Hanpumep,
VLAN 3. JoctynHbin gnanasoH ot 1 go 4094.

Haxxmute kHonky ¥ B ctonbue «YnpaBneHue» AN nepexoga B OKHO
koHpurypaumm MEP (PucyHok 10.20, Tabnvua 10.10).

Kondurypauwa MEP

WVKGopMaLme ob ...

Q0AacTe MOHUTOP

JKzemMnanp wH Pexxum MEP HanpaeneHue Mopt MAC-aapec nopta Cratyc paboTel
1 Mopt MEP BXOZALL 1 ED’ZE’FZMOD’A ®
KoHdurypauma ...
YpoBeHb MEP ID VLAN CKopocTs
Kon@urypauma Peer MEP
Peer MEP ID OaHoaapecHeli Peer MAC ¥npaeneHnue
OTMEHWUTE ﬂ
PucyHok 10.20 — KoHdpurypaums MEP
Tabnuuya 10.10 — NMapameTpbl HacTporkn MEP
MapameTp PyHKLNA
IK3emnnsap
ObnacTtb
MOHUTOPUHra
Pexum MEP | lMaHenb oTobOpaxaeT paHee  3adaHHble
ViHdbopmaLius napameTpbl bonee noapoOHO  KaXAabl
06 HanpaBneHue P pBl, Ap KO
SK3EMMASIDE napametp onucaH B Tabnuue Bblwe
P Mopt (Ta6nuua 10.9).
MAC-agpec
nopTta
CTtaTyc paboThl
VDOBEHb BbibepuTte 13 BbiNagatowlero cnmcka ypoBeHb
KoHdurypauus P MGP Hactpansaemoro MEP.
aksemnndapa
MEP ID NpoeHtndgpukatop MEP.
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MapameTp PyHKLUA

Homep TermposaHHon VLAN. [Ona VLAN
c atum VID 6ynet pobaesneH C-tag vnu Stag

VLAN (8 3aBucumoctn ot Tuna nopta VLAN).
Ecnu pobaeneHne Tera He TpebyeTtcq,

BeBeaute 0.
NoeHTudukaTtop O4HOPAaHroBoro MEP
Peer MEP ID uenesoro MEP. Ncnonb3yeTca Tonbko, Korga

ogHoagpecHbin MAC-agpec ofHOPaHroBOro
YCTPOMCTBA COCTOUT N3 OHUX HYIEN.

OTtobpaxaetcsa ogHoagpecHbin MAC-agpec
OAHOPaHroBOro YCTPOMCTBA COCTOUT U3 OOHUX
Hynewn. (MAC-agpec OAHOaApPECHOro
ogHopaHroBoro ycrtponctea): OgHoagpecHbIn
MAC-agpec uUeneBoro KommyTaTopa WNu

yCTpouncTBa. Bbl MoXeTe BBECTU

ogHoagpecHbin MAC-agpec B  popmate

XXX XX XX XX XX, roe x —
KoHdpurypauums lWecTHaguaTepuyHas uudpa.

Peer MEP | OpgHoapgpecHbil | MPUMEYAHUE: Korga 3agaHo copepxumoe
Peer MAC nona «Peer MEP ID(MpoeHTudukaTop
ogHopaHrosoro MEP)», ycTponctBo MoOXeT
OCYLLECTBNATb aBTOCOrnacoBaHue
napaMeTpoB C COCEOHMM  YCTPOWCTBOM
(no MAC-agpecy). NMoatomy, nonb3oBaTenb
npu HavarnbHOM KOHMUIypupoBaHUM MOXET
3apatb B none «OpHoagpecHbin Peer MAC
(OgoHoagpecHblin MAC-agpec OQHOPaHroBOro
ycTpoucTtBa)»  OOHW  HynMW, TO  ecCTb
«00:00:00:00:00:00».

Haxmute kHonky «Delete» pna ypaneHus

Yoanutb
A co3gaHHoro «Peer MEP»

10.9 NMoaPA30EN «IGMP SNOOPING»

[aHHbIN ~ NPOTOKON  pEeKOMeHAyeTcss  MCnonb3oBaTb B Clyyae,
ecnu TpebyeTca 0QHOBPEMEHHbIN JOCTYN K BUAEOMOTOKY U3 HECKOMNbKMUX TOYEK:

— Mcnonb3oBaHME HECKOSIbKMX HECBSA3aHHbIX OyOnupylowmx CcepBepoB
BMOEeOoHabnaeHuns;

— OpraHunsauma BugeoHabnogeHna 6e3 UCNOoNb30BaHUS  LEHTPanbHOro

cepBepa c ogHoOBpEMEHHbIM OOCTYNOM K KaMepaM U3 MHOXXeCTBa MECT.
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T.e. nobon cueHapun, TpebyroLwmMn MHOXECTBEHHOIO MOBTOPEHUS OAHOMO
(HeckonbKknx) BMOEOMNOTOKA AN HECKONbKUX YCTPOMCTB B pamKax OOHOM
riokKanbHoOu ceTu.

HacTtpoirika npouecca oTcnexmBaHua ceTteBoro Tpadwmka IGMP,
NO3BONSAKOLWMIA CeTeBbIM YCTPOMCTBAM BTOPOro YPOBHA  (KOMMyTaTopam)
otcnexusate obmMeH IGMP naketamun mexay notpebutensaMmm n nocTtaBLiMKaMU
(MapwpyTusatopammn) MHoroagpecHoro (multicast) IP-tpaduka, dopmanbHO
npoucxoasawmm Ha bonee BbICOKOM (CETEBOM) YPOBHE.

Mocne BkntoveHna IGMP snooping, KOMMyTaTOp HauyMHaeT aHann3npoBaTb
Bce |IGMP-nakeTbl Mexagy NOAKMIOYEHHBIMU K HEMY  KOMMbHOTEpamu —
noTpebutenamm u MapLlipytmsatopamm — nocTaBlmkamm multicast Tpadomka.
O6HapyxmB IGMP-3anpoc notpebutensa Ha nogknodeHne kK multicast rpynne,
KOMMYyTaTOp BKITHOYaET MOPT, K KOTOPOMY TOT MOAKITOYEH, B CMUCOK €€ YIIeHOB
(ans  peTpaHcnauumM rpynnoBoro Tpadwmka). M HaobopoT: ycnbiwae 3anpoc
«IGMP Leave» (NOKMHYTb), yaansieT COOTBETCTBYIOLMI MOPT U3 CMUCKa rpynnbl.

Multicast, aBnasace npoTokonoM 3-r0 YpPOBHSA, CTAHOBUTCA MOJSTHOCTLIO
HeynpasngemMbiM Npu OTKIoYeHHON yHKumMnM IGMP snooping. E€ BkntoyeHue
06s13aTeNbHO NPU HANMYMM Kaknx-NnMbo MHOroaapeCHbIX pacchinok nboro Tuna.

Mpwn ncnone3oBaHun Multicast paccbifiki, BO3MOXHO, BKIHOYUTL MOALEPXKKY
«IGMP Fast leave(OTbpacbiBaHNe HEU3BECTHbIX MHOroafpeCHbIX MaKeToB)»,
KOoTopas MO3BONSIET KOMMYyTatopy ObIiCTpee wuckmio4vatb MOpPT M3 Chimcka
y4acTHMKOB COOTBETCTBylOWEN rpynnbl. [Ons uenen BuaeoHabnoaeHus

€€ BKIHYEeHne He oba3aTernbHo.
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B O L D /|;|\ CeTeBble HaCTPOHKU

Mopt

Bkn. IGMP Snooping : ()
SHeproaddekTmBHbIA Ethernet

VLAN IGMP Fast leave : ()

WHtepdeiic VLAN OGHOBUTB

HacTpoiiku mapLupyT1saLmn
Tabavua MapLpyTUsaLmm
ARP-Tabanua

ERPS

IGMP Snooping

PucyHok 10.21 — UHTepdenc IGMP Snooping

10.10 NMogpPA3OEN «STP»
10.10.1 NMyHKT «STP»

Ha pucyHke Hwke (PucyHok 10.22) n3obpaxeéH unHTepdenc unamMeHeHus

HacTpoek STP u npoTokona ero paboThl.

B D I_I D /:,\ CeTteBsble HAaCTPOKN

opT

STP JKk3emMnaap nopta
SHeproaddekTreHbIA Ethernet —
VLAN ‘ ERPS 1 STP He MOTyT ObITb BK/IFOUEHbI OAHOBPEMEHHO ¢ OOHapy>KeHWeM neTesb.
WHTepderic VLAN STP Q
HacTpoiikv MaplpyTnsaumnm
Tabavua mapLpyTusaumm
Pabouuii pexxum RSTP v

ARP-tabnnua
~ [lon. HacTpoiiku

ERPS

MNpaeuna BBOAA : MakcManbHoe Bpema oxuaanua > (Tadimep npuse
IGMP Snooping TcTBUA + 1) % 2
STP MakcrmansHoe Bpems oxuaanua < (Bpems 3agep

>KKv nepeagpecauuv — 1) x 2
Arperauya kaHa/oB

SNMP Talimep NpvBETCTBUA 2 s (1-10)
MAC-aapec Makc. Bpema oxumaaH... 20 s (6-40)
LLDP Bpema 3aaepkKu ne. 15 s (4-30)

OBHapyxeHue neTenb
MpuopwTter MocTa : 32768 (0-61440)

PucyHok 10.22 — Hactpownka STP
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Tabnuuya 10.11 — MNapameTpbl HacTporkn STP

MapameTp PyHKUUMU

N3meHeHne pexmnma paboTbl Spanning Tree. Bo3aMOXHb
BapuaHTbl: OTKIIOUYNTL, STP, RSTP.

Pabounn pexum | Pexxum STP un  yHKUMS arpernpoBaHus  sIBNSOTCSH
B3aMMoOMCKItovarowmmn.  locne BKNKOYEHUs  arperaumm
pexum STP He MOXeT ObITb BKIOYEH.

3apgaHMe wuvHTepBana Mexay nepegaden  KOpHEeBbIM
Tanmep YCTPOMUCTBOM  coobuieHnn o  KoHdurypauum (BPDU
NpPUBETCTBUS dpenmoB). [llapameTp B none ycTaHaBnNMBaeTCs B
AnanasoHe ot 1 oo 10 cekyHa, N0 YMOSTYaHWUIO 3HaYeHue 2.

YcTaHoBUTE  BpeMsi, KOTOpPOE  YCTPOMUCTBO  MOXeT
Mack. Bpemsi npocTtamBaTb, HE Noslydas KOHPUrypaumoHHOro cooobLLeHuns,

OXXnaaHus npexane 4Yem nonbiTaeTcss nepeHacTpouTbes. [MapameTpsbl
BpeMeHU ycTaHaBnmBatoTca oT 6 4o 40 cekyHp.

YcTaHOBUTE MaKcMMaribHOe BpeMsi OXugaHua nepeg
CMeHoMn cocToaHun (0T npuéma go nepepayn). CocTosiHue
MeHseTca oT 4 o 30 cekyHf.

Bpems 3agepxku
nepeagpecaumm

YctaHoBuTte npuoputetr Mocta STP, 4em MeHblue
3HayeHne, TeM Bblle npuoputeT. [lapameTp B none
ycTaHaBnmBaeTcs B agvanasoHe ot 0 oo 61440. 3Ha4yeHue
AOIMKHO  ObITb  kpaTHO 4096. [lpu Hanuuum  OByX
OOMHAKOBbLIX  MPUOPUTETOB,  KOPHEBbLIM  CTAHOBUTCS
YCTPOWMCTBO C HanmMeHbLumnm MAC-agpecom.

lNprnoputeT mocTa

10.10.2 MyHKT «JK3eMnnap noprar
NHTepdenc nossonseT nameHsTb npuoputeTsbl noptoB U RPC. MNMapameTtpsbl

MEHSIlOTCA nocre mnameHeHust pexuma STP/RSTP B meHio «HacTtponku mocta

STP», cuctema aBTomatndeckn npuceameaeT npmnoputeTbl noptoB n RPC.

Mopr

SneprosdpdexTvensiii Ethermet

VLAN . HasHavienHbiii
onb Tb KOpHEBOro Ny

Vrepoeiic VLAN WaeHTUVKaTOp MOCTa

HacTporikin MapwpyTvzaLum

1 OrcrioveHHsii nopT Yaanerue 0000-000000000000 0
Tabaua vapwpyThzaui

ARP-TabMLa 2 OTkAKOUeHHBIA NopT Yaanenve 0000-000000000000 0

ERPS
3 OTknroUeHHBIA nopT Yaanenue 0000-000000000000 0

IGMP Snooping

& 4 OrkntoUeHHBIA NOpT Yaanere 0000-000000000000 0
5 OrkntoueHHbIi MopT Yaanere 0000-000000000000 0
6 OrKHoUeHHBIA MOPT Yaanenve 0000-000000000000 0

7 OTKAKOUeHHBIA NopT Yaanenue 0000-000000000000 0

8 OTkAtoueHHBIA nopT Yaanenue 0000-000000000000 0

PucyHok 10.23 — Hactpownka STP
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Tabnuuya 10.12 — MNMapameTpbl HacTporkn STP

MapameTp PyHKLUN

Homep nopta | Homep nopta. CooTBETCTBYET YNCIY HA NULEBOW NaHenNN.

YcTaHoBUTE  «NpuopuUTET nopTta». 3HayeHne napameTpa
Bapbupyetca ot 0 pgo 240 wn kpatHo 16. [lpuoputer
ncnosib3yeTcda Ana onpefeneHns «KOPHeBOro nopTa», KOTOPbIN
ObyneT BbIOpaH Ons nepefadn AdaHHbIX, Kak caMblil KOPOTKUM

[Mpuoputet
nyTb 0O KOPHEBOro0 MoOCTa B cCeTU. YeM Hwke 3HayeHue
napameTpa, TeM Bblwe npuoputeT. [lpu OAWMHAKOBOM
«NpuoputeTe nopta» Ana nepegadn Bblbupaetca nopT
c BonbLIEN CKOPOCTLIO.
Root Path Cost — aTtoT napameTp wucnonbdyetca STP ans
onpegeneHns  Havnydwero nyTM Mexagy YCTpOWCTBaMMW.
CnepoBaTtenbHo, bonee HU3Kne 3Ha4YeHus JOJTKHbI
[MpoTokon COOTBETCTBOBATb  MOPTaM,  KOTOpble  B3aMMOLEWCTBYHOT
RPC ¢ 6onbLWKMM NOTOKOM MHGOpMaLMK, a Bonee BbICOKME 3HAYEHUS

JOJKHbI COOTBETCTBOBATb MEHbLUMM NOTOKamM U Oonee
yOoanéHHbiM OT sapa cuctembl. lNMapameTp ycTaHaBnmBaeTcs
ot 0 no 200000000.

10.11 MopgPA3OEN «ArPErALIUA KAHAIIOB»

CyTb arperauuu KaHanoB 3akfitoyaeTcd B (pOpMUPOBaAHUN U3 HECKOMbKUX
dn3nyeckmx NopToB KOMMYyTaTopa OL4HOrO JIOrMYeCcKoro nopTta, NPUYEM HECKOSbKO
KaHanos, npuHagnexawux K OOHOW W TOW Xe rpynne arperauumv, MOXHO
paccMatpmBatb Kak JforMyeckoe coeAuHeHune C  6onblen  nporycKHOM
CMOCOBHOCTLHO.

ArpernpoBaHue KaHanos MOXeT peanu3oBaTtb pasgerneHue
OTBETCTBEHHOCTM 32 KOMMYHUKALMOHHBIA MOTOK MeXQy KaXablM MOPTOM-YSIEHOM
rpynnbl  arpermpoBaHus, YTO [AOSDKHO YBENUYUTL MPOMYCKHYH CMNOCOBHOCTb.
Mexay Tem, B3aUMHOE AMHAMUYECKOEe pes3epBHOE KOMUpoBaHME MOXeT ObITb
peanu3oBaHO MexXay KaXAdbiM MOPTOM-YrieHOM B OAHOW M TOW e rpynne
arperaumm, YTo JOSMKHO NOBLICUTbL HAAEXHOCTb COeAUHEHNS.

- Arperaumsa ccbifiok HecoBmecTuma ¢ pexumom STP, IGMP Snooping
n pexxumom 802.1x. Korga BkntoyeH pexum STP, HacTponka arperaunm KaHanos

HEeBO3MOXHa; HeO6X0ANMMO CHavana oTKM4YNTb pexnum STP;
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L He pekomeHOyeTcA peanun3oBbliBaTb KOHGMUrypauuio rnopTtoB, KOTOpble
NCMNONb3YTCA N4 arperayumy KaHasnos, C pacluMpeHHbIMU PYHKUNAMY;

L Arperauus  kaHanoB MoxeT ObITb pasgeneHa Ha CcTaTU4eckyro
arperaumto 1 LACP, «Kak npaBuno, nNpPOTMBOMNOSIOXKHbIMUA  KOHEYHbIMU
yCTpOMCTBaM/ arperaumm KaHanoB KoMMyTatopa S$BIIFIOTCA  KOMMYyTaTop
N ceTeBble KapTbl CepBepa;

L2 TonbKo MNOpTbl C OAWHAKOBOW CKOPOCTbIO, AYMIEKCOM, PacCTOAHUEM

n koHpurypaumen VLAN MOrytT HaxoamTbCA B OQHOW rpynne arperaumu.

flovt « MAC-aapec nctouHmka MAC-aapec HazHaueHua IP-aapeca ncrouHmka
SHeproaddexTveHbiv Ethernet IP-aapeca HasHaueHuA
WTepoeric VLAN
HacTpoliku MapupyTvzaumm
Tabmua MapLpyTM3aLmm
ARP
lMocne cozaanms rpynMsl arperaunm, eCv Bul N3MEHUTE ee NapameTpsl, ee Npedsiayiias KoHourypaums Byaet yaaneHa. Moxanyicta, NPUMITE K CBEACHMHO.
ERPS
SsTP Homep rpynnb arperaum. Arperauns rpynnbi Vnentudukatop nopra Ynpaenenue
SNMP
MAC-aapec
LLDP HeT aanHbIx
ObHapyxetive netens
DHCP-cepeep “ Obrosue

DHCP Snooping

TecTMpoBaHYe BUPTYansHOTO K.

PucyHok 10.24 — Arperauma kaHanos

10.11.1 CtaTn4yeckas arperauus

CTtaTuyeckun pexum arperaumm Mno3BONsSieT €My BpyyvHylo [Oo06aBuTb
HEeCKONnbKO MOPTOB-YSIEHOB B [pynny arperauuMm, BCe MOPTbl HaXOAATCH
B COCTOSAHUWN NPSIMOM Nepefayn 1 COBMECTHO UCMNOSb3YIOT NeperpyXeHHbIN NOTOK.
Heobxoanmo cosgaTth rpynny arperaumm n 4obasuTb MNOPThI-YNEHbl Yepes pyyHoe
KOHurypupoBaHue 6e3 ydactna npotokoria LACP (link Aggregation Control
Protocol).

L Pexum «banaHcupoBka Harpysku».

[ocTynHbl YeTblpe Tuna anroputma O6anaHCUPOBKW Harpysku ANS nopTta,

KOTOpPbIl€ MNMOoKa3aHbl HNXE.
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Tabnuuya 10.13 — Tunbl anroputMma 6anaHCUPOBKN Harpy3Kku

Pexum 6anaHcUpoBKU OnucaHue

banaHcupoBska Harpys3ku, ocyuwlecrterndemMmad Ha OCHOBe

MAC-anpec uctouHnka | o MAC-agpeca UCTOYHVKA.

MAC-agpec banaHcupoBKa Harpysku, ocyliecTesrngemMasl Ha OCHoBe
Ha3Ha4YyeHud nona MAC-agpeca HasHa4YeHwus.

banaHcupoBka Harpys3ku, ocyuwlecrterndemMmad Ha OCHOBe

IP-agpec nctovHuka
IP-agpeca nctovHuka.

banaHcupoBka Harpy3ku, ocyuwlecrterndemMmad Ha OCHoOBe

IP-agpec Ha3HayeHus
IP-agpeca HasHaveHus.

10.11.2 LACP

LACP (Link Aggregation Control Protocol) ncnonesyetcsa gnsa peanusaumm
AVHaMn4eckon  arperaumm  ocHoBaHHOM Ha  cTtaHgapte |EEE 802.3 ad.
Ob6e cTopOoHbI arpermpyembix YCTPOWNCTB obbeanHsTCA BMeEcCTe
MO COornacoBaHHbIM KaHanam CBS3W W nNonyyvyawT U OTNPaBnsAlOT  OaHHble
yepes nakeTt LACPDU, B3aMMO4EeNCTBYHOLLNIN C nHpopmaumen
06 arpernpoBaHun. [NpoTOKON MOXET aBTOMaTM4YeckM aobaenaATb U yaoansTb
nopTebl B rpynne arperaumn. OH obnagaeT BbICOKOM rMBKOCTbIO U obecneymBaeT
BO3MOXXHOCTb DanaHCUpOBKM Harpy3Kku.

Mocne BknoyeHns dyHkumn LACP nopT coolwuT npoTMBOMOSOXHOM
CTOpOHE cuctemHbln npuoputetr, MAC, HOomMep nopTa, NPUOPUTET U KoY
ynpasrneHus (310 onpegendeTca (U3MYecKuMn CBOMCTBaMU, WHAOPMaLMeEN
O NMPOTOKOSE BEPXHENO YPOBHS M KINHOYOM yrpaBneHns nopra).

CTopoHa C BbICOKMM MpUOPUTETOM YyCTpoucTBa OyadeT ynpaBnATb
arpermpoBaHnemMm.  [llpunoputeT  ycTpoucTBa  OMpenensieTcd  CUCTEMHbIM
npunoputetom 1 MAC-agpecom, yCTPOMUCTBO C MEHbLUMM 3HAYEHNEM CUCTEMHOrO
npuoputeta umeeT 6onee BbLICOKUA NPUOPUTET. YCTPOUCTBO C MEHbLUUM
3HayeHnem cuctemHoro MAC nmeet 6onee BbICOKMIA NPUOPUTET, Koraa 3HavyeHue
CUCTEMHOro npuoputetTa oamHakoBo. CTopoHa ¢ 6onee BbICOKMM MPUOPUTETOM
yCTponcTBa BblbepeT MopT arperaumMm B COOTBETCTBUW C MPUOPUTETOM MOPTa,
HOMEpPOM MnopTa U K4YoMm onepauunun. NopTbl C TakMM Xe KIlo4oM ornepaumm
MoryT ObITb oBaBneHbl B Ty e rpynny arperauunn. MNMopT ¢ MEHbLUMM 3HAYEHNEM

npuopuTeTa nopta 6yaeT BbiOpaH Mo NPUOPUTETY B TOW e rpynne KOHBEPreHLUun.
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[MopT ¢ MeHbWKUM HOMepom ByaeT BblbpaH, koraa npuopuTeT nopta éyger
oavHakoBbIM. BblbpaHHble nopTbl OyayT norndeckn o6beauHeHbl BMecCTe
AN npuéma n oTnpaBku AaHHbIX NOCIe TOro, kak obe CTOpOHbI B3anMOLENCTBYIOT

C UHdopmauuen ob arperaumn.

10.11.2.1 HacTpounka
1. Mepenante «CeTtesble HAacTponkn — ObbeanHeHNE KaHanoB CBA3NY.

2. Haxxmunte kHoMKy «[1obaBntb».

3. B nosiBuBLLEMCS OKHe BblIDepuTe HOMep T[pynnbl U PEXUM pynnbl
arperauumn. Pexxumbl arperaumm rpynnbl BKoYaroT: ctatudecknn, LACP akTUBHbLIN
n LACP naccuBHbIN.

— «CTatnyecknin (Static)» — Takke U3BECTEH Kak py4Hou pexum. HTepdenc
Eth-Trunk cosgaértcsa n 3anonHseTcs Bpy4yHyto, LACP He TpebyeTcs;

— «LACP aktmBHbin (LACP Active)» — wuHTepdenc Eth-Trunk HyxHO
BPYYHYKO c€O34aTb W UHTepdencCbl-ydacTHUKM 006aBuTb BpyyHyo. B oTnuuuve
OT cTaTudeckoro, Bbl6Op MHTepdenca HacTpanmBaeTCs C MOMOLLBbI MPOTOKOMa
LACP. OJT10T pexum ycTaHaBnMBaeT WHTEP(ENC B aKTUBHOE COCTOSIHME
NeperoBopoB, WHUUUMPYHA TMeperoBopbl C ApYrMMu uHTepdencamm nyTem
otnpaskn LACPDUSs;

— «LACP naccuBHbin  (LACP Passive)» — wuHTepdencsl  Eth-Trunk
CO30al0TCH, W MHTepdencChbl-ydacTHUKM O06aBnslTCAa € MOMOLbLIO NPOTOKoMa
LACP. OJTOT pexum ycTaHaBnvMBaeT WHTepdenc B MNacCMBHOE COCTOSIHME
neperoBopoB, rae nHtepgenc orsedaetr Ha LACPDUSs, koTopble OH nony4yaer,
HO He uHuummnpyet neperosopbl o LACPDU.

4. Haxxmute kHonky « OK» ona coxpaHeHus.
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JAobaBuTb

Homep rpynn... | 1 v

Arperauma rp... | Static ]&J

Static

LACP Active

LACP Passive

PucyHok 10.25 — [lo6aBsneHune

5. lanee BbIOepuTe nopTbl Ans obveanHeHus (PucyHok 10.26). [na aToro

=]
Ha>KMUTE KHOTKY O 1 BblennTe NnopThbl.

6. Haxxmute kHonky «OK» anst coxpaHeHus.

o BanaHcm POEK... MAC-anpec uctouHmka MAC-anpec HasHauennn | | IP-aapeca ucrounmka

Sneprosddextvensii Ethernet [] IP-anpeca HasHaveHvs

VLAN Coxpanyms

Wnrepdeiic VLAN @
HacTporiki MapLipyTUzaLn

Tabavua mapwpytvzauwmm | S R

ARP

MoxanyiicTa, BeiGepuTe NOPTLI U3 CIMCKa NOPTOR Bbilwe, 4TOGkI A06aBMTS VX B FPYNNY arperauni.
ERPS

IGMP Snooping
STP (] Howmep rpynnb! arperaunm. Arperauus rpynnbi Viaeuduatop nopra Ynpasnenve
Arperau avaros | ﬁ . . pson AL
SNMP
Mopr Cratyc

MAC-anpec

2 o
LLDP

5 [ ]
OBHapyxeute netens

9 ( ]
DHCP-cepsep

14
DHCP Snooping i
TecTupoBaHWe BUPTYaNbHOTO K... 1

PucyHok 10.26 — [lobasneHwue

10.12 NMogrPA3OEN «SNMP»
KommyTtatopom nogaepxmsatotca SNMPv1, SNMPv2 n SNMPvV3.

— SNMPv1 — gna asTopusaumm mcnonb3yet community MMms aHanornyHo

naponto. Ecnn community oTnn4alroTcs, YCTPOMCTBA UTHOPUPYIOT Takue NakeTbl;

BOLID BOLID SW-324 Bep.2 ALIP.203729.006 P3n nam.3 ot 18.08.2026



BOLID SW-324 Bepcus 2. PykoBoAcTBO MO 3KCnslyataumu 71

— SNMPv2 — oTnnumin B MeTode aBTopu3aumm HeT. PaclumpeH Cnucok
BO3MOXXHbIX onepauuni, TMNOB AaHHbIX N KO4OB OLUNOOK;

— SNMPv3 - aBTopu3auma Ha OCHOBE MOSib30BaTENbCKON MOAENMN.
Bo3moxxHa HacTpomka pasfnuMyHbiX MapaMmeTpoB aBTopu3auuu, B TOM 4uUCre
lwndgpoBaHmna. IToT npotokon SNMP  aensetca Haubonee 6e3onacHbIM
N peKOMeHAyeTCs AN MCNOfb30BaHUS B YCMNOBUSX, TPeOyoLWMX MOBbILLEHHOM

Oe3onacHocTw.

BHUMAHWE!

[MpoToKONbl Pas3fnUYHbLIX BEPCUN HE COBMECTUMbI Mexay cobon. OTtnuyve
NPOTOKOMNOB, KaK W HeBepHble HACTPOMKM aBTopusauuu, npueeayT
K UTHOpPUpPOBaHMO obMeHa ¢ 00enx CTOPOH.

Ha pwucyHke (PucyHok 10.27) nsobpaxéH uHTepenc Hactpoek SNMP
N NpUMEpP TaKoM HACTPOMKM, SBRSAOWMNACA B  OONbLUMHCTBE YCTPOWCTB
ycTaHasnmBaembiM Mo ymonyanuto. Ona SNMP npotokonos Bepcun 1 un 2

NHTEepPJdENC HAaCTPOEK He OTNNYaeTCs.

B D LI D {:,\ CeTeBble HaCTPOViKK

Mopt
V1 V2 V3 (pekomeHgyeTca)
SHeprosddekTUBHbIA Ethernet

[pynna ToNbKO UTeHKe
VLAN
WHTepdelic VLAN [pynna uTeHne/3anmnch :

Hactpoiikn mappyTtusaunm Bkn. Trap - ‘)

Tabauvua mapLupyTisanum
Trap agpec:

ARP-Tabnuua
Trap nopr : 162
ERPS

IGMP Snooping O6HOBUTEL Mo ymonauaHuo

STP
Arperauua KaHanos

SNMP |

PucyHok 10.27 — Hactponkun SNMP
Ha pucyHke (PucyHok 10.28) unsobpaxeH wuHTepdenc Hactpoek SNMP

Bepcun 3.
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B D LI D /I;I\ CeTeBble HAaCTPOWKK

MopT

V3 (pekomenayeTcs)

SHepro3@oOekTHBHbIA Ethernet

VLAN

WHrepdeic VLAN

Tpynna TONbKO UTEHWE

Ipynna uteHwe/3anunch :

HacTpoiiku MapipyTrsaum Bk Trap [ @)
Tabnuua MapwpyTUsaumm
Trap agpec:
ARP-Tabnuua
Trap nopt: 162
ERPS
) MoAb3-Nb TONBKO UTEH.. public
IGMP Snooping
STP Tun ayTeHTUdKKaLWK e MD5 SHA
AFDeFaLLHﬂ KaHanoe ﬂar;:,qb ayTeHTUOKKALL., SEBSEBABIBIBBEBRRRNS
SNMP
Tun wrdpoBaHma : ® (CBC-DES CFB-AES
MAC-agpec
rla[::,l'lb U_,’C:I::E'-E_H,q,: N SO RPRRNS PR OORRRERS
LLDP
[MoAb3-Nb TONBKO UTEH.. private
OBHapyXeHWe netens
DHCP-cepeep Tun ayTeHTUOKKaLKK © ® MD5 SHA
DHCP Snooping Ha[::,"lb AYTEHTUOWMKAL,.. SENSRBNNIBNNRRRRERES
TecTpoBaHWe BUPTYaALHOTO K...
Tun wrdposanua : ® CBC-DES CFB-AES
rlar::,l'lb U_/C:r::EC—:HA,C N LA LS AR R LAl Y]

OBHOBUTE Mo ymonuaHuw

PucyHok 10.28 — HacTtponkun SNMPVv3
Tabnuua 10.14 — Nonga HacTpoek

HasBaHue

OnucaHue

Bepcna SNMP

SNMP v1 — yCTpOMCTBO BbINOSHAET TOSIbKO MPOLECCHI
Bepcum v1 SNMP. (SNMPv1 — nsHayanoHaga peanusauus
npotokona SNMP, paboTaeT ¢ TakmuMmm NPOTOKONIaMu, Kak
UDP, IP, CLNS, DDP u IPX);

SNMP v2 — yCTpOMCTBO BbLINOMHAET TOJSIbKO MPOLECCHI
Bepcun v2 SNMP. (SNMPv2 nepecmatpuBaeT Bepcuio 1
N BKMOYaeT B cebs yrnydweHunsa B obnactu
NPOM3BOAUTENBHOCTH, ©e3onacHocTy,
KOHMOEHUNANbHOCTU U CBA3AX MeXay CeTeBbIMMU
MEHeKepaMun, CRyXUT AN  nonyvyeHust ©Oonbloro
KONMMYecTBa ynpaBnsawowWwmMx AaHHbIX Yepe3 oauH 3anpoc.
Bepcuu SNMP v1 nv2 COBMECTUMBI
ANs1 OAHOBPEMEHHOro NPUMEHEHNS);
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HasBaHue

OnucaHue

SNMP v3 — yCTpOMCTBO BbLINOMHAET TOJSIbKO MPOLECCHI
Bepcum v3 SNMP, HeobxogumMbl 5OrMH 1 Naponb
ans pabotbl. (Bepcun SNMP v1 nv2 ogHoBpeMeHHO
c SNMP v3 He npumeHsitotca. SNMP  v3  npuHocut
N3MeHeHns B NPOTOKON nobaBneHnem
KpunTorpaduyeckon 3awinTbl, SBAAETCHA YhydleHUEM
3a CYET HOBbIX TEKCTOBbIX COrfialleHnn, KoHLenuumn
n TepMmunHoniornm SNMP).

Mopt SNMP

[MopT npocnyLwmMBaHNA NPOKCU — NporpaMmmbl YCTPOUCTBA.
910 UDP — nopt He aBnsietcsa noptom TCP. 3HaueHne
BapbupyeTcs oT 1 0o 65535.

3Ha4yeHune No ymon4yaHuio — 161.

Community Tonbko
ANS YTeHus

HOoctyn SNMP TOonbko Ong 4TeHus:: noaaepkMBaeTcs
ansa Bcex uenen SNMP.

Community gns
YTEHUA 1 3anmcu

Hoctyn SNMP ansa 4TeHna mn 3anucu: nognepXuBaeTtcs
ana Bcex uenen SNMP.

Appec Trap cepsepa

Agpec  cuctembl  MoHuTOpuHra cetm  wunm - T1K
C NpeayCTaHOBIIEHHbIM crneumann3npoBaHHbIM
NpOrpaMMHbIM CPeaCTBOM MOHUTOpUHra. CnyxuT ang
CaMOCTOATESNIbHOW  OTNPaBkM  BUOEOPErMCTPaTOPOM
MHdopMauum o cobbITuaX No npotokonny SNMP.

MopT Trap cepsepa

MopT cuctembl  MoHuTOpuMHra cetn wum [1K
C NpenyCTaHOBIIEHHbBIM crneumnanmsavpoBaHHbIM
NporpaMMHbIM CPefCTBOM MOHUTOPUHra Ana 3axsaTa
naketos no SNMP npoTtokony. 3HadyeHus napameTpa
B AgnanasoHe oT 1 pgo 65535, cwarom 1. 3HayeHue
Nno ymon4yanHuto: 162.

[NMonb3oBaTenb
TONbKO ANA YTEeHUA

Beoantca wvma nonb3oBatensa C npaBamMu  TOJIbKO
Ha YTeHune.

Nonb3oBaTenb Ang
yTteHus/3anucu

Beoantca ums nonb3oBaTtens C npaBaMu Ha uYTeHue
" 3anuncob.

Twun aBTOpPU3aLIUK

Boibepnte wmetog xawwupoBaHuss MD5 wnm SHA.
Cuctema aBToMaTU4eECKM pacno3HaeT MeTos.

Maponb
aBTOpU3auumn

Beeaute naponb gna ayteHTugukauuun. Naponb JomkeH
coaepxaTb HE MEHee BOCbMU CUMBOJIOB

Tun wucpoBaHns

BbibepuTte anroputm cummMmeTpudHoro wngposanust CBC
unn DES.

Krtou wingposaHng

Beeante naposnb WwWndgpoBaHus.
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10.13 NMoarPA3nEN «MAC-AOPEC»
10.13.1 MNMyHkT «Tabnuua MAC-agpecoB»

KommyTatop, 4na nepefayyM naketa, BbIMOMHAET MOUCK B NUCTe
MAC-agpecoe B cooTtBetctBuM ¢ MAC-agpecom HasHadeHusi. Ecnu apgpec
HanvgeH B Tabnuue, UCNOMb3yeTcs COOTBETCTBYIOLWMA MOPT AN NEepechIsiku
naketa. Ecnu HeT, yCTpPOMCTBO MWCMOMNb3yeT LWUPOKOBELATENbHbLIM PeXum
Ansa nepecbinikn - vyepes cooteeTcTBYytowmn VLAN (3a wucknoveHnemMm nopTa,

C KOTOPOro 3TOT MakeT nocTynun). Ha cneayrolwem pucyHke npeacraBrieHa Takas

Tabnuua agpecos.

Sneprosddextvsnsii Ethernet

- Osvoam | arosuce

Whtepdeiic VLAN

Hacrpoviku MapLipyTvzaLin
TaBauua MapwpyTMsauum
ARP-tabnnua

ERPS

IGMP Snooping

STP

Arperauvs kaHanos

SNMP

MAC-aapec

LLDP

ObHapyxeHue netens 10 0 B9 [nHamuueckuii
DHCP-cepsep 11 08: 10D [Hamnueckuii
DHCP Snooping 12 COLLLi i LuBA [Hamuueckiii

Tecrvposatie enpTyansHoro.
Beero: 447 sanuceli 1] 2 3 4 s s 23 > Mepeim Crpaua

PucyHok 10.29 — MAC nHdopmauma ob agpecax

10.13.2 MNMyHKT «PunbTpauma MAC-agpecoB»

OyHKUMA  ucronb3yeTcs ON1  OrpaHuYeHna  MNOoCTynawLwnx MNakeToB
npwn nomoLm HacTponkmn 6enoro cnncka MAC-agpecos. [1ns HacTporku OyHKLMN:

1. Haxmnte «[Job6aBuTb» M BBeauTe B MosBMBLUEMCA Mone «Oenbiny
MAC-agpec.

3. CoxpaHunTe HacTpPOWKY.
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Mopt

Tabanua MAC-aapecos Dunbtpauna MAC-aapecos
SHeproaddexTuensili Ethernet _—
VLAN M
Wurepdeiic VLAN
Hactpoiikun MapwpyTt1sauum

Mopr 2

Tabnvua MappyTusaumm

ARP-Tabnvua

ERPS

IGMP Snooping

3apezepsuposanH .
Ne MAC-aap Tun VLAN Mopi - 3apesepsupoBanHbiii

STP biiA cTatyc

Arperauvs kaHazos 1 38 1439 [vHamueckwii 1 2 He zapezepeyposa

SNMP 2 24 73F5 AvHamnueckmit 1 2 He 3apesepsuposaH

MAC-aapec —

@
3
3
N
w
H
H
H
3
g

LLDP

T

DHCP-cepsep

DHCP Snooping

PucyHok 10.30 — dunbTpauma noptos

10.14 MoppPA3OEN «LLDP»

Link Layer Discovery Protocol (LLDP) — npoTOKOn KaHanbHOro YpPOBHS,
NO3BOSAOLLUN ceteBoMy  obopyaoBaHuio  onoBewatb  obopyaoBaHue,
paboTatollee B NOKanbHOW CEeTU, O CBOEM CyLleCTBOBaHUN U NepefaBaTb emy
CBOM XapaKTePUCTUKN, a TaKKe rnonyyaTb OT HEro aHanorn4yHble CBeLeHus.

NHTepdenc nokasbiBaeT CnNMCOK oBHapyxeHHbix no LLDP ycTtponcts

paboTalLnx BMECTE C KOMMYTaTOPOM B NOKanbHOW CETW.

o
S roBanso «©
Sneprosodeaniamsi th R
vian
NokaneHe@inopt  Waewmgmkatopnopra  Onucammenopra  HasaHue cucremsi T cucre Ynpas; anpe
Wrepoeiic VAN
% 045 dg

pofin apupy
o nporakony
GreauHe

ve

-aape
orapprese

epsep

coping
cruposane enpry

PucyHok 10.31 — O6HapyxeHue no LLDP
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10.15 NMogrPA3OEN « OBHAPYXXEHUE NETENb»

PyHKUMA KONbLEBOro Ay6nupoBaHMs UCMNONb3yeTcs Ansl NpeaoTBpaLLeHus
cboeB, KOTOpble MOryT BO3HWKHYTb Npu pabote obopyaoBaHUs, YTO NpUBEOET
K co3gaHuio netnn B ceTu. 3awmta oT neTenb Mo3BOMAeT NPUHYAUTENbHO
OTKITHOYMTb NIMHWIO, HA KOTOPOW BbINo 0OHapPYXXEHO NeTneBoe CoeaMHEHNE.

1. HacTtponTte apgpecauuto BCeEM KOMMYyTaTOpaMm, HaxogsWMMCS B OOHOW
noaceTw.

2. Bknitounte sawmry.

B o LI D {:,\ CeTeBble HAaCTPOKK

Mopt

‘ ERPS 1 STP He MOryT 6biTb BKAIOUEHbI OAHOBPEMEHHO C ODHapPYXKeHWeM NeTenb.

SHeproaddekTmBHbIA Ethernet

VLAN ObHapyxeHve nete... ()
WHTepdeiic VLAN O6HOBWTL
HacTpoiiku MapLpyTh3aumm

Tabnuua mappyTU3aumnm

ARP-Tabaunua

ERPS

IGMP Snooping

STP

Arperauua KaHanoe

SNMP

MAC-aapec

LLDP

ObHapy»xeHne nerenb |

PucyHok 10.32 — O6HapyxeHue netenb (Loopback Detection)

10.16 NMogrpA3OEN «DHCP-CEPBEP»

DHCP (Dynamic Host Configuration Protocol) — npoTokon gnHamuyeckoro
KOHurypupoBaHus  xocta. OH  obecneyvMBaeT nonyyvyeHne  ceTeBbIMU
yctponctBamn |P-agpecoB oT cepBepa B JokanbHou cetn. DHCP — umeet
apxutektypy «KnuneHT — CepBep». DHCP-knueHT 3anpawimBaeT ceTeBon agpec
n gpyrue napametpbl y DHCP-cepBepa, a cepBep npeaoctaBnseT ceTeBON agpec

N NnapamMeTpbl KOHUIypaUmum KrmeHTam.
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10.16.1 NMyHkT «DHCP-cepBep»

10.16.1.1 BknroyeHune
[ns BkntoyeHnsa paboTtbl kommyTaTopa B ponin DHCP-cepsepa:

1. AKTBMpynTEe nepekntovatesns B ctpoke « DHCP-cepep».
2. Haxxmute kHonky «OK» onga coxpaHeHus:.
Mocne BkntoyeHusi |P-agpeca DHCP-knueHtam ©Oyayt BblgaBaTbecd

N3 BBEOEHHOIO Crn1cka nynos.

Hepr it Ethernet

VLAN DHCP-cepsep Q
Virepoeiic VLAN
=l oo

HacTpoiiki MapuipyzaLmm

Tabvsa vapwpyTusaLmn Kodurypauus BCTynaet & cuay, To/sKo KOraa BxnioueH cepeep DHCP.

ARP-Tabn1ua
ERPS [loBaguTe

IGMP Snooping

STP

Arperauns karanos

SNMP

MAC-aapec

LLDP

OBHapyxeHue neren 3ape3epeuposanHuIl IP-agpec

DHCP-cepsep [loBaguTe

DHCP Snooping HavanbHbiii anpec

Tectuposanve e IPTYAILHOTO K...

PucyHok 10.33 — HacTtpownka DHCP-cepBepa
10.16.1.2 Jo6aBneHne DHCP POOL
[nsa cosganus nynoB |IP-agpecos, koTopble 6yayT pasgaBaTbCsl, HAXMUTE
«[JobaBuTb», pOanee BBeauTe AaHHble ona  pobasneHna (PucyHok 10.34,
Tabnuua 10.15).

PucyHok 10.34 — [lo6aBuTb nyn
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Tabnnuya 10.15 — JobaBnaemble napameTpbl Npu gobasneHun nyna

MapameTp PyHKUMA

None gna BBOOAA WMMEHWU nyna agpecos (I'IpI/I BBOAE

Nms
ncknoumte npobensl, Hanpuvep, vian2_test).
ID cetun Mone ans BBoga agpeca noaceTu.
Macka nogceTu None ana BBoga Macku noaceTu.

HauanbHbI agpec B ananasoHe, kotopbin DHCP-cepsep

HavanbHbi agpec
MOXeT BblAaTb KIMEeHTaM.

KoHeuHbIn agpec B amnana3oHe, kotopbin DHCP-cepsep

KoHeuHbIn agpec
MOXET BblAaTb KNUEHTaM.

Monsa Ona BBOAA BpeMeHM apeHabl Ans BblGpaHHOro

Cpok apennp! rnyna agpecos.

None ans BBOAA wWMO3a MO YMOIN4YaHUO AOnA nyna

LLInto3 no ymon4yanuio
agpecos.

CepBep DNS Anpec(a) DNS-cepsepos.

Mlone BBOOAA [OOMEHHOIO  MMEHMW, nepegasaemoe

KnneHTtckun gomeH
KNMeHTaMm.

10.16.1.3 JlobaBneHue 3apesepBupoBaHHoro IP-agpeca
Mocne Haxatma kHonkn «[obaBuTb» B none «3ape3epBUPOBaHHbLIN

IP-agpec» oTKpoeTcss OKHO paobaBneHuss 3apesepBupoBaHHbIX |P-agpecos
(PucyHok 10.35). Beeante agmanas3oH IP-agpecoB, KoTopble OyayT WCKIOYEHbI

13 obLLero nyna HasHa4yaembix aapecos.

[No6aBuTe

3ape.. 192 168 24 20 - 192

PucyHok 10.35 — [lob6aBneHne 3apesepBupoBaHHbIX IP-agpecos
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10.16.2 NMyHKT «CTaTn4yeckaa npuBA3Ka»

Cratunyeckas npuBsi3ka doukecunpyet COOTBETCTBUE KOHKPETHOro
DHCP-knueHTa onpegenéHHomy IP-agpecy. Koraa knueHT 3anpawumBaeT agpec,
cepBep conocrtasnset ero uaeHtudgukatop (MAC wnu Client ID) ¢ 3anucbto
B CMMCKe M BblAAET 3apaHee HasHadeHHbIN IP. Ncnonb3yeTca aaHHas OyHKUMS,

Hanpumep, Ans BUAeokaMep, BUOeOPerMcTpaTopoB 1 CEPBEPOB.

Crmcok aapecos

IneproadetueHsili Ethernet

VLAN

ID kaverTa /AnnapatHsiii aapec Mpueszka IP-aapeca Pexum npueaziv Ynpasnerive

Unrepdeiic VLAN
HacTpoiikn MapupyTvzaLmm

ERPS

IGMP Snooping

STP

OBbeavHeHue kaHanoB CBA3N
SNMP

MAC-anpec

LLDP

OBHapyserite netens

DHCP cepsep |

DHCP Snooping

PucyHok 10.36 — CtaTnyeckas npussska
1. na pobasneHnsa HaxXxmuTe KHoNKY «[Jo6aBuTby.

2. B nosiBuBLLEMCSA OKHe 3anonHuTte nons (Tabnuua 10.16).

Nobasute

Mpueazka IP-a.. 192 168 24 12

Pexxum npues...  MAC

Annapatbiid... | 01 : AB : 01 : 03 : 04 : F9

OTMeHuTL m

PucyHok 10.37 — [Jo6aBneHne B CNNCOK

Tabnunua 10.16 — CtaTndeckasa npmBaska

MapameTp

PyHKLNA

MNpuBaska IP-agpeca

lNone BBOAa 3apesepBupoBaHHoro IP-agpeca.

Pexxnm npmBaskm

HocTtyneH Bbibop: MAC nnn Name_ASCII.

BOLID SW-324 Bep.2 ALIP.203729.006 P3n n3am.3 ot 18.08.2026




BOLID SW-324 Bepcusa 2. PykoBoACTBO NO 3KcnsiyaTauum 80

MapameTp PyHKLNA
[Mlone BBOOa 3Ha4yeHUsi ucxoass U3 BblIOPAHHOIO
. pexuma.
AnnalpDa::Mblemegpec/ — AnnapatHbin agpec — Beog MAC-agpeca,;
— ID «knueHta (DHCP Option 61) - BBOA

naeHTudgmkaTopa KrmeHTa.

10.16.3 NMyHKT «Cnucok agpecoB»

Cnucok Tekywmnx DHCP-apeHa: nokasbiBaeT, kakve |IP  yxe BbloaHbl

KnueHTam, ¢ kaknum MAC 1 cKonbKo OCTanochb BpemMeHn 0O OKOH4YaHNA apeHabl.

BO LI D {2  Ceresbie Hacpoiiku S C X

Mopt
DHCP-cepBep CraTuuyeckas npuBaska Cnucok aapecoB

SHeproadodekTvBHbIN Ethernet

VLAN Cnucok HasHaueHHbIx IP-agpecos  O6HOBUTL

WHtepdeiic VLAN IP-aapec ID knmneHTa/AnnapatHblii aapec Tvn OctaBLieecs BpeMa apeHAbi(s)
HacTpoiiku MapLpyTsaumum

Tabavua maplpyTvsaum

ARP-Tabnmua

ERPS HeT AaHHbIX
IGMP Snooping

STP

Arperauusa KaHao08

SNMP

MAC-aapec

LLDP

O6HapyxeHue netenb

DHCP-cepsep ‘

PucyHok 10.38 — Cnuncok agpecos

10.17 NMopPA3OEN «DHCP SNOOPING»

DHCP  Snooping—-  dyHKuuMss  6e3onacHOCTM  Ha  ynpaBnsieMblX
KOMMyTaTopax, Kotopasi otcrnexuBaet U dpunbtpyet DHCP-3anpocbl 1 OTBETHI
Ha noptax YCTpoucTBa, Onokupya oTBeTbl OT HefoBepeHHbix DHCP-cepsepoB

N 3almLlan ceTb OT aTak.

10.17.1 NMyHKT «NOGanbHble HACTPOUKNY

[MepBbiM 3TanoM HACTPOMKN YHKUUK SBNAETCHA BKNOYEHUe yHKUun

¢ nomoubto nepekntovatens «DHCP Snooping».
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B D LI D {:,\ CeTeBble HACTPOIAKU

VLAN

InobanbHble HaCTpoiikK KoHdur-a nopra Kondurypauusa onuuun 82
WHTepdeiic VLAN

Hactpoiikv mapwpyTusaumm DHCP Snooping :

Tabauvua MapLupyTU3aummn
DHCP Snooping binding :

ARP-Tabavua

VLAN DHCP Snooping
ERPS

IGMP Snooping OtobpaxeHue KOHGUTypaL ...

STP O6HOBWTL

Arperaums KaHanos
SNMP

MAC-aapec

LLDP

O6HapyxeHue netenb
DHCP-cepBep

PucyHok 10.39 — MobaneHble HacTponkn DHCP Snooping
Mepekntovatens «DHCP Snooping binding» — BknoyeHne Tabnuupl

C OUHAMWYECKUMN  3anncsaMn, KOTopble  UCMOMb3YKTCA ONA  MexaHU3MOB
BGesonacHocTu.

MepekntoyaTtens «VLAN DHCP Snooping» — Mcnonb3yeTcs, eCnn HyXHO
BKNIOUYMTE  (pyHKUMO anst  KoHkpeTHblXx VLAN(oB). To ecTb aTta QyHKUMSA
oTcnexmBannsa n punbtpaumm DHCP-Tpadmka BbInonHAeTCs B npegenax

ykasaHHbIX VLAN, a He rnobarnbHo no Bcemy KOMMyTaTopy.

10.17.2 MNMyHKT «KOHpUr-a nopta»

BTopbiM 3Tanom HacTponku npounssBoamTca BkIoveHne dyHkumm DHCP
Snooping Ha nopTy, ¢ KoToporo paspeweHsl DHCP-oTBeTbl. OTMeYeHHbIE MOPThI
OyayT onpenenaTbeca Kak goBepeHHble (trusted), octanbHble ByayT onpeaenarbes
Kak HejoBepeHHble (untrusted).

[ononHuTensHo BKIOYaETCS OoTCneXxuBaHune HanpaBreHnn
DHCP-coobwenuin: DHCPDECLINE n DHCPRELEASE.
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82

Wntepdeiic VLAN
HacTpoiikin MapuwipyTvzaLi
Tabavua MapupyTusaumm
ARP-Tabnvua

ERPS

IGMP Snooping

STP

Arperauma kaHanoB

SNMP

MAC-aapec

LLDP

OBHapyxetrte netens
DHCP-cepsep

DHCP Snooping

o o sanpoca (vn

DHCP Decline, DHCP Release)

PucyHok 10.40 — Hactpowka noptos

10.17.3 MNMyHKT «KOH(pUrypaums onunn 82»

[ononHNUTENbHBLIM  LLIAroMm HaCTpOVIKVI ABJIIAETCA BKIKO4YeHUe Ha NnopTy

«Onumn  82» (PucyHok 10.41). Wcnonb3yeTca aTa yHKUMA On9 nepenayu

aononHutensHon nHgopmaumm o DHCP-knuneHte Ha DHCP-cepBep (Hanpumep,

nopT, VLAN, Ha3BaHWe ycTponcTea 1 1.4.).

Mopt

SHeprosddekTneHsiit Etheret
VLAN

VnTepdeiic VLAN

HacTpoiikin MappyTuzaumn
Tabmmua MapipyTMsaumn
ARP-tabvua

ERPS

IGMP Snooping

STP

Arperaumsa kaHanoe

SNMP

MAC-aapec

LLDP

ObHapyseHite netens s
DHCP-cepeep

DHCP Snooping

Kondurypauua onumm 82

Moaaepxwsaet onuyio Metopa obpaboTku cyulecTByroweil onunm

Circuit ID Remote ID
82 82
place @
repla
append
drop
keep
replac v
place v
replace v
replace v
replace v

PucyHok 10.41 — KoHurypaums onumm 82

Tabnuua 10.17 — NapameTpbl BKNOYEHNSA «onumnmn 82»

MapameTp

PyHKUMA

MopT

Homep nopTta kommyTaTopa.

MoopepxnBaet
onuwuto 82

BkntodeHne nnu BolknoYeHne yHKUMM Ha NOPTY.
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MapameTp PyHKUMA

MeToa 0o6paboTkm «onumm 82x:
— Replace — 3ameHUTb CcyllecTBylOWYO «onuuo  82»

CyLLeCTBYloLLEN
yugnumvi/S? — Append — gobasutb «onuuio 82», Npn OTCYTCTBUM;

— Drop — otbpocutb onumo Npu NepecbInke;
— Keep/Forward — He M3MeHsATb none onuuu.
NoeHTndomkartop NOAKIHOYEHHOro K KOMMyTaTopy

Circuit ID KNWEHTCKOro yctponcrtea \ Homepa knueHtckoro Ethernet
nopta. OH MoOXeT OblTb MCNONb30BaH AS1I1 Ha3HayYeHus
napameTpoB, YHUKasbHbIX 4159 KOHKPETHOro nosfib3oBaTtens.
NoeHTngukatop KomMmyTaTopa, KOTOpbIA MOXET ObITb

Remote ID MCNonNbL30BaH AN9 Ha3HayeHusi CepBepoOM  CeTeBbIX

HaCTpOeK.

10.18 NMoaPA3ONEN « TECTUPOBAHUE BUPTYAJTIbHOIO KABENA»

PyHKUMA  TecTUpoBaHWSA  BUPTyarbHOrO  KaHana  npegHasHadeHa
Anga ObICTPOW ANarHOCTUKN COCTOSIHUSA Kabensa n otobpaxeHna NnpudnmanTensHom

OJIMHbI O HENCNPABHOCTN.

B 0 L D /|:|\ CeteBble HacTpoiikn

Mopt
Mopt YnpaBnenve
SHeproaddexTveHsiid Ethernet
1 Mpoeepka
VLAN

2 Mpoeepka
Wntepdeiic VLAN

3 Mpoeepka
HacTpoiiku MapupyTuzaLmm

Tabnnua MapLIpyTU3aLUm 4 Mposepka
ARP-tabnvua

ERPS

IGMP Snooping

STP

Arperauvm KaHanoe
SNMP

MAC-anpec

LLDP

OBHapy>xeHve netens
DHCP-cepsep

DHCP Snooping

TecTnpogaHMe BUPTyasHOrO K.

PucyHok 10.42 — TectnpoBaHue BUpTyanbHOro kaHana
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¥npasnerue / PeSyLTaTE) WESITaHHH MEMBEAEHE! TOMKD AR CAPIERH, Ha 3TH DEayISTaTS! TAKXE WOKET DOEAHATS 3ATYXAHHE CHTHAM & CETeBoM Kabens. Ecnu 1A KaGEns WeNge 3w SaTyianne

Chana Boe e MOXY NPGMSGTA 3-32 (HASLENGE, 3 He MI-33 A7 KaGers, T OEPIION, 8 Desyrurara WETMTasen Mame HoBAIGTLA CTHOCHTEIG Borulian Nor peamoct

“
1 Mpoeepka
Mopr Bavsa (m ) Peaynstaris

2 Mpesepa ' 2at [ conpana

K Dnvese
3 Nposepka

Kawan T 238
4 Mposepxa Kasian R 290

PucyHok 10.43 — TecTnpoBaHue BUpTyanbHOro kaHana
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11 PA3OEN NMABHOIO MEHIO «LUEHTP

BE3OMNACHOCTWU»

11.1 MogPA30EN «[1oN. CEPBUCHI»
11.1.1 NMyHKT «[Jon. cepBUCbI»

[MepenanTe B pasgen Ans BKAYEHUS/OTKNIYEHNA PYHKUNN yBEOOMEHUS

1 AocTyna no NpPoToKonam.

B D LI D 1/:,\ LieHTp 6ezonacHocTu

[lon. cepBuCbl |

Telnet

[Jon. cepBuchl HTTPS

Ceptugpukar CA TLS1.1:

CeTeBoli 3kpaH .
YacTHbI npor... ‘:)

WNzonmpoBaHue noproe

SSH :

be3zonacHas ayTeHTMOUKaUMA

PucyHok 11.1 — CuctemHoe obcnyxmnsaHue

Tabnuua 11.1 — NapameTpbl CUCTEMHOro 06CNyXMBaHNA

MapameTp

PyHKUUMU

TLSv1.1

MpoToKoN 3aWMLLEHHOrO TpaHCNOPTHOrO ypoBHS (TLS)
obecneynmBaeT KOHPUOEHUMANBHOCTb U  LIENOCTHOCTb
OaHHbIX Mexay ABYMS NPUKNagHbIMU NPUMOXKEHUAMMU.
TLS Bknioyaet pgea yposBHs: TLS Record (ypoBeHb
3anncen) n TLS Handshake (npouenypa ycTaHOBIEHUS
coeaNHEHUS).

L TLS 1.1 wucnonb3yeT yctapesBwme U cnabble
anropuTMbl LWUNPOBAHUSA; peKoMeHOyeTCa OTKYUTb
nogaepxky TLS 1.1.

YacTHbIN npoToKonN

[NpmBaTHLIM NPOTOKOJT.

' Mpn ucnonb3oBaHUM YHKUUN MOTYT BO3HMKHYTb
puckn ans G6esonacHocTn. PekomeHOyeTcsl OTKMYUTb
3TY PYHKLMIO, ECIIM OHa HEe UCMOMNb3yeTCs.

SSH

BknioyeHne poctyna 4depe3 npoTtokosi SSH. ®OyHKuus
OTKITHOYEHA MO YMOMYaHMIO.
2 Tlpn 1cnonb3oBaHUU  (PYHKLMM MOTYT BO3HUKHYTb

puckn gns 6esonacHocTn. PekomeHayeTcsl OTKMOUYUTb
3Ty PYHKLMIO, ECIM OHa He UCMONb3yeTCs.

BOLID SW-324 Bep.2 ALIP.203729.006 P3n nam.3 ot 18.08.2026

85




BOLID SW-324 Bepcusa 2. PykoBoACTBO NO 3KcnsiyaTauum 86

11.1.2 NyHKT «<HTTPS»

BHMAHWE!
o Mepen BkntoyeHnem HTTPS wmn cospaHnem ceptudukata ybeautecs,
4YTO TekyLlee BPeEMS U YacOBOW NOSIC YCTAHOBIEHbI MPaBUIIbHO.

Mogpasgen HTTPS noggepxvmBaet npocMOTP M ynpaBreHne napameTpamum
noBbieHnss 6e3onacHOCTU ceTeBOW paboTbl C  UCMOMNb30BaHWMEM CETEBbIX
cepTudunkaTos.

UTobbl nepenTtn Ha paboTy no https npoTokony, agMUHUCTPATOP OOSMKEH
MNONYYUTb U YCTAHOBUTb B CUCTEMY CepTUdMKaAT OTKPLITOrO Krwoda Ans 3Toro
Beb-cepBepa. CepTudumkar OTKPbITOrO Krova MoATBepXOaeT NPUHALANEXHOCTb
OAHHOro OTKpbLITOro Kro4va Bnagensuy. CepTudukaT OTKPbITOrO Krkya u cam
OTKPbITbIN KITKOY MOCLINAKTCA KITMEHTY NPU YCTaHOBIIEHUN COeANHEHUS; 3aKPbIThbIN
KMNtoY Ucnonb3yeTcs A4S paclumngpoBKM COOBLLEHNI OT KNMEHTA.

Ana cospgaHua cepTudpmkata B [JaHHOM nogpasfesie cHadana HyXHO
Bkntounte HTTPS. [na atoro nepengute B nyHKT «HTTPS». [Janee nepengute
B NyHKT «CepTudumkat CA — Ceptudumkat yctponctsar». B JaHHOM NyHKTE MOXHO
co3gatb HOBbIM cepTUdUKaT W rnocre 3anofiHeHUA COOTBETCTBYIOLIMX MOnew
CcKa4yaTb CreHepupoBaHHbLIN cepTUdmKar.

~ Mpn nepBon Hactponke HTTPS wunn wmnameHeHun |P-agpeca
KOMMyTaTopa HeobXoaAMMO 3aHOBO cOo3aaTb cepTudurKaT cepBepa;
L0 Ecnv Bbl BnepBble ucnonb3dyete HTTPS nocne 3ameHbl KoMMbOTEPA,

HeoOXoAMMO 3arpy3uTb KOPHEBOW cepTUdMKAT 3aHOBO.

BOLID & Ueurp Gesonacrocm @G x
[lon. cepsucl |
[on. cepsucbl HTTPS
Telnet _—
CepTudukar CA Bkatounth ()
Ceresoii akpa ‘ HTTPS - 370 cepBuMCHaA 3anKch, OCHOBaHHasA Ha 6e30MacHOCTI TPAHCMOPTHOTO YpoBHA (TLS). HTTPS NpeaocTaaseT Be6-cepauch.
N30auposaHie nopTos
AgToHanpaeneHue Ha HTTPS Q
BeszonacHan ayTeHTuduKauna
BuibepuTe cepTuduKat ycTpoiictea YnpaeneHve ceptudurkatamm
Homep .
Ne Wmsa Cpok aeiictBus Monb3oBarenb BbigaH Wcnonb3syetca
ceptudukata
6530326566653830
® 1 G 2049-12-18 192.168.1.110 General Device TS TR
( s
- 19:00:15 CA
3834383134

3arpyawTe KOpHEBO/i cepTHdMKaT

PucyHok 11.2 — HTTPS
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1. Y6eanTecb B aKTyanbHOCTU TEKYLLIEN AaTbl.

2. Bkntounte HTTPS ansg nosbilweHnst 6€30nacHOCTM CUCTEMBI.

3. lanee BknNtouYnte coBmecTUmMocTb TLSv1.1, yToObl O0DecnevnTb
COBMECTUMOCTb NPoTOKoNoB ([MyHKT «[on. cepBUCHI»).

4. BulbepuTe nakeT cepTudmrKkaToB yCTPOUCTBA.

5. [lna cosgaHusa, nmnopTta UM 3KcnopTta cepTudukata HaXXMuUTe KHOIMKY
«YnpaBneHue cepTugukaTamm.

6. CoxpaHuTe HaCTPOWKY.

11.2 NMogPA3OEN « TELNET»

Telnet — aTo ©a3oBbin NPOTOKON yOaneéHHoro yrnpasrieHus,
KOTOpbI obecneunBaeT OOCTYN K CETEBbIM YCTPOMCTBAM 4epe3 KOMaHAHYHo
CTPOKY AONnsi BbIMONHEHMST 3af4ay No HACTPOMKE U TEXHUYECKOMY OOCHY>KMBaHMUIO.
[NepenaBaemble OaHHble, BKMA4Yas Y4YE€THble daHHble, He LWudpyeTcs
N nepenaétcs B OTKPbITOM Buae. B cBs3nM ¢ aTuM B cuctemMax C MOBbILLEHHbIMU
TpeboBaHNAMM K 3aWmuTe [OaHHbIX pPEeKoMeHOyeTcs ucnonb3oBaTb Oonee

BesonacHbIn NpoTokosn SSH.

B D LI D {:,\ LleHTp 6ezonacHocTm

[on. cepBuchbl

Brnoumnts ! (:)
Telnet |

Ceptudwkar CA ObHosuTs

CeTeBoli 3kpaH
M301mpoBaHme nopTtos

beszonacHas ayTeHTUGUKaLNA

PucyHok 11.3 — Telnet
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11.3 MNMogPA3OEN « CEPTUPUKAT CA»

11.3.1 NMNyHKT «CepTUcMKaT ycTpOUCTBa»

Mepenaute «MaBHoe MeHO — LleHTp 6e3onacHocTn — CepTtudgmkat CA —
CepTudumkaTt ycTpomctBa» [ONa CcO3gaHUA cepTudukata wunm gna  mMmnopTa
CTOPOHHEro cepTudukata Ha yCTPOUCTBO.

CnepnynTe MHCTPYKUMAM Ha 9KpaHe N4 co3gaHnsa Uinn MMnopTa CTOPOHHETO

cepTudukara.

B D LI D /:,\ LlenTp 6e3omacHocTn @ Ccx

[llon. cepBuchl
CepTudukart ycrpoiictsa JoBepeHHble cepTmdunkatbl CA

Telnet

Ceptudukar CA | CepTuduKaT ABNAETCA JOKa3aTe/IbCTBOM JleralbHOro CTaTyca yCTpoiicTBa. Hanpumep, cepTudunkat ycTpoiicTBa NpoBepsAeTcsa, koraa bpaysep noAkatouaeTcsa K

ycTpoiicTBy no npotokony HTTPS.

CeTeBoii 3kpaH

M30/1poBaHme NopTos YcTaHoBUTb cepTuduKaT ycTpoiicTsa BoiiauTe B pexum peaakTposaHua
BesonacHas ayTeHTudmKkaums Homep Cratyc
Cpok Monb3oBat Wcnonbsye
Ne Wmsa cepTuduka o BobigaH cepTuduka Ckauvatb Yaanute
AevicTBNA enb Tca
Ta Ta
65303265666
53830666332 2049-12-18 General "
1 192.168.1.110 . HTTPS O6bIUHbIit L m
33393436363 19:00:15 Device TS CA
834383134

PucyHok 11.4 — CepTudumkat yctponctea
Cospgate ceptudmkar — CNyXmt  Onsg  co3gaHus  caMononucaHHoro

ceptudmkata. Ceptudumkatr MoxeT  OblTb  UCNONb30OBaH,  HanpuUMep,

npu noaknioveHum no HTTPS.

Llar 2: Beegute nnpopmaumio o ceptudmkare. X

Wma:

Llar 1: Beibepute pexxvM ycTaHOBKM. X
#IP-agpec: 192168,

(®) Cosgatb ceptndukar
MNoapazpenexu...

OpraHmnzauma:
lNopaua 3aABKM Ha NonyuyeHne cepTudrKaTa LeHTpa cepTUGUKaLIKn 1

MMMOPT (PekoMeHAyeTcA)
# Cpok AeidcTe...
aveli ( 1~5000 )

+ Pervion
YcTaHOBWTe CyLLLeCTBYHOLLWIA cepTUdMKaT

Peruon:

Hazzanwe rop... :

Creaytowuia OTMEHNTL Hazan Cozaanvie 1 ycTaHoBKa ceptudukara OtmenunTs

PucyHok 11.5 — CosgaHne camonoanncaHHoro ceptudukara
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[Mopaya 3adBKM Ha MofiydeHue cepTudukaTa uUeHTpa cepTudomkauum

N UMNOPT (pPeKoMeHayeTcs) — CRAYXUT AN cOo34aHust U MMnopTa AOBEePEeHHOro

cepTudmkata nNyTém co3gaHus 3anpoca AOns OTNpaBku B LEHTP cepTudukauum

N UMNOopTa BO3BPALLEHHOMO U3 LieHTpa cepTudmkaunm ceptmdukaTa.

Lar 1: Beibepute pexumM ycTaHOBKW.

Cospatb ceptudumkat

LWar 2: Beegute uHpopmaumio o ceptudukare. X

#P-agpec: = 192.168. 7

Moapazaenenue o...

Opranvzauuma :

(®) Moaaua 3aABKM Ha NONYUeHMe CePTUPHKATA LIeHTPa cepTUdMKaLIAM K

MMMOPT (pekoMeHayeTcs)

YcTaHoBWTe CylecTBytoWMiA cepTudmkat

# Pervon:

Pervon:

Hazpanne ropoaa:

PucyHok 11.6 — Co3gaHune n nMnopTt JOBEPEHHOro cepTudukaTa

YCTaHOBUTL CYLLECTBYIOLLMA CEPTUMUKAT — CAYXKUT AS19 MMNopTa rotToBOro

cepTudukaTta BbinyLLeHHOro nobbiM cnocobom 6e3 nomoLwm BuageoperncTpaTopa.

Lar 1: Beibepute pexxum ycTaHOBKM.

Cospatb ceptudmxar

X

Monaua 3aABKM Ha NONYYeHUe cepTUdMKaTa LeHTpa cepTuduKaLmm m

MMMOPT (PEKOMEHAYETCA)

(®) YcranoBWTe CyLLeCTBYHOLWLMIA cepTndniKar

Llar 2: BeibepuTe cepTUdMKAT M 3aKPbITLINA KO, X
* [NyTb K cepTUdUK... O63op
* 3aKpbITLIA KIHOY O63op

Maponk OT 2aKPBITO...

Cnegyrowmii OTMEHWTL Hazan WMnopTupyiite u ycTaHoBWTE OTMeHUTE

PucyHok 11.7 — IMnopT CTOpOHHEro ceptudgukaTa
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11.3.2 MNyHKT «[JoBepeHHble cepTucunkatbl CA»

90

MNepenante «MaBHoe meHo — LleHTp 6e3onacHocTn — CepTtudmkatr CA —

HoBepeHHble cepTudukatel CA» Ona mMmnopta AOBEPEHHOro cepTudukaTa

Ha ycTponcTBo. [lanee ceptudukat bygeTt ncnonb3osaH npu Hactporike 802.1x.

B D LI D /|:,\ LlenTp 6e3onacHocTn

[lon. cepsuchbl
CepTudukart ycrpoiictsa [JloBepeHHbie cepTndmkatol CA
Telnet _—

[ JCaM

Ceptudpukar CA |

oAnnHHocTK 802.1X.

[loBepeHHbIli ceptudukat CA ucnosbyetca Ans MPOBEPKW NPaBOBOTO CTaTyca XocTa. Hanpumep, ceptudukat CA JokeH ObiTb yCTaHOBAEH ANA NPOBEPKM N

CeTeBolf 3kpaH

M30/MpoBaHie NopTos Ycr. posepeH. ceptudukata BoiianTe B pexum peAakTMpoBaHus
BesonacHas ayTeHTnoMKauma Nm Homep Cpok Wcnonbsyet Cratyc Ckauat  Ypanut
N2 o Monb3oBatenb Bblaan

A cepTudukata AevicTBuA <} cepTuduKara b b

2050-07-08 General Device TS General Device Root o

1 361685e2c06a4df6 O6bIUHbIA L [}

09:34:14 CA CA
2059-05-23 General Device Root General Device Root . o
2 625c21e64320135a O6bIUHbIA L1 m

06:18:27 CA CA

PucyHok 11.8 — YcTaHoOBKa [OBEpPEeHHOro ceptudukara
11.4 NMoarPA3OEN « CETEBON 3KPAH»

11.4.1 NyHKT «IP dounbTp»

[ob6aebTe IP-agpec, MAC-agpec vwnn guanasoH |IP B BblGpaHHbIN CANCOK

anst GrOKMPOBKM UNWN ANS pa3peLleHns AoCTyna K YCTPOWUCTBY MO CETU.

B D LI D /l:,\ LleHTp 6e30nacHocTit

Jon. cepsucbl

IP ¢punbTp 3awura ot atak DoS
Telnet
Ceptudukar CA Bkatounts
CeTeBoii 3kpaH | (® Benbiii cnmcok Y&pHbliA cnncok

V30/1poBaHme NOpToB -
Pa3pewnTb xocTy ¢ IP uam MAC-aapecom 13 CelytoLLero Cnncka AoCTyn K ykasaHHOMY NOPTY TEKYLLEro YCTPOiicTBa Yepes ceTeBOe NOAKAIOUEHe

BesonacHasa ayTeHTUOUKauua

Ne MpymennT

b

IP/MAC xocTa Mopt Ynpasnexune

HeT aaHHbIX

O6HOBUTH
PucyHok 11.9 — ®dunbTpaumsa no IP

1. Bknounte dyHKumMio n Bblibepute cnucok pgoctyna (PucyHok 11.10).

[lns gaHHoro yCTpOVICTBa OOCTYIMHbI cneayrLline BapunaHThbl:

— benbIn cnncok — ceTeBon OOCTYN pa3peLUéEH;
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— YeépHbI CNNCOK — CeTeBOW OOCTYN 3arpeLLeH.

B D LD é.\ Llentp GezonacHocty

[on. cepsucel

IP punstp 3awwTa ot arak DoS
Telnet
Ceprudmrar CA BraroumTs : () @

Py ) - [
Cetegoit 3kpaH @ (®) Benwlli cnucok HepHeIi cnucok

MzonrpoeaHue noptos

Pazpewwmts xocty ¢ IP man MAC-aapecom uz

Q) o

Ne MpumeHuTb

bezonacHan ayTeHTMdWKaLMA

PucyHok 11.10 — [Jo6aBuTb
2. Haxxmute kHonky «[lobaBuTb», BbIDEpuTe K3 BbiNagatollero crnucka

cnocob gobasneHnsa (PucyHok 11.10). JocTynHo:

— [lobaBneHne npu BBeaeHuu |P-agpeca yctponctBa. [JOMONHUTENBLHO
BBOAUTCA AnanasoH AOCTYMNHbIX CETEBbLIX MNOPTOB AN BBeAEHHOro |IP-agpeca;

Jobaeute X

Tvn P
Nobaeute X

IP-anpec

Bce noptsl ycr... Tn P

HauanbHbIi ... (1-65535)

IP-aapec

Kowreunslid nopt (1-65535)

PucyHok 11.11 — [lo6aBuTb IP-agpec

— [obaeneHne ananasoHa IP-agpecoB B crnvcok. [JONonHMUTENbHO BBOAUTCS

AnanasoH OOCTYMHbIX CEeTEBbIX NMOPTOB Ans BBeAEHHOro AnanasoHa |P-agpecos;

Lo6asute X

Tun IP-cerment

Jo6aenTe X

HavaneHeii a...

KoHeuHbld an... Twn IP-cerment
Bce nopTsi ycT... HauanbHelii a...

HauanbHbiii ... (1-65535) KoHeuHblid aa...

KoHeuHbIA nopt (1-65535) Bce nopTe! ycT... ()

OTMeHUTL “ OTtmernTs ﬂ
PucyHok 11.12 — lo6aBuTb gmManasoH IP
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— [ob6aeneHne npu BBegeHnn MAC-agpeca,;

Jobaeuts X

Tun MAC-agpec

MAC-aapec

OTMEHUTE ﬂ
PucyHok 11.13 — [Jobasute MAC-agpec

— [NobasneHne gna Bcex |IP-agpecoB ananasoHa MNOPTOB C HavanbHOro
nopTta 40 KOHEYHOrO.

Jobaeunte X

Tun Bce IP-anpeca
HauanbHbIi n... (1-65535)

KoHeuHbIW nopt (1-65535)

OTmeHUTE m

PucyHok 11.14 — [lJo6aBuTb BCe IP-agpeca

11.4.2 MNyHKT «3awumTa ot atak DoS»
Boibepute «SYN aTtakm (3awurta oT atak ¢ nepenosiHeHnem SYN)»
nm «ICMP artakn (3awmta oT atak ¢ nepenonHeHvem ICMP)» ans sawmrbl

ycTponctea oT DoS-artak.

s Gobwoe KoMUecTBO NakeTos ICMP Ha YCTPOIACTBO, 3TO MOXET MPUBECTH K CBOI0 H3-3a MeperpyaKy BbIMMCIMTE IsHbIX Pecypcog. B cryvae araki ¢
6yner 5 nyTem o ¥ ICMP.

PucyHok 11.15 — BkntodeHue 3awmntbl oT DoS-aTak
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11.5 NogPA3OEN «30NMPOBAHUE NMOPTOB»

N3onsums noptoB obecnednBaeT pasgerneHve Tpadmka Ha KaHanbHOM
YPOBHE (YpOBHEe 2).

Het AaHHbIx

NPI/IcyHOK 11.16 — 3onupoBaHue nopToBs
UTtobbl n3onupoBatb L2-gaHHble Mexay noptamu, Hy>XHO fo6aBuTb NOPThI
B rpynny mnsonsauuu. [ns aTtoro:
1. Haxkmute kHonky «[Jo6aButb».
2. [lanee B NOSIBUBLLEMCS OKHE YCTaHOBMUTE rpynny (4OCTynHO 4 rpynnbl)
N yCTaHOBUTE NOPThbI, KOTOpble OyayT BXOAUTb B 3Ty rpynny.
3. MNocne coxpaHeHnst Kagpbl KaHanNbLHOrO YpoBHA He ByayT nepegaBaThCs

MexXay nopTamm 3Tow rpynmbl.

PucyHok 11.17 — lob6aBneHue rpynnol

11.6 MNMoaPA3AEN « BE3ONACHAA AYTEHTUDUKALUAY
11.6.1 NyHKT «KARNropuTM NpoBEepPKU NOANNHHOCTU»

Bbibop anroputma gangxecrta ans aytTeHTudukaumm.

B D LI D /|:,\ LleHTp 6ezonacHocTn

Jon. cepBuUChI

ANropuTM NPOBEPKY MOANMHHOCTH
Telnet

Ceptngukar CA MeToa WudposaHua Noab3osarens : MD5 SHA256

CeTeBoit 3kpaH

M3onmposaHme noptos

besonacHaa ayTeHTMdMKaLuWA |

PucyHok 11.18 — Anroputm npoBepKn NOASIMHHOCTYU
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12 PA3OEN NMABHOIMO MEHIO «HACTPOUKN QOS»

QoS (Quality of Service/KadyectBo 06CnyxmMBaHus) — 370 0OLlee Ha3BaHue
TEXHONOMMN NpuopuTM3aumMn Tpadmka Onsa ynyyleHus KadyecTBa TeX MM WHbIX
yCnyr B YCroBUSAX BbICOKOW HarpyXeHHocTu ceTu. [Npu pabote gaHHOM pyHKLUK
NCNOSb3yeTcs anropuTM M3MEeHeHUs nopsaka pacrnonoXeHUs KagpoB B o4epeasax
(NnprnopuTnzaums).

[MpropuTM3aums NPOUCXOOUT C MOMOLLLIO pa3feneHns Tpaduka Ha Knacchbl
N NpefoCTaBfieHMst  KnaccaMm  pasfn4yHbiX MPUOPUTETOB B ODCYXMBaHWUM,
C NOMOLLbIO 3TOro obecneynBaeTcsl CBOEBPEMEHHAA OOCTaBKa YyBCTBUTENBHOMO
K BpEMEHHbIM 3aepXXkam Tpaduka.

T.e. Tpacmk ¢ Bonbwum npuoputeTom, Hanpumep, RTSP notok, 6yaer
nepepaBaTtbCs B MNEPBYHD ovepedb C MWHUMANbHbIMU 3agepxkamu. Tpaduk
C HU3KMM MNPUOPUTETOM, Hanpumep, coaepxmmoe BebO-nHTepdenca, Oyoer
NOMELEH Bo4vepedb C 6onee HU3KUM NPUOPUTETOM, [Ae AonyckakTcs

BPEMEHHbIE 3a4ePXXKN U MOTryT BObITb NP HEOOXOANMOCTN OTOPOLLEHDI.

12.1 NMopgPA30OEN «[MPUOPUTET NOPTOB»

Krnacc npuvopuTeTHOCTM  BbICTaBTaBnseTCA B 3arofloBke  MakeTa.
Ansa knaccudukaumm Tpaduka UCnonb3ylTCA CTaHOapTHbIEe MOSiS B 3arofioBKax.
YCTPONUCTBO aHanuaupyetT u pacnpefendetr naket B odepedb B COOTBETCTBUU

C NPUCBOEHHLIM LLMPPOBbLIM NPUOPUTETOM.

Pexxum nposepus «802.1p»

Onsa obecneyeHna QoS Ha L2 ypoBHe KOMMyTaTOp noagepXueaet
IEEE 802.1p. Cneuundmkaums |IEEE 802.1p nossondeT 3agatb OO0 8 ypoBHeN
npuoputeTos (oT 0 go 7), onpegenatowmx cnocob obpaboTkm kagpa. NpuoputeT
ycTaHasnmBaeTca B none CoS (Class of Service), none coctout n3 3 out B Tere
802.1Q Ethernet-kagpa.
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CtpykTypa Ethernet kagpa. Ter 802.1p BHyTpu Tera 802.1Q:
KoHTpornbHas
Anpec Anpec 002/1Q Ter flnvtal [laHHble nocneonongen:HOCTb
HasHadyeHns | UCToYHUKa (TPID | TCI Twvin xanpa
6 bant 6 6aunt 4 6anTta 2 banta | 46 — 1500 Gant 4 banta
TPID — NHpopmauna o6 ynpasneHnn metkamm (TCI)
naeHtudukartop tera. | Priority — ypoBeHb | CFl — uHgmkaTop VID — ngeHtndgukaTtop
Mo ymonyaHuio npuoputeta 802.1p | KaHOHW4YECKOrO VLAN, 3HayeHus ot 0 go
0x8100. (otO0pmo7) dopmara. 4095
16 6ut 3 buta 1 6ut 12 6ut
Tabnuuya 12.1 — Bocemb knaccos npuoputeTta Tpaduka (ctangapt IEEE 802.1p)
YpoBeHb YpoBeHb
Knacc npggg qTeTa npggg qTeTa YpoBeHb 06CnyXuBaHus.
npuopurteTta 1P 1P Twun Tpadumka
(aecaTnyHasn | (ABounYHanA
cucrema) cucrema)
Best Effort. KauectBo nepepaum
0 000 He rapaHTUpoBaHo, HO
nogaepxmnBaeTca Ha nydwem
YPOBHE 13 BO3MOXHOrO.
1 001 Background. ®oHoBbIN Tpaguk.
Ouepenb ¢ 5 010 Standard (spare). CTaHOapTHbIN
HU3KUM TpaduK.
nprMopuTeETOM Excellent Effort (business
critical). MNpuopuTeTHbI Tpaduk.
3 011 He KpuTuuHble K 3agepxke,
HO KPUTUYHbIE K noTepsam
OaHHble. MeHee npuopuTeTHble,
YeM KOHTpONuUpyeMmbin Tpauk.
Controlled Load  (streaming
multimedia). KoHTponunpyembli
4 100 Tpapuk. KpUTUYHBIN K noTepsam,
HO HE KPUTUYHLIA K 3adepXKe.
MynbTumMeguimnHble NOTOKMW.
Ouepenb C Video. BugeonoTtokun. KputmnyHou
BbICOKUM 5 101 ABMSETCA  3afepXKa  CBblwe
NPUOPUTETOM 100 mc.
Voice. [onocoBon  Tpaduk.
6 110 KputnyHon aBnsietca 3agepxka
cebiwe 10 mc.
7 111 Network Control Reserved traffic.
[aHHble ynpaBneHnsa ceTblo.
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Pexunm nosepusa «DSCP»

Ons obecnevyeHnsa QoS Ha L3 ypoBHe komMyTaTtop nogaepxuBaeT BuA
npuopuTnU3aunmn, NpuM KOTOpomM B 3aronoBok IP gobaesngaetca cneuuanbHbii 6anT
ToS — Type of Service.

OTOoT 6Ganmt MoxeT ObITb 3anonHeH nuMbo 3HadeHMeM npuopuTeTa
IP Precedence, nubo 3HayeHnem DSCP (Differentiated Services Code Point) .

Onsa obecneyeHns QoS npuoputeT ycTtaHaBnusaetca B rnone DSCP

(Differentiated Services Code Point), none 3aHnmaet 6 6ut B IP nakete n nmeet

npuoputeTHocTb 0 0O 63.

|_Baronosok L2 | 802.1Q |_ | ToS | 3aronosok L3 | [ahHble |
~802.4p | CFl | VLANID S N P
(36uta) | (16ur) | (12 6uT) L - I I R
Mpuoputet Delay/Cost/
IP-agpecos (5 6ur)
(3 6uta)
TDSCP T U ]
Tabnuua 12.2 — lNpueaska no ymonyaHnio DSCP k CoS (npunoputetam 802.1p)
BHyTpeHHMN 0 1 > 3 4 5 6 v
npuoputeT
DSCP 0-7 |8—-15 16-23 |24 -31|32-39|40-47|48 - 55|56 — 63
CoS 0 1 2 3 4 5 6 7

12.1.1 HacTpouka

B 3aBucMmocTM OT 3agayn yCTaHOBWUTE M3 BbiMagaroLllero crnvcka «Pexum
AOBEPUSI» U NPUOPUTET Ha NOPTY:

Pexum poBepue BkrntovaeT YeTblpe BapuwaHTa: Untrust (He poBepsTb),
802.1P, DSCP n DSCP & 802.1P.

Bbibop pexunma onpegensieT, kakme MeTKu npuopuTteTa byayT yuntbiBaTbCA
BXogdaWmnmMn noptamm (Tosnibko 802.1p, Tonsko DSCP, o6a unn Hu ogHoro).

- Mo ymonuanuo npmnoputet 802.1p n npmnoputetr DSCP ans ronocosomn

VLAN paBHbl 6 1 46 COOTBETCTBEHHO.

Haxmunte OK ons coxpaHeHust HacTPOEK.
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BOLID {43 Cetesbie HacTpoiikn Ynpasnenve PoE LleHTp 6e30nacHocTn Hacrpoiikn QoS

| Pexim nosep... ‘

Untrust

021p Mpropwrer

DSCP
Llelinep Tpaduka DSCP & 802.1P

PucyHok 12.1 — Hactponka npmoputeTHoCcTu

12.2 NMogpPA3OEN «ACL»

ACL (Access Control List, cnucok KOHTpona AocTyna)— MexaHu3Mm
dunbTpaumn IP-nakeTtoB, NO3BONSKOLNMA KOHTPONMPOBATbL CETEBOM Tpaduk,
Ha annapaTHOM YPOBHE paspellasd wunM 3anpelsas npoxoxgeHne MnakeToB

Mo onpefenéHHbIM napameTpam.

12.2.1 NMyHKT «KoHcpurypauma ACL»

12.2.1.1 Bknapka «MAC ACL»
B paHHoOm Bknagke HacTpauBaeTcsa unbTpauma ACL Ha ocHoBe

MAC-agpecos.

MepBbiM 3Tanom co3gaém Homep ACL ¢ nomoLbto KHOMKK «[1obaBUTb.

[Job6aButb Homep ACL

Homep ACL : 1000 Q‘ 0-198

@, .

PucyHok 12.2 — [lob6asneHne Homepa ACL

CkopocTb : 5
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Tabnuua 12.3 — [lobaBneHne Homepa ACL

MapameTp PyHKUMA

AdonycTumbin 3apesepBMPOBaAHHbLIN AvanasoH
Homep ACL ans MAC ACL ot 1000 Ao 1999.

YnpaensieT warom Ans aBToMaTUYecku HasHavyaemblX
noeHTMdnkaTopoB npasun npu  gobaBneHMM HOBbIX
npaBun. OTO pe3epBUpyeT MecTo Ans Oyaylien BCTaBKU
NpaBun 1 ynpoLuaeT yrnpaBreHue.

CKopocCTb

Mocne pob6aBneHus nepexoamMm K CO3daHUKO CrNKMCKa npaBUrl. Boigensem

B obwem cnucke Homep ACL. U Haxkmumaem kHorky «[Jo6aBuUTb.

B D LI D /l;,\ Hactpoiikm QoS

Mpriopuret nopros MAC ACL Basosblit IP ACL PaclwmpeHHbIit P ACL

ACL ~
Crnmcok MAC ACL

K ACL
OHpuUrypaLma | flo6aBuTs LanuTh

Mepvoa -
] Homep ACL CkopocTb
Mpusazka ACL
O 1000 5
Knaccupukauma noptos O
] Tekyujee 3HaueHve | 1001 5
MnaHnpoBLMK oyepean
Llleiinep Tpadiika Bcero: 2 sanuceit
KoHTpob wropma Cnincok npasun MAC ACL

No6aBuTb NanuUTE O6HOBUTL TUTb MONaAaHus

PucyHok 12.3 — Beibop Homepa MAC ACL
B nosismBLIEMCS OKHEe NepexoauM K 3anosTHEHMIO NapaMeTpoB.

Homep ACL

WaeHtnukatop np...

[elictene PazpeLunts v
Toboit MAC-agpec...

Wexoanbii MAC-aa...

Macka anpeca

Nioboii MAC-aapec...

MAC-aapec HazHau...

Macka agpeca

Twn Ethernet : (O-FFFF
MpuopwuTeT 802.1p : Bez orpanuuermnii v
Mepuon : bez orpaHuyueHuii v

Cratncruka cosnaa..

Omens “

PucyHok 12.4 — CosgaHue npasun
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Tabnuua 12.4 — Cosganue npasun ACL

MapameTp

PyHKLNA

Homep ACL

dukcupoBaHHOE  3Ha4veHwue, BbiCTaBnseTcs
npu gobasneHnn Homepa ACL.

NoeHTndoumkatop npasuna

YcTtaHaBnuBaeTcs nopsiaoK cregoBaHus
npasuna ACL MAC ansa ynpoLleHns
yrnpaBneHus.

[encrteune

Bbibop gencrteud, kotopoe ByaeT NponcxoauTb
C MaKeTOM BO BpeMsi NepPeChISIKU:

— Paspewntb —  paspewmntb  goctyn  OT
MCTOYHMKA K NofydaTento;
— 3anpetutb — 3abnokupoBaTb AOCTYn

OT UCTOYHUMKaA K MnosyyaTersito.

JTtobon MAC-agpec UCTOYHKKA

[Mocne akTmBaumm nepeknodaTens, npasBuIio
NpUMeHsieTcs K nodomy MAC-agpecy
MCTOYHMKA. ECnM HEeT, TO HY)XHO 3anofHUTb
napameTpsbl: «McxoaHein MAC-agpec» n «Macka
agpecay.

NcxogHbin MAC-aopec

Beeaute MAC-agpec UCTOYHUKA.

Macka agpeca

BBoa macku.

JTtobonn MAC-agpec mecTa
Ha3Ha4YeHus

[Mocne akTmBauun nepeknyartens, npasumo
NnpUMeHsieTcs K nodomy MAC-agpecy
Ha3HadyeHus. Ecnn HeT, TO HY)XHO 3anosiHUTb
napameTpsbl: «MAC-agpec HasHa4YeHua»
n «Macka agpecan.

MAC-agpec Ha3HayeHus

Beeante MAC-agpec HazHayeHus.

Macka agpeca

BBoa macku.

Twun Ethernet

YctaHaBsnueaetca tun Ethernet ncnonbayembin
ana  unogeHtudukaumm nNpoTokosioB.  [uanasoH
ot 0 po FFFF.

MpuoputeTt 802.1p

YposeHb npuoputeta 802.1p (ot 0 pmo 7)
Ans knaccudukaumm Tpadgmika.

[Mepnon

BpemeHHON nHTepBarn, Korga rnpasusio akTUBHO.
MoxHo  BbiGpaTb K13  npegonpeaenéHHbIX
nepuoaos unun 6e3 orpaHNYeHun.

Cratuctuka cosnageHum

Ecnu BKIMHOYEHO, YCTPOWMCTBO oynet
noacyMTbIBaTb KONM4YeCTBO NakeToB,
nognagamwmnx nog 9TO nNpaBuno  (CYETYMK
coBrnageHun).
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BOLID @ Hacrpoiin Qo QG x
propi A

PucyHok 12.5 — Cnncok MAC ACL npasun
Mocne co3ganus npasmun MAC ACL gocTynHbl crnegyoume 4eNCTBUS:

— [ _ BHeceHWe n3MeHeHWt B CO3AaHHOE NPaBUIIO;

_m_ yaaneHue npasuna;

— B — BbI30B NaHenu ¢ NosHoit MHdopMaLVel o NpaBune;

— B3 — OOHyneHne KonuyecTBa MaKkeToB, COOTBETCTBYIOLIMX [aHHOMY
npasuny.
12.2.1.2 Bknagka «basoBbin IP ACL»

B naHHOM Bknagke HacTpamBaetca dunbtpauns ACL Ha ocHoBe
IP-agpecos.

[MepBbiM aTanom co3gaém Homep ACL ¢ nomoLLbo KHoMkKK «[JobaBntby.

[obasutsb Homep ACL

[ 2000] @
®

5

OTMEHUTE

PucyHok 12.6 — [lobaBneHne Homepa IP ACL
Tabnuuya 12.5 — [lobasneHne Homepa IP ACL

MapameTp PyHKLNA
Honyctumbin 3ape3epBUpPOBaHHbIN AvanasoH
Homep ACL ans [P ACL ot 2000 o 2999.
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MapameTp PyHKLNA

YnpaenseTt warom Aans aBToMaTU4ecKn HasHavaemblx
NOEHTUMKATOPOB npasun npu  gobaBneHUM HOBbIX
npasun. JTo pe3epBUpyeT MECTO Ans Oyayuwen BCTaBKu
npaBun 1 ynpowaeT yrnpaBneHme.

CkopocTb

Mocne pobaBneHus nepexoaum K CO3[daHuIo cnucka npasun. Bbligensiem

B obwiem cnucke Homep IP ACL. U Haxxnmaem kHOMKy «[1obaButby.

B 0 LI D | /‘l_l\ Hacrpoiikn QoS

MpuopuTET NOPTOB MAC ACL bazoewiid IP ACL PacwwpenHelid IP ACL

(5]

ACL ~
bazoebld cnucok [P ACL

Kondurypauws ACL
pury T [oBaEUTE

Mepwog
Homep ACL

@ l,\\, Tekywee sHaueHue | 2000

Bcero: 1 3anucent

Mpuesaska ACL
Knaccudurkauua nopToe
MnaHWpoBLWMK ouepean

Weiinep Tpaduka BasoBbIA cnncok npasun 1P ACL

KoHTpons wiopma @ Ao6asuts OBroBuTs

PucyHok 12.7 — Beibop Homepa MAC ACL
B nosiBUBLLEMCSI OKHE NEPEXOAMM K 3anoSTHEHNIO NapaMeTpoB.

Homep ACL:
Waentndukar...
Jelictere : Pazpewmts v
TNroGoih IP-aap...
Wexoanbii 1P :
Macka anpeca :
Mepwoa : Bez orpaHmnueHni g
Cratucruka co..
OTtmeHnTs “

PucyHok 12.8 — CosgaHue npasun
Tabnuua 12.6 — CosganHue npasun IP ACL

MapameTp PyHKLNA

®duKCMpoBaHHOE  3HaYeHue, BblCTaBMsieTCS
Homep ACL
npw gobasneHun Homepa IP ACL.
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MapameTp PyHKLNA

YcTaHaBnuBaeTcs NnopsiAoK cnepgoBaHus

WnextndukaTop npasuna npaeuna IP ACL ansi ynpolueHust ynpasneHus.

Beibop gencrteud, kotopoe ByaeT NponcxoauTb
C NakeToM BO BPeMS NEPECHISTKU:

[eiicTaMe — Paspewntb — paspewmntb AocTtyn OT
MCTOYHMKA K NofyyaTento;
— 3anpetutb —  3abnokupoBaTtb  AOCTYM

OT UCTOYHUKKa K Mnosy4vaTersito.

[Mocne akTmBauuu nepeknoyaTens, npaBuno
npumMmeHsieTca Kk nobomy IP-agpecy MCTOYHMKA.
Ecnu HeT, TO HYXHO 3anonHUTbL MapamMeTpsbl:
«UcxooHbin IP» n «Macka agpecay.

JTrobon IP-agpec nctoyHmka

Ncxoanbin IP Beeante MAC-agpec UCTOYHMKA.

Macka agpeca BBoa macku.

BpemeHHON nHTepBarn, Korga rnpasusio akTUBHO.
Mepwnon MoxHo BbibpaTb K13  npegonpeaenéHHbIX
nepuoaos unun 6e3 orpaHNYeHun.

Ecnun BKIMHOYEHO, YCTPOMCTBO oyneTt
- noacymMTbiBaThb KONMMU4ecTBO NakeToB,
Cratuctuka cosnageHum N
nognagarowmnx nog 3TO NpaBuno  (CYETUMK
coBrnageHun).

ACL ~

Kordmrypauva ACL ‘
Mepvoa
Homep ACL CropocTb Ynpaenerue

Mpuiesaka ACL

accudrkauma noptos

AHVPOBIIMK O4epeavt

levinep Tpadvika

5 E 2 ¢

OHTPO/L WTOpMA

o
o
8
]

K
2
]
H
]
2
S
s
3
=]
]
Q
]

=3
at
m
Q
i)

10 192.168.10.99 Be3 orpanuuenmii 0
b

Beero: 2 3anvcels (1]

PucyHok 12.9 — Cnucok IP ACL npasun
Mocne cosgaHua npasun IP ACL goctynHbl cnegyouwme enCcTBUS:
— & _ BHecenvie ameHeHuin B co3aHHOe NpaBuIo;

o

— O — ynaneHve npasuna;
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— B — BLI130B naHenu ¢ nonHoit MHdoOpMaLmelt o NpaBune;

— B3 — O0obHyneHuMe Komu4yecTBa MNaKeToB, COOTBETCTBYIOLIMX [AaHHOMY

npasuny.

12.2.1.3 Bknagka «PacwmpeHHbIn IP ACL»

K Hactponkam dwunbtpauum ACL Ha ocHoBe |P-agpecoB WCTOYHUKA,
nobaBnsieTcs paclumMpeHue, 4YTo [aéT ropasgo 6oree  TOHKYH  HaCTPOWKY,
no3sonsa  yyutbiBaTb: IP-agpec  uCTodHWMKa, nonyyatend, MNpPOTOKOSIbI
dunbTpaunmn n npuopuTeT Tpadgomka.

MepBbiM 3Tanom co3gaém Homep ACL ¢ nomoLlbto KHoMKK «[obaBUTb.

Ao6asute Homep ACL

Homep ACL: [ 300

OTMEH e “

PucyHok 12.10 — [lo6basneHne Homepa IP ACL
Tabnuuya 12.7 — lobasBneHne Homepa IP ACL

MapameTp PyHKLNA

AdonycTumbin 3ape3epBUPOBaAHHbLIN AvanasoH
Homep ACL ans IP ACL oT 3000 #0 3999.

YnpaensieT warom Ans aBToMaTUYecku HasHavyaemblX
noeHTMdnkaTopoB npasun npu  gobaBneHMM HOBbIX
npasun. ATO pe3epBupyeT MeCTo Ans Oyayuwien BCTaBKu
nNpaBun 1 ynpoLuaeT ynpaBrneHue.

CKopocCTb

Mocne gobaBneHus nepexoaum K CO3daHuIo cnucka npasun. Bbligensiem

B o6wem cnucke Homep IP ACL. M Haxxumaem kHonKy «[Jo6aButb».
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B D L D /|_|-\ Hacrpoiikn QoS

Mproputet noproe MAC ACL Bazoewiit IP ACL PacwmpenHeiid [P ACL

ACL ~
PacwmpexHbli cnucok [P ACL

K ACL
OHbMIypaLmsa | T

Meproa
Homep ACL

G) b Tekywee zHaueHne | 3000

3001

MNpwueazka ACL
Knaccnburauva noptos

MnaHupoewWwMK ouepean

- R ro 2 ~
Leiinep Tpaduka Beeron 2 sarmcen

KoHTpons wropma PacwwmpenHblid cnucok npasua ACL IP

@ ObHoBUTL
PucyHok 12.11 — Beibop Homepa MAC ACL

B nosiBuBLUEMCS OKHE NEepexoanM K 3arnonHEeHUo napameTpoB.

PazpewuTb v

Bes orpaHuyeHvii v

bes orpanuueHnia v

OTMEHUTE

PucyHok 12.12 — CosgaHue npasus

Tabnuua 12.8 — Cosganue npasun I[P ACL
MapameTp PyHKLUMA

dukcnpoBaHHoOe  3Ha4veHwue, BbIiCTaBNsi€TCA
Homep ACL
npu pobasneHnn Homepa IP ACL.

YcTaHaBnmBaeTcs nopsaaokK cnegoBaHus

NoeHTndukaTop npasuna npasuna IP ACL anst ynpoLLeHWst ynipasreHus.,
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MapameTp PyHKLNA
Bbibop gencrteud, koTopoe ByaeT NpoucxoauTb
C NakeToOM BO BpPeMS NePECHINKN:
o — Paspewmnts - aspewuTb ocTyn oOT
[encrteune P pasp AocTy

MCTOYHMKA K nosiy4vaTersito,

— 3anpetutb —  3abnokupoBaTb  AOCTYM
OT UCTOYHUKA K noryyaTento.

JTtobon IP-agpec nctoyHmka

[Mocne akTmBauuu nepeknoyaTens, npaBuno
npumeHsieTca K nobomy IP-agpecy MCTOYHMKA.
Ecnu HeT, TO HYXHO 3anonHUTbL MapamMeTpsbl:
«UcxooHbin IP» n «Macka agpecay.

NcxogHbin IP

Beeante MAC-agpec MCTOYHMKA.

Macka agpeca

BBoa macku.

JTrobon IP-agpec Ha3HayeHus

[Mocne akTmBauuwn nepeknovaTens, npaBuno
npumeHsieTca K nobomy IP-agpecy UCTOYHMKA.
Ecnu HeT, TO HYXHO 3anonHUTbL napamMeTpsbl:
«Agpec HasHadeHua» n «Macka agpecay.

Appec HasHayeHus

Beeaute MAC-agpec HasHayeHus.

Macka agpeca

BBoa macku.

[MpoTokon IP

Bbibop ceTeBOoro npoTokonia M3 BbiNagarowlero
crnucka, MO yMON4YaHUK CTOUT NapameTp -—
«lobon». [octyneH, Hanpumep: TCP, UDP,
ICMP, OSPF n 1.4.

HeT orpaHndenmn Ha DSCP

DSCP

Ecnu nepekrn4yarterb aKTunBEH
HE Y4YUTbIBAETCA.

Ecnu cHAT — HyXHO 3agaTb 3HayeHne DSCP
(0 — 63) ons omneTpayun.

HeT orpaHndenun Ha IP ToS

Ecnu dnaxok yctaHosrneH — none Type of
Service He yunTbIBaeTCS.

Ecnu cHAT — HyXXHO 3agaTb 3HayeHne ToS
(0-15).
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MapameTp PyHKLNA

Ecnu cnaxok ycraHoBneH — none |IP
Precedence He yyuTbiBaeTcCs.

HeT orpaHuuenmit Ha IP Pre Ecnu cHAT — HyXXHO 3agaTb 3Ha4yeHune Pre (0-7).

HeT orpannuenwuit Ha IP Pre :

BpemeHHON nHTepBan, korga npaBuSio akTUBHO.
Mepwnon MoxHo BbibpaTb K13  npegonpeaenéHHbIX
nepruoaoB unun 6e3 orpaHNYeHun.

Ecnu BKIHOYEHO, YCTPOWMCTBO oynet
y noacyMTbiBaTb KONN4ecTBO NaKeToB.,
Cratuctuka coBnageHum N
nognagarvlwmx nog 93TO npasuio  (CHETYMK
coBrnageHun).

&

cero: 1 3anviced

PucyHok 12.13 — Cnucok IP ACL ¢ paclumpeHHbIMU npaBuiamm
Mocne co3ganusa npasun IP ACL goctynHbl crnegyoume enCcTBUS:

— B _ BHeceHMWe 13MeHeHUIT B CO3AaHHOE MPaBuIO;

- o yaaneHue npasuna;

— B — BLI30B NaHenu ¢ NonHo nHgopMaLmelt o NpaBune;

— B3 — 06HyneHne KomnuMyecTBa MaKeToOB, COOTBETCTBYIOLIMX [AaHHOMY

npasuny.
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12.2.2 NyHKT «[lepnog»

107

Bo Bknagke nponsBoaMTCA HaCcTpomKa BPEMEHHOIO nepuoaa.

00:30-21:30 Bockpecetbe

2026-08-08 16:35 - 2026-08-09 16:35

3anvceit

PucyHok 12.14 — lNepuop
Ana pobaBneHus BpeMEeHHOro nepuoga HaxmuTte

3agjanTe MM U BbICTaBuUTe BpeMA.

PucyHok 12.15 — Hactponka pacnucaHms

12.2.3 NMyHKT «[MpuBaska ACL»

=

KHOMKY «[Jo6aBuTb,

X
Wima 1 G)
® [NeproaMUecknid AManasoH BpeMeHn QUHCTHTD
0o 1 2 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
Lol TR R o i an i i
Moxen KonupoeaTb
BropHu Konupoeatb
Cpeaa Konnpogatb
YeTeep KonupoeaTb
MatHuy Konupoeatb
Cy660T KonupoBatb
ABCONKOTHBIN AMaNasOH BPEMEHI Lo6aBuTE
(] Mepuoa Ynpaenetne
O 2026-08-20 16:36:16 = 2026-08-30 16:36:18 (i [

MpounsBoanTca npmesaska HacTpoeHHbIx npasun: MAC ACL, ctaHgapTHbin IP

ACL wnu pacwmpeHHbIN
Ans npuBAsku:

1. Haxkmute kHonky «[Jo6aButb».

IP ACL Kk onpegenéHHoMmy nopTy YCTPOMWCTBA.
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2. N3 BbinagatoLero cnucka Bolbepute HOMep crmcka.
3. Ha rpacnyeckon naHenun BblAenuMTe MNOPT, HA KOTOPbIA AOSMKEH ObiTb
npumeHeH ACL.

4. CoxpaHuTe NpuBSA3KY.

OTmMeHUTL OK

PucyHok 12.16 — lNpuBaska npasuna K NopTy

12.3 NMoaPA30EN « KNACCUDUKALIUA MOPTOB»

[ns KoppekTHOro pacnpeneneHuns Tpadguka no odepensm n obecneveHus
kayectBa obcnyxumBaHua (QO0S) HacTpauMBaeTCs COMOCTaBfeHWe MeTOK
npuoputeTa, cogepxawmxcsa B naketax (DSCP B 3aronoseke IPv4 wvnun 802.1p
B 802.1Q VLAN-kagpe), ¢ nokasnbHbIMX NpuoputeTaMmm KOMMyTaTopa Uinn LL3a.
OTO nMO3BONseT YCTPOUCTBY MNpaBUSIbHO pasmelaTb nNakeTbl B o4depensix

N NMPNMEHATb COOTBETCTBYHOLLIME MOJTUTUKHU O6pa6OTKVI.

BOLID & Ceressie HacTpoiikn Hacrpoiiku QoS

Mpviopurer nopros ‘

| DSCP > JlokanHsiii npopyTet

Mramposuutk ovepe Mpuoputer 802.1p > flokaneHsiii npvopwTer

Weiinep Tpaduka

KoTposs wropma 1 0

OK O6HoBUTL

PucyHok 12.17 — Knaccudumkaumsi nopTos
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12.4 NMopgpPA3OEN «MNAHUPOBLUMK OMEPEOUY»

HacTpounkn n npocmoTp nHopmaummn o0 Bece naketa B odepeau.

1 SP 24

~
w
©
R

n
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PucyHok 12.18 — lNnaHnpoBLmK ovepeam

Bbibepute MopT M Haxmute kHorky B cronbue «YmpaBneHue».

[MosiBnBLLENCA OKHO HACTPOEK NO3BOSIHAET:

PepaxktuposaTte ovepeab nopta X

WHTepdeiic 1

Anroputi ouepean WRR

* Q0 ot obwero seca 1 0-127)

* Q1 ot obwero seca 1 0-127)

* Q2 ot obwero seca 1 0-127)

* Q3 ot obuwiero seca 1 (0-127)

* Q4 ot obulero seca 1 (0-127)
PepaktnpoeaTs ouepeab NopTa X

* Q5 ot obulero seca 1 (0-127)
AHTepdelic 1 * Q6 oT obwero seca 1 (0-127)
Anroputm ouepean SP ‘g * Q7 ot obwero seca 1 (0-127)

OTMeHNTb m OTMeHUT: m

PucyHok 12.19 — Hactpouka ovyepeamn nopta
1. Boibupatb anropnt™ paboTbl.

Bnaropgapsa BbiOpaHHOMY anroputmy OyaeTt onpefensatbcs  NOpsaoK
nepegadn MNakeToB 4yepe3 BbIXOOAHOWM WHTepdenc Ha OCHoBE WX NPUOPUTETOB.

[ns gaHHoOW Moaenu OoCTyrneH BbIOOp U3 ABYX MEXaHU3MOB:
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— Priority queuing (PQ - cTpornin npuoputeT o4vepean) — nNakeThbl
pacnpeensoTca B COOTBETCTBMM C YCTAHOBMEHHbIM npuoputetoM. CHavana
OTNPaBnAKTCA MNakeTbl C HaMBbICLUMM MPUOPUTETOM B O4epenun, 3aTem
CO criefyloLen odepeam N Tak 4o odepean ¢ HaMEHbLUNM NMPUOPUTETOM;

— Weighted Round Robin (WRR - B3BelleHHas cripaBegnuBas oyepenb) —
Mpn nnaHuposaHmm no WRR ycTponctBo obecnyxmnBaeTr ovepeaum B ONPOCHOM
nopsgKke Ha OCHOBe Beca Kaxaown ovepeau. [ocne ogHoro payHaa ninaHupoBaHuUs
Beca Bcex odepenen ymeHbluatoTca Ha 1. Oyepenb, Yen Bec ymeHbLumncs ao 0,
He MOXeT BbITb 3annaHMpoBaHa.

L B pexume WRR BecoBoe COOTHOLLEHME NPUOPUTETHOMN ovYepeamn paBHO
Queue0:Queue1:Queue2:Queue3d=1:2:4:8.

2. HactpouTb CKOpOCTb W BeC Bxogdwero Tpaduka Ona 8 ypOBHEWN

npuoputeTos (o1 Q0 go Q7).
12.5 NogPA30OEN «LLIEUNEP TPA®UKAY»

HacTponkn n npocMoTp MHdopMaLmMmn 0 CKOPOCTU nepeaadmn Tpaduka.

Haxmute KHOTKY «,D,OGGBVITb» " B NodABMBLLUEMCA OKHE 3aroJIHUTE MoiA.

PucyHok 12.20 — LWewnnep Tpaduka
12.6 NMoaPA3OEN « KOHTPOIb LUTOPMA»

HacTpoiTe 3alwuTy OT CETeBOro LITOpMa. YCTPOWUCTBO MOAAEPXKMBAET TpU

Nnaketa, KOTOpble MOryT HeCTU Yrposy: O[HOaOpPEeCHbIN, MHOroagpecHbIN
N LUMPOKOBeELLLaTENbHbIN.

BbibepuTe nakeT n BKNOYUTE 3aliuTy OT CETEBOro Wwropma. B none BBoaa,
ctonbey «CkopoCTby», BBeOuTe MPOMNYCKHYH CKOPOCTb naketoB. Hanpumep,
Bblbepute «OgHOaapecHbIN» YyCTaHOBUTE (hnaxok «BkniounTtb» u BBegute 1024 ¢
B none «CKOpOCTb». OTO O3HAYaeT, YTO MOPT MOXET NPUHUMATbL OQHOAaApPECHbIE

nakeTbl Ha ckopocTn Ao 1024 K6é/c.
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BD D & Hacrpoiiku QoS @ G

TMpriopuTeT nopTos
Ha rnaBHOM MopTy rpynnbi arperauyum 4omxeH 6biTb BkAtoUeH "KOHTPo/ib WTopMa'. B NpOTMBHOM C/lyuae KOHTPO/Ib LMPOKOBEILATe/IbHOTO WTopMa He 6y

Knaccudukauma noptos eT paborartb.
MAaHUPOBLVK Ouepean NlobasuTo
LWeiinep Tpaduka Mopt Tun CkopocTtb E} s yng

KoHTposib WTopmMa |

PucyHok 12.21 — LLTopmoBoun orpaHnynTesb

[llobaBbTe cucTeMy yrpaB/ieHNA LWITOPMaMin

Mopt 2
*Tun OpaHoagpecHas nepeaaya
* CkopoCTb 1024 v (16-100000)
* EAMHULE U3... kbps

OTtmeHnTb m

PucyHok 12.22 — [lobaBneHne n HacTponka
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13 PA3AEJ1 TMABHOIO MEHIO «802.1X»
IEEE 802.1x — 970 cTaHOapT ayTeHTUdMKaumMm yCTPOUCTB, NOAKITHOYEHHbIX
K KOMMyTaTopy. QTO TUN NPOTOKONa yrnpaBneHus AOCTYNOM K CETU Ha OCHOBE
nopTa, NO3TOMYy AndA paboTbl 3TOr0 NPOTOKOSIa Ha MOPTY KOMMYyTaTtopa AOSHKHa
OblTb  CKOHourypupoBaHa  QYHKUMS — ayTeHTudukaumn. YTo  KacaeTtcs
NONb30BAaTENIbCKOrO YCTPOMCTBA, KOTOPOE MNOAKMYaeTCcsl K HaCTPOEHHOMY
Ha asTopm3aumo no 802.1X nopTy, OHO [OOSMKHO noafepXuBaTb AaHHbIN

NPOTOKON ayTeHTUMKaL K.

13.1 NopPA3QEN « HACTPOMKA 802.1X (NSA)»

OTO MEHI0 NO3BOSISIET YNPaBNATb COCTOAHNEM ayTeHTMdMKaLmm nopTa.

[MopoepxuBaeTcs Tpu criedyroLmMx aBTOPU30BaHHbIX COCTOAHUSA:

— ABTO — 0O3HayaeT, 4TO Ha4vanbHOe COCTOsHWEe TropTa dABnsAeTcs
HeaBTOPU3OBaHHbLIM. OTO He MO3BOSIIET MONYyYUTb AOCTYN B ceTb; [NopT Oyget
NepeknioyeH B aBTOPU3OBAHHOE COCTOSIHWE, €CNU KIUEHT NPOWAET NpPOBEpPKY
NoaMHHOCTU. [locne aToro cmoxeT 0bMeHNBaTbCA JaHHLIMU B CETHU;

— [pyHyguTENBHO aBTOPU3OBaH — 3TO O3HayaeT, 4TO MopT Bcerja
HaxoouTCa B  aBTOPU3OBAHHOM  COCTOSIHUM, 4YTO  MO3BOMHAET  KIIUEHTY,
NOOKMIOYEHHOMY B COOTBETCTBYHOLUMA MOPT, MNOMAyYUTb OOCTYyN K CeTu
6e3 npoxoxaeHnsa npouecca ayTeHTuduKaumm;

— [NpnHYanTENBLHO HE aBTOPM30BaH — O3HAYaeT, YTO NOPT BCerga HaxoamTcs
B HEaBTOPU3OBAHHOM COCTOSIHMM. YCTPOUCTBO He OyaeT npefocTaBfiAaTb Cryxoy
NpoBepPKM NOANMHHOCTU AS1F KNneHTa 1, COOTBETCTBEHHO, JOCTYI K CETMW.

[Mpumep KoHUrypayum:

Cxema ceTu:

Moacetb knueHTa — 192.168.1.1/24, IP-agpec cepBepa ayTeHTUdMKaLMn
B aTon cetn — 192.168.1.100.

TpebyeTcs ayTeHTUUKaALMA CepBEPOM ayTeHTUdUKauMmM npu odpalleHun
KO BCEM nopTam YCTPOMUCTBA.

HacTtpowka:
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3. MNMepekntounte Bce MOPTbl B COCTOSIHME ayTEHTU(UKaAUUMM Ha OCHOBE
802.1x Kak nokasaHo Ha pucyHke Hmxe (PncyHok 13.1).
4. HactpouTte agpec cepsepa ayTeHTUdUKALMN, KaK NOKa3aHO Ha PUCYHKe

(cMm. PucyHok 13.2).
&

Hacrpoiika 802.1X

RADIUS-cepsep

Mpwya. He agTopuzosar

MpyHya. asTopuzosat

PucyHok 13.1 — HacTtponkun NSA

13.2 NogPA30EN «RADIUS-CEPBEP»
RADIUS (Remote Authentication Dial-In User Service) —

pacnpoCTPaHEHHbLIM  NpoTokon Aans  peanusaumm  AAA:  ayTeHTudumkaumu,
aBTopm3aumm n y4éta (Authentication, Authorization and Accounting).

OTO MNpPOTOKON B3auMMOAEWNCTBUS C pacnpedenéHHOn KneHT-CepBEpPHOM
apXUTEKTYpPOU, MNpefHas3HadYeHHbIn ONnA 3awuTbl CeTM OT HeaBTOPU3OBAHHOIO
AocTyrna u NpuMeHeHna B cpefax C yaanéHHbIM AOCTYNoOM W MOBbILEHHbIMU
TpeboBaHnaMM K 6€30MacHOCTMW.

MpoTokon onpeaensieT popmat RADIUS-nakeTtoB U MexaHuU3m nepenayu
coobLleHn; B KayecTBe TpPaHCMOPTHOro npoTokona wucnonb3yetca UDP.
[MepBoHayanbHO RADIUS cosgaBanca gna  paspeweHus poctyna  dial-up
nosib3oBartesien, HO No Mepe pasBUTUA TEXHOSIOMMA CTan NPUMEHATbCA U Ongd
apyrux Tunos goctyna, Hanpumep, Ethernet m ADSL. RADIUS obecneynBaeT
npouenypy ayTeHTuduMKauum wn aBTopu3aunm nNpu MOAKIIIOYEHUM K CcepBepy

N BEOET YYET NCNOMb30BaHUS CeTeBbIX pecypcoB (accounting).
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BOLID A 8021x N
HacTtpoiika 802.1X
* Bpemsa noeTopHoii ayT... 3 (1-4)
RADIUS-cepBep |
Nobasutb
Mopt Aapec cepsepa CeKpeTHbIii ko4 Ynpasnexve
1812 192.168.1.2 WinRadius o
E
O6HOBMTL

PucyHok 13.2 — Hactponkun Radius

* Appec cepse... 192 168 1 2

= [opT 1812 (1-65535)

CeKpeTHbIi K/l.. eeeeeeeeeccecsccscee

OTMeHUTL m

PucyHok 13.3 — [lobasneHne
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14 CBPOC HA 3ABOCKUE HACTPOWUKU

14.1 CBPOC YEPE3 BEG-MHTEP®EUC

1. Mepengnte «IMaBHoe wmMeHw — O6cnyxuBaHMe CUCTEMbI —

Ob6cnyxusaHue».

@ [n7 ecex napameTpos ByayT NpyMeHeHbI 3aBOACKVE HACTPOMKY MO yMONUaHNIO

Bepcns crctemsl 1.001.100F000.0.R

Basogan sepcva cucte... V24

Avarvocika Mepe3arpyaa ycTpojic. O Mepesarpyzka

PucyHok 14.1 — Cbpoc Ha 3aBOACKME HACTPOMKKU
2. HaxxmuTe KHOMKY «3aBOACKME HACTPOUKNY.

3aB0ACKME HACTPOMKM  3aBoackue HacTpoiiku

© 17 Bcex napameTpos ByayT NPUMeHeHs! 3aBOACKME HACTPOKKM MO YMONYaHMIO

PucyHok 14.2 — C6poc Ha 3aBOACKME HACTPOWMKU
3. [lanee B nosiBMBLLUEMCS OKHe BBeAUTE Naposb YCTPOMUCTBA.

4. Haxxmute «OK»x.

3aBoACKME HaCTPOMKKN

/1A BCex MapaMeTpoB byAyT NPUMEHeHbI 3aBOACKUE HAacTpOlKU. BBeauTe nap
0/b AN1A NOATBEPXAEHWA.

MNapanb

OTMeHWTb m

PucyHok 14.3 — Beog napong
[Mpon3onaeT nepesarpyska ycTpouctBa. Bce paHee ycCTaHOBIIEHHbIE

HacTponku 6yayT cOpoLleHbl U BOCCTAHOBIEHbI 3aBOACKME HACTPOWNKM.
[Mocne nepesarpy3ku ycTpoucTBO 6ydeT [OOCTYMHO CO Crefyowmmu

ceTeBbIMM NapameTpamu:

IP-appec 192.168.1.110

Macka nogcetn | 255.255.255.0
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14.2 CBPOC HA 3ABOCKUE HACTPOWKU C MOMOLLIbIO KHOIMKU
«RESET»

COpoc g0 3aBOACKMX HACTPOEK BO3MOXEH MpM MOMOLUM KHOMKKM cbpoca
«RESET» Ha nepegHen naHenn. [HaHHbiM  cnocob  ucnonb3yetcsa

Npn HEBO3MOXXHOCTWN cOpoca Yepes Beb-UHTepdEeNC yCTPOMNCTBA.

lllllIllllilllIIIIIIIIIIIIlIIIIIIIIlIIIIIIIIIIIII!IIIIIIIIIIIIIIIII!IIIIIIIIIIIIIIIIIIIIIIIIlllllllllllllllllll
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PucyHok 14.2 — C6poc Ha 3aBOACKME HACTPOWMKU

B cnyyae HeBO3MOXHOCTM BOCCTAHOBNEHNA Naponsa agMuHUcTpaTopa:

1. MMoaKn4YNTE NCTOYHMK NUTAHUSA N OOXOUTECH 3arpy3ku yCTPOUCTBA.

2. Haxxmute kHonky «RESET» n yoepxmBante e€ B TeyeHne 5 — 15 cekyHg
A0 rnepesarpysku.

3. Otnyctute kHonky «RESET».

4. KommyTtatop npubnusntenbHo 4Yepe3 180 cekyHO — 3arpyauTcs,

N HACTPOWKN BEPHYTCA K 3aBOACKMM (MOSHbIN COPOC BCEX HACTPOEK).
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15 PABOTA C YTUITUTOWN «BOLID VIDEOSCAN»

B cnyyae oOTCyTCTBMA BO3MOXHOCTM [LOCTyna K MW3Oenuio 4Yepes
BeG-uHTEphenc, a Takke, ecnum Tekywmn |IP-agpec ycTpomcTBa HEU3BECTEH,
MOXHO Bocnosib3doBatbca ytunuton BOLID VideoScan. AkTyanbHyt0 Bepcuto
nporpaMmMmbl MOXHO cCKadaTb Ha caute bolid.ru B pasgene: «[lpoaykuma —
BuoeoHabniogeHne — [lNporpammHoe obecneveHne gnsa suaeoHabnwogeHna —
MO «BOLID VideoScan»».

Mporpamma ytunutbl «BOLID VideoScan» ncnonesyetcs ans obHapyxeHuns
Tekywero IP-agpeca nsgenus B cetu, ana nameHenus IP-agpeca, ynpasneHus

0a30BbIMM HAacTpomMKaMu, a Takke anst OOHOBMEHUS NPOrpaMMHOro obecnevyeHus.

CIMPABKA:
Mpn pabote c¢ ytmnuton BOLID VideoScan wmcnonb3syetcs
no ymMonyaHW UMA nonb3oBaTenda admin, naponb — admin,
nopt 37777.

BoinonHue 3anyck ytunntel «BOLID VideoScan», B OTKpbIBLUEMCS OKHE
BU3yanbHOro mHtepdenca nyHkra meHw «CeTb» mameHute |IP-agpec vsgenus

N 4TOObl 3aBEPLUNTb U3MEHEHME HaXMuTe KHoMKy «CoxpaHuTby». Ha pucyHke

(PucyHok 15.1) npeactaBneHbl 6a3oBble NnapamMmeTpbl AN U3MEHEHUS.

) ( ommena )

=3
w .

@ |Qw 6. |12 — e oe
@ P

&=

PucyHok 15.1 — Pa6ota ¢ BOLID Vi

Tpc D2

deoScan
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16 TEXHUYECKOE OBCITYXUBAHUE U NMPOBEPKA
PABOTOCINOCOBHOCTHU

TexHndeckoe o6cnyxuBaHMe KOMMyTatopa [JOSPKHO  MPOU3BOLAUTHLCS
nmuamy, UMeLWMMU  KBanuUUKALMOHHYKO Tpynny no anekTtpobes3onacHoCTU
He HMWXKe BTopon. ExerogHble U exemecsayHble paboTbl MO TEXHUYECKOMY
obcnyXnBaHuo NPOBOAATCS COrMacHO MPUHATBLIX N OENCTBYIOLLMX B OpraHn3auunm
nonb3oBaTenst  pernameHToB UM HOpM  (NpyM  OTCYTCTBMM B OpraHmsauum
nonb3oBaTens OEWCTBYIOWMX PEernameHToB W HOPM Anst paboT TEXHUYECKOro
obcnyxmnBaHusi, HeobxoaAMMO npuBredb HeobxoauMble ANS 3TOro opraHn3aumio
N CNeuManucToB, UMEKLWKMX NpaBo, KBanuduKauumio W ycrioBua Anst 3TOro),
M B TOM YUCNE MOryT BKIOYaTh:

— [MpoBepky  paboTocnocobHOCTU  mM3genusi, COrnacHo  PyKOBOACTBY
No 9KcnnyaTauuu;

— [poBepKy LENOCTHOCTU KOpryca, LenoCTHOCTb wu3onauuu kKabens,
HaOEXHOCTU KPenneHUn, KOHTaKTHbIX COeaUHEHUN;

— OuncTKy Koprnyca OT Nbifn U rpa3u;

— TecTupoBaHue KabernbHbIX IMHUIN CBA3WN U 3NEKTPONUTAHNS;

— O4YNCTKY N aHTUKOPPO3UIHYIO 06paboTKy 3MEKTPOKOHTAKTOB KaberlbHOoro
NOOKMIOYEHMS.

TexHudeckoe  obcnyxmBaHue  OOMMKHO  UCKMAYaTb  BO3MOXHOCTb
obpa3oBaHMA KOHOEHcaTa Ha KOHTaKTax MO 3aBeplieHnio u B xoge pabot

TEXHNYECKOIro O6CJ'Iy>KI/I BaHUA.
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17 BO3MOXHbIE HEUCINPABHOCTU U CNOCOBbI X
YCTPAHEHUA

ClPABKA:

Mpn  3aTpyaHeHusaXx, BO3HMKAKOWNX BO  BPEMA  HACTPOWKU
W aKcnnyatauum wusgenusi, obpatmtecb B Criyxby TexHu4eckom
nogaepxkn BOLID:

Ten.: (495) 775-71-55;

E-mail: support@bolid.ru.

[MepeyeHb HeucnpaBHOCTEM M CNOCOObI WX YCTpaHEHWA npeacTaBrieHbl
B Tabnuue Hmxe (Tabnuua 17.1).

Tabnuua 17.1 — lNepeyeHb BO3MOXHbIX HEUCTPABHOCTEN

Cnocobbl n
BHewHee nposiBneHne | Bo3MOXHble NPUYNHLI nocrnepoBaTesibHOCTb
HEeUCnpaBHOCTU HeUcrnpaBHOCTU onpegeneHus
HEeUCnpaBHOCTU

[MpoBepbTe Kabenb NUTaHMS

HeT nutaHus -
Ha YaCTU4YHbIN OOpPbIB.

OTtcyTtcTByeT cBedeHne | Kabenb nUTaHKsA HenpaBUIbHO NOAKINOYEH
BCEX MHAMKATOPOB K KOMMYyTaTopy.

NCTOYHMK nuTaHua He oTBevaeT TpeboBaHUAM
BXOAHOr0O HanpsiKeHUs1 yCTponCTBa.

y MpoBepbTe kabenb
YacTu4HbIN 00pbIB
cabens coefVHeHus Ha
MopT He 4aCTUYHbIN OBPbLIB.
ycTaHaBnmBeaeT

Y6egutecb B UCMPaBHOCTU

coeanHeHue, cBedyeHne | HeuncnpaBHOCTb kamepbl
Kamepbl.

MHOMKaTopa He

npucyTcTeyeT MpeBbllLEHNE ANUHDI
kabens

[nuHa kabensa He OormkHa
npesbiwate 100 meTpoB
ANs MeOHbIX IMHUA.
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18 PEMOHT

[Mpy BbISIBNEHUN HEUCMNPABHOIO U3OENNSA €ro HYXXHO HanpaBUTb B PEMOHT
no agpecy npeanpuatusa-usrotosutensa. OTnpaBka u3genust Ons npoBeneHus
Tekywero pemoHTa odopmngetca B cootBetctBum ¢ CTO CMK 8.5.3-2015,
pa3MeLLEHHOM Ha HaweMm cauTe https://bolid.ru/support/remont/.

[Mpn HanpaBneHun M3genus B PEMOHT K HEMY obsa3aTenbHO OOMKEH ObITb
NPUNOXEH aKkT C OnNuMCaHMeM BO3MOXHOW HEWUCNPaBHOCTU, C OMNUCAHUEM:
BO3MOXXHOW HEWUCMPABHOCTWU, CETEBOM HacTpoumku ycTtponctea (IP-agpec, macka
noaceTu, WNH03), MPUMEHEHHbLIE NOTMMH N Naponb.

Peknamauum HanpaenaTb NO agpecy:

AO HBI «bonnay, 141070, MockoBckas obnacTb, r. Koponés,
yn. lNnoHepckas, 4. 4.

Mpn  3aTpygHEHusX,  BO3HUKWIMX  MpW  SKCOnyatauuum  mnsgenus,
pekoMeHayeTcs obpawatbCa B TEXHUYECKYID MOOAEPXKKY MO TenegoHy

+7 (495) 775-71-55 vinu no anekTpoHHOM noyTe support@bolid.ru.
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19 MAPKUPOBKA

Ha wu3genuax HaHeceHa MapKMpoBKa C YyKasaHMEM HaMMEHOBaHWS,
3aBOCKOroO HOMepa, Mecsla M roga WX W3roTOBIEHUSI B COOTBETCTBUM
c TpeboBaHuamn, npegycmotpeHHbiMn  TOCT P 51558-2014.  MapknpoBka
HaHeceHa Ha nuueBOn (OOCTYNHOM Ans ocMoTpa 6e3 nepemelleHna CoCTaBHOM
YacTu n3genust) CTOpoHe.

MapkupoBka COCTaBHbIX YyacTeu n3genvs nocne XpaHEeHUs,
TpaHCNOPTUPOBaAHMA WU BO  BpPeMda  9KcnnyatauuMm  He  OcChbinaeTcs,

He pacrnsibiBaeTCs, HE BblLIBETAET.
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20 YNAKOBKA
Wagenve n aKcnryaTauMoHHasi AOKYMEHTaLUWsi ynakoBaHbl B KAapTOHHYHO

KOPOOKYy.
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21 XPAHEHUE

XpaHeHne wu3genus B NOTpebutenbckonM Tape [JonyckaeTcsi TOSNbKO
B OTannMBaeMbIX NMomMelleHusx npu Temnepatype oT nmoc 5 °C go nntoc 40 °C
N oTHocuTeNbHOM BnaxHoctn 0o 80 % npu Temnepatype nntoc 20 °C.

XpaHeHne u3genus B ynakoBke NpeanpusTUS-M3roToBUTENS AOMNycKaeTcs
Npn TemnepaType okKpyxatowero Bosgyxa oT mMuHyc 50 °C pgo nntoc 50 °C
N OTHOCUTESNBbHOM BNaxHocTn 0o 95 % npu TemnepaTtype nntoc 35 °C.

B nomewieHusix ans XpaHeHus He OOMKHO ObiTb NapoB KUCIIOT, Lenoyen,

arpeccuBHbIX ra3oB 1 ApYrnx BpeAHbIX NPUMECEN, Bbi3blBAKOLLMX KOPPO3MIO.
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22 TPAHCINOPTUPOBKA

N3penve HeobxoOuMMO TpaHCMOPTMPOBATbL TOSIbKO B yNakoBaHHOM BUAE:
B HEMOBPEXAEHHON 3aBOACKOW YMNakoBKE WM B cneumanbHO npuobpeTEHHON
notpebuteneM TpaHCNOPTHOM YynakoBke, obecnedmBaroWlen COXPaHHOCTb
n3genna  npuv nepeBo3Ke.  TpaHCNOPTUPOBAHME  YMaKOBaHHbIX  U3OEeNuK
Npoun3BOaMTCA MNpu TeMnepaTtype OKpyxatwuwero Bosgyxa oT MuHyc 50 °C
po nnoc 50 °C  m  oTHocuTenbHoM BRaxHocTn Ao 95 % npu Temnepartype
nntoc 35 °C  nobbiIM  BUOOM  KpbITbIX TPAHCMNOPTHbLIX CPEeACcTB, He AonycKas
paspyLleHus nsgenus N U3MEHEHUS ero BHELLHEro BMAa.
[Mpn TpaHcnopTMpoBaHUN u3genue AoJHKHO obeperaTtbCs OT yaapoB, TOSYKOB,

BO34ENCTBUA BNarn u arpeccuBHbIX NapoB 1 ra3oB, Bbl3blBakOLLNX KOPPO3UNIO

BOLID BOLID SW-324 Bep.2 ALYIP.203729.006 P3n n3m.3 ot 18.08.2026



BOLID SW-324 Bepcusa 2. PykoBoACTBO NO 3KcnsiyaTauum 125

23 YTUITIM3AUNA

N3penve He npeacrtaBnsieT OMACHOCTU ANS KWU3HW, 300pOBbs Ntoaen
N OKpYyXKalolen cpedbl B TeYeHWe cpoka Cnyxkbbl M MOCre €ero OKOHYaHus.
CneumnanbHble Mepbl 6e30nacHOCTU Npu yTunmnsaumm He TpebytoTcs. YTunmnsaumio
nsgenna npuobpeTtatenb M3OENus  BbINOMHAET CaMOCTOATESNIbHO COrfacHoO
rocydapCTBEHHbIX MpaBwun  (pernameHta, HOPM) caadn B Mycopocbop
Ha yTUNu3aumo, BbINOSTHEHWE YTUNM3auun ObITOBON 3MEKTPOHHON TEXHUKM,
BNOEO— N POTO— SNTEKTPOHHON TEXHUKN.

CopoepxaHue gparoueHHbIX MaTepuarnoB: He TpebyeT y4yéTa Npu XpaHeHuwu,
cnncaHuun un ytunusaumm (n. 1.2 FOCT 2.608-78).

CooepxaHue UBETHbIX MeTanmoB: He TpebyeT ydéTta npu cnmcaHum

N ganbHeuLwen ytunusaumm nsgenvs.
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24 TAPAHTUUN N3TOTOBUTENA
[FapaHTUNHBIN CPOK KCNyaTauum — 36 MecqaueB € AaTbl MPUOBPETEHMS.
[Mpn OTCYTCTBMM [OOKYMEHTA, MNOATBepxAarowero dakT npuodbpeTeHus,

rapaHTUIAHbIA CPOK UCUYUCTIIETCS OT AaThbl NPOM3BOACTBA.
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25 CBEOEHUA O CEPTUPUKALIUA

N3penne cooTeBeTcTBYeT TpeboBaHMAM  TEXHWYECKOro  pernameHTa
TamoxeHHoro coto3a TP TC 004/2011 «O 6e30nacHOCTM  HU3KOBOSIbTHOMO
obopyaoBaHus 7 nveet Aeknapauuto 0 COOTBETCTBUM
N RU [-RU.PA02.B.95113/21.

N3penve cooTBeTCcTBYyeT TpeboBaHMAM  TEXHUYECKOro  perfnamMeHTa
TamoxeHHoro cotw3a TP TC 020/2011 «3nekrpomMarHuTtHasi COBMECTUMOCTb
TEXHUYECKMX  CpeacTB» W WMeeT  Jeknapaumio O COOTBETCTBUM
N RU [-RU.PA12.B.21417/25.

N3penne cooTteBeTcTBYeT TpeboBaHMAM  TEXHWYECKOro  pernameHTa
TP EA3C 043/2017 «O TpeboBaHMsax K cpeactBam obecnedyeHusi MnoXXapHoW
B6esonacHOCTM UM NOXapOTyLEeHUA» U UMeeT cepTudukaT COOTBETCTBUA
Ne EASC RU C-RU.IMNB68.B.01662/23.

N3penune cepTndunumpoBaHo Ha cOOTBETCTBME TPEOOBAHUSAM K TEXHUYECKUM
cpeactBam obecneyeHuss TpaHcnopTHOM 6e30MacHOCTM B COCTaBe CUCTEMbI
BugeoHabntogexmsa, Ne MB/1.03.001732.
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26 CBEOEHMNA O NPUEMKE
N3penune, kommyTtatop cetesonm «BOLID SW-324» ALLOP.203729.006,
NPVHATO B COOTBETCTBMM C 00A3aTeNbHbIMK TPeBGOBaHUAMU rOCY4APCTBEHHbIX
CTaHOapToB M OEWNCTBYHOLWEN TeXHUYECKOW OOKyMeHTauuu, MpuU3HaHO ro4HbIM
K akcnnyataumm AO HBI1 «bonua». 3aBoackon HOMep, Mecdl, U rod Bblfycka
yKkasaHbl Ha kKopnyce msgenud, ToBapHbii 3Hak BOLID obosHaveH Ha kopnyce

N yNnakoBKe.
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NPUNOXEHUE A
Tabnunua A.1 — Cnincok COBMECTMMBbIX KOMMNEKTHbIX SFP-moaynen
Monens BOLID BOLID BOLID S BOLID BOLID
A SFP-GMM-1D SFP-GSM-3D [FP-GSM-3SA FP-GSM-3SB |[SFP-XMM-1D
®opm-akTop SFP SFP SFP SFP SFP+
MponyckHas 1 T6uT/C 1 T6uT/C 1 T6uT/C 1 T6uT/C 10 [6uT/c
CNoOCOOHOCTbL
OnvHa kabensa 550 m 20 km 20 km 20 km 300 m
Kon-Bo
Mcnonb3yeMbIX 2 2 1 1 2
BOJIOKOH
Twun pa3béma LC/UPC LC/UPC LC/UPC LC/UPC LC/UPC
Tun
OMNTOBOJIOKOHHOIO MM SM SM SM MM
Kabens
MaDHOCTE Tx850/ Tx1310/ Tx1310/ Tx1550/ Tx850/
P Rx850 Rx1310 Rx1550 Rx1310 Rx850
Hanpsokenne 3,3B 3,3B 3,3B 3,3B 3,3B
MNTaHUA
”236'23:: OT-40°C | OT-40°C | OT-40°C | OT-40°C | OT-40°C
P no+85°C | no+85°C | no+85°C | mo+85°C | po+85°C
TeMmneparyp
OTSJ::;:%’Z';:” 015 % 015 % 015 % 015 % 015 %
Bo3AyXa 0o 95 % 0o 95 % 0o 95 % 0o 95 % 0o 95 %
Fab6apuTtHblie 55,6x13,4x | 555x13,4x% 55,5%x13,4x% 55,5%x13,4x% 55,5%x13,4x%
pa3mepbl 8,5 Mm 8,5 Mm 8,5 Mm 8,5 Mm 8,5 Mm
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NEPEYEHbL TEPMUHOB U COKPALLEHWUW

ABTOMaTU3MpPOBaHHOEe paboyee MecTo — 3TO paboyee MecTo
crneumManucTa, OCHaLLUEHHOE MepcoHalnbHbIM  KOMMbIOTEPOM,

APM nporpaMmmMHbIM obecnevyeHnem n COBOKYMHOCTbIO
NHPOPMALNOHHbIX pecypcoB NHOMBUAYANBHOIO nnu
KOJJIEKTMBHOIO MOSfb30BaHNSA
Web (naytmHa) — cokpawéHHoe anbTepHaTUBHOE Ha3BaHue

Be6 BcemupHon Cetn WHTepHeT, saBnswowen cobon cuctemy

B3aMMOCBSI3aHHbIX 3a CYET CCbINIOK OTAENbHbIX Be6-CTpaHVILI,
N Opyrmx JOKyMeHTOB

M NHCTPYKUMS MO MOHTaXy

OoC OnepaumnoHHas cuctema

Mo [MporpammHoe obecnevyeHne

MK [lepcoHanbHbIN KOMMBLIOTEP

Myn Object pool — Habop roToBbIX K MCNONb30BAHNIO OO BHEKTOB

PO PykoBoacCTBO Mo aKkcnnyartaumm
Cuctema KOHTpPONsS M ynpaBfeHUs OOCTYNOM — 3TO KOMMMEKC
obopyaoBaHusa, rnaBHas QYHKUMST KOTOPOro — OrpaHuyeHue

CKy[a AOoCTyna Ha oxpaHsaeMbl 00bekT. OnemeHTbl CKY[l o6begnHeHbI

B CE€Tb, KOTOpas yrnpaBfsieTCs C NOMOLLbIO Cneunannu3mMpoBaHHOro
nporpamMmmMmHoro obopyaoBaHus

AC Alternating Current — nepemMeHHbIN TOK
ARP Address Resolution Protocol — NpoTokon onpeneneHnsa agpeca
ACL Access Control List, cnncok koHTpons goctyna

Command Line Interface (MHTepdenc komaHOHOM CTPOKKM) —
CLI WHCTPYMEHT ana paboTbl nonb3oBaTena C MNporpamMmMon C
MOMOLLbKO KOMaHL,

DC Direct Current — lNocTOSAAHHbLIN TOK

Dynamic Host Configuration Protocol — NpoTokon gnHaMmmn4eckoro
DHCP KOHurypupoBaHue xocta. ObecneunBaeT nonyvyeHne ceTeBbIMU
ycTponcteBamu IP-agpecoB OT cepBepa B JIOKaribHOW ceTu

Differentiated Services Code Point (Touka koga
anddepeHUMpoBaHHbIX  YCNyr) —  3feMEHT  apXUTEKTypbl
DSCP KOMMbIOTEPHbIX ceTen, OonucbIBatoLLInUA NpPOCTON
MaclTabupyemblin  MexaHu3M  Krnaccudukauuum, ynpabBreHus
Tpadukom n obecrnevyeHns KadecTsa obCny>XKMBaHUSA
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DNS

Domain Name System — Cuctema gomeHHbIX UMEH. Tabnuua
nepeBoaa MHTEPHET UMEH B IP-agpeca

Ethernet

JlokanbHas ceTb, Ucnonb3yemMas ans noakoveHns mexay cobom
KOMMNbIOTEPOB, NPUHTEPOB, paboymx CTaHUUn, TEPMUHANOB W T.M.
B HacTosiLLee BpeMs peannadyetcs Ha base kabenen Tmna «Butas
napay». CKopoCTb nepefadn curHana coctaBnsieT OT AECATKOB
A0 TbiCAY MerabuT B cekyHay

ERPS

Ethernet Ring Protection Switching— ceTeBon npoTokon,
Mcnonb3yLwWunca ans npegorepaweHna obpasoBaHnd neTenb B
Tonosiormm Tuna «KonbLo» MeToaoM OTKITHYEHUS rnopTta

HTTP

HyperText  Transfer Protocol - npoTtokon  nepegayu
rMNEepPTEKCTOBbLIX JOKYMEHTOB

HTTPS

HyperText Transfer Protocol Secure — PacwwupeHne npoTokon
nepegaynm  runepTekCToBbIX AOKYMEHTOB ONs  NOAAEp KU
LUNppOBaHNA B LleNnsaxX NoBblWEeHNS 6e30nacHOCTH

Identifier — ngeHTdpUkaTOp

IGMP

Internet Group Management Protocol ([NpoTokon ynpasneHus
rpynnamm  WIHTepHeTa) — MpPOTOKON YynpaBneHust rpynnoBown
(multicast) nepepayen pgaHHbIX B CETAX, OCHOBaHHbIX
Ha npotokosnie IP. IGMP wucnonb3yetcsa MaplpyTusaropamm
n IP-y3namu ans opraHMsauum ceTeBbiX YCTPOMUCTB B rpynnbl

Internet Protocol — mexxceTeBon NpOTOKOJT

IPv4

Internet Protocol version 4 — 4eTBepTad BepcUA WHTEpPHET
npotokona. Lunpoko ucnonb3yembin Tun IP-agpeca, coctosawwmm
n3 4 6ant (32 6uT)

IPV6

Internet Protocol version 6 — wectaa Bepcus UHTEPHET
npoTtokosia. HoBasi cuctema agpecaunm, B KOTOPOW ajpec
coctouT 13 16 b (128 6uT)

LAN

Local Area Network/J1lokanbHas BbluucnnTenbHaa ceTb

LACP

Link Aggregation Control Protocol — npoTokon, npeaHasHa4YeHHbIN
ana obbeguMHeHNA HEeCKONbKUX (PU3NYECKMX KaHanoB B OOMH
noruyeckunn B cetax Ethernet

LLDP

Link Layer Discovery Protocol — npoTokon KaHasfibHOro ypOBHS,
MNO3BONAIOLMNN ceTeBOMYy obopynoBaHuio onoseLaTb
obopynoBaHue, paboTalolee B JIOKanNbHOW CETU, O CBOEM
CylWecTBOBaHUN U nepefaBaTb €My CBOW XapaKTepuUCTUKK, a
Takke NonyyaTb OT HEro aHanornyHble cBeaeHns

MAC

Media Access Control — yHWKanbHbIN
npucBaMBaeMbli  ceTeBbIM  ajanTepam.
dun3nyeckoro agpeca cetTeBoro aganrepa

naeHTudunkaTop,
Nrpaet ponb
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MSTP

Multiple Spanning Tree Protocol (IEEE 802.1s)

Multicast

[lepenaya nakeToB C OAOHOrO yana CeTu Ha chneumguyeckyro
rpynny IP-agpecoB, npuHagnexawux pasHbiM nosfyyaTensm
JaHHbIX

MEP

Maintenance Entity Point — aBnsietcs yactbto ERPS

PoE

Power over Ethernet — craHgapTtel IEEE 802.3af, IEEE 802.3at,
nossonstowmre nepegasatb No cetn Ethernet He Tonbko gaHHbIE,
HO N 3NEKTPUYECKNN TOK

PQ

Priority queuing — cxema ynpaBneHUda NpOrpaMMHbIMU
oyepeasaMm B KOMIMbIOTEPHbLIX CETAX, NPU KOTOPOM MNIIaHNPOBLLMK
obcnyxnBaeT oyepeaun ¢ 6onee BbICOKMM NPUOPUTETOM B yLLEPD
HU3KO-NPUOPUTETHLIM o4Yepeasm

QoS

Quality of Service - «kadectBO obcnyxusaHmsa. Habop
TexHomnornn, obecnevnBarOWMX MPUOPUTETHOE WUCMONb30OBaHNE
KaHana cBsa3u

RADIUS

Remote Authentication in Dial-In User Service — npotokon gns
peanusaummn ayteHTudmkauum, asTopusaumm n cbopa ceseneHun
00 Mcnonb3oBaHHbLIX pecypcax, paspaboTaHHbIN AN nepenayu
cBefeHNN MexXay LieHTpanbHon nnatdgopmon n obopygosaHnem

RJ-45

Registered Jack 45 — cTaHgapTU3MpOBaHHbLIA  (PU3NYECKUI
ceTeBOM WHTepdEenc, BKNIOYAKLWNN OnucaHne KOHCTPYKLUK
obenx vyacTten pasbeémMa («BUMKMU» WU «PO3ETKM») N CXEMDI
NX KOMMYTauUuun. Ncnonbayetcs Ans COeVHEeHMS
TeneKoMMYyHMKaLMOHHOIo 0bopya0oBaHuUS

RS-232

Recommended Standard 232/Electronic Industries Alliance-232
(EIA232) — PekomeHngyemblin ctaHgapTt 232. UHTepdenc (Habop
pa3beEMOB, kabernen) ans nocnegoBaTeribHON Nepeaayn AaHHbIX

RSTP

Rapid Spanning Tree Protocol — Bepcus npotokona STP
C YCKOPEHHOW peKkoHpUurypauuven gepesa, Ucnonb3yoweroca ans
NCKIIOYEHNS NeTenb (MCKNYeHus ayonmpyrowmx MapLupyToB)
B coeAnHeHusx kommyTtaTtopoB Ethernet c¢ agybnupyowmmm
ANHNAMU

RPL

Ring Protection Link — 310 kaHan 3awuTtbl KOSibLa, KOTOPbIN
b6rnokMpyeTcs B COCTOAHUM npocTos. Mcnonb3ayetcs, 4TOObI
npenoTBpaTUTb 0bpasoBaHne NeTnivM B MOCTOBOM Kosbue ERPS

SFP

Small Form-factor Pluggable — npombIWwneHHbIn cTaHgapT
MOAYNbHbLIX KOMMAKTHbLIX MNpUémMonepenaTynkoB (TpaHCMBEPOB),
ncnonb3yembix  Ans nepenayu n npnéma AaHHbIX
B TENEKOMMYHUKaLNAX
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Enhanced Small Form-factor Pluggable, SFF-8431, SFF-8083 —
NPOMbILLSEHHbIN cTaHgapT MOAYNbHbIX KOMMaKTHbIX
SEP+ npuémonepenaTtymkos  (TpaHCUMBEPOB),  MCNOSMb3yeMbIX  ASIS
nepegadn AaHHbIX B TeneKoMMyHukaumax. PacwumpeHHas Bepcus
npuémonepenatynka SFP, cnocobHoro nogaepXuBatb CKOPOCTU
nepegayv gaHHbix ot 2,5 6/c go 10 I'6/c

Simple Network Management Protocol (npocton npoTokon
SNMP CEeTeBOro ynpasfieHusl) — CTaHA4APTHbIA WUHTEPHET-NPOTOKON AN

ynpaeneHus yctpouctBamm B IP-ceTsix Ha OCHOBe apXUTEKTYp
TCP/UDP

Secure Shell — 6esonacHaa ob6onoyka. CeTeBOM MPOTOKOS
NPUKIIagHOro YPOBHSA, NO3BOMSAKOLWMA MNPOU3BOOUTE YOanNEHHOE
SSH ynpasneHue onepaumoHHON cucteMom n TyHHenunpoBaHue TCP-
COoeIHEHU. MosBonser B6e3onacHo nepenasaTtb
B HE3ALUMLLIEHHON cpefe npakTuyeckn nobon Opyron ceTeBow
NPOTOKON

Spanning Tree Protocol — ceTteBoW NPOTOKON (MM CEMEWNCTBO
STP CeTeBbIX MPOTOKOSIOB) NpeAHasHaYeHHbIn ONA aBTOMaTU4YeCKoro
yaaneHna uuknoB (netenb KOMMyTauum) u3 TOMOSIOMU CETU
Ha KaHarnbHOM ypoBHe B Ethernet-cetax

Teletype Network — ceTeBon npoTokKON ANa peanusauuu
TEKCTOBOr0  TepMuHanbHOro uHTepdenmca no cetm (B
TELNET COBpeEMEHHOM dopmMe — npu nomowm TpaHcrnopta TCP).
HasBaHne «telnet» wumeloT Takke HeKoTOpble  YTUMUTHI,
peanuayoLme KIMeHTCKY YacTb NpOTOoKoNa

TCP Transmissjon Control Protocol — T[lpoTtokon ynpaBneHus
nepegadven
User Datagram Protocol — [lonb3oBaTenbcknn npoOTOKON

UDP nepegadn. [1poTOKON nNepedadn [OaHHbIX, He Tpebyowmmn
noATBEPXKOAEHUS NPUEMa NakeToB

VLAN Virtual Local Area Network — BupTyanbHas nokanbHasd

KOMMNblOTEPHAas CeTb
Weighted fair queuing (B3BeweHHas crnpaseanueas odepenb) —

WFQ MEXaHW3M MNfaHMPOBaHUA NaKeTHbIX MOTOKOB [[aHHbIX C
pasfiMyHbLIMKN NpuopuTETaMn
8 Position 8 Contact - yHMPMUMPOBAHHBLIN  pPa3bEM,
8P8C MCnonb3yembln B TenekoMmyHukaumn. Kimeetr 8 KOHTakTOB
n coukcartop
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