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This User's Manual is intended to help for studyimgerability and maintenance principles of
UO-4S Revision 02 GSM Four-Input Alarm Panel

& Please read the instructions from this manual completely before connecting, adjusting, oper-

ating, or maintaining this device

The following terms are used throughout the Manual:

Alarm Loop: The electrical circuit with non-addressable finreimtrusion detectors (or other non-
addressable devices) included. Actuation of a sirmgtector brought in an alarm loop
causes activation of the loop as a whole, so theatexd detector can be located only with
the accuracy of an alarm loop.

Zone: A minimum part of the security and safety inst#blia that can be monitored and controlled
independently. Depending on the context, the tewomé” in an Orion ISS can be understood
as an alarm loop, an addressable detector, a mamhitorcuit of an input module etc.

Partition: A number of zones that can be controlled by usemawhole. As a rule, zones are
combined into partitions depending on their loaadige.g., one partition can involve all
zones in a single premise)

Arm/Disarm: This action means activation or termination of mmmmg of defense zones and
triggering alarms

Integration Time: A time interval during which alterations of loopsistance are not considered as
loop’s being activated and the alarm loop doesrdteed to an alarm status

Network Address (Address): A unique number of the device (frono1127) within a local RS-485
Orion ISS Network
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GENERAL

UO-4S Revision 02 GSM Four-Input Alarm Panel (hexéier referred to as the UO-4S or the
panel) is designed to be used in centralized ardlatone intrusion and fire alarm systems for itvthls
business, and residential premises (enterprisekspaffices, hospitals, shops, warehouses, retsdien
buildings, etc.).

The UO-4S can operate both in standalone mode simhr of an Orion integrated security
system as a device transmitting notifications tgroGSM cellular communication channels.

In accordance with classification of Russian Stathd@®CT P 53325-2012 the UO-4S rev.02
panel can be used as:

1. An object terminal device;

2. A module in a modular control and indicating equgmn consisting of S2000M
Monitoring and Control Panel, S2000-SP1 Executietai Module, and UO-4S Revision 02 Four-
Input GSM Alarm Panel.

For both the applications the UO-4S must be powénedn external battery backed power
supply which meets the requirementd' &CT P 53325-2012.

It is not allowed to use relay outputs of the UO+#Scontrol actuators of automatic fire-
fighting equipment.

There are no potential hazard circuits within threnpl.

The design of the panel meets the requirementtecirie and fire safety in line with
Russian StandardsOCT 12.2.007.0-75 andOCT 12.1.004-91.

The panel is designed to provide its fire safetylavemergency operating and on
violations of operation rules in accordance withsRian Standard’OCT 12.1.004-91.

Do SHUT OFF power from the panel before mountingtalling, and maintaining this
one.

Mounting and maintenance of the panel should baeghout by persons with the second
or higher electric safety qualification level.




SPECIFICATIONS

Alarm Inputs (Alarm Loops)

Input voltage in the quiescent mode

Integration Time

Max current drawing through an alarm loop
Max resistance of wires without regards to terniamat

resistance

Min leakage resistance between the alarm loop wires
between each wire and the earth

Outputs

Max Switched Current

Max Switched Voltage

Max Switched Power

External Reader

Max number of readers connected in parallel
Max number of light indicators to be connectedhis t

LED terminal

Distance between the UO-4S and the reader

Credential Memory Capacity

Communication Port

Protocol
Non-volatile Event Log

Input Power

Rated Voltage

Consumed Current

Resistance to Climatic Effects
Operating Temperatures
Relative Humidity

Ingress Protection Rating
Overall Dimensions

Weight

4 Initiating Device Circuits
6to12V
300 ms

12 mA

1 kOhm for intrusion alarm loops,
100 Ohm for fire alarm loops

20 kOhm for intrusion alarm loops,
50 kOhm for fire alarm loops

3 Relay Outputs

1Adc
0.5Aac
24V dc
100V ac

0w
Dallas iButton Reader

4
1

100 m max at wire diameter at least 0.5 mm
16 codes

RS-485

Orion

128 events for transmission via GSM channel
60 events for transmission over RS-485 interface

An external uninterrupted power supply

10.2Vto15V

Max values:

150 mA in the quiescent mode

200 mA when sending a notification
1 Ais the peak consumed current

Category 03 in line withOCT 25 1099-83
Minus 30C to +50C

Up to 98% at +2%C

IP20

156 mmx 107 mmx 39 mm

About 0.3 kg



STANDARD DELIVERY

Item Q-ty
UO-4S Revision 02 GSM Four-Input Alarm Panel 1 pc.
Antenna 1 pc.
Installation Manual 1 pc.
Datasheet 1 pc.
iButton 1 pc.
Half-round head woods screw 3x25 3 pcs.
Wall plug &30 S 3 pcs.
DIN 7982 flat head tapping screw with cross drivex®.5 1 pc.
Resistor MF 1/2W-8K2-5% 4 pcs.
UO-4S-to-PC connecting cable 1 pc.

If an external antenna should be installed withdéeice then the one of the following products ban
provided in addition:

Product Description

GSM dual-band magnetic mount antenna. Gain: 4 dB.
Cable length: 2.5 meters.

GSM dual-band glass mount antenna. Gain: 2.5 dB.
Cable length: 2.5 meters.

GSM dual-band magnetic mount antenna. Gain: 2 dB.
Cable length: 2.5 meters.

Antenna ANT GSM ADA-0071-SMA
Antenna ANT GSM ADA-0062-SMA

Antenna ANT GSM ADA-0070-SMA

The device is not designed to be used in aggressidest environments or in explosion hazardous
premises. The ingress protection ratingPd in line with Russian StandardCT 14254.

As to resistance to mechanical attacks the dewait®ihto the 03 placement category in accordance
with Russian Standa@dCT 25 1099-83.

As to electromagnetic emission and resistance dasimial radio interference the panel meets the
requirements of at least third severity level ineliwith Russian Standard®CT P 50009, TOCT
30804.4.2T'0OCT P 51317.4.3.

The mean time between failures of the device iresgent mode should be at least 35000 hours
which is equivalent to the probability of no fa#ud.97 within 1000 hours.

The probability of a failure which can trigger dstaalarm response of the device is no more than
0.01 per 1000 hours.

The average lifetime of the device is 10 years.

The content of precious materials: no need to audow the storage, disposal and recycling.

UO-4S rev.02 User's Manual can be downloaded froendompany sitéttp://bolid.ruin the
section PRODUCTS at the page of UO-4S rev.02.



OPERATION PRINCIPLES

GENERAL LAYOUT AND MAIN FUNCTIONS
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Figure 1. UO-4S Layout

The UO-4S comprises the following hardware elements

Tamper switch;

Beeper;

Seven information LEDs;

XP2 Mode Select jumper;

XP3 620 Ohm pull-up resistor jumper;

Two slots for primary (the lower one) and backup! $hards;

25-input terminal block for connecting a power dyppRS-485 interface bus, a 220V monitoring
circuit, an operating loop, four alarm loops, thesuation devices, and a reader for reading
iButtons or Proximity cards;

Terminal blocks for connecting a microphone/speaker

The main functions of the UO-4S are:

oo

Monitors conditions of four inputs (alarm loops).

Monitors for 220 V mains power conditions (clositige contacts 5 Kour”) and 6 (“OB”)
means a mains failure while opening of these cositaeans restoring power conditions).
Controls three relay outputs depending on condstiohalarm loops and communication chan-
nel.

Provides arming and disarming by means of iButtmmiBroximity cards.



Transmits notifications through GSM 900/1800 calfucommunication channels providing
backup operation (the second SIM card).
Provides transmitting to five phone numbers witbgsgamming the following notification types
for every phone number:
o Contact ID (ADEMCO),
User SMS,
Egida-2 SMS,
Egida-3 SMS,
CSD,
CSD (DC-09),
GPRS (DC-09)
Voice Message,
o Phone Call.
Provides filtering messages to be transmitted basdtie programmable notification filter.
Polls Orion system devices and transmits messagesthese devices:
0 Under an S2000/S2000M control console or Orion\Waokstation (Slave 1 and Slave 2
modes),
o Without a control panel (Master mode).
Enables remote controlling by received SMS messages
o0 Arming/disarming own alarm loops,
Arming/disarming partitions (Slave 1 and Slave 2lex®),
Requesting for partition states (Slave 1 and Skanedes),
Switching the relay outputs on/off,
Changing phone numbers for subscribers,
o Changing Object Number.
Provides light and sound indication of conditiorfsite own alarm loops, power supplies and
communication channel; this indication can be de&b
Provides sending test messages for link control.
Provides automatic (and on-request) checking obtilance on the SIM cards.
Provides protection against reading out the condigon.
Transmits events about lost/restoring of commui@oatchannels with subscribers to the
S2000M control panel and to directions for transmois.

O O 0O 0O O O Oo

o O O o

OPERATION MODES

The UO-4S provides operation in the following opieramodes:

Standalone

This mode is intended for standalone use of theelpaim this mode the UO-4S does not
communicate data over the RS-485 interface.

The UO-4S monitors and transmits only its own staikalarm loops, power conditions, and
communication conditions.

Alarm loops are armed and disarmed by means ofedeatial, an operating alarm loop, or
remotely via GSM channel.



Slave 1, Slave 2

This mode is in use when the UO-4S operates asop@tion integrated security system under an
S2000 or S2000M monitoring and control panel.

Transmitting notifications via UO-4S is supported 2000 panels of versions 1.12+ and all
versions of S2000M panels.

S2000/S2000M panel should be programmed with the dfePProg utility — see the

iz To transmit notifications from an S2000/S2000M patieough the UO-4S, the
panel’s manual.

The Slave 1 operation mode is to be selected wheelp S2000 or S2000M of versions 2.01-
2.03 are in use.

For control panels S2000M of versions 2.05 and dngind Orion Pro software 1.11 SP2 and
higher the operation mode Slave 2 must be selected.

The UO-4S transmits not physical numbers of zooésifique Contact ID numbers of
zones, readers, relays, and state zones of dewicied are assigned to these objects in
PProg for S2000/ control panels of versions 2.04 and higher or atitte the UO-4S
configuration on Zones and Partitions tab for camtpanels of lower versions.

& Numbering of Contact ID zones (relays, device sjatan the control panel
configuration (in PProg.exe) must be continuous.

When the UO-4S operates in one of the slave mollldkeacredentials should be
enrolled in the control panel (up to control parersion 3.0.3), otherwise all messages
about arming and disarming are transmitted withautser number.

When the UO-4S operates in the Slave 1 / SlavesPatipn mode:
* The maximum number of partitions is 99;
e The maximum number of zones is 128;
* The maximum number of user credentials is 255.

Master

This mode is intended for transmitting notificagainom such Orion devices as S2000-4, S2000-
KDL, Signal-20, Signal-20M, Signal-20P, Signal-1&2000-ASPT in a system without an
S2000/S2000M control panel or Orion Pro workstation
When the UO-4S operates in the Master operatioremod
* The maximum number of partitions is 99;
* The maximum number of zones is 128;
» The maximum number of user credentials is 255;
» There cannot be two or more UO-4S in the Masterengkd in the same network. Also no
UO-4S in the Master mode can be used in one nettegedther with a control panel.
* The XP2 jumper (see Figure 1) must be removed (ofuerthe Master mode. For all other
modes (Standalone, Slave 1, Slave 2) the jumpet peusut on (closed).
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When the UO-4S operates in the Master mode the ensndb all the alarm loops and

&

readers and the addresses of the devices mustrbieeinon the Zones and Partitions
tab of UProg. Every string number of this tab isislered as the Contact ID number
of the zone, reader, or device which is descrilmethis string. The credentials for the

connected devices must also be enrolled on th€tablentials — Global.

If the UO-4S was connected to the PC over the R5H2®&rface for programming by means of
UProg.exe then for the panel to operate in the mddaster, Slave 1 and Slave 2 the connection cable

must be disconnected from the relevant UO-4S gtat aompleting programming.

INDICATION

The UO-4S indicates its conditions in quiescent enasl follows:

Table 1. LED Indication

Conditions

Indicator Performance

COM FAULT LED:

Indicates communication conditions for GSM charamel RS-485 interface

Is present, or the SIM card is not registered on

Normal communications Off
RS-485 communication fault Amber
One of the subscribers is not available; no SIMIgar

network

Flashes with amber twice per second

POWER LED: Indicates

conditions of the power supply

Norm

Green

12 V Power Failure

Flashes with amber twice peosdc

220 V Power Failure

Flashes with amber once perseamnds

LP1+LP4 LEDs: Indicate states of the relevant alarm loops

Disarmed Off
Armed Green
Intrusion/Panic/Entrance Alarm Flashes with red four times per second
Fire Alarm Flashes with red twice per second
Arming Failed Flashes with green once per second
Alarm loop is activated IIIumlndatlng with green flashing with red twice per
Arming Delay SECONT _ . . .
Alarm loop is OK ggjcrglr:l;;mg with green flashing with red once e

Short/Open Circuit Failure

Flashes with amber qreretwo seconds

GSM LED: Indicates status of the GSM communication channel

Normal communications

Flashes once per four seconds

Communication lost

Flashes 5-8 times every 10 s#on

&

Alarm Loop Indicators continue indicating alarmsalwithin two minutes after the
relevant alarm loops are disarmed
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Table 2. Internal Beeper

Event (Condition)

Beeper Performance

Norm Off
Alarm, Fire Interrupter sounc (Can be enable / disabled vieUProg)
Short/Open Circuit Failu Beeps once per secc
Arming Two beeps upon a!ing
(Can be enabled/disabled by means of Ul)
Disarming Turns off (if it was Qn) and then beeps once
(Can be enabled/disabled by means of UProg)
Beeps once per two seco
Arming Delay Within 15 seconds before the end of the delay &epbér
starts beping twice per secol
Arming Faile( A beey
An unknown credential is presen A long souni
Saving configuration to the device by mean A beep

UProc

Entering the mode of programmicredential

Three pairs of bee

Communication Fauft

Beeps once per two seconds

Test is run remotely from the S2000M p:

A long souni

* - The internal sounder can be disabled for commativa line faults in UProg.

Table 3. I ndicators of Reader and Patrol Check Circuit

Event (Conditions)

Indicator Performance

Disarme
(All intrusion alarm loops are disarmed)

Off

Armec
(One or more intrusion alarm loops are
armed)

llluminates when power is in norm, otherwise flasbace
per two seconds)

Alarm
(One or more alarm loops are in Intrusion
Alarm, Fire Alarm, Entrance Alarm)

Arming Failec
(One or more alarm loops are in the Armirn
Failed status)

g

Flashes four times per second

Arming Delay
(One of the alarm loops of the Entrance ty
is in the Arming Delay status)

pElashes ones per two seconds

Feult
(One or more alarm loops are in the
Short/Open Circuit Failure status)

Flashes twice per second

12V Power Failur

Flashes ones per two secc

First touch by the credential in the quiesce
mode (see Note below)

witche: onfor a shor time three times and then indicat

"he current state of the alarm loops associated thé

current credential (only for reader LED)

Disarming is performed after the secc
touch by the credential

The indicator is switched off

Arming is performed after the seconwuch
by the credential

The indicator is switched on

Patrol Check

Patrol Check Circuit indicator flashes twice witinee
flashes

Unknown credential is presen

Indicatol of the reader flips its state for :

Programming moc

The indicator is switched f

Master Key Programming mao

The reader indicator is

Note:

After a single touch by the credential the indicadf the reader within 30 seconds indicates tla¢ust of a

group of alarm loops associated with this creddn#faming and disarming is performed after a sectmach of the
reader by the same credential within 30 seconds.
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The parameter Disable Device Indication in UProgvjates disabling of almost all UO-4S
indication except for the GSM indicator. If thisrpmeter is set on then the panel regardless of its
operation mode doesn’t indicate by sound or bytlgginditions of its own alarm loops, communication
conditions, power conditions, and reading iButtd@aly GSM indicator is active. The parameter has
not an effect on reader indication.

ALARM LOOPS

The main configuration parameter of an alarm lodpctv defines how the alarm loop will be
monitored and what kind of initiating devices canldsought into the alarm loopli®op Type:

* Fire: A loop of the Fire type is always armed. If afuetector in the alarm loop kicks in then a
Fire Alarm notification is generated. In case of a short or open cireuitire in the alarm loop a
Short Circuit or Open Circuit notification is generated respectively. On restoring the alaop an
Armed notification is generated~or a fire alarm loop the parameter Auto ArmingekfFailures is
always applied

* Intrusion: The alarm loop can be armed and disarmed. laliwen loop is armed then on activation
of this one (in case of short or open circuit fauanintrusion Alarm notification is generated
immediately.

* Panic. The alarm loop is permanently armed. If the aldoop is activated (a short/open circuit
failure has occurred) Banic Alarm notification is generated.

» Entrance: The intrusion alarm loop which is armed and disadt with entrance and exit delay.

* Operating: A short circuit failure of this alarm loop resalin disarming (an open circuit failure
results in arming) of intrusion and entrance alévaps linked with this loop. Only one alarm loop
from the five ones (including LPO) can be of Opieigatoop type.

* Patrol Check Circuit: In case of a short circuit in this loop Ratrol Check naotification is
generatedThis alarm loop type can be given only for LPO).

* Phone Calt The short circuit in the loop results in a phcaé.

Auto Arming :

The intrusion types of alarm loops (Intrusion, Bntre, Panic) provide arming the alarm loops
after being in alarm and after failures automalycaA procedure of auto arming is performed on expi
of a delay programmed in the UO-4S configuration.rdset the status of a fire alarm loop after aetiv
tion also the parameter of auto arming after alashwuld be set on.

Protecting Common Areas

To protect common areas, the alarm loops can béio@a into an operating group:
* All the operating alarm loops are armed -> the afger alarm loops are armed
» If at least one of operating alarm loops is disatrrethe operated alarm loops are disarmed

Table 4 shows how resistance values of the alaopslonatch their states for alarm loops of
various types.

13



Table4

Loop State Depending on the Loop Resistance
Loop Type - - .
OK Activated Open Failurg  Short Failule
, _ 17 k=50 k
Fire 2+14 k 500016 k >50 k <200Q
Intrusion, 2+14 k <1.6 k
Panic, Entrance >17 k

For the purpose of protection against sabotagegrafihe intrusion alarm loops are
armed they are monitored for changes their resistawith time. If the alarm loop re-

&5

RELAY CONTROL

sistance jumps more than 10% then the alarm lo@pisidered to be activated.

The UO-4S supports eight tactics of controllingrakays (see Table 5). For all the tactics apart
from Remote Control and Communication Failure operation of a relay depends on the selected
control tactics and states of the alarm loops aatamt with this relay. For all the tactics except f
Lamp, Communication Failure, and Switch Off uporm#rg* a time in the range of 1 to 254 seconds
must be defined for which the relay will be switdh@n or the relay will be operated permanentlylunti
the state of the related inputs (alarm loops) chanthe Lamp tactics regardless of the given tisne i
always applied until input’s state changes. Fothadl tactics of control excluding Remote Contrabit
necessary to tick the alarm loops associated wisirelay.

Table 5. Relay Control Tactics

Tactics «Lamp»*

All the alarm loops are disarmed

Off

There is an alarm loop armed

On

Fire Alarm

On/Off with a period of 0.25 s

Intrusion Alarm
Entrance Alarm
Arming Failed

On/Off with a period of 0.5 s

Loop open circuit failure
Loop short circuit failure

On/Off (0.25 s on, 1.75 s off)

Tactics «Confirmation»

All the alarm loops are disarmed Off
Waiting for a confirmation On/Off with a period &fs
A confirmation is received On

Fire Alarm

On/Off with a period of 0.25 s

Intrusion Alarm
Entrance Alarm
Arming Failed

On/Off with a period of 0.5 s

Loop open/short circuit failure

On/Off (0.25 s dn75 s off)

Tactics «Siren»

The loop(s) in Fire Alarm

On/Off (1.5 s on, 0.5f§ o

A short circuit of the disarmed alarm loop

The loop(s) in Alarm On
Other states Off
Tactics «Lock Control»
On,

after opening the alarm loop the relay is turnddrofls

Disarming of the alarm loop(s)

The relay is turoedor 4 s

14




Table 5 (continued

Tactics «Alarm Qutput» **
All the alarm loops are armed On
Otherwise Off

Tactics «Switch Off upon Arming»***
A command to arm the alarm loop is given The relay is turned off for a time
Otherwise The relay is turned on

Tactics «Remote Control»
An SMS-command to turn the relay on ha$he relay is turned on for a given time; if no timegiven
been received then the relay is on steady
An SMS-command to turn the relay off ha3he relay is turned off
been received

Tactics «Communication Failure»****
Normal communication with subscribers Off
Loss of communication at least with on®©n
subscriber

* When the tactics «Lamp» is used with fire and @afarm loops the relay is turned off when the alar
loop is OK because fire and panic alarm loops dwsgs armed.

**  Tactics «Alarm Output» doesn’t operate with fitare loops, i.e. the relay changes its state neithe
case of a fire nor in case of an open/short cirgailure of the alarm loops.

***  The time for which the relay will be turned off cae set in the limits of 1 to 80 conventional units
provided that one conventional unit of the paramgete equal to 0.125 s. For example, in order teegi
time for the relay to be turned off to 5 secondsuhlue of 40 should be entered (for a fire alanwp the
relay can be turns off only on being armed by i@utfrom such state as Disarmed or Fire Alarm
credential to perform power-on reset for the dedect

*6% - Tactics «Communication Failure» may not work is slubscriber uses Who Called service of similar.
Also the tactics is not operable in case of usiktpSprotocols.

For tactics «Switch Off upon Arming» and «Lock Calt the relay can be linked only
with a single alarm loop.

CREDENTIAL PROGRAMMING MODE

The UO-4S can operate partitions by means of ctedenThe panel can be programmed for
using credentials by means of UProg or immedidtethe mode of programming credentials. To switch
the UO-4S to the credential programming mode, tlastist Key should be used.

In the process of programming the Master Key aéiviowusly saved credential data are
cleared.

The Master Key is not designed for arming and disag.

Programming the Master Key:

1. Disarm all alarm loops assigned with the Intrusaod Entrance types.

2. Power off the UO-4S.

3. Use a piece of wire to couple the contacts of tke4$ reader and keep the contacts coupled.

4. Power up the UO-4S.

5. Wait until the panel issues the Master Key Programgrsignal {wo short double beeps and
then one long sound).

6. Open the contacts of the reader of the UO-4S amd tjuickly, within no more than 10

seconds briefly touch the UO-4S reader by the @utThe panel beeper issugdeep It
means that the Master Key is written to the UO-43nory.

15



7. Quitting the mode of programming the Master Kepésformed by short closing the reader
contacts for 4 seconds or automatically in 30 sésaiter completing configuring operation.
In this casehe panel issues one beep and then one long souighal. Quitting can also be
performed by shutting the power off.

Programming credentials for arming and disarming ahrm loops without using a PC:
1. Disarm all the alarm loops with the types Intrusaomd Entrance.

2. Enter the mode of programming credentials by touglthe UO-4S reader by the Master Key;
the UO-4S shall issue the signal of proceedinght grogramming modé&hree pairs of
double beeps.

3. Briefly touch the UO-4S reader by another iButt®he iButton code shall be entitled in the
UO-4S memory and the beepmreps twice.

4. Light indicators LP1+LP4 show the number of prognaea credential in binary code (see
Table 6) and then after two seconds they showtttessof the related alarm loops.

Notes:

— If the credential code has already been in the pamemory then the beeper issueshart
Confirmation sound.

— If the credential memory is full (16 credentialsshaready been enrolled) then the beeper
issues dong Error signal.

5. Define the match between the credential and themalaop(s) by brief closing of the relevant
alarm loop. If the LED related to the alarm loojpinhinates it means that the alarm loop can be
operated by this credential.

6. To confirm programming, briefly touch the UO-4Sdees by the same credential. The credential
authorized to arm and disarm will be saved in tt@ae memory.

7. To program the panel for using other credentiggeat steps 3-5.

8. To quit the mode of programming credentials, cltdse reader terminals for 4 seconds, or the
panel quits this mode automatically in 30 secorftlr dast operationThe beeper beeps once
Quitting can also be performed by shutting the poote

Table 6. Indicating User Number by Alarm Loop LEDs

# | LP1 LP2 LP3 LP4 | # LP1 LP2 LP3 LP4
11O | O O | O |90 |O ] O] O

2l O | O | O | O |10l O |O | O] O
3lO | O | OO |1ulO |O | O] O
4O 1O 10 | O 2l O O 10 60O

sl O | O | O | O |B8]O | O| O] O

6l O | O | O | O |l O |O ]| O | O

7l O | O | O | O |50 | O | O | O

s| O | O] O | O

Deleting Arming / Disarming Credentials

1. Disarm all the Entrance and Intrusion alarm loops.
2. Enter the mode of programming credentials by taugtihe UO-4S reader by the Master Key. The
panel shall issue the signal of proceeding to tbgramming mode (three pairs of double beeps).
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3. Holding the Master Key touched to the reader ptestamper switch (see Figure 1) down for a
short time (no longer than 0.5 s) and then remiteeMaster Key. POWER LED shall flicker
periodically (two times per second with pauses afetond) indicating the mode of deleting
credentials.

4. By short presses on the tamper switch select tinebeu of the credential. Indicators LP1+LP4
shall show the number of the credential.

5. Press the tamper switch and hold it pressed forseédbnds. When the credential descriptor is
deleted from the panel memory the beeper will isauwebeeps and then one long soundf there
is no credential with such number in the panel nmgntben the panel issues the Error signal
(single long sound.

6. To delete another credential descriptor, repeaptbeedure starting with the step 4.

7. To quit the mode of programming credentials, cltdse reader terminals for 4 seconds, or the
panel quits this mode automatically in 30 secorfter dast operationThe beeper beeps once
Quitting can also be performed by shutting the poaie

ARMING AND DISARMING BY MEANS OF DALLAS IBUTTONS

To arm and disarm an alarm loop or a partition ®ans of an iButton, a double touch tactics is
used.

First Touch

Within 30 s after the first touch the indicatoriBlitton reader indicates status of the alarm loops
or partitions associated with this credentiak.(Table 3.Indicators of Reader and Patrol Check Cir-
cuit).
Second Touch

The second touch should be performed within nodorigan 30 s after the first touch.

Credential with Authorities to Arm/Disarm
 If all the alarm loops associated with the cred®rare disarmed or in thirming Failed state then a

process of arming is started.
» If at least one alarm loop associated with the enédl is armed or in th&larm state then a process
of disarming is started (a process of arming wellstarted upon next touching).

Credential with Authority to Arm
» If at least one alarm loop associated with the emédl is in the stat®isarmed, Arming Failed,
Alarm then a process of arming is started.

Credential with Authority to Disarm
» If at least one alarm loop associated with thislential is in such state @#darm, Arming Failed,
Armed then the process of disarming will be started.

Fire and panic alarm loops are always armed, soullbe mentioned above are not applicable to
them.
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CONTROLLING UO-4S REMOTELY BY SMS

To control the UO-4S remotely it is necessary todsen SMS with a relevant command to the
UO-4S phone number (the phone number of the clyraative SIM card) — see Table 7.

Table 7. Remote Control Commands

Commands SMS Messages

Request for Armed Loops

The response will be one of the following:
— If there are armed alarm loops: $yBned
— If no alarm loop is armedisarmed
Request for Partition Status

Maximum 8 partitions in a single request

PXXXXX g

PXXXXX gpP,P

Arm

(to arm the specified local alarm loops of the U§)-4 PXXXXX8SS...
Disarm

(to disarm the specified local alarm loops of thH@-4iS) PXXXXX dSS...
Arm Partition (only for Slave 1/ Slave 2 modes) PXXXXX apC...
Disarm Partition (only for Slave 1/ Slave 2 modes) PXXXXX dpC...

Activate Relay (to switch the relay on for a time, to switch théay off) | PXXXXX rNYtZ
Only a relay of the Remote Control type can bevatéid remotely
Confirmation

(the response from a central monitoring statiorafoarming SMS) PXXXXX K

Sel Time (if necessary to correct the time) PXXXXX thhmm

Set Time and Date PXXXXX thhmndDDMM
Set Object Number PXXXXX nllli

Check Balance
(to receive the status of the balance on the acil card of thel PXXXXX m <carrier's code>
UO-4S)

Check Balance
(to receive the status of the balance on the dpdcBIM card of the PXXXXX bQ <carrier's code>
UO-4S)

Change Phone Number
(to change the specified phone humber)

Change Phone Number
(to change the own phone number)

Where:
¢ XXXXX stands for a five-digit user's password

e P stands for a partition number

e Sstands for a number of an alarm loop (1 to 4)

e C stands for a partition number (1-99)

* Y can take a value “1” for “switch on” or “0” for gtch off”

* N stands for a relay number (1-3)

* Q stands for a sequential number of a SIM card (1-2)

* K stands for a subscriber sequential number (1-5)

e |lIl stands for an object number (4 digits)

e Z stands for a time in seconds. The maximum val®&5s(in no time is defined or the time is equal to
zero then activation time is not limited)

« P,am,d,q,r,Kk,t, c, b, nare the characters typed from the keypad

¢ hhmm means the hours and minutes willBMM designates the day and the month

e <carrier's code> is the code of the carrier to check the accout#no®, for example *100# or *102#, it
should be specified for a particular carrier inaatigular region, for example P12345m*100#. The bal

PXXXXX enK<phone number>

PXXXXX e<phone number>
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ance can be checked among others also for postepaild (in this case and answer can be received in
two parts namely as a USSD message about receivieguest and an SMS with the balance status).

& If no response has been received for account balaequests then you need to change SMS
notification service to USSD.

Examples of the commands:

P1234%14 is the command to arm the alarm loops 1 andtdeolO-4S, the user password is 12345
P345631134 is the command to disarm the alarm loops 13apicthe UO-4S, the user password is 34563
P1234%pl2 is the command to arm the™@artition;

P4532111t10 is the command to switch the relay 1 on forddébsds, the user password is 45321
P4532110t0 is the command to switch therlay off, the user password is 45321
P1234%H2*100# is the command to request the balance onth8I® card of the MT carrier
P12345:11234 is the command to set the object number

P12345134511304 is the command to set the time and date @ReflApril, 13:45)
P12345cn3+123456788 the command to change the phone number of tseiscriber for the number
+123456789

P12345cn3123456788 the command to change the phone number of tiseiBscriber for the number
123456789

P12345¢12345678@ the command to change the own phone numbéhéonumber 123456789
P12345qgp12,34,56,78 the command to request for status of the parst12, 34, 56, 78

Table 8. Responses for Control Commands

Responses In Cyrillic Characters In Latin Charactes

. Pene Bxiroueno N Relay is on
Relay N Activated Pene Beika. N Relay is off
Time Set VYcr. BpeMeHn Time set
Time and Date Set Ycr. BpemeHu Time set
Object Number Set Howmep nzmenen Set number
Phone Number Changed 3ameHa HOMepa Phone set
Confirmation Ksutnposanue Receipt
Wrong Password Hesepuslii Koz Wrong password
Command Failed (an unknown
phone number, a parameter errgr Her nocryna No access
of the command in the SMS)
Relay Control Denied Het nocrymna No access

*— A response to a request for partition statusmes in the Egida-3 SMS protocol (for example,
F99102555241P10) and is intended for operationgid&-3 Central Monitoring Station software)

** — The response is generated in Latin symbolsxiended character set is not in use by the pahat (s
there are no Cyrillic characters in parameter angent descriptions)

INSPECTING PANEL OPERATION IN THE TEST MODE

In the Test mode the panel inspects operatiorsdight indicators and beeper. The panel can
be switched to the Test mode only from the menthefcontrol panel and only for S2000M of
versions 3.0 and higher (for more information péegefer to S2000M User’s Manual).

After the panel has entered the test mode:
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— The panel beeps;

— The indicators COM FAULT, POWER, LP1 - LP4
1. llluminate with amber, then
2. Illuminate with green, then
3. Illluminate with red, then
4. One-by-one turns on with green, and finally
5. One-by-one turns on with red.

After the test has been completed the panel autcatigtexits the self-diagnostic mode and
returns to quiescent mode.

TRANSMITTING NOTIFICATIONS

Notification Formats

The UO-4S can transmit notifications to five pheanenbers and for each number a notification
format can be programmed individually:

e Contact ID (ADEMCO) — Appendix A,
* User SMS — Appendix B;

e Egida-2 SMS - Appendix C;

* Egida-3 SMS — Appendix D;

* Voice Message — Appendix E;

* Phone Call;

« CSD;

» CSD (DC-09).

Contact ID (ADEMCO)

This notification type is used to transmit eventswoice channels to central monitoring stations.
The list and format of notifications is shown inggndix A. An UOP-3 GSM can be used as a receiving
device.

User SMS

The panel supports transmitting user messagesit@rillic and Latin characters and provides
editing them by means of UProg (using Latin chamaptovides more cost-effective way to send SMS).

Depending on the mode the device operates in tteetdnsmitted in user SMS vary in follow
aspects:

Standalone Mode: messages are sent with speciéang loop numbers:
Object Name, DD-MM (optionally) HH:MM, Event, LRorze Description (optionally)
Object Name, DD-MM (optionally) HH:MM, Event, Ugumber, User Description (optionally)

Slave 1, Slave 2, Master Mode: messages are sémtspecifying numbers of partitions and
zZones:

Object Name, DD-MM (optionally) HH:MM, Event, Pditn Number, Zone Number, Zone Description (optipna
Object Name, DD-MM (optionally) HH:MM, Event, Paitin Number, User Number, User Description (optipna

The list of messages is shown in Appendix B.
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SMS (Egida-2), SMS (Egida-3)

Transmitting SMS to a central monitoring statiorthMegida rev.02 or Egida rev.03 software
respectively. Notification formats are shown in &Apgix C and Appendix D. Receivers can be an
UOP-3 GSM and a GSM modem. Description of SMS kar protocols Egida-2 and Egida-3 is not
available for editing by user.

Voice Messages

All voice messages begin with the phrase “Attentithe message from the object number...”
followed by the code of the object and the texthef message itself. The panel cannot synthesizzibbj
descriptions by voice, so the messages contain tmynumbers of partitions, zones, and users
(credentials).

full including the given number of message repe@therwise the UO-4S will try to
establish communication once more and to transhet notification so many times as
defined for the voice message notifications.*

* |f the Who Called option (or similar) is activatéat the subscriber then the number will not be
called repeatedly.
Phone Call

For this notification type the UO-4S dials to thibscriber and hangs up; this type of notification
is used to inform the subscriber that an eventhlagpened without describing the event.

CSD (DC-05)/CSD(DC-09)
If this type of notifications is selected then data transmitted via GSM network over the fax-

data channel in digital form with the rate of 9.Bit’s. A receiver can be UOP3-GSM or GSM modem
for CSD (DC09).

2 A voice message for a current direction is congdedpo be delivered if it has been heard in

& Many carriers can transmit and receive data via C&1ly after special connecting of this
service.

GPRS (DC09)

Notifications are transmitted using GPRS in theqmol «DC-09» to a specified IP address and
port. Data can be received on a PC immediatelyhfwit panels) provided that Egida-3 Central
Monitoring Station software or other software supipg this protocol is installed on the PC.

If the transmission over GPRS is enabled it idhefttighest priority in its group. While operating
via GPRS, by default data are encrypted using thiault key (encryption keys are adjusted in
UProg.exe and Egida-3) provided that encryptionlmadisabled when necessary.

Filtering
To minimize data to be transmitted and to provigleeiving only the required information, an

event filter can be adjusted for every subscrikgniper. The filter criteria are alarm loop numbédos (
the standalone mode) and types of event.

Grouping

To provide redundancy, phone numbers can be comhinte groups. If a group number is the
same for all phone numbers then the panel willstrah notifications only to one number from the
group, namely the first number which the panel teched. If group numbers are different then the

UO-4S will consistently transmit notifications fatl phone numbers assigned with different group
numbers.
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Testing Communication Channel

Test notifications are intended for testing curr@perability of the communication channel and
can be applied for phone 1 and phone 2. A Tesfication can be either SMS (a transmission penod i
hours should be specified) or a phone call (apaliod can be set in minutes or in hours or a fione
calls once or twice a day should be specified).

Test notifications must comply with notificatiopeayselected for the relevant subscriber.
That is, if User SMS are in use then Test notibeest should also be SMS while if voice

@ calls, ID Contact, and CSD are in use then Tesifinations should be phone calls.*
Phone calls are also permitted to be used as Tet#ications for operation with Egida-3
Central Monitoring Station using Egida-3 SMS nattion type.

* |If the Who Called (or similar) service is actif@ the subscriber then the panel will consider a
test call as successful and this can affect thaeltesf testing the quality of communication chdmwigh
the relevant subscriber.

Apart from the option “Phone call at a specifiechdél, Test Transmission Period starts to be
counted since the moment of last transmission piatification to the relevant phone.

In the mode of phone calls on receiving a Testfigation a subscriber takes the call. This con-
firms for the UO-4S that the notification is reaeivand the panel releases the phone Tihe.call time
doesn’t exceed two seconds and as a rule is nogelay the carrier.

If at the time of sending a test notification théscriber is not available or no answer is received
from the server while operating via GPRS the pgeelerates the event of communication loss for this
channel and transmits this event to other subgsritwed to the S2000M control panel (while operating
in a slave mode).
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MOUNTING

MOUNTING THE DEVICE

Figure 2 shows the appearance and overall and mgudimensions of the UO-4S panel. The
panel is to be mounted on walls or other structurdéise premises at places protected against atmedsp

fallouts, mechanical damage, and unauthorized acces
Wiring of connecting lines is to be carried out i®wn in Figure 5 (“UO-4S Connection

Diagram”).
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O BEEIE) / N
\:\ Lpd m g N m &
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Figure 2. Overall and Mounting Dimensions

The UO-4C should be mounted in line with the Russiegulatory documenk/].78.145-92
“Rules of Work Arrangement and Commissioning. IHatens of intrusion and fire alarm systems”.
The panel should be attached at a height whesecinvenient to operate and maintain the device.



Mounting on a Wall

3. Drill the holes, insert wall plugs into them andese
provided woodscrews into the two upper holes sottiea
distance between a screw head and the wall is a . -2
7 mm. &=

M
1. Please ensure that the wall the device is to bentedon \ Unscrew the screw |
is solid, flat, clean, and dry. \\ fixing the cover
2. Mark places for three mounting holes on the walf {ivo \ N
. \ Push the top end
upper holes and one of the bottom ones) in accoedan of the front cover
with the mounting pattern for the panel. L _ down by your
I 72 thumbs )

Slide the
cover
forward

4. Remove the front cover from the panel as shown
Figure 3).

5. Hang the device on the two screws. Screw the r
woodscrew into the bottom mounting hole and tighter
up until bumping to fasten the device to the wall.

Figure 3. How to Remove the Cover

Mounting on a DIN Rall

1. Select the mounting location where free acceshdadapping screw at the upper end of the device
front cover is provided.

2. Install the device on the DIN rail as shown in Fgd.

3. Remove the device front cover as shown in Figure 3.

Place the hooks of
the panel base under
the lower edge of the
DIN rail

Turn the case until
clips onto the rail

Figure 4. Mounting the Panel on a DIN Rail

Connection

Mounting of connecting and communication lines @ried out in accordance with Figure 5
(“UO-4S Connection Diagram”).
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RS-485 Interface Bus
When the UO-4S is used as part of an Orion intedraécurity system:

1. Connect the terminals RS-485A and RS-485B to tiesliA and B of the RS-485 interface bus
respectively.

2. Connect the “®” circuit of the panel to the similar circuit ofdtpreceding and the subsequent
devices on the RS-485 trunk (if the devices aregued by the same power supply this doesn’t habe to
done).

3. If the panel is neither the last nor the first devon the RS-485 interface bus then remove the
XT3 jumper which is situated closely to A and B tamts on the panel PCB.

speaker microphone

(TTTT17
l o O O O Mic 0V 12V
COM port -3
R R
() COM FAULT 357 1
| .F | GSM module OQ
(J POWER X I =
O LP1 S ' a
tamper switch oo : g
O LP2 g
(]
) LP3 battery (%
O LP4 ©
beeper J GsM
Of x
o|3
SEEEBEBEEEEEBEEBHEBEEEBEEBE
3 S| IN|N|[O|[W| XK
+ + + +
SNv|w|solo|Nleolol3 2R |a|R|a|o|J|le|lo|SIRINIB|IRIH
Pha b b bbb bbb bbbt
§ éﬁ § g‘é alarm loops to actuation devices
5 3i2 §o 3
X ocro =238 4
12V o058 §2 J’
power *TE §O
supply L iButton reader
ofB .
Figure 5. UO-4S Connection Diagram
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Figure 6. Connecting Alarm Loops and Operating Loop
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Four-wire detectors (with external powering) shoblel used as fire detectors. After

& receiving a Fire event it is necessary to reset groof the relevant detector; for
doing so one of the panel relay outputs can be \(#extactics «Switch Off upon

Arming»).

Proxy-3A (3M, 3MA),

Proxy-2A (2M, 2MA) Schityvatel-2 S2000-Proxy-N S2000-Proxy
|+12 ov |po| o |G| LR |RD|WH|BK| |’]|2|3|4| |+12v|ov|0ut|1nd|
l l l l l l l [ +12] ov [ oo Leog] l l l
oV TM GRN LED LED T™M OV l l l oV TM LED

ov T™M LED to a power supply

to a power supply
to a power supply

Figure 7. Connecting Readers

Inserting SIM Cards
SIM cards are to be installed into the panel dfterpanel has been programmed.

codes for them by means of a cell phone. If ieguired to use SIM card protected by
asking PIN then digit PINs of the primary and bgek&iM cards should be specified in
SIM card settings in UProg (tab “Device”).

@ Prior to inserting SIM cards into the UO-4S it iseferable to turn off asking PIN

The primary SIM card is to be inserted into thedowlot (which is closer to the panel's PCB),
and the backup SIM card is to be inserted intaughyger slot (under the metal plate).

Closing Cover

Guide the projections of the Turn a cover until a Insert and tighten
cover behind the base hooks specific click is heard the screw supplied

Figure 8. How to Close the Cover
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PROGRAMMING

PROGRAMMING UO-4S

The UO-4S parameters are configured with the helpRyog (of version 4.1.0.51 and higher).

While programming the UO-4S it is recommended ® the last version of UProg
which can be downloaded from
https://bolid.ru/files/373/566/InstallUProg_411.zip

https://bolid.ru/support/download/?groupsID=3&tad3t0&q=Uprog

Configuring

To configure the UO-4S parameters, connect thelpana power supply and to a PC with
UProg.exeDevice Configuration Tool installed via the adaptable provided or via one of the Bolid
manufactured interface converters (PI-GR, S200B2000-USB, or USB-RS-485).

- RS-232 cable N
- Uuo-4S

g 2 [+-] |

—]

12V
power
supply

Figure 9. Connecting the UO-4S to a PC via the Adagr Cable

If the UO-4S is connected to the PC over the RS&8#2e for programming then for the panel

can operate in the modes Master, Slave 1 and ldve connection cable must be disconnected from
the relevant UO-4S port after configuring.

‘_
UoO-4S
[+ -]A[B] |
L
interface 12v
converter power
supply
I
RS-485

Figure 10. Connecting the UO-4S to a PC via an Inteace Converter
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@ Please remove SIM-cards from the UO-4S while prognang the panel parameters. The
XP2 jumper (see Figure 5) must be closed duringnammming.

RUNNING CONFIGURATION TOOL

RunUProg.
Load configuration from the device memory:
MenuDevice - Read Device Configuration

The window for searching devices connected to tmputer appears on the PC display. In the
Serial Port field enter the logical number of th@M port the UO-4S is connected to. Then the Search
Devices procedure is started.

Search Devices

Setial Port 4 =

@ Sddress; 3 UO-43 (ver. 2,53)

Select | Search | Cancel ‘

Figure 11

On completing the search procedure UProg displagdist of all the devices connected to the
selected COM port, with address and version numibeirgy specified for each device. Select the device
that is to be programmed.

Change Panel Address

The panel's RS-485 network address can be changedelans of the UProg menu command
Device - Change Device Address.

& In a slave mode the UO-4S address is recommendegl $et to 127 while addresses of
the devices connected to the UO-4S should be satues from 1 and higher.

Saving Configuration

To write configuration to the UO-4S memory, pleatiek the Write Configuration to Device
button and exit the program. The UO-4S shall camfivriting the new configuration by sounding of the
built-in beeper.
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Tab «Device»

&= UPROG Configuration Tool for, UD-4S (version 2,55)

File Settings Device Language Help

] D H

Ohiect Device

Ohiect Mumber ,12347 Operation Mode Slave? (S2000M 2, «
Entry Delay, « 0 - Use backup SIM card [v
Exit Delay, s = < Transmit SMS with Data v

Ohiect Marne: Extended Character Set e

Bolid ©T

<1

Configuration Read Protection
Configuration Passworc{Sﬁ?B

Disable Panel Indication B
Int | Ala
:I em_? SIS 73 = Communication Fault
arm Time, s | - Tl T T2 TS T
Arming/Disarming v Tel.2 W Teld I GPRS I
- Relay
rRelay Type 1 rActivation Time
1 Relay 1 JLamp :.| Relay 1 10 -
Relay 2 15iren j Relay 2 10 =
Relay 3 [nemate Contral - Relay 3 255 =
SI Settings-
SIM1 PIM {4121 SIMZ2 PIM {4122
Command to check balance on 5IM1 Command to check balance on 51M2
*110% 454 1024
Period of checking balance on the active SIM in days 1 _:_i

Period of checking balance on the backup SIM in days

[ury
4k

" Dievice fiélam Loops i1 elephones fMessane Fiter fCredentials {Zones and Partitions {Messane Descriptors {GPAS Settings /

Figure 12. UProg for UO-4S

Object

Object number is composed of four digits 1 to 9.
Object Name can comprise maximum 64 Latin characters includspgces or 32 characters
including spaces if Cyrillic characters are in (s&ed in case of transmitting user SMS).

Entry Delay is the delay for alarm loop’s proceeding from amr&nce Alarm state to the Intrusion
Alarm state.

Exit Delay is the delay of arming an alarm loop.

Internal Alarm

Alarm Time is the time is seconds for which the internal leeegpunds upon receiving such alarms
as Intrusion Alarm, Fire Alarm, Short Circuit, a@gen Circuit from the alarm loops linked to the
beeper.

Arming/Disarming : If this parameter is set on then the panel beejlesound when alarm loops
of the panel are armed and disarmed.

Communication Fault: If this parameter is set on then the panel beejlesound in case of loss
of communication in specified channel.
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Device

Operation Mode: This parameter provides selecting the mode of lpgreration.

The required operation mode must be obligatoryctete prior to proceeding teet-
ting parameters of credentials, zones, and partitions.

Use Backup SIM Card If a second (backup) SIM card is installed irte JO-4S then when a
notification cannot be transmitted over the primawtification channel (poor communication
qguality, zero or negative account balance) this ovi# be transmitted over the backup
communication channel (both cards are equivalent the panel returns to operation with the
primary card only when transmitting data usinglthekup card fails or after power-on reset).

Extended Character Set The parameter informs that notifications are $raitted using Unicode
extended character set (the UO-4S starts tranami8MS in Unicode if the object name or User
SMS contain Cyrillic characters).

Transmit SMS with Data: If this parameter is set on then the UO-4S tratssbiser SMS with the
data, not only with the time.

Configuration Read Protectiont This parameter can be set on/off when a pasbwgainst
unauthorized programming of the panel is giventhd parameter is set on then in case of an
attempt to read configuration after 30 secondsesiast programming UProg will ask the password.

I N
Configuration Password l—zh

Enter vour password:

Confirm vour password:

Cancel |

Figure 13. The Dialog Window to Enter ConfigurationPassword

Configuration Password can be discarded upon panehtering the programming

& mode without presenting Master Key (on poweringpideel up with closed terminals
of the reader). Then panel's configuration shoutlread and password should be
changed or discarded.

Disable Panel Indication If this parameter is set on then the panel irntdkavents neither by
lighting nor by sounding except for GSM LED anddeaindication. Indication can be suppressed
only when the tamper switch of the panel is closed.



Relay Outputs

Relay

Relay Type Activation Time

Relay 1 |Lamp j Relay 1 20 =
Relay 2 IRermote Cortrol Relay 2 10 =
Relay 3 [Rermote Control =l Relay 3 B0 =

To program relays it is necessary to select RelgyeTto give Activation Time during which
every relay is activated in accordance with thangef control tactics, and to select the alarm loops
linked with every relay.

The parameter Activation Time for the relay tactBwitch Off upon Arming can be set to a
value which corresponds to a time in the range tf 10 seconds, with one unit of the parameterdgein
equal to 0.125 s.

« Activation Time = 0 — The relay will not be actiest

» Activation Time = 255 — The relay will operate incardance with the selected tactics until

linked inputs change their state.

The Activation Time parameter is not applicable toa relay if the relay is assigned with one
of such tactics as Lamp, Communication Failure, andRemote Control. Such relay always
operates in accordance with given tactics until thénked inputs change their state.

@ When the relay control tactics «Switch Off upon i\gn and «Lock Control» are in use
the relay can be linked only with a single alarrago

SIM Card Settings

SIM Settings
SIM1 PIN SIM2 PIM
Command to check balance on SIM1 Command to check balance on SIM2
#1014 *101#
Period of checking balance on the active SIM in days 2 =

28]
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Period of checking balance on the backup SIM in days

While using SIM cards it is recommended previouslyurn their PIN codes off. However, if it
is required to work with cards for which PIN codes asked then it is necessary to specify thesescod

in the relevant fields for the primary and backulpl $ards.

If it is necessary to ask the balance automatictiibn the balance request codes should
be typed in the relevant fields of SIM1/SIM2 ahd televant period for automatic
& checking in days should be selected.

To turn a PIN off in the device settings switch ganel to the programming mode
without presenting the Master Key (power the papetiosing the reader terminals)
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Tab «Alarm Loops»

B UPROG Configuration Tool for U0-4S (version 2,55)
Flle Settings Dewvice Lamguage Help

Jd © H

Delay for auka arming after alarms, s I3 -
LPO Type |F'atm| Check =
LP1 P2 | LP3 | LF 4 LPO
LP Type Fire Panic Enkrance Intrusion Patrol Check Circuit
Auko Arming After Alarms + + + +
Auko drming After Failures + + i§ +
P Lirked to Relay 1 + +
Linked to Relay 2 - £ + ¥

Linked to Relay 3

Linked to Beeper + + + +

Group Arming,/Disarming

Operated Alarm Loops + + i

Cperating alarm Loops [ i

4 Device Adlam Loops AT elephones AMessage Fiker ACredentials AZones and Partitions AMessage Descriptors AGPRS Settings /

Figure 14. Alarm Loops Tab

Auto Arming Delay: This parameter means a time in which an alarm ieii be armed when it

has been repaired after being in alarm. The vadnebe set in the range of 1 to 255.
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@ For an alarm loop of the Entrance type Auto Armidglay must exceed Entry Delay.

LP Type: Selecting the type of an alarm loop for LPO-LP4.

LPO Type: The way to use the input BATIII” on the device PCB, namely Patrol Check Circuit,

Operating Loop, or Phone Call. If a Patrol Checkdouis used then select the type Patrol Check
Circuit; if a common alarm loop is used which opesaother UO-4S inputs then select Operating
Loop; and if activation of zeroth alarm loop shoigdd in a phone call to a dial-up phone number
then select the Phone Call type.

Auto Arming After Alarms/Failures : Intrusion types of the alarm loops (Intrusion,trfance,
Panic) support automatic arming them after beinglamms or in the Arming Failed status. An auto
arming procedure is started on expire of a prograblendelay defined in configuration; the
parameters of auto arming are defined for evelrimal alarm loop individually.

The parameter Auto Arming After Failures is alwayplied for fire alarm loops (re-
gardless of whether this flag is set on or off).

Linked to Relay...: Tick the alarm loops linked with the relevantanel

Linked to Beeper. If the parameter is set on then activation o #idarm loop causes the panel to
indicate this event by sounding.

Group Arming / Disarming: Operated alarm loops are armed upon arming adpalating alarm
loops. Operated alarm loops are disarmed upon ndisgr of any operating alarm loop. Both
operated and operating alarm loops must be markbdawlus character.



Tab «Telephones»

&= UPROG Configuration Tool for U0-4S (version, 2,55)
File Settings Dewice Language Help

J o H

Voice Message Transmission Attempts:

[
1k

Max Murnber of Kotifications per DTMF Connection;

SMS Transmission: Attempts

er=n ] [i]
k| [4b] b

Voice Message Repeats

[
1k

Lister Tirmeout in 10s-Intervals

Fhune 1 Phone 2 Phone 3 Phone 4 Phone 5

Phone Number 74967856324 Relay Control

Relayl W Relay2 W Relava W
Password 12345

Group Number 1 =

-

Motification Type |Egida 3 EMS
Eniable Rermote Configuring

Hold On by Device upot Fhone Call

Perrmit to Take Off the Receiver

g 1 9 L

Send Test Motification &s |Phone cal: period in hours

A

Yy
-

E

Test Transmnission Period 2

Diak-up Phone Murmber +79647866325]

\Device fhlam Loops ), T elephones {Message Fiter [ Credentials {Zanes and Partitions AMessage Descriptors AGPRG Gettings |

Figure 15. Telephones Tab

Voice Message Transmission Attempts

A communication attempt can fail due to subscriethe receiving side being busy or poor link
quality or a communication failure. After a speetfinumber of attempts the panel proceeds to a next
subscriber and enter the communication fault maamtetfie current subscriber. The parameter is
applicable to voice messages and transmissiorei€tntact 1D protocol.

The number of attempts should not be equal to zer®,advised to be set to 2 — 3 attempts or
more.

Max Number of Notifications per DTMF Connection

The maximum number of notifications per a singleith Call used while operating with the
Contact ID protocollt is advised to set this value to 5-8 notificaqio be corrected experimentally).

SMS Transmission Attempts

The number of attempts to transmit an SMS aftercivithe panel switches to a next subscriber
and enter the communication fault mode for theentrisubscriberlt is recommended to specify 2-3
attempts or more.

Voice Message Repeats

It is advised to set at least one and no more thage times the voice messages will be repeated
(if the number of repeats is set to zero then vaiessages will be spoken once). On repeating the
object number is not spoken.
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Listen Timeout in 10 s-Intervals (*10)

It is the time after expiry of which the panel terates the connection established upon
activation of an alarm loop of the Phone Call type.

Phone Number

A phone number should be entered completely inodne country/area code (the prefix «+»
can be used).

Password

To provide a possibility to control the panel frahe cell phone, a five-digit password must be
set in this field.

To operate partitions in a slave mode, in the gurétion of the control panel (in PProg.exe) the
phone number must be entered as a credential héthelevant access level to operate partitions. The
phone number should be entered in the control pemefiguration along with the country and area
codes (with «8» or «7» without the «+» sign) ad aglit is entered in the UO-4S itself.

Group Number

To create backup communication channels, phone argsnaére combined into groups. If a
notification cannot be delivered to a first phonethie group it is transmitted to a next numbera If
notification is supposed to be sent to every phanmaber then the group values should be set differen
for every number.

& Communication Fault messages are not transmittéavden the groups (directions) apart
from the GPRS channel.

Notification Type

To transmit events, one of the following notificatitypes can be selected:

* Contact ID (ADEMCO);

* User SMS;

* Egida-2 SMS;

* Egida-3 SMS;

* Voice Message;

* Phone Call;

» CSD (DC-05/DC-09)

One phone number can be used to transmit notiicatof various types to it. For doing so, the
phone number should be added twice to the pandigtwation with different notification types. The
two phones are to be combined in a group, thuse¢hend notification type will be the backup one.

Enable Remote Configuring

If this parameter is set on for a subscriber tiés subscriber can remotely (by SMS commands)
change Object Number, request for the balance,gehtiie data and time, and change its phone number.
In addition, the subscriber can remotely change tdle number of another subscriber if it specifies
number in the command (after changing the numbssrdirmation command from the UO-4S about
changing the number is arrived to the new number).

Send Test Notification As

Test notifications are used to check operabilitycommunication channels and can be sent to
Phone 1 and Phone 2. A Test can be sent either 8M& (sending period is set in hours) or as a @hon
call provided that a period of calling can be seininutes or hours or calls can be given at theiset
(once or twice a day).
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The field Test Transmission Period can take a veduging or from 1 to 59 if the period is set in
minutes, or from 1 to 24 if the period is set irursor at a specified time, or from 1 to 12 whea th
Twice a Day flag is set on.

Apart from the mode of phone call at a specifiadetithe period of sending Test message is
counted starting at the moment of last transmisefaamny message (including response messages to the
balance request and SMS control commands) to tbeearst cell phone.

In the mode of a phone call on receiving the tetifination the subscriber takes a call and this is
a confirmation for the UO-4S that the notificatigrtaken. Then the UO-4S clears the lifike call time
doesn’t exceed two seconds and as a rule is nogeldaby a communication operator.

If a Test notification is sent in one direction th& will not be transmitted to other

directions.
SMS-notification “Test” can be used only with SMS&ification types (User SMS, Egida-2
SMS, Egida-3 SMS)

Dial-up Phone Number

This is a number of the telephone where dial-upasle when an alarm loop with the Phone Call
type is activated. This phone number must be emterdull, including the area code. When a call is
made from this number the UO-4S picks up the hartdderoadcast the signal from the microphone.

Permit to Take Off the Receiver

When called from the phone number for dialing, pa@el turns on the microphone and speaker
(if they are connected to the corresponding terlsjri@r the specified listening time in 10 seconds
intervals.

Phone Call Hold
If at the moment of translation the panel is ringgdthe panel doesn’t hang up.
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Tab «Message Filter»

&= UPROG Configuration Tool for UD-45 (version 2,55)
File Settings Dewice Language Help

] o B |
|Tel1 |Tele |Tels |Teld [Tels |

LP1 v v v v v
Lp2 ' '
LP3
LP4
| |Transmit Alarms
b Transmit Al
Disar med
trmed

Arring Failed
' Intrusion alarm

[»

v v v v
W T d v
v v v v

Fire

.LDD[J Failure

Fire Pre-alarm

" 1access Denied

4 _Prugramming
Patral

Entrance Alarm
Tarnpering, Il=gal Device
Closed -
'Device .Restart

AC Power Restored
&C Power Failure

Backup power restored
Backup Power Failure
Communications Restored

< | | [ T T | T | & | & ] & ] & [ el < <8 <l <5

Communication Loss

| IPalling Loop Open/Shart Circuit '™ [ | | |
Y\ Device {Alam Loops AT elephones ) Message Filter { Credentials fZones and Partitions fMessage Descriptors {GPRS Settings /

Figure 16. Message Filter

Message Filter provides adjusting a list of eveartd local alarm loops for which notifications
will be sent to a specified phone.

A tick in the Message Filter table means transngtthe relevant messages to the relevant phone
while a blank cell means that the events will nettiansmitted. The filter is applied both to stdada
operation of the UO-4S and to cooperation of the48with Orion system devices.

Every filter can comprise several events fallinglemthis group. The table below shows the
examples of the events falling under the filters.

The filter for alarm loops of the UO-4S (LP1LP4) is applicable only when the panel operates
in the Standalone or Master mode. If the UO-4S apsrunder the control panel the filter relateth&
internal alarm loops of the UO-4S is ignored.

36



Filter Name Events

Armed Partition is armed, a leakage is repaired

Alarm Intrusion alarm, panic alarm, leakage (flatedector alarm)

Fire Fire, Fire2
Alarm loop short circuit failure, alarm loop operrcait failure, fire

Loop Failure protection equipment failure, service required,plomonfiguration error,
temperature sensor fault, noise

Communications Restored Communication with theaidgubscriber is restored

Communication Loss Loss of communications withegick, loss of connection with a subscriber

Polling loop short circuit failure, polling loop ep circuit failure, PL

PL Open/Short Circuit communication error, PL unstable communication

Output open circuit failure, output short circudilfire, actuator failurg,

Output Circuit Failure actuator error

An alarm loop is disconnected, and alarm loop isnected, and output |s

disabled, an output is enabled, a pump is on, gpgaroff, an actuator is ip
Off / On - o S : ) .
initial position, an actuator is in operation pwsi{ auto mode is off, autfp
mode is on
Temperature High temperature, low temperature, abtemperature
Level High level, low level, too high level, tooWwdevel, normal level

Auxiliary loop alarm, auxiliary loop restored, aettion of a secongl

Auxiliary Loop auxiliary alarm loop

Low battery, low backup battery, backup batterytaesd, battery failureg

Batteries battery restored, battery test error
Power supply overload, overload repaired, RIP dafrafgiled, RIP charggr
Charger
restored
Equi Discharge of extinguishing agent, voice announcéraetivated and othgr
quipment . ; ,
events not included in the filters
DoOrS A door is forced open, a door is propped open,a@ doclosed (after beinp

forced/propped open), wrong code

Tab «Credentials»

To work with credentials and their operating auities there is an additional toolbar in the

O

UProg with the tools as follow

Load credentials from a file Write credentials to the devige

Load credentials from the

Save credentials to a file
panel memory

B

+
[

Add a new credential descriptor Read a credential

Delete the selected credential de
scriptor from the panel memory

b

& Prior to enrolling credentials ensure that the Oaggon Mode parameter on the Device
tab is set to a proper value.
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Enrolling Credentials by means of an iButton Reader

To enroll credential codes by means of an iButeader, the iButton reader should be connected
to the UO-4S terminals 23, 24, and 25 (see Figure 5

1. Load the panel configuration by means of UProg.t&the Credentials tab. When the Cre-
dential tab has been open the device descriptarststing read from the panel memory au-
tomatically.

Add a new credential descriptor on the Credersialty cIickingE.

Then read the credential co. If the credential code is read successfully thegb beeps
and a unique code appears in the relevant Creti@ude cell.

4. Next, define the credential rights by ticking thexbs in the cells of the alarm loops which
can be operated by the credential. Then save tbédegtial to the panel memory by

activating the too_ ===, «Write credentials to the device».
5. To delete a credential descriptor from the panehory use the buttoE.

Setting Local Credentials

== UPROG Configuration Tool for UD-4S (version 2,55)

File Settings Device Language Help
] o H
2 o =
f/) [
Local l
ID |Type |Credential Code | Rights |LF1 [Pz [LP3 [LP4 |User B
0 |TM  |EG00000F0AZEZE01 |Master Key |
:1 |TM  |7EC00014FODDECOL |arming/Disarming | ] | ¥ | %] | %] |Smith
2z |TM  |6BO00012452B4A01 | Atming Ml [T T | ™ Goneales
' |3 v |aDooooiz4rzFsool |fwrming ™ 1| [ "™ |katonai
W i jfming, | | | | jfakona
5 | |
e [T
BERLE |7
e |
s m |
W Jio m T
S T ]
B |
iz |
14 |
15w |
e oL | ;Arrﬁing,l'[ﬁis'arm'ing' v | v V | v “C)perai:ingLoop
:1'?' 11 |1z34s |arming/Disarming | [¥] | ¥ | ¥] | %] [Tel.1
18 Tz 12345 |arming/Disarming | %] | ¥ | ¥] | ¥ |Tel.z
| Jis 13 12345 \arming/Disarming | ] | [¥] | ] | ¥ |Tel.3 | B
b 1 oo [mingbeaming | 21 | 91 | 1 [ o)
- Reading Codes: Unavailable 1
z
" Device filarm Loops /T elephones jiMessage Filter ) Cradentials AZones and Partitions fMessage Descriptors {GPRS Settings |

Figure 17. Local Credentials
» Type: The type of the credential. The value of Tgpe be one of iButton (TM), Operating
Loop (OL), Telephone (T1, T2, T3, T4, T5), or Pidde (PIN).

* Credential Code: For iButtons their codes are mmaeans of the iButton reader and for tel-
ephones the code is entered using the keyboardgi(S)d

* Rights: Operating authorities of the credentialeihg, Disarming, Arming / Disarming).

e LP1 - LP4: The numbers of the alarm loops whichlmaoperated by the credentials.
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The credential with ID 0 is the system Master Keljich is used for programming user
credentials for the UO-4S without UProg and carmsoused for arming / disarming.

In the modes Slave 1 and Slave 2 all the credentialuding local ones must be enrolled
in the control panel. Messages about arming andrdisng the UO-4S contain ID (the
sequential number) of the user in accordance ag #ne numbered in the control panel
while the match between ID and the user name isatbin Global credential settings

Setting Global Credentials in the Master Mode

To transmit User ID and User Name while arming dmshrming zones/partitions the Global
Credentials table is used.

& UPROG Configuration Tool for UO-4S (version 2,55)

File Settings Device Language Help

j.,,/' Ii-._-l_

Laocal Global l

D 1Type |Eredential Code ]IUser i‘

2z |TM  |C900000969BSFa01 [Signal-10
23 |TM  |920000143DF70301 52000-4 Trkr
24 |TM  |F400001248FFEEDL |52000-4 Paric
25 |TM  |0000000000000000 |

26 |TM  |0000000O0000N0O0

27 |TM  |0000000000000000

28 |TM  |0000000000000000

23 |TM  |00000O0O00000000

30 |TM  |0000000000000000

31 |TM  |0000000000000000

3 |TM  |0000000000000000

33 PIN 1212 | Signal-20m
34 PN 1111 | Signal-20M Com
35 |TM  |0000000000000000 [N
3 PN |7894

37 PN |4567

3 |TM  |0000000000000000

39 [TM  |0O000000000000D

N - T’ O ) O

40 PN |4444 kDL
] 41 PII\! _5555 55_2000-4 | ﬂ
FRead Credential Code
Device address I >

Reader number

FRequest for the code from the reader

% Device falarm Loops AT elephones fMessage Fiker hCredentials AZones and Partitions AMessage Descriptors AGPRS Settings

Figure 18. Global Credentials, Master Mode

Global credentials can be enrolled using the read#dre keyboard (credentials of the PIN type).

In the Master mode the UO-4S cannot control theeskdevices and the credentials are
@ enrolled only for the possibility to transmit credial ID and User Name. So, the same

credentials must be locally enrolled in the devices

Setting Global Credentials in the Slave 1 or Slave Mode

When the UO-4S operates under the control pané¢halcredentials including local ones must
be enrolled in the memory of the control panel escdbed in the control panel’'s manual. In thisecas
the sequence number of a credential will be tratiethby the control panel as a user number (IDg Th
match between ID and user names is described i0@dS on the tab Credential — Global.
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Tab «Zones and Partitions»

Standalone Mode The match between the zones and partitions isngin the UO-4S. A Zone
Number means the number of an ID Contact Zonen@rStandalone mode this tab can be not filled in).

Master Mode: The match between device addresses, zones, atitopa is described in the
UO-4S. A string number in this case is the numlién® ID Contact Zone

Slave 1 Mode The match between device addresses, zones, atitiopa is described in the
UO-4S. To receive events from the devices the U@@S8iguration must contains status zones of the
devices where the alarm loop number is specifiedeas (“0”) and the number of this string will mean
the ID Contact number of the device state.

Slave 2 Mode Numbers of zones and partitions are transmittedhfthe control panel; only
textual description of the zone can be added inX@e4S. For the Slave 2 mode, assign in the control
panel configuration (using PProg.exe) the ID Cantagnbers of all the zones, readers, panel status
zones, and relays which events are to be trangirittéghe UO-4S. A test description of a zone is thi
case is typed opposite the number of the stringchvimatches to the zone ID Contact number in the
configuration of the control panel.

&= UPROG Configuration Tool for U0-4S (version 2,55)

File Settings Device Language Help
J U H
' Zong |{Patition |Dewice |LP Description j
Address
7 4 11 2 Stora

BE lq 11 3 SMKOFF
RE 4 [11 s |Obsklad
i 4 11 7 Shic
11 e [11 3 |Stara xc
BIEERE 11 14 ST
iz |4 [11 |15 |S2000-B1
BICERT 11 16 S2000-B2
s |4 [11 |22 |aRa1
e |4 11 |z3 |aRa2
17 |4 [11 |24 |aRaz

it 4 11 |25 |aRaa
g |4 [11 |28 |aRas
BESRRT 11 |27 |4Ras
BEERTE [11 |28 |oRa7
IR 11 |23 |aRas
BERRE [11 ) INew DIP
BECEG 10 1 Signall
BEERE [10 3 |Signalz
BE: 5 10 3 Signala
2z s [10 l4 |sigrak
BE: 5 l10 s Signals
BERRE [10 6 |signale
CENS 10 7 Signal? 5
% Device fdlarm Loops AT elephones AMessage Filter 4 Credentials 4 Zones and Partitions AMessage Descriptors {GPRS Settings [

Figure 19. Zones and Partitions. Master Mode

The UO-4S doesn’t support partition description®sly partition numbers are specified for user
SMS.

& When the UO-4S operates together with the contiakpin Slave 1 or Slave 2 operation
modes, local alarm loops must be enrolled in thetrwd panel database
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Tab «Message Descriptors»

File Settings Dewice Language Help
]l ©® H|Q W
Ewvent Text 1=
"Disarmed"
"Ar med"
¥|"trming Failed" o it

"Wrong code" AOCTYN OTENOHEH cprili
"Patral check" OTMETKS HAPAOA Latin
"Open circuit” CEFBIB
"Shiort circuit” HOPOTHOE B
"Fire alarm" T AP
"Fire pre-alarm" BHMMAHIE!
"Intrusion alarm" TPEBOM A
"Panic alarm" HAMAAEHIME

v "Entrance alarm" TPEBCI A BxOOA
"Poweer Failed" HEMZTIR MATAH.

|| |"Power Restored" BOCCT MATAH,
"Mains failed" HAPYLL 2208
"Mairs restored" BOCCT 2208
"Tampering" BZHPRITIE HOPT,
"Tamper restored” SAHPRITVE HOPT,
"Devica reboot" CEROC
"PL open circuit" HEMCOR, Annc
"PL restored" BOCCTAHOBN ANnC
"Output circuit failure” HEWCTIP LIEMA BEIX,
"Output circuit restored” BOCCT.LEMA Bllx,
"Cormmunication Laost" HAPYLLEHWE CBAZM
"Communication restored” BOCCT.CBAZI
"Prograrmrming" MPOrPARMIP,
rEST" #TECT
Status FCOCTOAHNE
S llima I Failea" LB~ Ar e _ﬂ

"\ Device jidlarm Loops {7 elephones 4 Message Filter {Credentials fZones and Partitions ) Message Descriptors AGPRAS S ettings [
| | A

Figure 20. Message Descriptors

This tab is intended to edit texts of user SMSe€essary. Symbols in Latin or Cyrillic scripts
can be used. The SMS writing system can be seléaedthe context menu by right clicking on a text
string.
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Tab «GPRS Settings»

&= UPROG Configuration Tool for UO-45 (version 2,55)

File Settings Device Language Help

d & H]Q

_ ¥ Enable GPRS
~CMS Settings

‘Main Channel Backup Channel
IP address: | 80.252,157.71 Pot 10003 3] | 1P addvess:| 19216820 4 Port;  [10004 B
IMain Recipient Masterkay ﬁ Backup Recipient Mastarkay

W /0 Encryption I W

Connection Establishment Timeout, s
Response Waiting Timeout, s

Transmission Attempts

o8 8

TEST Transmission Period, s

120 =
Group Number [9

eoe

ibesline

internet.beeline.ru internet.mts.ru

% Device f4lam Loops 4T elephones fMessage Filter {Credentials {Zones and Partitions {Message Descriptors 4 GPRS Settings /

Figure 21. GPRS Settings

Enable GPRS The flag enables sending data over the GPRS ehann
For the main and backup receiver the following paraneters must be set individually:

» |P Address (Static IP address of the host with &ge&V.3 Central Monitoring Station)

Port (the number of the UDP port open for receivimgssages over Internet on the host with
Egida rev.3 Central Monitoring Station)

MasterKey (encryption key). This key is used focrgpted transmitting of events to Egida
rev.3 Central Monitoring Station. To specify a kepen the relevant dialog window by clicking the

check mark at the right part of the MasterKey figdde Figure 22). To use the default encryption key
tick the relevant box at the right top part of Wiedow.

Change encryption key 2

Uze default encryption key r
Pagzsword:
|Kedr

Characters entered: 4
Canfirm the passwiord:

|Kedr

Characters entered:4

(0] 4 | Cancel

Figure 22. Changing Encryption Key
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Also your own encryption key can be generated lgypgtogram automatically using the typed
passphrase. For doing so, enter a password in Eatipt into the Password field, then confirm nda
finally save changes by clicking OK. For Egida 3n@al Monitoring Station the same password must
be entered in GPRS settings for this UO-4S to pi®decoding of the notifications.

W/o Encryption: If this flag is set on then the UO-4S sends DCfflifications without
encrypting them(This parameter is recommended to be set on fovorks with low GPRS channel
throughput and high density of events sent fronl@e4S to the CMS (Central Monitoring Station).

If backup channel is not in use then there mustllzeros in the IP Address and Port fields.
Common settings are the following:

» Connection Establishment Timeout (60 seconds mmatended)

* Response Waiting Timeout (20 seconds)

* Transmission Attempts (the minimum recommendedeva2-3 attempts)

e TEST Transmission Period (60 to 250 secontthé3;time must be longer than call setup time
e Group Number (the number of the group in which GRRS8smission is included)

Carrier settings, to be set individually for SIM1 and SIM2:

e Login (the login (account name to access GPRS @ the carrier. For every carrier its
specific login must be used, for example “mts”tloe “MTC” carrier, “beeline” for the “Bee-
line” carrier, and “megaphone” for thdferadon” carrier)

» Password (the password to access GPRS service afthier. For every carrier its specific
password must be entered, for example “mts” for*tM&C” carrier, “beeline” for the “Bee-
line” carrier, and “megaphone” for thdferadon” carrier )

Access point name APN (the name of the GPRS/3Gwgatdor your carrier, for example
“internet.beeline.ru” for “Beeline”, “internet.mts’ for “MTC:, and “internet.megafone.ru” for
“Meradon”).
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MAINTENANCE

The UO-4S must be maintained at least annuallyléstrécians with the third or higher electric

safety qualification level.
To maintain the panel, d

o the following:

a) Ensure the panel enclosure is not damaged andusteth securely; ensure the wire terminals

are fastened properly;
b) Remove dust, debris, and corrosion from the comtaehections and the panel enclosure;
c) Inspect panel operability by testing panel indmatin accordance with Table 1 and panel

sounder performance

in accordance with Table 2.

Table 9. Troubleshooting

Problem

Possible Cause

Solution

POWER LED is off when the
UO-4S is switched on

No power is applied

Check power voltage to be applied
the UO-4S

POWER LED flashes with ambe
two times per second

fnput power voltage is exceeding
15V oris below 10 V

Check the level of the supply voltage

COM FAULT LED illuminates
with amber

No communication with the device
or the control panel over the RS-4
interface

sFor a slave mode check the operat

?ﬁode of the control panel. For the
aster mode check the XT2 jumpe

to be open

on

=

SIM card not inserted or failed

Check the SIM card

GSM LED doesn’t illuminate

SIM card is locked to ask PIN or
extra options (such as SimToolKit
are activated for it

Turn off asking the PIN and extra
options for the SIM card by means
a mobile phone or the carrier

of

COM FAULT LED pulses with
amber two times per second

SIM card cannot register in the
mobile network

No connection with the subscrib
(message failed to be delivered
No connection with the central
station

Wrong phone number of the SM
center is entered

* Account balance is lower than a
minimum value

Make sure the SIM card is insert
into the relevant slot

er
external one

Check the signal level at the
mounting location of the UO-4S
by means of a mobile phone
Enroll the phone number of the
SMS center into the SIM card as
described in the phone manual (
a cell phone to setup)

Eliminate the financial debt

S

Check the antenna or connect anf

bd

ISe

POWER LED flashes with ambe
once per two seconds

Mains power applied to the RIP h3
failed (signal from contacts 5 and

3Eerair mains power of the RIP
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STORAGE, TRANSPORTATION, AND WARRANTY

STORAGE

The UO-4S in the consumer packing must be stordohénwith Storage Ambients 1 of Russian
Standard"OCT 15150-69.

The premises where the UO-4S is stored must befrioe® any acid fumes, alkaline fumes and
other aggressive gases and harmful impurities wtéchcause corrosion.

TRANSPORTATION

The packed UO-4S should be transported by any edveshicles in accordance with
requirements of transport organizations.

The transportation terms and conditions for the 48must be the same as Storage Ambients 5
of Russian StandafdOCT 15150-69.

WARRANTY

The manufacturer warrants the UO-4S to conformethnical specifications if the consumer
meets the rules of transportation, storage, mognénd operation.

The warranty period is 18 months since putting gheel into operation, but no more than 24
months since the acceptance date.

In case of difficulties in programming or operatig product, please contact Technical Support
by calling +7 495 775-71-55 (multichannel) or byasing support@bolid.ru




APPENDICES

APPENDIX A. CONTACT ID PROTOCOL

Contact ID Protocol Messages
: Partition
Notification N?Jer}r?ljl(ler D o Event Number Zonelg\lsL:eT:)Sr @
Qualifier Code 2 sym-
4 symbols bols 3 symbols
Disarmed XXXX 18 1 401 P User
Armed XXXX 18 3 401 P User
Arming Failed XXXX 18 1 454 P Z
Guessing XXXX 18 1 406 P Z
Patrol Check XXXX 18 1 999 P Z
Fire Loop Failure XXXX 18 1 373 P Z
Fire Alarm XXXX 18 1 110 P Z
Fire Prealarm (Orion) XXXX 18 1 118 P V4
Intrusion Alarm XXXX 18 1 132 P Z
Panic Alarm XXXX 18 1 122 P Z
Entrance Alarm XXXX 18 1 134 P Z
Alarm Loop Open Circuit Failure XXXX 18 1 371 P Z
Alarm Loop Short Circuit Failure XXXX 18 1 372 P Z
Loop Repaired After Open Failure XXXX 18 3 371 P V4
Loop Repaired After Short Failure XXXX 18 3 372 P Z
Power Failed (power voltage is below
11Vor above(Fl)S V) ’ XXXX 18 1 302 P z
Power Restored XXXX 18 3 302 P Z
AC Power Failed
(longer than 20 seconds) XXXX 18 1 301 P z
AC Power Restored
(longer than 20 seconds) XXXX 18 3 301 P z
Tamper Alarm XXXX 18 1 383 P V4
Tamper Restored XXXX 18 3 383 P Z
Device Restart XXXX 18 1 305 P Z
Polling Loop Failure (Orion) XXXX 18 1 331 P Z
Polling Loop Restored (Orion) XXXX 18 3 331 P Z
Output Circuit Failure (Orion) XXXX 18 1 320 P V4
Output Circuit Restored (Orion) XXXX 18 3 320 P V4
Device Disconnected (Orion) XXXX 18 1 350 P Z
Device Connected (Orion) XXXX 18 3 350 P Z
Starting Programming Mode XXXX 18 1 627 P Z
PL Short Circuit (Orion) XXXX 18 1 332 P V4
Disabled (Orion) XXXX 18 1 382 P Z
Enabled (Orion) XXXX 18 3 382 P Z
High Temperature (Orion) XXXX 18 1 158 P Z
Low Temperature (Orion) XXXX 18 1 159 P V4
High Level (Orion) XXXX 18 1 166 P V4
Low Level (Orion) XXXX 18 1 167 P Z
Two High Level (Orion) XXXX 18 1 168 P Z
Too Low Level (Orion) XXXX 18 1 169 P Z
Normal Level (Orion) XXXX 18 3 166 P V4
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Contact ID Protocol Messages

. Partition
Notification NSU?T:IS; ID Qualifier Event Number Zonelﬂ\lsl;rp:asr @
4 symbols Code zbsglg]' 3 symbols

Auxiliary Loop Alarm (Orion) XXXX 18 1 150 P V4
Auxiliary Loop Restored (Orion) XXXX 18 3 150 P Z
Low Battery (Orion) XXXX 18 1 302 P Z
Battery Restored (Orion) XXXX 18 3 311 P Z
Battery Failed (Orion) XXXX 18 1 311 P V4
Battery Test Error (Orion) XXXX 18 1 309 P V4
Overvoltage (Orion) XXXX 18 1 312 P Z
Power Restored (Orion) XXXX 18 3 312 P Z
Charger Failed (Orion) XXXX 18 1 319 P V4
Charger Restored (Orion) XXXX 18 3 319 P V4
Fire Equipment Failed (Orion) XXXX 18 1 380 P Z
Fire Equipment Restored (Orion) XXXX 18 3 380 P Z
Pump On (QOrion) XXXX 18 1 205 P Z
Pump Off (Orion) XXXX 18 3 205 P V4
Service Required (Orion) XXXX 18 1 393 P V4
Fire Equipment Test (Orion) XXXX 18 1 607 P 4
Test Quitted (Orion) XXXX 18 3 607 P Z
Substitution (Orion) XXXX 18 1 339 P Z
Door Forced Open (Orion) XXXX 18 1 426 P V4
Door Restored (Orion) XXXX 18 3 426 P V4
Door Held Open (Orion) XXXX 18 1 426 P 4
Test Error (Orion) XXXX 18 1 343 P Z
Alarm Test (Orion) XXXX 18 1 611 P Z
Supscnber Communication Fault XXX 18 1 351 P 7
(Orion)

Communication Restored (Orion) XXXX 18 3 351 P 4
Leak Alarm (QOrion) XXXX 18 1 154 P Z
Leakage Repaired (Orion) XXXX 18 3 154 P Z
Auto On (Orion) XXXX 18 1 221 P V4
Auto Off (Orion) XXXX 18 3 221 P y
Discharge (Orion) XXXX 18 1 222 P Z
No-Pulse Release (Orion) XXXX 18 1 223 P Z
Release Failed (Orion) XXXX 18 1 225 P Z
Inhibited (Orion) XXXX 18 1 226 P Z
Abort (Orion) XXXX 18 1 227 P y
Pressure Switch Failed (Orion) XXXX 18 1 230 P z
Pressure Signal (Orion) XXXX 18 1 224 P Z
Pre-Discharge Delay (Orion) XXXX 18 1 229 P Z
Released (Orion) XXXX 18 1 228 P V4
Fire 2 Alarm (Orion) XXXX 18 1 119 P 4
Voice Alarm Activated (Orion) XXXX 18 1 231 P z
Voice Alarm Stopped (Orion) XXXX 18 3 231 P Z
Noise (Orion) XXXX 18 1 394 P Z
Noise Removed (Orion) XXXX 18 3 394 P V4
Actuator Failed (Orion) XXXX 18 1 165 P z
Actuator Error (Orion) XXXX 18 1 170 P Z
Actuator in Initial Position (Orion) XXXX 18 3 164 P Z
Actgator in Operating Position XXX 18 1 164 P 7
(Orion)

Manual Test (Orion) XXXX 18 1 614 P 4
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APPENDIX B. USER'S SMS

Default Notification List

Notification In Latin In Cyrillic
Disarmed DISARMED CHAT
Armed ARMED B3AT
Arming Failed FAULT HEB3AT
Wrong Code (is generqted after presenting REEUSE [OCTY OTKMNOHEH
three unknown credentials)
Patrol Check DETAIL OTMETKA HAPAOA
Alarm Loop Open Circuit Failure BREAK OEBPLIB
Alarm Loop Short Circuit Failure SHORT KOPOTKOE 3AMbIKAHNE
Fire Alarm FIRE MOXAP
Fire Prealarm (Orion) ATTENTION BHNMAHWE!
Intrusion Alarm ALARM TPEBOIA
Panic Alarm PANIC HAMNAOEHUWE
Entrance Alarm ENTRY ALARM TPEBOIA BXOOA
Power Failure (below 11 V or above 16 V) DC TROUBLE HEWNCIP NNTAH
Power Restored DC OK NMATAHVE B HOPME
AC Power Failed AC LOW HAPYLI OCH NMNTAH
AC Power Restored AC OK BOCCT OCH INMNTAH
Tamper Alarm OPEN BCKPbITVE KOPIYCA
Tamper Restored CLOSE 3AKPbITVE KOPIMYCA
Device Restart RESET CBPOC
Polling Loop Failure (Orion) TROUBLE 2WIRE HEWCIMPABHOCTb ArJIC
Polling Loop Restored (Orion) RESET 2WIRE BOCCTAHOBJ ANnnc
Output Circuit Failure (Orion) RELEY TROUBLE HEWCIIP LIEMW BbIX
Output Circuit Restored (Orion) RELEY RESET BOCCTAH LIEINAN BbIX
Device Disconnected (Orion) DISCONNECT HAPYLIEHWE CBA3N
Device Found (Orion) CONNECT BOCCTAHOBIJ1 CBA3U
Programming Started PROG PART NMPOrPAMMNPOBAHNE
TEST (only states of own alarm loops are TEST STATUS ARMED TECT COCTOAHUE B3AT
transmitted in the notification) or STATUS DISARMED or COCTOAHNE CHAT
Alarm Loop State (is generated as a re- STATUS ARMED COCTOAHME B3AT
sponse to a Request Armed command) or STATUS DISARMED or COCTOAHUNE CHAT

In the Standalone Mode the events are transmitigdthwe number of an alarm loop:

— Object Name, DD-MM (optional) HH:MM, Event, Alarmdp, Object Description (optional)

— Object Name, DD-MM (optional) HH:MM, Event, Usermioer, User Description (optional)

For the modes Slave 1, Slave 2, Master the ndiifics are transmitted with the number of partitond the
number of zone:

— Object Name, DD-MM (optional) HH:MM, Event, Partiti, Zone, Object Description (optional)

— Object Name, DD-MM (optional) HH:MM, Event, Partiti, User Number, User Description (optional)
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APPENDIX C. EGIDA-2 SMS

TEST (only states of own alarm
loops are transmitted in the notifica-
tion)

e Egida-2 Egida-2
Notification Local Mode Slave 1/2, Master Mode
Disarmed DISARMED S USER N DISARMED PART P USER N
Armed ARMED S USER N ARMED PART P USER N
Arming Failed FAULT S FAULT PART P ZONA Z
Wrong Code
(is generated after presenting three | REFUSE -
unknown credentials)
Patrol Check DETAIL DETAIL
Alarm Loop Open Circuit Failure TRUBLE S TROUBLE PART P ZONA Z
Alarm Loop Short Circuit Failure TRUBLE S TROUBLE PART P ZONA Z
Fire Alarm FIRE S FIRE PART P ZONA Z
Fire Prealarm (Orion) - ATTENTION PART P ZONA Z
Intrusion Alarm ALARM S ALARM PART P ZONA Z
Panic Alarm PANIC S PANIC PART P ZONA Z
Entrance Alarm ENTRY ALARM S ENTRY ALARM PART P ZONE Z
i’gv\\;()ar Failed (below 11V or above DC LOW DC LOW PART P ZONE 7
Power Restored DC OK DC OK PART P ZONE Z
AC Power Failed AC LOW AC LOW PART P ZONE Z
AC Power Restored AC OK AC OK PART P ZONE Z
Tamper Alarm OPEN OPEN PART P ZONE Z
Tamper Restored CLOSE CLOSE PART P ZONE Z
Device Restart RESET RESET PART P ZONE Z
Polling Loop Failure (Orion) - TROUBLE 2WIRE PART P
Polling Loop Restored (Orion) - RESET 2WIRE PART P
Out_put Circuit Failure i RELEY TROUBLE PART P
(Orion)
Output Circuit Restored
(Orion) - RELEY RESET PART P
Deylce Disconnected i DISCONNECT PART P
(Orion)
Device Found (Orion) - CONNECT PART P
Programming Started PROG PROG PART P
TEST

STATUS ARMED Z
or STATUS DISARMED

Alarm Loop State (is generated as
a response to a Request Armed
command)

STATUS ARMED ZONE Z
or STATUS DISARMED

Where:

» Sis for the number of the alarm loop
* Pis for the number of the partition

* D is for the address of the device

» Z is for the number of the zone
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APPENDIX D. EGIDA-3 SMS

Notification SMS Event Source
Disarmed F99 IXXXX M242 Partition/UO-4S Internal Alarm Loop
Armed F99 IXXXX M241 Partition/UO-4S Internal Alarm Loop
Arming Failed F99 IXXXX M17 Zone/UO-4S Internal Alarm Loop
Wrong Code F99 IXXXX M26 Reader
Patrol Check F99 IXXXX M223 uo-4S

Open Circuit Failure

F99 IXXXX M45

Zone/UO-4S Internal Alarm Loop

Short Circuit Failure

F99 IXXXX M214

Zone/UO-4S Internal Alarm Loop

Fire Alarm

F99 IXXXX M37

Zone/UO-4S Internal Alarm Loop

Fire Prealarm (Orion)

F99 IXXXX M44

Zone

Intrusion Alarm

F99 IXXXX M3

Zone/UO-4S Internal Alarm Loop

Panic Alarm

F99 IXXXX M58

Zone/UO-4S Internal Alarm Loop

Entrance Alarm

F99 IXXXX M118

Zone/UO-4S Internal Alarm Loop

Power Failed

F99 IXXXX M198

Zone / Device

Power Restored

F99 IXXXX M199

Zone / Device

AC Power Failed

F99 IXXXX M2

Zone / Device

AC Power Restored

F99 IXXXX M1

Zone / Device

Tamper Alarm

F99 IXXXX M149

Zone / Device

Tamper Restored

F99 IXXXX M152

Zone / Device

Device Restart F99 IXXXX M203 Device
Eglllliirr]]g It%%pvgﬁg::ee) (Orion) (increased F99 IXXXX M222 Device
Polling Loop Restored (Orion) F99 IXXXX M47 Device
Output Open Circuit Failure F99 IXXXX M112 Zone
Output Short Circuit Failure F99 IXXXX M122 Zone
Output Circuit Restored F99 IXXXX M123 Zone
Device Disconnected (Orion) F99 IXXXX M250 Device
Device Connected (Orion) F99 IXXXX M251 Device
Starting Programming Mode F99 IXXXX M84 Device
RS-485 Communication Fault F99 IXXXX M217 Device
RS-485 Communication Restored F99 IXXXX M218 Device
Polling Loop Short Circuit Failure F99 IXXXX M215 Device
Alarm Loop Disconnected F99 IXXXX M187 Zone
Alarm Loop Connected F99 IXXXX M188 Zone
Output Disconnected F99 IXXXX M126 Zone
Output Connected F99 IXXXX M127 Zone
High Temperature F99 IXXXX M76 Zone
Low Temperature F99 IXXXX M206 Zone
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Notification SMS Event Source
Normal Temperature F99 IXXXX M78 Zone
High Level F99 IXXXX M74 Zone
Low Level F99 IXXXX M71 Zone
Too High Level F99 IXXXX M75 Zone
Too Low Level F99 IXXXX M77 Zone
Normal Level F99 IXXXX M72 Zone
Auxiliary Input Alarm F99 IXXXX M35 Zone
Auxiliary Input Restored F99 IXXXX M36 Zone

Low Battery

F99 IXXXX M211

Device / Zone

Battery Failed

F99 IXXXX M202

Device / Zone

Battery Restored

F99 IXXXX M200

Device / Zone

Battery Test Error

F99 IXXXX M205

Device / Zone

Power Supply Overload

F99 IXXXX M194

Device / Zone

Overload Repaired

F99 IXXXX M195

Device / Zone

Charger Failed

F99 IXXXX M196

Device / Zone

Charger Restored

F99 IXXXX M197

Device / Zone

Fire Equipment Failed

F99 IXXXX M41

Device / Zone

Fire Equipment Restored

F99 IXXXX M39

Zone

Pump On

F99 IXXXX M130

Zone / Output

Pump Off

F99 IXXXX M131

Zone / Output

Service Required

F99 IXXXX M204

Zone / Output

Alarm Test

F99 IXXXX M19

Zone

Fire Equipment Test Started

F99 IXXXX M20

Device / Zone

Test Quitted F99 IXXXX M21 Device / Zone
Configuration Error F99 IXXXX M165 Zone
Door Forced Open F99 IXXXX M27 Reader
Door Restored F99 IXXXX M31 Reader
Door Held Open F99 IXXXX M33 Reader
Access Denied F99 IXXXX M29 Reader
Test F99 IXXXX M255 Device
Subscriber Communication Fault (Orion) F99 IXXXX MO0 Subscriber
Communication Restored (Orion) F99 IXXXX M91 Subscriber
Leak Alarm (Orion) F99 IXXXX M79 Zone
Leakage Repaired (Orion) F99 IXXXX M80 Zone
Auto On (Orion) F99 IXXXX M148 Zone
Auto Off (Orion) F99 IXXXX M142 Zone
Discharge (Orion) F99 IXXXX M146 Zone
No-Pulse Error (Orion) F99 IXXXX M145 Zone
Release Failed (Orion) F99 IXXXX M139 Zone
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Notification SMS Event Source

Inhibited (Orion) F99 IXXXX M147 Zone
Abort (Orion) F99 IXXXX M143 Zone
Pressure Switch Failed (Orion) F99 IXXXX M221 Zone
Pressure Signal (Orion) F99 IXXXX M220 Zone
Pre-Discharge Delay (Orion) F99 IXXXX M141 Zone
Released (Orion) F99 IXXXX M144 Zone
Fire 2 Alarm (Orion) F99 IXXXX M40 Zone
Voice Alarm Activated (Orion) F99 IXXXX M150 Zone
Voice Alarm Stopped (Orion) F99 IXXXX M151 Zone
Noise (Orion) F99 IXXXX M4 Zone
Noise Removed (Orion) F99 IXXXX M6 Zone
Actuator Failed (Orion) F99 IXXXX M155 Zone
Actuator Error (Orion) F99 IXXXX M156 Zone
Actuator in Initial Position (Orion) F99 IXXXX M154 Zone
Actuator in Operating Position F99 IXXXX M153

(Orion) Zone
Manual Test (Orion) F99 IXXXX M140 Zone
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APPENDIX E. VOICE MESSAGES

List of Default Voice Messages

Notification Voice Message
Disarmed CHaT ¢ oxpaHbl pasgen P nons3osatens N
Armed Baatne nop oxpaHy pasgen P nonb3oBatens N
Arming Failed He B3aTme pasgen P 30Ha Z [nonb3oBaTernb N]
Wrong Code

(generated after three presenting of unknown
credentials)

HocTyn oTknoHeH npubop D

Patrol Check

OTmeTka Hapsiga npubop D

Open Circuit Failure

O6pbiB pasgen P 3oHa Z

Short Circuit Failure

KopoTkoe 3amblkaHue pasgen P 3oHa Z

Fire Alarm

Moxap pasgen P 3oHa Z

Fire Prealarm (Orion)

OnacHocTb noxapa pasgen P 3oHa Z

Intrusion Alarm

Tpesora pasgen P 30Ha Z

Panic Alarm

HanageHve pasgen P 30Ha Z

Entrance Alarm

TpeBora Bxoga pasgen P 3oHa Z

Power Failed (is below 11 V or exceeds 16 V)

HewncnpaBHoCTb NUTaHuA pasgen P 30Ha Z

Power Restored

BoccTaHoBreHne pesepBHOro nuTaHus npuéop D

AC Power Failed

Hapyl.ueHlAe OCHOBHOIO NUTaHusa pasgen P 3oHa Z

AC Power Restored

BoccTtaHoBneHne 0CHOBHOIO NUTaHUA pasgen P 3oHa Z

Tamper Alarm

Banowm kopnyca pasgen P 3oHa Z

Tamper Restored

BakpbITe kopnyca pasgen P 3oHa Z

Device Reset

C6poc pasgen P 3oHa Z

Polling Loop Failure (Orion)

Hapywenwne OMNJIC pasgen P 30Ha Z

Polling Loop Restored (Orion)

BoccraHoBnenue OMNJIC pasgen P 30Ha Z

Output Circuit Failure (Orion)

HapyweHue Bbixoaa pasgen P 30Ha Z

Output Circuit Restored (Orion)

BoccTtaHoBneHuve Bbixoga pasgen P 3oHa Z

Communication Fault (Orion)

HapyweHue cBasun pasgen P 30Ha Z

Communication Restored (Orion)

BocctaHoBneHue cea3u pasgen P 3oHa Z

Programming Started

MporpammupoBaHue pasgen P 30Ha Z [nonb3oBaternb N]

TEST (only states of own alarm loops are
transmitted in the notification)

Alarm Loop State (is generated as a response
to a Request Armed command)

Where:
» Pis for the number of the partition
* D is for the address of the device
e Z is for the number of the zone
* N is for the user number
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MANUFACTURER DATA

Made by the Bolid Company, Russia.
4 Pionerskaya Str., Korolev, Moscow Oblast, 141Rifssia
Tel./Fax: +7 (495) 775-71-55 (multichannel), 7772 516-93-72

E-mail: info@bolid.ry http:/bolid.ru.

Technical Supporsupport@bolid.ru




